PIX/ASA 7.x: SSH/Telnet g¢Js pold wdosu

IJslz06 1Us13J.s6 9lJghzs6

Slhgizall

do 280l

duw Y o lllaioll

o lllaioll

do 2ol & bgSall

dlall by olxiinll

oMoVl

aSuill | Jaulasill puw )l

SSH o liugSs

ASDM 5.X olazuiwl -peSil
ASDM 6.x plaziwl peSill
Telnet .05

ACS 4.x 9 SSH/Telnet ac>
axoll o gaxill

debug ssh

alasinill SSH wlwl> o ,c
plell RSA zlias o ,c
Le>MNolg clazVl BLlisSiwl
PIX 10 RSA auilao dljl duasS
SSH Jlasl  Liud

SSH go ASA _JI Jawodll jisi

SSH plaziwl sl ASA JI Jawodll jisi

o Ol wlogles

doasoll

Cisco ooVl 5lex) am,lly adzlul wlezlgll e (Secure Shell (SSH 68 (3905 Atuall 13D paé,
Series Security oLVl jlg> oS Laiay .Vl GllaoYly X. 7 )luoYl Series Security Appliance
Telnet oYlasl Jlu,| oy &Y |la; .SSH ol Telnet o0 sl plaziw] 4oloVl Jlaw plaziwl A=y e Appliance

acbuws JWL9 995 9 SSH 9,0 aS,> juein piy SSHuomu.o_ga 90l lolS auaiy oly Las 9
oeYl o 5,3V ueSil ololg 59,all wlalS dla> e

x2S ol jio SSH oVlas] dusasy oYl 5l oy 1Y (ol,eY wloVl Slgz SSH YLl ULowJLP 2
Jazaize oBlul JSI Jlasl 100 gly Lelle _adl a9 (Ldgio ol 13] wolol  $luw JSI bl

SSH eMac (o bl 49,0 &> uais a .SSH p3l5 68 PIX lol jle> slicl piy 13d eSill Jlio S
9 6,90iall 5=l SSH dab wsllog wloYl jlg> acy, .SSH e3> JI (16/172.16.1.1 9 (10.1.1.2/24


//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/contexts.html

ulalize 2 9 1 ,luoYl 3DES. SSH wl a9 (DES) byl jueis jlso pcx laS SSH 0 2 9 1 )l

LYl ozl

ollliall
Aol [ag) dols olllbio a>g5 Y

dox2iunll o LeSall

8.09 7.1 1Yl (Cisco PIX dla> jlx> by Il xiwsll 138 5 65,l6)l &logleall situs

65e> VI o> ol aols dlaso &y (9 6392901 632V o aiiwall 13D 8 83,19l ulo_glanll elis| oo
&Y Jaizall skl logd 0 2518 (6,uile liSuis cals 13 (0,i8l) 2oumon (oS diwall 13D 9 doriuuol|
ol

U9 aaes piy Y9 &as Yl olylaoYly PIXIASA JsSsio L oo X.7 5lao¥l 8 SSHV2 luo)l pcs ai, tdlase
X7 slao¥l e aalul olluoyl

dlall ol olxiiall

olylusol go Cisco ASA 5500 Series Security Appliance oVl jle> go (uoSdl 13D plasiw] Say oS
SV olylaoVlg X.7 2ol

obMaoVl

Ol oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco wluali oWMawl g1

Aol 138 9 dxiogall olisall (e85 wlogles Ul pasi «pudll 13i® 9

dazall OVl 65621 a0 9l LolgVl Jlaw plasiwY do;MI Glogleall, (ueSi dglas JS ayadi aiy tala>No
.(ASDM)

LoloVl Jo> logleall o aje Ll Jgaxll (Jaid ulsuuall eMasll) LoloVl éy 615l pasiwl tda>Mo
sl 13D 9 doarsiusll

W1 aSidl slac] xitwall 13D pastiuy


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

PIX Inside

172.16.5.10/16
e S5H Server _
E
,..=_=;;;___ Cloud |
I r A 4

Roular PIX Qutside
S5H Clisnt S5H Client

A1, 68, 4
10.1.1 2124 10.1.1.1/24 192,168, 200.172 172164 1116

SSH wliyeSs
a1 o luoSl xiwall 13D paiawy

ooVl le>  JI SSH Jowog -
SSH | e olaiwl| dusus -

PIX 055 -

LYl | SSH

:0lYl 5le> I SSH Jguo9 (oSl wlglazll 03 JaoSi

oS 8. llnall Lig eldgll o lidy b JUd a8>kanll 19,0 dalSy paskiue puwl lasls SSH o lul> a1
rasuall:AAA ro.).."k'i.a.ub )90 dalS9 P ARiuwo P.qu
pi x(confi g) #username username password password
| pix(config)#aaa authentication {telnet | ssh | http | serial} console {LOCAL
{[server_group [LOCAL

OVl 5le> 01655 liSasd (@95Laall RADIUS gl +TACACS polg dcgazo pasims S 15] taa>MNo
p3lo3l dCgazo puwl 33> 9gio & AAA o315 oIS I3] ddolis] day las ddxall Lldl 6118 plasiwy
9 2950l dalSy pasimall gl Guis plasis] Gucximall o (9,>Y W) ulus> ) o oo
iy Ll dag o)l 1 6,lal i Lass Y oYl le> dlas oY AAA p3l5S ddxall o bl 6acld

: Jlio zdla> Mo gol ki

pi x(confi g) #aaa authentication ssh console TACACS+ LOCAL

daw el,2] 09> @slanll duvlwl ds, las ddxall Lyl 6228 plasiuw] 3 o Yo liSay 1dla>Vo
:Jlis.00>9 _Jxo Ji® sl in order to wlzs . bl

pi x(confi g) #aaa authentication ssh console LOCAL

Jl e guloiuy col .Cisco J awol i8Il Telnet 59,0 aalsy pix J LuolidVl pasiwell puwl pasiwlgl
ol 13® 2o aalS telnet

pi x(confi g) #passwd password

e it Guds OLss eVl W A 03D S Loyl password LoVl plasiw| Say tdla>e
:SSH J Lsllao 0,98, silly PPIX dlo> ,lax) RSA auiles 295 ¢ inl .2

pi x(confi g) #crypto key generate rsa modulus modulus_size

o> S LolS 2048 ol 1024 91 768 91 512 (cu wla>g 9) modul us_si ze ueSy wl Say jala>No
doudy _09s -RSA auilio 295 clis] a8 iy sVl cdgll JWb LolS w03ax sl auilaall Jolzo
SlaoYl Guws Ll PIX zol ol)lasy wlito RSA zulas 295 clivy paziwall 4oVl rda>Ns.1024



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094e71.shtml#sshinout

g9 S il No.aslanll clin] o Sai ol S8 Jbro pwl Guss oy bl oblaodl S X7
U9 il ol pes piy ¥ lls I a8LoYl, . §la JSI RSA awlio clinl clle oy oasioll §lul|

el Sl g9

3 dg>log aSuinl glidy Haanll Glgic LoVl 1id 3330V lexy JLasVl g 2oamall dapaall ol 2>

bl o el ol 8ac Ay Say9 .SSH o JLasVL L) 2gouall (dauaoll 656>Y) Cavaall
o0 3219 o9 J3 1Al o a9 Gawany plowdl oty Jlall 13D 8 .oleg>lgll 9l oISl gl danaall
ol

pi x(config)#ssh 172.16.1.1 255.255.255.255 inside

pi x(config)#ssh 10.1.1.2 255.255.255.255 outside

st LoVl 13D 51 .2 ,100Yl9 SSH (o 1 51a0¥l o JSs 0loY le> oy oLl JSiy 1sylis] .4

‘om0 ol YlasYl

pi x(config)# ssh version

2 91 1 9® versi on_number 95y Ol (,Soy tda>No

Beoll 03D 95T oy Ll pac o B> JuasS =y _uolidl JSiny SSH clwl> §Me| pi i syl

.48,9> 60 9 1 o 291 6a0) P9 Cuxy
pi x(confi g) #ssh timeout minutes

SSH e plasiw] dsisS

clsl PIX 500 Series Security Appliance oVl 5le> o Jos Al Jexuws 59,0 dalSy paziwall puvl 4991 @9
a95Lao adlas Lol ol Jd GVl jle> oS 63>9 e (1) dlass Lelas (SSH dwl> laws boaie .SSH dul> aud

:SSH PARiuuwo

. #(hostnanme(config

Wl | it B 9l o315 pliso elis] aic pSxill 83>9 8 alnadl gl .SSH wilby e dlaadl Lo,e i3, Y
91 cidnd> ploall 03D (§ 2 A9 . paimall @85kas 93> Ui SSH awilan Jsls bl dwls aulas plaziwl,

-l 09 Jo2iino Gl 5le> Ol (o (8830 pads yuido D alasidl sl

Jaoo| pusd g2, . 9150 Jua Jijis - cnuidloio 9 bolas cuiliso (lsS6i9, SSH oo 29 x.1 oblaol ae,

ologleall (o a0 e Jgaxl doadiall o liugSdl o SSH e _le

PIX 105
[ JiSais 138 aagg 13D Jasiuy

PIX 205G

(PIX Version 7.1(1
!
host nane pi x
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names
!
interface EthernetO
namei f outside
security-level 0

i p address 192. 168.200. 1 255. 255. 255.0
!



//www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/config/advanced.htm#xtocid39
//www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/config/advanced.htm#xtocid0
//www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/config/advanced.htm#xtocid39

interface Ethernetl

nanei f inside

security-level 100

ip address 172.16.5.10 255.255.0.0

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

ftp node passive

pager lines 24

ntu outside 1500

ntu inside 1500

no fail over

icmp pernmit any outside

no asdm hi story enabl e

arp tineout 14400

route outside 10.1.1.0 255.255.255.0 192.168.200.1 1
timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

AAA for the SSH configuration username ciscouser ---!
password 3USUcCOPFUiMCO4Jk encrypted
aaa authentication ssh console LOCAL

http server enable

http 172.16.0.0 255.255.0.0 inside

no snnp-server | ocation

no snnp-server contact

snnp-server enabl e traps snnp authentication |inkup
I i nkdown col dst ar

telnet tineout 5

Enter this command for each address or subnet !--- --- !
to identify the IP addresses from which !--- the
security appliance accepts connections. !--- The

security appliance accepts SSH connections from all
interfaces. ssh 10.1.1.2 255.255.255.255 outside

Allows the users on the host 172.161.1.1 !--- to ---!
access the security appliance !--- on the inside
interface. ssh 172.16.1.1 255.255.255.255 inside

Sets the duration from 1 to 60 minutes !--- --- !
(default 5 minutes) that the SSH session can be idle, !-
-- before the security appliance disconnects the
session. ssh timeout 60

consol e timeout 0O
|
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns nmexi mum | ength 512
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh




i nspect rtsp

i nspect ski nny

inspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

inspect sip

i nspect xdntp
|
service-policy global _policy globa
Crypt ochecksum a6b05f d04f 9f bd0a39f 1ca7328de91f 7
end :

SSH 172. 16. 16. 160 oI 13® jlaol a8 (SSH plaziuwl, ASAIPIX 65| dg>l9 JI Jowsl 1da>MNo
255. 255. 255. 255

ASDM 5.X plasiwly (Sl

:ASDM plaziwl, SSH J jlezdl cu65i) Slglazidl 03 oS

go Josius ol in order to Ll Jasiwe<éb] sbi< aibas< Jsis ol .1

P g , . - 2 & Cisto Svstins
4 (% O |0 ©|Q @ & ?
Haires Configation  Koriloring Ewck  Forwsrd | Sesrch Redrash T Halp i
ConEguriion = Propetes = Disice Administrafion = Lser Accounls
[, 2 F RN R E S
e taces P Bsariup Wizard 21 User decauds
e Bk An Setup
é';_:l__] i %ﬁr -, Creste anlrles n the Pl local user dalsbase. Command auiharzation mustbe enabled in arder for the
Secirty Folny r"| " E_';"': g UsEF account grivilieges 1o be anforcad. To enable commnand awnarzaton, go i suthonzsman.
CR
E’l’ - 2 o Update
x|

m E Cenfeate

T B g Desice Accass User Mame Frivilepa (Levely | WFR Group Folicy | WP Group Lock Bdd
@ﬁ = B8 Demica Adminisirati L»E"
WFH !

L-ElEanner clscouser kLA [T CiltGsrpP oliey -- Inhet Sroup Po, Edil
i +-SjBEoot imagahcon
"k E :'@'C 1ck L 2
Rautirg rrEECanzoie
| PgFDavice
é‘% | F-mEFTP biodie
Cobal CEjRats | rERICMP Rules

- Hamanagement A
Properies e
~[Secure Copy
L dshTP
[l =111~
-l TFTF Sarvar

B DHCP Sandcas
- DS Client

- @ aiover . | Sesel I
ﬂlt-'---""---t _hl_
clecoluser MA(Z) g @ B|arzang §6:28 Fm T

plasiwl; SSH J AAA @dslas slacy @8slas < AAA Jsog < sleall Jsog < pailas < oueSs i3l 2
ASDM



e - & Ciseo Srsiens
@ o 2| g » Sglm LA™ B i |

Homea | Conlliguration Wanloring Fioreard Fafrezh Fave Help

Authenscabon

[wl, w2 F E DS ERBRES

bsiee=s :--d)&la'mp'q'nzard Autheatication@uharizationiscoounting
= 0 ' A8A Setup
Bady =TEanti Bponing MMH:IIIMI Authorzation Accourding ]

Eﬁ. b o Auto Update

o - B Colifieale

Ernable autheniication far adminisirator access o the PR,

AT ~ Reguira auihenbcatonto sllos wse of predleged mods cammands -
g Device Bocess L
[ {[Enabls! Berer Group: [LoCal - [ IEn LOCAL WhES SErEr arnlE e
b P ERHTTREAEDM
U --AESecuna Shall
q& N S Requine autheaticatan for 1he mildsng hpes of connecions
; 1 S8 eice Adrministration
Fout ¥
g B B'0HCP Servites I HTTRASOM Serar Groum. |0 00 - ™ |Use LOCAL when sener groug Sis
é% DN Client
Ginksl Dbjscis b g allerer ™ Serial Seprver Group |__ CaL vl [ Uze LOCAL whes serer aroup Eis

=l Fragment
[J.::-_L i ElHistory Matries W 82H Borver Browp: fLocal  w] T Lse LOGAL whun semer groug fils
Priogienies OB I Addit
= .
[ Logaing ™ Talnet Server Group: I_ T vl [T za LOGAL vihiET Sender aroup 503
= Frority Guaue

T
Fd DELMRFT Sarar
E M TCF Options

B Timeous
LHEMURL Fillering
Spplhy %l Rezel I
i [ ]
Devica configuration Inaded succassiully. clzcouser A () ﬂil E| RSI0E G20 ZR PMUTS
2o aolS telnet JI ¢ ¢ in order to aals<é, ] sbi< asbas< JiSuis o il .3
ASDM
@ (% 0|0 O0|Q & & 2 )
Hone Confgeration  Morilorng Back  Foresedd | Sesich Retas  Seve Hel “,
ConfEguraion = Propemies = Desice Adminigirafion = Pasawond
B, |s2%cinimeeE
i - Btarup YWizard Al Pazzwon
Jli.lf.l_:, EI mfmuu;nn Charga the prvilegad rode and Telnge: gasswonds.
Secuty Polcy | =Lt
'i‘”‘RF —Erable Passwond
ﬁ% -8k Audn Update _
0 B Cereste [~ changeihe pridlaged mode password, This is alsoihe passwond to log inka &STM.
AT V
I'fli"nmee ALCRSS e I
gg = 38 Devica Adminishati SIEIGE ST
PN ' E"HEEWHE‘[ S I
| --SgBRoat imagancon D
1}% ' 'E}C _— Jnmm e Fasaward: I
Faing | rEEansoe ) R
| bgPDevice
@8 | F-mEFTP hodi Telnet Fassward
E L hange iha passwo arress the Pl consala.
ikl Objects %::HF' Rules " Fic rd o the Pl
Vol anagemen
E"-l' ' &NTP i Passward:
Prowetos | | o SRR | ! )
: :"%55:”"9 Lopr P Passward. I b
[ SKTP
. ;"gs”u': Ganfirm Mow Passward: I
i --mATFTP Sarvar
. Ll zen Arrounts
B DHCP Sandces
RO Client
- gt silover - Apaly I Resel I
‘u [ : _le
Devica cordiguration lnaded succassfully. clzcouser  [MA(E) | Iﬁ | E|5|‘23rt|ﬂ SA0EE AN U

cliwY aoasoll awol 8Vl oLl paciwly @8lo] (995 Ll awilas 29 < 83lgi < Laslas < oS5 i3l 4



2o RSA auilio Luss

ASDM
@, .:éi} [:;I c » | Q ) H :-;j Ciseo Svsrens
Hins Confgu ation WACrPIOE G Bk Foryesrd Sesfch Redng SEte Halp N

Confguraion = Prapeties = Ceriicae = Key Pair

-, + 2V EIAISRRBE S

R r-.ﬁ""ﬁfarlup Wiizard S EEy Pair
T i g s Setup
3, III o ’ Corfigure the key pairs to be used In cestifcabas.
= i+ EAnt Spoafing
sesmyFoley | G o

ﬁa L. 28 Ao Update Mote: Operabions on Bls scrzen a2 applied rmmadiately Upon carnplaion and are Irevarsinie,
|

e =i »_iih::enrnrme
- E2Auihentication

ﬁg i +-EsErmliment

VR i ENImpoet Ceriicats

1
i

P

Vo

1

i

E-Byhanane Carfics

Fenlireg . s Trustanird
m of Dewica Ancess Dzl |

@8 B B8 Dind ce Adiministrati
Gkl Obieets | B9 DHCF Samicas
I ONS Client

ﬂ. i+ P ailover
Properiias g Fragrmant
. =l Histary Metrics
0 1P Audit
B Logaing
&2 Priority Quaue
- aEaL
- EPEUNRPE Serer
- wd TP Qobians

. BT iImeouds _lj
1‘ P oo I L]
Devica configuration naded succassfully, clzcouser  MAE | S 5506 63458 FMUTS
oblss )oYl yaxily SSH o JlasVl L) zgausll

.lgall

Refraesh




] #h [ « I Q @ 3 9 Bisto Susteus

Home o0 1T (LA Aty kioerloring Eack Forvsard Sesrch Rednash See Help
confguraion = Froperies = Disice Arciess = Secee Shill
[, v 2 FIEM DRSS
o= :"E arlup Wizard Secute Ghell
g u i"f-.-l.-« Selug
= i ElAnESpoanng
Securiy Folcy r"| & tRP Allcwed SSH Versiongs) IR~ Timeout  [R0 Fralntes
E’ﬂ" L. 8 Auto Undate
Al = [=
haAT M 2] Cerlfeate Bpecify the addressas of all hostanetaos which are allowed fo access the PIX

ol Divice Access sing Sacure Shell (S8H).

ﬁ - aas Bocess
= i 'jgjl-l FSIASLIN Irdarfare IP Adrrass iask #dd |

qﬂ : L E.:‘TL-"". lsice 10112 208 A6 755 2605 Edit
. L:.I 88 0evica Adminiztration
o [ ' DHCF Sepices — |
"-’13 b DME Clin
kel Dhissts - i silover
W Fragrnant
E:_. i f=d Histary Metrics
Properiies . - 1P il
u =l Logaing
i = Priarity Queue
- HAEEI
- ISUNRPC Serer
i BATCF Dgbang
- Y Timaouts
S HEMURL Fillering
[ mea |
‘ [
Devica configuration (naden succassfly, clscouser AT B @ (S0 63768 S UTC
lha=J Flash _$ aiis )Ll 2950l Jas> < calo (999 a5l .6

oSl

g% Cisco ASDM 5.2 for ASA - 172.16.33.1

File Optionz Tools  Wizards Help

Fefresh ASDM with the BEunning Configuration on the Device _) @ @
Fezet Device ta the Factory Default Configuration. .. wrard Packet Tracer Rera

Showy Running Configuration in Mew Window ..

Save Running Configuration to Flash

istr efCanfigur

Save Running Configuration to TETP Server ...

Save Running Configuration to Standby Unit L EHTET

Afigure boot images from an externs

Zave Internal Log Buffer ta Flash
the boot =ystem. Only one TFTP bo

it first image in the list.
Clear 250D Cache
Clear Internal Log Butfer oot Ordler
Exit dizk0: fpix 22 kin

E}Eg Boot ImagefConfis

ydy CLI Prompt

) Clock
ASDM 6.X plasiwl, -,eSill

:aul olglazdl JasT



2o Josiwe cauol in order to gl Josiuo<AAA/ Josiuws<é ls] slsi< Jusis o il .1
ASDM
A e |5 Contigration [ 7] poiiria | [ sove Qe matvest | QY Rat (JFrart| P iog § cisco

Device Management & & = | Configuwatson > Device Hanagement > Users /A4S » s Accounds (]
At | —
= A AL
= i " E‘l“ﬂ.lrrt ,_““ Crests eniness i the A0 sl ussr datshees,
* watam InagalConfapr don
% s High dvadobiity Command aubrodzation st be erabled in onder For Ehe user account privieges to be enforced. To enable ccmmand authorization, go bo Authorizabion.
] Lagarg
| =Bl Usersina BAA aukhentcation corsale commards meet be anatked in ander far certain acoass restridtons ko be anforeed. Ta srable ARS suthenboston connand
H e AAA Sorver Groups 0 fo Ak henlication.
Authentostion Pramsd
il A Bcess ST Frivinge Layel (Rake) Arrass Restrishang PN Graup Poloy VPN G Lod: aad |
Tyriamd Aiiess Polices e 3 Schow
i [ s Accourks| wnabie_L 13 rul i ) L |
¥ Certficats Managament L2 =
* 1? DHLE Diadata |
£ plons
* Acvarced

ﬁ_’ Dewics Setup
s
5’1 Bamaba Access W

ﬂg:c Lo S WP
E{J}mmw
et | Smat |
admins 15 @ g B [2tzufen s umizs e 15T
SSH J AAA @85Las slacY d@skaall < AAA LI Joogll < Users/AAA < &3¢Vl 6] < o985 i3l .2

ro|.\2u.ub

.ASDM



2o dolS telnet JI ¢ ¢ in order to dalS/ aw| 8bi<setup sbi< s o i3l .3
ASDM



_@]mm iy Canbigurstion [‘_;:Ibhl:anr\-n Ly sove Q@ Refresh O B () Formad ?n—u;

Dewice Satup o o = Conhgwation > Device Selup > Pevice Hame/FPassward
k-]
2 [l 1
= o Sarhp Woad Huskriame and Domain Mame
= Bl intarfaces
2l +§, FoLtng Hestname: lLE:DdE:
[I (_i-l Device Mame{Password Ciomain Hlame: I‘:‘E:“’_I t.damisn. rresd
= 9 Sstem Tie
Erable Fassward
[ thange the privisged mode password.
I Pazssorc I
Pl Pamsward: I
o New Passaorc I
Telnat Password
[# Change the password to access the conscle af the sacunty =ppherce.
Okl Passmord: |
P Famovard: I

Confirm New Passaord: I

i, Device Setp

gl e

£ Remate Accsss vool

gggm-m-s:.em

j !I:ﬂkﬂﬂanngrmnrr

Apply I Reset |

| <adnz 15 B e &
dwoidV1 oLl pasiwly a8lo] (o9 il (diggll whblgd < cllgidl 8)5] < 6362V 6b] < (eSS il 4
2o RSA slio Luis clivy doaiall

| ASDM
%m%cﬁumtamnm Ljsr;e@Rn‘mshlﬁMdr:--n ?HH& I cisco

Device Mansgement 7 F Configuration > Device Managemenl > Carbificabe M ansgement > |denbty Cerificsles

E :-E-Mu'\x:rmn:j't:r:e:e &

E - gl SNP Issued To | Issuss By | Cupry Date | Lsage | add I
- B Mansgement doosss Huk

rl E ﬁ Syebem Imaga)C ol gur dlian bos (ista s
| B Atheation kay

B o i @ as sacotny commuaee ] x| e |
i~ S5 Boat Image {Corfiguratio -
1"&"‘11-’-‘!*‘1’15 © Import the iderity cerdficabe from = Al Expart I
:%:.;::;":AA Decryplion Passphrasa: | Insz I
B B3 Certificabe Managament Fila b Tiepart From: | A
i~ Eim CA Cortificabes

B ey Certficates

& Wikl 4 o adertity gertiate!

e
T .‘ DfEﬁqrn iy Ky Par: [ emrefmi-psebimy = x| show. | P,
il . ﬂm:" srees Certficate Subjeck D% [Ch-ciszaess seket., |
:--é fidwances [ Gerersks saf-signes rertificebs
? mi-lﬁ.ﬂr‘ﬁq'k'.a-l.e | 7| Act r< ol lemriicete aotnord S ond [S5us dim Hcobes b TLS P
I‘E:; g:;;—::::;; wenirberfacs, Youcangoto 25 Seltngato

H History HMstrics _|;| Adwances, .. I
%
kﬁ}gﬁn Sehyp fidd Certifrate I Carncel | Help |

gg&:ﬂum Access
gggt: to-Ske WP
amu Haragement
z wely | oee |

a2y =g a9 oS6 o 131 uol i8] auilas 295 aSloY ayax e ail 62> d;98 bl a8lo] w5
cliw] 999 ,asl >



@H\:\rr-e ﬁ%mﬁq.rmm|@ Maorkaring usme -‘l::_';-ﬁa‘r\e:h anad: ur: a.::l ?Hﬂ: I C‘"".crﬂ
Device Mansgemsnt o' 3 = Configuration > Device Mansgement > Ceatificate Managemsnl > ldentity Ceslificabec L1
LS k- i Managemen| Accsss
‘E [ B8 systen Trrage (Configuration -
& (1 o ol vigh Aoy fremmd T | [T | Eogiry Dike | Lsge | |
i | =B Lo Net
L R
(B e x |
= Authenkcadon Fromp: - > = 2o
i~ Bl AR Arcess ™ Trepart the idenitky certfizake Fram a file: Fretrexl
H [reniaiie Arems Podicsas
Lkear Aoounis Decreption Pagsphrees: I Instzl
F+ B8 Cariificate Maragansrk =
1= By Ch Cerifrates iall Fro: I LI
& Add a ram idenciy cart icaba:
F i D=CF - i

Ft OG5
TR Adwared

Eﬁ Fiemote drmess VN

@;&m—smm

Cj:il‘.\muﬂmt

L

Fifrp Pz

[ cmtauk m5A- b

B, .,

Q% rdineyrr

e

I T Erber v oty pair rama:

=]

giwen irkarfazs, Tou csn g bo 5L Sebtrge ko

r

Hipe pla=r] -
Usage: (¥ Genzrs purposs " Spacal
Gewaafow | Camel | e |

plaziwY (SSH) wlaVl dado < (CLI) Lolo¥l Jlaw < 6,15Y1 LI Jswsll < 6362V 6,13 < 083 Lisi .6
b9 1oVl 339 SSH o JLas\ g poaumall déasll &l x5 ASDM

ﬁﬁl-bme E‘%mﬁrﬂim|@lbrt:\rm [l 5ove L Fichesin oﬂadql‘)r;u-:l ?Hd:\

lgoll

l cisco

[ =] rereiom List

Devica Mansgemsnt o' 0 2

E- i Managemen! Access -
ACDEHTITS
= Commard Line [CLL
- (58] e
|'_ﬂ LT Prempl

o ETTE
- ES Talnst
X ij LT
- EPmmt Intarface
i 0 ]
| B Manageinant Arcess R
F ﬁ?{sxn Trrage (Confouration
H'ﬂllﬂ‘ll’.‘l-‘!hﬂt\f
E-E Loy
B gl Usersfman
-3 ARA Sereer Groups
i~ B Authenboation Fromp:
I ARH Arress
| Prynianiic &oocss Polickes ™
Lisar Rooounis
B+ Cortfcate Maragemert

. o

E’f:; Fiamnate Azzess VPN

ﬁ Shao-Sie VN

@mw

Configuration = Device Mansgement = Management Access » Command Lime (CLI] > Secwe Shell (S5H)

Biomat 25H Vorsians): [1 &2

=] Twewt: 5

[} P

Spiadfy the addresses of all Fastsl networs which ore sbosed b acoess Ehe ASA using Secure Sl (35H).

TP Address

fovh |

Resat

oassl in order to 838U (§g9 Jaa> dslasls .7



File View Tools Wizards ‘Window Help

l:‘-'.} i i i i * Faorward I}‘J
ﬁ Home G‘E“":} Configuration B I'v1|:|r||t|:|r|ng| | .]J Save @F{efresh| o Back \‘_”J Forwa | .-2 Help|

Device Management 5 O x Configl23¥2 Running C-:unFigurati-:;n to Flash |Hanagement Access >

E@EHEE;E?;;:;:ESS :I Allowed 55H Version(s): |1 &z '-'I Timeauk: IS
- onsSill lnax) Gubas sl (@88all 6,5131) Flash 6,515 e (oSl lnax, cliglas xic .8
Telnet 1,055
cnoSill o9 S telnet LoVl lasl, pd Joal dlgo usiy aSxill 639 JI Telnet Jouoy aslol J>1 oo
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oV 13D (o N0 dgpall paziwl lbws 3330 IP Slgic o Telnet Jsos a5y .ol jle>

fice Lisk

telnet {{hostname | | P_address nask interface_nane} | {IPv6_address interface_nane} | {tinmeout
{{nunber

no telnet {{hostnane | |P_address nmask interface_nane} | {IPv6_address interface_nane} |
{{{timeout nunber

2ol plaziwl g,LAJIJ-LP, oS5 62>9 Jl ooyl leiSoy (il davanll oLl 3o telnet oVl el iy
.Telnet
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Telnet ol JY3 o wloYl jle> oS 6229 I Jouwosll 1asd 10.1.1.1 cawaal Jliall 13D pouw
pi x(confi g)#telnet 10.1. 1.1 255.255. 255. 255 insi de

2 Jio

Telnet goby JVS o oIl jlg> oS5 62>9 JI Jowogll 1asd 8/10.0.0.0 aSuill Jladl 13D zouy

pi x(confi g) #telnet 10.0.0.0 255.0.0.0 inside
3 Jlo

Telnet zoby JYS oo bVl le> a8 6159 | Jswosll aglSol o Sl grazx) Jliall 13D 2

pi x(confi g) #telnet 0.0.0.0 0.0.0.0 inside
plaziwl, Telnet pSxs 62>9 Jowog @dskan wd (pSxill 6259 dpwlwVl dalSUl go @28 4oVl pacius cus 13]
.a9Lao p>1>

S b 29,5 dlgog ol Telnet oS 62>9 Jouo9 a95Laoy ddlaall AAA oVl (1955 cad 13] rdla>No
JI 13® sl in order to s> . agluduwd| Sl 6a>9 0 ooVl 5le> I Jgogll liSasd (oSl 6259 Jo=>
ol dalS enable Jl go cis 0,95, ol 4alS9 username ;lg> security

Telnet gl Joc dwl> ad 956 ol oSou Sl edgll o9V 2=l ueil telnet timeout oVl lausl o9

plaziwl no telnet oVl placiuw] disoy ¥ .obYl le> dawlss 29,5 Jowws oty ol Jid dols oSl 62>
telnet timeout ;oY

:Jasl dul> Joos aa) _uadVl ax)l uss xS Jball 13D 2o,

host nane(confi g) #telnet timeout 10
host nane( confi g) #show running-config tel net timeout

telnet timeout 10 ni nutes

ACS 4.x, 9 SSH/Telnet pc>

.SSH daybg) RADIUS plaziw| cliSasd RADIUS wsllbg I o ks 13]

oS5 62>9 Juasl 91 HTTP gl SSH ol Telnet Jlasl plaziwl oIl jle> I Jewosll dglxo cl,>] aic
Jus i 5950l 4alSy pastiuall awl GloYl Slg> wllay ddsbaall ol bl 59,0 45> dislasg dyudus
331 o dylziwdl e cly CLI Jgwog 2l 9l zioyg (RADIUS (ACS o513 Jl 03 slaie¥l wlly

Ll Jsaxl) adxall obll 61189 AAA 23165 oS5 9 ddxall olll 81cl8 pesg AAA o315 aud g>1,
ologleall oo A jo

Jio «oYlasl aio LoV jle> Uiy IP Glgie _JI ASA 7.0 olol jle> 2l cJliall Juw e

host nane(confi g) #ssh source_IP_address mask source_interface
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logleall oo 50 e Joaxl ddxall oblJl 61189 AAA 23163 1655 o SSH Jawes 2lawll puwd g>1,

RADIUS p315 655 Jliog +TACACS plaskiwl aSuidl I Jowooll il Juogdl LSg :PIX/ASA | g>)
ACS @>lan plaxiwl, PIX _JI SSH/Telnet Jgos sSs dsésS Jo> <loglzall (o a0 Lle Joaxll

2o JSuiy oueSil Jac 4T punsl] 139 paciawl

Jil=i &l OIT in order to JI clasiwl .Show olol Jae: (laas ulxuelleMasl) z1,5V| a2 o Sl acx
2l ol Jo,e o

debug ssh

SSH cllas| auuas Jusin) debug ssh oVl jlasl, pd

pi x(confi g) #debug ssh
SSH debuggi ng on

22l "PIX" I (PIX ) 2)05) 10.1.1.2 ol (o @8skanll b o 21,3V 1id i,

#pi x
. Devi ce ssh opened successfully
SSHO: SSH client: IP = "10.1.1.2" interface # =1
SSH: host key initialised
SSHO: starting SSH control process
SSHO: Exchangi ng versions - SSH-1.99-Cisco-1.25
SSHO: send SSH nessage: outdata is NULL
(server version string: SSH 1. 99-Ci sco-1. 25SSHO: recei ve SSH nessage: 83 (83
SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for Wndows
:client version string: SSH 1.99-3.2.0 SSH Secure Shell for W ndowsSSHO
begin ser ver key generation
SSHO: conpl ete server key generation, elapsed tinme = 1760 ns
SSH2 0: SSH2_MSG KEXI NI T sent
SSH2 0: SSH2 MSG KEXINIT received
SSH2: kex: client->server aesl1l28-cbc hmac-nd5 none
SSH2: kex: server->client aesl128-cbc hmac-nd5 none
SSH2 0: expecting SSH2 _MSG KEXDH INI'T
SSH2 0: SSH2 MSG KEXDH INI'T recei ved
SSH2 0: signature length 143
SSH2: kex_derive_keys conplete
SSH2 0: newkeys: nobde 1
SSH2 0: SSH2_MSG NEVKEYS sent
SSH2 0: waiting for SSH2_ _MSG NEWKEYS
SSH2 0: newkeys: node 0
SSH2 0: SSH2_MSG NEVKEYS recei vedSSH(pi x): user authen nethod is
no AAA', aaa server group ID=0
SSH(pi x): user authen nethod is 'no AAA', aaa server group ID =20
SSH2 0: authentication successful for pix
Authentication for the PIX was successful. SSH2 0: channel open request SSH2 0: pty-req ---!
request SSH2 0: requested tty: vt100, height 25, width 80 SSH2 0: shell request SSH2 0: shel
nessage received

PIX dla> ,la> old MPIX" o Yay "PIX1" (Jball Jaw e aumuo € pasis puwl pxsiwms _laci 3]
aliolall 88>Lanll 133 clbsYl auas 21,31 el 48s5kasll ad


//www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/aaa.html
//www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/mgaccess.html#wp1042023
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807349e7.shtml#ssh
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

#pi x
. Devi ce ssh opened successfully
SSHO: SSH client: IP ="10.1.1.2" interface # = 1
SSH: host key initialised
SSHO: starting SSH control process
SSHO: Exchangi ng versions - SSH 1. 99-Ci sco-1. 25
SSHO: send SSH nessage: outdata i s NULL
(server version string: SSH 1.99-C sco-1. 25SSHO: recei ve SSH nessage: 83 (83
SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for Wndows client version
string: SSH 1.99-3.2.0 SSH Secure Shell for WndowsSSHO: begin server key generation
SSHO: conpl ete server key generation, elapsed tine = 1960 ns
SSH2 0: SSH2_MSG KEXI NI T sent
SSH2 0: SSH2_MSG KEXINI'T received
SSH2: kex: client->server aesl128-cbc hnac-nd5 none
SSH2: kex: server->client aes128-cbc hnmac- nd5 none
SSH2 0: expecting SSH2_MSG KEXDH I NI T
SSH2 0: SSH2_MSG KEXDH INI'T recei ved
SSH2 0: signature length 143
SSH2: kex_derive_keys conplete
SSH2 0: newkeys: node 1
SSH2 0: SSH2_MSG _NEWKEYS sent
SSH2 0: waiting for SSH2_MSG NEWKEYS
SSH2 0: newkeys: node 0O
SSH2 0: SSH2_MSG _NEVKEYS recei vedSSH(pi x1): user authen nethod is
no AAA', aaa server group ID=0
SSH(pi x1): user authen nethod is 'no AAA', aaa server group ID=0
SSH2 0: authentication failed for pixl
.Authentication for pixl was not successful due to the wrong username ---!

lilall 883Lanll  piog, 133 clasVl panas 2,50 0l ol 9,0l dslS pasiwall a8 13] . Jiall

#pi x
. Devi ce ssh opened successful ly
SSHO: SSH client: IP ="10.1.1.2" interface # =1
SSH: host key initialised
SSHO: starting SSH control process
SSHO: Exchangi ng versions - SSH 1.99-C sco-1. 25
: SSHO: send SSH nessage: outdata is NULL server version string
(SSH- 1. 99-Ci sco- 1. 25SSHO: receive SSH nessage: 83 (83
SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for
W ndows client version string: SSH 1.99-3.2.0
SSH Secure Shell for WndowsSSHO: begin server key generation
SSHO: conpl ete server key generation, elapsed tine = 1920 ns
SSH2 0: SSH2_MSG KEXINIT sent
SSH2 0: SSH2_MSG KEXINI'T recei ved
SSH2: kex: client->server aesl128-cbc hnmac-nd5 none
SSH2: kex: server->client aesl128-cbc hnmac-nd5 none
SSH2 0: expecting SSH2_MSG KEXDH INI'T
SSH2 0: SSH2_MSG KEXDH INI'T recei ved
SSH2 0: signature |length 143
SSH2: kex_derive_keys conplete
SSH2 0: newkeys: node 1
SSH2 0: SSH2_MSG NEVKEYS sent
SSH2 0: waiting for SSH2_MSG_NEWKEYS
SSH2 0: newkeys: node 0O
SSH2 0: SSH2_MSG _NEVKEYS recei vedSSH(pi x): user aut hen net hod
is 'no AAA', aaa server group ID =0
SSH(pi x): user authen nethod is 'no AAA', aaa server group ID =20
SSH2 0: authentication failed for pixSSH(pix): user authen method
is 'no AAA', aaa server group ID =0
SSH2 0: authentication failed for pix
.Authentication for PIX was not successful due to the wrong password ---!



alauiull SSH olwl> o ,e

PIX o Juai¥l dl>9 dhaiall SSH Jac cluwl> 33 (o saxill 4oVl 13D luol o8

pi x#show ssh session

SIDdient IP Ver si on Mbde Encryption Hmac State User nane
IN aesl1l28-chbc nd5 SessionStarted pi x 1.99 10.1.1.2 0
QUT aesl128-chc nd5 SessionStarted pi x

ASDM plaziwl, olulx)l Lo ,2) Secure Shell Jac olul> < jledl JI Jeogll < Laskas < adlye s

plall RSA pliso o ,c

oYl 5le> e RSA aglin oo plall 253l o2l oYl 13D laol, ad

pi x#show crypto key mypubkey rsa

Key pair was generated at: 19:36:28 UTC May 19 2006
<Key nane: <Def aul t - RSA- Key

Usage: General Purpose Key

Modul us Size (bits): 1024

: Key Data

30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00c172f 4
95f 66c34 2c2ced37 aa3442d8 12158c93 131480dd 967985ab 1d7b92d9 5290f 695
8e9b5b0d d88c0439 6169184c d8f b951c 19023347 d6b3f 939 99ac2814 950f 4422
69b67328 f64916b1 82e15341 07590da2 390f befd 38758888 7319196¢c de6laefl
165c4bab 03d081d5 ddaf 15cc c9ddb204 c2b451e0 f19ceOf 3 485b1d69 8b020301 0001

ASDM go RSA zsilso Lo,2) Juoladl ,lgh] §69 ,ailg cauilas 295 < sl < Laslas < 985 sl

Le>MNolg eliasVl OLiSwl

Le>Wools (oSl elasi GliaSiwy lgolaimwl liSay ologles pumill 13D s,

PIX ;0 RSA auilaoe dlljl dussS

LeLis] 6slclg RSA zulao dljl PIX (5 SSH laol juss ol PIX zolyy &b A Jio cdinmo oVI> Cllais 29
PIX JI 0 295 gliae RSA JI wjl in order to Lol 132 o0l

pi x(confi g) #crypto key zeroize rsa
ASDM go RSA zusilao dll;Y Wi Laily aulas 29 < dslgis < Laskas < 985 sl

SSH Jasl s

PIX/ASA _lc Uns dlw,

.PIX|ASA—3—315004: Fail to establish SSH session because RSA host key retrieval failed%



:SSH Jwac jle> Lle allaoll Uazdl alu,

Selected cipher type

{ASA (0 RSA auilio 295 dl3Y LoVl 1id ,laol a8 leilisl 63lcly RSA puilas dljl ad (lSuinll 03 J=

ASA(confi g) #crypto key zeroize rsa

132> plisall cals in order to el 138 o )xol

ASA(confi g)# crypto key generate rsa modulus 1024

SSH go ASA _J| Jeodll ,isi,

Uzl A,

ssh_exchange_i dentification: read: Connection reset by peer

&l olglazdl JasT (alSiinall 031 J=J

RSA asléos SSH lagpall o053l gua> dljl 91 ASA Juazs 6slcl, o .1
RSA aslén clisl 65lcly SSH olgl o655 65lcl, a6 .2

SSH plasiwl 5ol ASA _JI Jewoll iz

B N5 (o hasiwdl gog (S ASA LJI SSH plasiiw] oSy ¥ Jisall j9bw giog 3 ASA uoS, Loaic
LY ASA Go a3l dg>loll 33b SSH e 5,0l 49,0 &,> oY ellzg VPN

do old Olegleo

Cisco PIX 500 Series Security Appliances LVl & ¢ -

Cisco ASA 5500 Series Adaptive Security Appliances dasall oLl é ;=1 -
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Cisco 0 30Vl PIX dila> Hlaz jolol 2210 -
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