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§= Add Extended Access List Rule
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§& Edit Internal Group Policy: payroll x|
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Name:  |payroll Type: fipsec-ra

General ] IPSec |

Configure general access attibutes from the followiang sub-tabs.
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Group Policy: englneering ﬂ

[~ Strip the realm from usemame before passing it on to the AAA sarver

[ Strip the group from usemame before passing it on to the AAA sener
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ASAWCSC- CLI (confi g) #access-1ist 15 remark permit IP access from ANY
(source to the payroll subnet (10.8.28.0/24

ASAWCSC- CLI (confi g) #access-1list 15 extended permit ip
any 10.8.28.0 255.255.255.0

ASAWCSC- CLI (confi g) #access-1ist 15 remark Permit IP access from ANY
(source to the subnet used by all employees (10.8.27.0



ASAWCSC- CLI (confi g) #access-1ist 15 extended permit ip
any 10.8.27.0 255.255.255.0

ASAWCSC- CLI (confi g) #access-1ist 20 remark Permit IP access from ANY
(source to the Engineering subnet (192.168.1.0/24

ASAWCSC- CLI (confi g) #access-1ist 20 extended permit ip
any 192.168.1.0 255.255.255.0

ASAWCSC- CLI (confi g) #access-1ist 20 remark Permit IP access from ANY
(source to the subnet used by all employees (10.8.27.0/24

ASAWCSC- CLI (confi g) #access-1ist 20 extended permit ip
any 10.8.27.0 255.255.255.0

Ul dwig) sl cpoasimall 3Ty ilo,ll a1y clisl, a8 .85, olgic VPN waliso oLl cdls
ASAWCSC- CLI (confi g) #ip local pool Payroll-VPN
mask 255.255.255.0 172.10.1.100-172.10.1.200

ASAWCSC- CLI (confi g)#ip local pool Engineer-VPN 172.16.2.1-172.16.2.199
mask 255.255.255.0

pdlail sic las pgle guai (3l wilo,l olwluw slisl a8 .

ASAWCSC- CLI (confi g) #group-policy Payroll internal

ASAWCSC- CLI (confi g) #group-policy Payroll attributes

ASAWCSC- CLI (confi g- gr oup- pol i cy) #dns-server value 10.8.27.10
ASAWCSC- CLI (confi g- group-pol i cy) #vpn-filter value 15

Call the ACL created in step 1 for Payroll. ASAWCSC- CLI (confi g-group-policy)#vpn- ---!
tunnel-protocol IPSec

ASAWCSC- CLI (confi g- group- pol i cy) #default-domain value payroll.corp.com
ASAWCSC- CLI (confi g- gr oup- pol i cy) #address-pools value Payroll-VPN

.Call the Payroll address space that you created in step 2 ---!

g xigll acgnzall (gl VI 3 sglazl lguis D belaxll 0id .

ASAWCSC- CLI (confi g) #group-policy Engineering internal

ASAWCSC- CLI (confi g) #group-policy Engineering attributes

ASAWCSC- CLI (confi g- group- pol i cy) #dns-server value 10.8.27.10

ASAWCSC- CLI (confi g- group-pol i cy) #vpn-filter value 20

Call the ACL that you created in step 1 for Engineering. ASAWCSC- CLI (confi g-group- ---!
pol i cy) #vpn-tunnel-protocol IPSec

ASAWCSC- CLI (confi g- gr oup-pol i cy) #default-domain value Engineer.corp.com
ASAWCSC- CLI (confi g- gr oup- pol i cy) #address-pools value Engineer-VPN

.Call the Engineering address space that you created in step 2 ---!
>)lgall

ASAWCSC- CLI (confi g) #fusername engineer password ciscol23

ASAWCSC- CLI (conf i g) #username engineer attributes



ASAWCSC- CLI ( conf i g- user nane) #vpn-group-policy Engineering
ASAWCSC- CLI (confi g- user nane) #vpn-filter value 20

ASAWCSC- CLI (conf i g) #username marty password cisco456
ASAWCSC- CLI (confi g) #username marty attributes

ASAWCSC- CLI ( confi g- user nane) #vpn-group-policy Payroll

ASAWCSC- CLI (confi g- user nane) #vpn-filter value 15

w191 o) Jlasl oluwlw e o (il sail legaco elis]

ASAWCSC- CLI (confi g) #tunnel-group Payroll type ipsec-ra

ASAWCSC- CLI (confi g) #tunnel-group Payroll general-attributes
ASAWCSC- CLI (confi g-tunnel - gener al ) #address-pool Payroll-VPN
ASAWCSC- CLI (confi g-tunnel - gener al ) #default-group-policy Payroll
ASAWCSC- CLI (confi g) #tunnel-group Payroll ipsec-attributes

ASAWCSC- CLI (confi g-tunnel -i psec) #pre-shared-key timel234

.Engineering _oaziue) Jlail olwbw e sgixs (il gaill wlegazo clisl 09

ASAWCSC- CLI (conf i g) #tunnel-group Engineering type ipsec-ra

ASAWCSC- CLI (confi g) #tunnel-group Engineering general-attributes
ASAWCSC- CLI (confi g-tunnel - gener al ) #address-pool Engineer-VPN
ASAWCSC- CLI (confi g-tunnel - gener al ) #default-group-policy Engineering
ASAWCSC- CLI (confi g) #tunnel-group Engineering ipsec-attributes

ASAWCSC- CLI (confi g-tunnel -i psec) #pre-shared-key Enginel23

(llSLis 8 60 ddlaio 138 eyl gaaiuy ol (JuSuis ol U3 ol bo

15kl panl

ASA- Al P- CLI (confi g) #show running-config

(ASA Version 7.2(2
!
host nane ASAWCSC- ASDM
domai n- nane corp.com
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
names
!
interface Ethernet0/0
nanei f | ntranet
security-level 0
i p address 10.8.27.2 255.255.255.0
!
interface Ethernet0/1
nanei f Engi neer
security-level 100




ip address 192.168.1.1 255.255.255.0
1
interface Ethernet0/2
namei f Payr ol
security-level 100
ip address 10.8.28.0
1
interface Ethernet0/3
no nanei f
no security-Ieve
no i p address
1
i nterface Managenent 0/ 0
no nanei f
no security-Ieve
no i p address
1
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- name corp. com
access-1ist Inside_natO_outbound extended pernit ip any
172.10. 1.0 255.255.255.0
access-1ist Inside_natO_outbound extended pernit ip any
172.16. 2.0 255.255.255.0
access-list 15 remark permit IP access from ANY source
to the
(Payroll subnet (10.8.28.0/24
access-list 15 extended permit ip any 10.8.28.0
255.255.255.0
access-list 15 remark Permit IP access from ANY source
to the subnet
(used by all employees (10.8.27.0
access-list 15 extended permit ip any 10.8.27.0
255.255.255.0
access-list 20 remark Permit IP access from Any source
to the Engineering
(subnet (192.168.1.0/24
access-list 20 extended permit ip any 192.168.1.0
255.255.255.0
access-list 20 remark Permit IP access from Any source
to the subnet used
(by all employees (10.8.27.0/24
access-list 20 extended permit ip any 10.8.27.0
255.255.255.0
pager lines 24
nmu MAN 1500
nmu Qutside 1500
ntu | nside 1500
ip local pool Payroll-VPN 172.10.1.100-172.10.1.200 mask
255.255.255.0
ip local pool Engineer-VPN 172.16.2.1-172.16.2.199 mask
255.255.255.0
no failover
icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 522. bin
no asdm hi story enabl e
arp tineout 14400
global (Intranet) 1 interface
nat (Inside) O access-list Inside_natO_outbound
nat (Inside) 1 192.168.1.0 255.255.255.0
nat (Inside) 1 10.8.27.0 255.255.255.0
nat (Inside) 1 10.8.28.0 255.255.255.0
route Intranet 0.0.0.0 0.0.0.0 10.8.27.2




ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngecp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
group-policy Payroll internal
group-policy Payroll attributes
dns-server value 10.8.27.10
vpn-filter value 15
vpn-tunnel-protocol IPSec
default-domain value payroll.corp.com
address-pools value Payroll-VPN
group-policy Engineering internal
group-policy Engineering attributes
dns-server value 10.8.27.10
vpn-filter value 20
vpn-tunnel-protocol IPSec
default-domain value Engineer.corp.com
address-pools value Engineer-VPN
username engineer password LCaPXI.4Xtvclaca encrypted
username engineer attributes
vpn-group-policy Engineering
vpn-filter value 20
username marty password 6XmYwQOO9tiYnUDN encrypted
privilege 0
username marty attributes
vpn-group-policy Payroll
vpn-filter value 15
no snnp-server | ocation
no snnp-server contact
crypto i psec transform set ESP-3DES- SHA esp-3des esp-
sha- hmac
crypto dynani c-map Qutside_dyn_nap 20 set pfs
crypto dynani c-map Qutside_dyn_nmap 20 set transformset
ESP- 3DES- SHA
crypto map Qutside_map 65535 ipsec-isaknp dynanic
Qut si de_dyn_nap
crypto map Qutside_nmap interface Qutside
crypto isaknp enabl e Qutside
crypto i saknp policy 10
aut henti cation pre-share
encryption 3des
hash sha
group 2
lifetime 86400
tunnel-group Payroll type ipsec-ra
tunnel-group Payroll general-attributes
address-pool vpnpool
default-group-policy Payroll
tunnel-group Payroll ipsec-attributes
* pre-shared-key
tunnel-group Engineering type ipsec-ra
tunnel-group Engineering general-attributes
address-pool Engineer-VPN
default-group-policy Engineering
tunnel-group Engineering ipsec-attributes
* pre-shared-key
telnet tineout 5
ssh timeout 5

console tinmeout O
|




cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns migrated_dns_map_1
paraneters
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns migrated_dns_map_1
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdnctp
|
service-policy global _policy globa
pronpt host nane cont ext
Crypt ochecksum 0e579c85004dcf b4071cb561514a392b
end :
#( ASA- Al P-CLI (confi g
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