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& Cisco ASON 5.

Cisco ASDM 5.0 provides an intutive graphical user intarface that makes it @asy o set up,
configure and manage your Cisco Secunty Apphances,
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command. !--- This prevents traffic which matches the access 1list from undergoing !--- network addre:




!--- PHASE 1 CONFIGURATION ---! !--- This configurati







PIX-02

<ffroot>

PIX Version 7.1(1)

!

hostname pixfirewall

domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0

nameif outside

security-Tlevel 0

ip address 10.20.20.1 255.255.255.0
!

interface Ethernetl

nameif inside

security-level 100

ip address 172.16.1.1 255.255.255.0
!

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

dns server-group DefaultDNS
domain-name default.domain.invalid

access-1list inside_natO_outbound extended permit ip 172.16.1.0 255.255.255.0 172
.22.1.0 255.255.255.0

I--- Note that this ACL is a mirror of the
i nsi de_nat 0_out bound

I--- ACL on pix515-704.

access-1list outside_cryptomap_20 extended permit ip 172.16.1.0 255.255.255.0 172
.22.1.0 255.255.255.0

I--- Note that this ACL is a mirror of the
out si de_cryptomap_20

l--- ACL on pix515-704.

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

asdm image flash:/asdm-511.bin

no asdm history enable

arp timeout 14400

nat (inside) 0 access-1list inside_natO_outbound

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

http server enable

http 0.0.0.0 0.0.0.0 inside




no snmp-server location

no snmp-server contact

crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto map outside_map 20 match address outside_cryptomap_20
crypto map outside_map 20 set peer 10.10.10.1
crypto map outside_map 20 set transform-set ESP-AES-256-SHA
crypto map outside_map interface outside
isakmp enable outside

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption aes-256

isakmp policy 10 hash sha

isakmp policy 10 group 5

isakmp policy 10 Tifetime 86400

tunnel-group 10.10.10.1 type ipsec-121
tunnel-group 10.10.10.1 ipsec-attributes
pre-shared-key *

telnet timeout 5

ssh timeout 5

console timeout O

|

class-map inspection_default

match default-inspection-traffic

|

!

policy-map global_policy

class inspection_default

inspect dns maximum-Tength 512

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqlnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

|

service-policy global_policy global
Cryptochecksum:6774691244870705f858ad4e9b810874
: end

pixfirewall#
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crypto map map-name seq-num set connection-type {answer-only | originate-only | bidirectional}
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show crypto isakmp sa JJwz 99 pu wdssu IJludl @ 9luos, 1Jle, show crypto ipSec Jp,l 96
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s 515-704

<#root>
pixfirewall(config)#

show crypto isaknp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 10.20.20.1
Type

L2L

Role : initiator
Rekey I no State

MM_ACTI VE

wsIw 515-704




<#root>
pixfirewall(config)#
show crypto ipsec sa

interface: outside
Crypto map tag: outside_map, seq num: 20, local addr: 10.10.10.1

access-1list outside_cryptomap_20 permit ip 172.22.1.0
255.255.255.0 172.16.1.0 255.255.255.0
local ident (addr/mask/prot/port):

(172.22. 1. 0/ 255. 255. 255. 0/ 0/ 0)

remote ident (addr/mask/prot/port):

(172. 16. 1. 0/ 255. 255. 255. 0/ 0/ 0)

current_peer: 10.20.20.1

#pkts encaps: 20, #pkts encrypt: 20, #pkts digest: 20

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 20, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0O

local crypto endpt.:

10.10.10.1

, remote crypto endpt.:

10.20.20.1

path mtu 1500, ipsec overhead 76, media mtu 1500
current outbound spi: 44532974

inbound esp sas:

spi: OxA87AD6FA (2826622714)

transform: esp-aes-256 esp-sha-hmac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-map: outside_map

sa timing: remaining key lifetime (kB/sec): (3824998/28246)
IV size: 16 bytes

replay detection support: Y

outbound esp sas:

spi: 0x44532974 (1146300788)

transform: esp-aes-256 esp-sha-hmac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-map: outside_map

sa timing: remaining key lifetime (kB/sec): (3824998/28245)
IV size: 16 bytes

replay detection support: Y

lpwod ol 1JIgble 9l odlzol

PFS



WIS pSlyole IPsec: w oo wyso lebo Idegzse IIleds (PES) g3p hoolb JJ ple
UGS 2383 wls pulz uwlo@. lel lu spdu I lezje PFS gds Il po wblis) IJuwd @ 9lJl
SOl wd Y L2L IPsec Jl swp logulge s PIX/ASA.

sop wgbsd PFS wupdd 18u)luos. Jopdso PFS. Igucese Iie, pfs pe 108 1J1mlpuess
enable Ws 908 wIJ9su wog lJpgpeses. s¢Jw in order to lgz o PFS. IJ disable IJJJpo
lJedwle.

<#root>
hostname(config-group-policy)#

pfs {enable | disable}

>é¢Jo inorder to iJo I PFS Lupeé pu lJouidsd gl 1 ol po Gbdd pu 03l ieJ. Spdu o sy
wog IJpeeses Bspé J PFS pu wog pzesesd 18- 1bed IJuosgs no pu o3l Idle, Jeug worse
S$po.

<#root>
hostname(config-group-policy)#

no pfs

lJso9d Ids 116
3599, 03l IJBduwpe pedsple spdod luweisleol Jlwed sl izble IJedsse sl adlzol.

Jl spdu gwew 1Uslzos 1Us1gdss J PIX oo 1Ub, 8 1R o0 IU0BS pl Jp Sep wdsu |Jip_)
management-access Vs 9 o€ IJodsso IUgle.

<#root>

PIX-02(config)#
managenent - access i nsi de
PIX-02(config)#

show managenent - access

management-access inside

lsle) IJouozse
odlzbé: Lze |Js pedople pops 2o 19le) leoozsz Gud luosl, Isle, debug.
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debug crypto isakmp— sg,0 pedssle wuozse IJigble 29J louolJle IPsec. 9swas | pzp9e6
IJlsds pu lduwele Idos sop y9 00l ouwow 830 Idegld g eds JJI IJuolsesu.

debug crypto isakmp

<#root>
pixfirewall(config)#
debug crypto isakmp 7

Nov 27 12:01:59 [IKEvl DEBUG]: Pitcher: received a key acquire message,

spi 0x0

Nov 27 12:01:59 [IKEv1l]: IP = 10.20.20.1, IKE Initiator: New Phase 1,

Intf 2, IKE Peer 10.20.20.1 T1local Proxy Address 172.22.1.0, remote

Proxy Address 172.16.1.0, Crypto map (outside_map)

Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, constructing ISAKMP SA payload
Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, constructing Fragmentation

VID + extended capabilities payload

Nov 27 12:01:59 [IKEvl]: IP = 10.20.20.1, IKE_DECODE SENDING Message

(msgid=0) with payloads : HDR +

SA (1) + VENDOR (13) + NONE (0) total Tength : 148

Nov 27 12:01:59 [IKEvl]: IP = 10.20.20.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total Tength : 112

Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, processing SA payload

Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, Oakley proposal is acceptable
Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, processing VID payload

Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, Received Fragmentation VID

Nov 27 12:01:59 [IKEv1l DEBUG]: IP = 10.20.20.1, IKE Peer included

IKE fragmentation capability flags

Mai n Mode

: True Aggressive Mode: True

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, constructing ke payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, constructing nonce payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, constructing Cisco Unity VID payload
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, constructing xauth V6 VID payload
Nov 27 12:02:00 [IKEv1l DEBUG]: IP = 10.20.20.1, Send IOS VID

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Constructing ASA spoofing I0S
Vendor ID payload (version: 1.0.0, capabilities: 20000001)

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, constructing VID payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Send Altiga/

Cisco VPN3000/Cisco ASA GW VID

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NONE (0) total Tength

: 320

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE RECEIVED Message

(msgid=0) with payloads : HDR

+ KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
NONE (0) total length : 320

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, processing ke payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, processing ISA_KE payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, processing nonce payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, processing VID payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Received Cisco Unity client VID
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, processing VID payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Received xauth V6 VID




Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, processing VID payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Processing VPN3000/ASA

spoofing IOS Vendor ID payload (version: 1.0.0, capabilities: 20000001)

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, processing VID payload

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Received Altiga/Cisco VPN3000/Cisco ASA
GW VID

Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.1, Connection landed on tunnel_group 10.20.20.1
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1, Generating keys

for Initiator...

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,

constructing ID payload
10.20.20.1, IP = 10.20.20.1,
constructing hash payload
10.20.20.1, IP = 10.20.20.1,
Computing hash for ISAKMP
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1,

Constructing I0S keep alive payload: proposal=32767/32767 sec.

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
constructing dpd vid payload

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) +
NONE (0) total length : 119

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) +
NONE (0) total length : 96
10.20.20.1, IP = 10.20.20.1,
processing ID payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing hash payload
10.20.20.1, IP = 10.20.20.1,
Computing hash for ISAKMP
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1,

Processing IOS keep alive payload: proposal=32767/32767 sec.

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,

processing VID payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,

Received DPD VID

Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.1, Connection landed on tunnel_group 10.20.20.1
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,

OakTley begin quick mode

Nov 27 12:02:00 [IKEv1l]: Group = 10.20.20.1, IP = 10.20.20.1,

Nov 27 12:02:00 [IKEv1l DEBUG]: Group

Nov 27 12:02:00 [IKEv1l DEBUG]: Group

Nov 27 12:02:00 [IKEv1l DEBUG]: Group

Nov 27 12:02:00 [IKEv1l DEBUG]: Group

PHASE 1 COVPLETED

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, Keep-alive type for this connection: DPD
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Starting phase 1 rekey timer: 73440000 (ms)

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1, IKE got
SPI from key engine: SPI = 0x44ae0956

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,

oakley constucting quick mode

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
constructing blank hash payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
constructing IPSec SA payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
constructing IPSec nonce payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
constructing proxy ID

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Transmitting Proxy Id:

Local subnet: 172.22.1.0 mask 255.255.255.0 Protocol O Port O




Remote subnet: 172.16.1.0 Mask 255.255.255.0 Protocol 0 Port O

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
constructing gm hash payload

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE SENDING Message
(msgid=d723766b) with payloads

: HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11 +
NONE (0) total length : 200

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE RECEIVED Message
(msgid=d723766b) with payloads

: HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 172
10.20.20.1, IP = 10.20.20.1,
processing hash payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing SA payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing nonce payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing ID payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing ID payload

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
loading all IPSEC SAs

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Generating Quick Mode Key!

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Generating Quick Mode Key!

Nov 27 12:02:00 [IKEv1l]: Group = 10.20.20.1, IP = 10.20.20.1,
Security negotiation complete for LAN-to-LAN Group (10.20.20.1)
Initiator, Inbound SPI = 0x44ae0956, Outbound SPI = 0x4a6429ba

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
oakley constructing final quick mode

Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE SENDING Message
(msgid=d723766b) with payloads

: HDR + HASH (8) + NONE (0) total length : 76

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
IKE got a KEY_ADD msg for SA: SPI = 0x4a6429ba

Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Pitcher: received KEY_UPDATE, spi 0x44ae0956

Nov 27 12:02:00 [IKEv1l]: Group = 10.20.20.1, IP = 10.20.20.1,
Starting P2 Rekey timer to expire in 24480 seconds

Nov 27 12:02:00 [IKEv1l]: Group = 10.20.20.1, IP = 10.20.20.1,

Nov 27 12:02:00 [IKEv1l DEBUG]: Group

PHASE 2 COVPLETED

(msgid=d723766b)

debug crypto ipSec—sg 2 ped9ple wusese IJidble 29d louoldle IPsec.

debug crypto ipSec

<#root>
pix1l(config)#

debug crypto ipsec 7




exec mode commands/options:

<1-255> Specify an optional debug level (default is 1)
<cr>

pix1l(config)# debug crypto ipsec 7

pix1(config)# IPSEC: New embryonic SA created @ 0x024211BO,
SCB: 0x0240AEBO,

Direction: inbound

SPI : Ox2A3E12BE

Session ID: 0x00000001

VPIF num : 0x00000001

Tunnel type: 121

Protocol 1 esp

Lifetime : 240 seconds

IPSEC: New embryonic SA created @ 0x0240B7A0,

SCB: 0x0240B710,

Direction: outbound

SPI : OxB283D32F

Session ID: 0x00000001

VPIF num : 0x00000001

Tunnel type: 121

Protocol 1 esp

Lifetime : 240 seconds

IPSEC: Completed host OBSA update, SPI 0xB283D32F
IPSEC: Updating outbound VPN context 0x02422618, SPI 0xB283D32F
Flags: 0x00000005

SA : 0x0240B7A0

SPI : 0xB283D32F

MTU : 1500 bytes

VCID : 0x00000000

Peer : 0x00000000

SCB : 0x0240B710

Channel: 0x014A45B0

IPSEC: Completed outbound VPN context, SPI 0xB283D32F
VPN handle: 0x02422618

IPSEC: Completed outbound inner rule, SPI 0xB283D32F
Rule ID: 0x01FA0290

IPSEC: New outbound permit rule, SPI OxB283D32F

Src addr: 10.10.10.1

Src mask: 255.255.255.255

Dst addr: 10.20.20.1

Dst mask: 255.255.255.255

Src ports

Upper: O

Lower: O

Op : ignore

Dst ports

Upper: O

Lower: O

Op : ignore

Protocol: 50

Use protocol: true

SPI: 0xB283D32F

Use SPI: true

IPSEC: Completed outbound permit rule, SPI 0xB283D32F
Rule ID: 0x0240AF40

IPSEC: Completed host IBSA update, SPI 0x2A3E12BE
IPSEC: Creating inbound VPN context, SPI Ox2A3E12BE
Flags: 0x00000006

SA : 0x024211B0

SPI : Ox2A3E12BE

MTU : O bytes

VCID : 0x00000000




Peer :

SCB

Channel:

IPSEC: Completed inbound VPN context, SPI
VPN handle:

IPSEC: Updating outbound VPN context 0x02422618, SPI
Flags:

SA

SPI

MTU

VCID :

Peer

SCB

Channel:

IPSEC: Completed outbound VPN context, SPI
VPN handle:

IPSEC: Completed outbound inner rule, SPI
Rule ID:

IPSEC: Completed outbound outer SPD rule, SPI
Rule ID:

IPSEC: New inbound tunnel flow rule, SPI
Src addr:

0x02422618

: 0x0240AEBO

0x014A45B0
O0x2A3E12BE
0x0240BF80
0xB283D32F
0x00000005

: 0x0240B7A0
: 0xB283D32F
: 1500 bytes

0x00000000

: 0x0240BF80
: 0x0240B710

0x014A45B0
0xB283D32F
0x02422618
0xB283D32F
0x01FA0290
0xB283D32F
0x0240AF40
O0x2A3E12BE
172.16.1.0

Src mask: 255.255.255.0

Dst addr:

172.22.1.0

Dst mask: 255.255.255.0

Op

Op

Src ports
Upper: O
Lower: O
: ignore

Dst ports
Upper: O
Lower: O
: ignore

Protocol: 0

Use protocol: false

SPI: 0x00000000

Use SPI: false

IPSEC: Completed inbound tunnel flow rule, SPI Ox2A3E12BE
Rule ID: 0x0240B108

IPSEC: New inbound decrypt rule, SPI Ox2A3E12BE
Src addr: 10.20.20.1

Src mask: 255.255.255.255

Dst addr: 10.10.10.1

Dst mask: 255.255.255.255

Src ports

Upper: O

Lower: O

Op : ignore

Dst ports

Upper: 0O

Lower: O

Op : ignore

Protocol: 50

Use protocol: true

SPI: Ox2A3E12BE

Use SPI: true

IPSEC: Completed inbound decrypt rule, SPI Ox2A3E12BE
Rule ID: 0x02406E98

IPSEC: New inbound permit rule, SPI Ox2A3E12BE
Src addr: 10.20.20.1

Src mask: 255.255.255.255

Dst addr:

10.10.10.1




Dst mask: 255.255.255.255
Src ports

Upper: O

Lower: O

Op : ignore

Dst ports

Upper: O

Lower: O

Op : ignore

Protocol: 50

Use protocol: true

SPI: Ox2A3E12BE

Use SPI: true

IPSEC: Completed inbound permit rule, SPI Ox2A3E12BE
Rule ID: 0x02422C78
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