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narmei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pix_1
fixup protocol ftp 21
fixup protocol http 80
fixup protocol h323 1720
fixup protocol rsh 514
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol sip 5060
names
Traffic to PIX 2 private network: access-list 120 ---!
permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
Traffic to PIX 3 private network: access-list 130 ---!
permit ip 10.1.1.0 255.255.255.0 10.3.3.0 255.255.255.0
Do not perform NAT for traffic to !--- other PIX ---!
Firewall private networks: access-list 100 permit ip
10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
access-list 100 permit ip 10.1.1.0 255.255.255.0
10.3.3.0 255.255.255.0
pager lines 24
| oggi ng on
no | oggi ng tinestanp
no | oggi ng standby
no | oggi ng consol e
no | oggi ng nonitor
no | oggi ng buffered
no | ogging trap
no | oggi ng history
logging facility 20
| oggi ng queue 512
interface ethernet0 auto
interface ethernetl auto
ntu outside 1500
ntu inside 1500
i p address outside 172.18.124. 153 255. 255. 255.0
i p address inside 10.1.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
no fail over
failover tineout 0:00:00
failover poll 15
failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
arp tineout 14400
Do not perform NAT for traffic to other PIX ---!
Firewalls: nat (inside) 0 access-1list 100
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323
sip 0:30:00 sip_nedia 0:02:00 0:05:00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
no snnp-server | ocation
no snnp-server contact
snnp-server community public
snnp-server enabl e traps
fl oodguard enabl e
sysopt connection permit-ipsec
no sysopt route dnat
crypto ipsec transform-set myset esp-des esp-md5-hmac




IPsec configuration for tunnel to PIX 2: crypto map —-—-!
newmap 20 ipsec-isakmp
crypto map newmap 20 match address 120
crypto map newmap 20 set peer 172.18.124.154
crypto map newmap 20 set transform-set myset
IPsec configuration for tunnel to PIX 3: crypto map —-—-!
newmap 30 ipsec-isakmp
crypto map newmap 30 match address 130
crypto map newmap 30 set peer 172.18.124.157
crypto map newmap 30 set transform-set myset
crypto map newmap interface outside
isakmp enable outside
isakmp key ******** address 172.18.124.154 netmask
255.255.255.255
no-xauth no-config-mode
isakmp key ******** address 172.18.124.157 netmask
255.255.255.255
no-xauth no-config-mode
isakmp identity address
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 1
isakmp policy 10 lifetime 1000
telnet tineout 5
ssh timeout 5
termnal width 80
Crypt ochecksum 436¢96500052d0276324b9%ef 33221b2d
end :

[
PIX 2 cu9S

(PI'X Version 6.1(2

nanei f ethernet0 outside security0

narmei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane pi x_2

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

names

Traffic to PIX 1: access-list 110 permit ip ---!
10.2.2.0 255.255.255.0 10.1.1.0 255.255.255.0
Traffic to PIX 3: access-list 130 permit ip ---!
10.2.2.0 255.255.255.0 10.3.3.0 255.255.255.0

Do not perform NAT for traffic to other PIX ---!
Firewalls: access-list 100 permit ip 10.2.2.0
255.255.255.0 10.1.1.0 255.255.255.0

access-list 100 permit ip 10.2.2.0 255.255.255.0
10.3.3.0 255.255.255.0

pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

no | oggi ng consol e

no | oggi ng nonitor

no | oggi ng buffered




no | ogging trap
no | oggi ng history
logging facility 20
| oggi ng queue 512
interface ethernet0 auto
interface ethernetl auto
ntu outside 1500
ntu inside 1500
i p address outside 172.18.124. 154 255. 255. 255.0
i p address inside 10.2.2.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
no fail over
failover timeout 0:00:00
failover poll 15
failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
arp tineout 14400
Do not perform NAT for traffic to other PIX ---!
Firewalls: nat (inside) 0 access-list 100
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h323
sip 0:30:00 sip_nedia 0:02:00 0:05:00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa-server RADI US protocol radius
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permit-ipsec
no sysopt route dnat
crypto ipsec transform-set myset esp-des esp-md5-hmac
IPsec configuration for tunnel to PIX 1: crypto map —-—-!
newmap 10 ipsec-isakmp
crypto map newmap 10 match address 110
crypto map newmap 10 set peer 172.18.124.153
crypto map newmap 10 set transform-set myset
IPsec configuration for tunnel to PIX 3: crypto map —-—-!
newmap 30 ipsec-isakmp
crypto map newmap 30 match address 130
crypto map newmap 30 set peer 172.18.124.157
crypto map newmap 30 set transform-set myset
crypto map newmap interface outside
isakmp enable outside
isakmp key ******** address 172.18.124.153 netmask
255.255.255.255
no-xauth no-config-mode
isakmp key ******** address 172.18.124.157 netmask
255.255.255.255
no-xauth no-config-mode
isakmp identity address
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 1
isakmp policy 10 lifetime 1000
telnet tineout 5
ssh timeout 5
termnal width 80
Crypt ochecksum aef 12453a0ea29b592dd0d395de881f 5




end :

PIX 3 (955

(PI'X Version 6.1(2
nanei f ethernet0 outside security0
narmei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pix_3
fixup protocol ftp 21
fixup protocol http 80
fixup protocol h323 1720
fixup protocol rsh 514
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol sip 5060
names
IPsec configuration for tunnel to PIX 1: access- ---!
list 110 permit ip 10.3.3.0 255.255.255.0 10.1.1.0
255.255.255.0
IPsec configuration for tunnel to PIX 2: access- ---!
list 120 permit ip 10.3.3.0 255.255.255.0 10.2.2.0
255.255.255.0
Do not perform NAT for traffic to other PIX ---!
Firewalls: access-list 100 permit ip 10.3.3.0
255.255.255.0 10.2.2.0 255.255.255.0
access-list 100 permit ip 10.3.3.0 255.255.255.0
10.1.1.0 255.255.255.0
pager lines 24
| oggi ng on
no | oggi ng tinestanp
no | oggi ng standby
no | oggi ng consol e
no | oggi ng nonitor
no | oggi ng buffered
no | ogging trap
no | oggi ng history
logging facility 20
| oggi ng queue 512
interface ethernet0 auto
interface ethernetl auto
ntu outside 1500
ntu inside 1500
i p address outside 172.18.124. 157 255. 255.255.0
i p address inside 10.3.3.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
no fail over
failover timeout 0:00:00
failover poll 15
failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
arp tineout 14400
Do not perform NAT for traffic to other PIX ---!
Firewalls: nat (inside) 0 access-list 100
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323
sip 0:30:00 sip_nedia 0:02:00 0:05:00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs




aaa-server RADI US protocol radius
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permit-ipsec
no sysopt route dnat
crypto ipsec transform-set myset esp-des esp-md5-hmac
IPsec configuration for tunnel to PIX 1: crypto map —-—-!
newmap 10 ipsec-isakmp
crypto map newmap 10 match address 110
crypto map newmap 10 set peer 172.18.124.153
crypto map newmap 10 set transform-set myset
IPsec configuration for tunnel to PIX 2: crypto map —-—-!
newmap 20 ipsec-isakmp
crypto map newmap 20 match address 120
crypto map newmap 20 set peer 172.18.124.154
crypto map newmap 20 set transform-set myset
crypto map newmap interface outside
isakmp enable outside
isakmp key ******** address 172.18.124.153 netmask
255.255.255.255
no-xauth no-config-mode
isakmp key ******** address 172.18.124.154 netmask
255.255.255.255
no-xauth no-config-mode
isakmp identity address
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 1
isakmp policy 10 lifetime 1000
telnet tineout 5
ssh timeout 5
termnal width 80
Crypt ochecksum e6ad75852df f 21ef db2d24cc95f f belc
end :
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