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PIX Easy VPN p>

pi x525#show running-config
Saved :

(PI'X Version 6.3(3
nterface ethernet0 auto
nterface ethernetl auto

interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
interface ethernet4 auto shutdown
interface ethernet5 auto shutdown
interface ethernet6 auto shutdown
nanei f ethernet0 outside security0
namei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
nanei f ethernet3 intf3 security6
nanei f ethernet4 intf4 security8
namei f ethernet5 intf5 securityl0
namei f ethernet6 intf6 securityl2
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi x525

fixup protocol dns maxi mum|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25

fixup protocol sqlnet 1521
fixup protocol tftp 69

names

Specify the access list to bypass !--- Network ---!
Address Translation (NAT) for VPN traffic. access-|i st
nonat permt ip 172.16.1.0 255.255.255.0 192.168.1.0
255.255.255.0 !/--- Specify the split tunneling access
list. access-list 110 permit ip 172.16.1.0 255.255.255.0
192.168. 1.0 255. 255. 255. 0 pager lines 24 mtu outside
1500 ntu inside 1500 ntu intf2 1500 ntu intf3 1500 ntu
intf4 1500 ntu intf5 1500 mu intf6 1500 ip address
out si de 10. 66. 79. 72 255. 255. 255. 224 i p address inside
172.16. 1. 254 255.255.255.0 no ip address intf2 no ip
address intf3 no ip address intf4 no ip address intf5 no
ip address intf6 ip audit info action alarmip audit
attack action alarmno failover failover timeout 0:00:00
failover poll 15 no failover ip address outside no
failover ip address inside no failover ip address intf2
no failover ip address intf3 no failover ip address
intf4 no failover ip address intf5 no failover ip
address intf6 pdm history enable arp tinmeout 14400 !---
Configure NAT/Port Address Translation (PAT) !--- for
non-encrypted traffic, as well as NAT for IPSec traffic.
gl obal (outside) 1 interface nat (inside) O access-Iist
nonat nat (inside) 1 172.16.1.0 255.255.255.0 0 O route
outside 0.0.0.0 0.0.0.0 10.66.79.65 1 tineout xlate
3:00: 00 timeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 rpc 0:10: 00 h225 1:00: 00 timeout h323 0:05: 00




nmgcp 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tineout uauth
0: 05: 00 absol ute aaa-server TACACS+ protocol tacacs+
aaa-server RADI US protocol radius aaa-server LOCAL
protocol |ocal no snnp-server |ocation no snnp-server
contact snnp-server conmunity public no snnp-server
enabl e traps fl oodguard enabl e sysopt connection pernit-
i psec !--- Configure IPSec transform set and dynamic
crypto map. crypto ipsec transformset tripledes esp-
3des esp-sha-hmac crypto dynam c-map dynmap 10 set
transformset tripledes crypto map nynap 10 i psec-i saknp

dynam ¢ dynmap !--- Apply crypto map to the outside
interface. crypto map nymap interface outside !---
Configure Phase 1 Internet Security Association !--- and

Key Management Protocol (ISAKMP) parameters. isaknp
enabl e outside isaknp identity address isaknmp policy 10
aut hentication pre-share isaknmp policy 10 encryption
3des isaknp policy 10 hash sha isaknp policy 10 group 2
i sakmp policy 10 lifetime 86400 !--- Configure VPN Group
parameters that are sent down to the client. vpngroup
vpn- hw-cl i ent-group dns-server 172.16.1.1 vpngroup vpn-
hw-client-group wi ns-server 172.16.1.1 vpngroup vpn-hw
client-group default-donmain cisco.comvpngroup vpn- hw
client-group split-tunnel 110 vpngroup vpn-hwclient-
group idle-tine 1800 vpngroup vpn-hwclient-group
password ******** teg|lnet tineout 5 ssh tineout 5 console
tinmeout O termnal width 80

Crypt ochecksum 700f e4d4e7f cdc6750953e64046930c0 : end

Cisco oo 10S Jgw VPN 624l 556291 Jsoc

831#show running-config
831#show run
...Building configuration

Current configuration : 1226 bytes
!

version 12.3

no service pad

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane 831

!

boot - st art - mar ker

boot - end- mar ker

!

!

no aaa new node

i p subnet-zero

!

!

!

!

ip name-server 172.16.1.1

ip ips po max-events 100

no ftp-server wite-enable




1

1

1

crypto ipsec client ezvpn vpn-hw-client
connect auto

group vpn-hw-client-group key password
mode network-extension

peer 10.66.79.72

interface EthernetO

i p address 192. 168. 1. 254 255. 255. 255.0
crypto ipsec client ezvpn vpn-hwclient inside
!
interface Ethernetl

i p address 10.66.79. 126 255. 255. 255. 224
dupl ex auto

crypto ipsec client ezvpn vpn-hw-client
!
interface FastEthernetl

no i p address

dupl ex auto

speed auto
!
i nterface FastEthernet?2

no i p address

dupl ex auto

speed auto

!
i nterface FastEthernet3

no i p address

dupl ex auto

speed auto

!
i nterface FastEthernet4

no i p address

dupl ex auto

speed auto

!

ip classless

iproute 0.0.0.0 0.0.0.0 10.66.79.97
!

ip http server

no ip http secure-server

!

!

no cdp run

!

control -pl ane

!

!

line con O

no nodem enabl e

transport preferred al
transport output al

line aux O

line vty 0 4

!

schedul er max-task-tinme 5000

end
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PIX Easy VPN psls

w22 (OIT) L3Vl a2 i 8151 paskiawl .ShOW Lolol asy (Jaad ulxuwalleNasl)) 2131 p> is 6131 ac
. Show oVl 2,50 Jul>s

o 9 (SAs) I (IKE) wi i)l glice Jobs olol o bl,dl &> Lo 2, —show crypto isakmp sa -

pi x525( confi g) #show crypto isakmp sa

Tot al 1
Enbryonic : O
dst src state pendi ng created
QV I DLE 0 1 10. 66. 79. 126 10.66.79.72

LSV G BSLis] o5 il IPSec SAs Jilw, Lo =—show crypto ipSecsa

pi x525(confi g) #show crypto ipsec sa

This command 1is issued after a ping !--- is attempted from the PC behind the !--- Easy ---!
VPN Client to the PC !--- behind the server. interface: outside Crypto map tag: nymap, |oca
addr. 10.66.79.72 local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0) renote
i dent (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0) current_peer: 10.66.79.126: 500
dynami c allocated peer ip: 0.0.0.0 PERM T, flags={} #pkts encaps: 5, #pkts encrypt: 5, #pkts
di gest 5 #pkts decaps: 5, #pkts decrypt: 5, #pkts verify 5 #pkts conpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 0, #pkts conmpr. failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors 0 !--- ping packets !--- are successfully exchanged between the

!--- Easy VPN Remote Hardware Client !--- and the Easy VPN Server. |local crypto endpt.
10.66.79.72, renpote crypto endpt.: 10.66.79.126 path ntu 1500, ipsec overhead 56, nedia ntu
1500 current outbound spi: 13flaa83 inbound esp sas: spi: O0xf4dd4178(4108140920) transform
esp- 3des esp-sha-hmac , in use settings ={Tunnel, } slot: O, conn id: 1, crypto map: nymap
sa timng: remaining key lifetinme (k/sec): (4607999/28567) 1V size: 8 bytes replay detection
support: Y inbound ah sas: inbound pcp sas: outbound esp sas: spi: 0x13f1aa83(334604931)
transform esp-3des esp-sha-hmac , in use settings ={Tunnel, } slot: 0, conn id: 2, crypto
map: nmynmap sa timng: remaining key lifetine (k/sec): (4607999/28567) |V size: 8 bytes
:replay detection support: Y outbound ah sas: outbound pcp sas

CiSCO 0 10S  Jgw VPN 624l 656291 Juac

22 (OIT) L3Vl a2 i 8151 pazkiwl .ShOW Lolol Lasy (Jaad ulxwalleNasl)) 21,51 p> is 6131 ac
. show oVl 2,50 Jul>s

b 9 I IKE ol guo> o y2s —show crypto isakmp sa -
831#show crypto isakmp sa
dst src state conn-id slot
QVLI DLE 1 0 10. 66. 79. 126 10.66.79.72

LSV L B3Lis] a5 il IPSec SAs Jilw, Lo ,=—show crypto ipSecsa -

831#show crypto ipsec sa

This command 1is issued after a ping !--- 1is attempted from the PC behind the !--- Easy ---!
VPN Client to the PC !--- behind the server. interface: Ethernetl Crypto map tag: Ethernetl-
head-0, |ocal addr. 10.66.79.126 protected vrf: |ocal ident (addr/mask/prot/port):

(192. 168. 1. 0/ 255. 255. 255.0/0/0) renote ident (addr/mask/prot/port):

(172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0) current_peer: 10.66.79.72:500 PERM T, flags={origin_is_acl,}
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#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5 #pkts decaps: 5, #pkts decrypt: 5, #pkts
verify: 5 #pkts conpressed: 0, #pkts deconmpressed: 0 #pkts not conpressed: 0, #pkts conpr.
failed: 0 #pkts not deconpressed: 0, #pkts deconpress failed: O #send errors 0, #recv errors
0 !--- ping packets !--- are successfully exchanged between !--- the Easy VPN Remote
Hardware Client !--- and the Easy VPN Server. |ocal crypto endpt.: 10.66.79.126, renote
crypto endpt.: 10.66.79.72 path mtu 1500, media ntu 1500 current outbound spi: F4DD4178

i nbound esp sas: spi: Ox13F1AA83(334604931) transform esp-3des esp-sha-hmac , in use
settings ={Tunnel, } slot: 0, conn id: 20, flow.id: 1, crypto map: Ethernet1-head-0 crypto
engi ne type: Hardware, engine_id: 2 sa timng: remaining key lifetime (k/sec):

(4444258/ 28648) ike_cooki es: A12E6DOD 2C8DOB92 41AB02FB AOOA5B03 |V size: 8 bytes replay
detection support: Y inbound ah sas: inbound pcp sas: outbound esp sas: spi:
OxF4DD4178(4108140920) transform esp-3des esp-sha-hmac , in use settings ={Tunnel, } slot:
0, conn id: 21, flow.id: 2, crypto map: Ethernetl-head-0 crypto engine type: Hardware,
engine_id: 2 sa tinmng: remaining key lifetinme (k/sec): (4444258/28647) ike_cookies:
A12E6D0OD 2C8D9B92 41AB02FB AOOA5B03 IV size: 8 bytes replay detection support: Y outbound ah
:sas: outbound pcp sas

Jew VPN Jiac ol VPN J a1z, o, jlg> 0855 wlosleo Lo ,2,—show crypto ipSec client ezZVPN

831#show crypto ipsec client ezvpn
Easy VPN Renote Phase: 2

Tunnel nane : vpn-hwclient
,Inside interface list: EthernetO
Qutside interface: Ethernetl
Current State: |PSEC ACTIVE
Last Event: SOCKET_UP

DNS Primary: 172.16.

DNS Secondary: 172.16.

NBMS/ WNS Primary: 172.16.
NBMS/ W NS Secondary: 172. 16.
Def ault Domai n: ci sco.com

Split Tunnel List: 1

[l ol
[ SN S

Addr ess : 172.16.1.0
Mask . 255.255.255.0
Pr ot ocol . 0x0

Source Port: O
Dest Port : O

Le>MNolg clasVl OLiSiwl

Le>Nols oSl eliasi GliaSiwy lgolaiuw] liSay wlogles plusYl 01D ,9g;

PIX Easy VPN p>5 -
CisCO 0 10S  Jew VPN 6usl 6562V] Juac -
4559 13® 9 pioge 98 LS JsL Easy VPN 9 VPN Easy VPN Remote Hardware Client JI il setup ol

628 bus CiSCO o Jalzill Lol Lol (o ol ,%ally 51 JS (o 2Ll debug JI gasy «alSuise a>lgs ol J1j Vo
(TAC) 35,0 ausill

PIX cliaz] LiSiuwly leolasiwlg clasVl auuai solol agd - le>Vuolg 1P olol cllasi OliSiwl _JI g
el BLiSiwl Jg> adlo] wlogles e Joaxll oglis] a5 IPSec ga e oLlll 19,0 aS,> i s0il
Le>Nolg

PIX Easy VPN o>

woss (OIT) gLVl > io 85l px>iwl .show wlol oo (laad uuuslleNasl) 21,5V 2> 4io o|>| PEX
. show oY E)ko Sl

.debug olsl plasiw] Jid auzuaill Lolol Jo> dago logles I gl :dla>Mo
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2 d>,0ll IPSec wloglan o ,2,—debug crypto ipSec -
1 d>,0ll ISAKMP o loglas o ,2,—debug crypto isakmp -
D 23saill 2L31 Lose pi

#( pi x525(config

As soon as the crypto ipsec client ezvpn vpn-hw-client command !--- is issued on the ---!
outside interface of the Csco | CS Easy VPN Renpte !--- Hardware Cient, the server receives an
. I KE negotiation request

crypto_i saknp_process_bl ock: src: 10. 66. 79. 126, dest: 10. 66.79. 72 spt: 500 dpt: 500
OAK_AG exchange
| SAKMP (0): processing SA payload. nessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC
| SAKIVP: hash SHA
| SAKMP: default group 2
(I SAKVP: extended auth pre-share (init
| SAKIVP: life type in seconds
| SAKMP: life duration (VPI) of 0x0O Ox20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC
| SAKIVP: hash MD5
| SAKMP: default group 2
(I SAKVP: extended auth pre-share (init
| SAKIVP: life type in seconds
| SAKMP: life duration (VPI) of 0x0O O0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKIVP: encrypti on DES- CBC
| SAKIVP: hash SHA
| SAKMP: default group 2
(I SAKVP: extended auth pre-share (init
| SAKIVP: life type in seconds
| SAKMP: life duration (VPI) of 0x0O O0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKIVP: encrypti on DES- CBC
| SAKIVP: hash MD5
| SAKMP: default group 2
(I SAKVP: extended auth pre-share (init
| SAKIVP: life type in seconds
| SAKMP: life duration (VPI) of 0xO O0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKIVP: hash SHA

| SAKMP: default group 2

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKMP: life duration (VPI) of 0xO O0x20 Oxc4 0x9b

| SAKMP (0): atts are acceptable. Next payload is 3
| SAKMP (0): processing vendor id payl oad

| SAKMP (0:0): vendor IDis NAT-T
| SAKMP (0): processing vendor id payl oad

| SAKMP (0:0): vendor IDis NAT-T
| SAKMP (0): processing KE payl oad. nessage ID = 0



1
o

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID

1
o

| SAKMP (0): processing | D payl oad. nessage ID
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renote peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): received xauth v6 vendor id

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): claimed 1 CS but failed authentication

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a Unity client

| SAKMP (0): | D payl oad
next - payl oad : 10

type 1
pr ot ocol : 17
port : 500
| engt h : 8

| SAKMP (0): Total payload Iength: 12
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src: 10. 66. 79. 126, dest: 10.66.79. 72 spt: 500 dpt: 500
QAK_AG exchange
| SAKMP (0): processing HASH payl oad. nmessage ID =0
| SAKMP (0): processing NOTIFY payl oad 24578 protocol 1
spi 0, nmessage ID =10

.1 SAKMP (0): processing notify |IN Tl AL_CONTACTI PSEC(key_engi ne): got a queue event
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 10. 66. 79. 126

| SAKMP (0): SA has been aut henti cated
| SAKMP: Created a peer struct for 10.66.79. 126, peer port 62465
return status is | KMP_NO ERROR
| SAKMP (0): sending phase 1 RESPONDER LI FETI ME notify
| SAKMP (0): sending NOTI FY nessage 24576 protocol 1
VPN Peer: | SAKMP: Added new peer: ip:10.66.79.126/500 Total VPN Peers:1
VPN Peer: | SAKMP: Peer ip:10.66.79.126/500 Ref cnt incremented to:1 Total
VPN Peers: 1
| SAKMP: peer is a renpte access client
crypto_i saknp_process_bl ock: src: 10. 66. 79. 126, dest: 10.66.79. 72 spt: 500 dpt: 500
| SAKMP_TRANSACTI ON exchange
.1 SAKMP (0:0): processing transaction payl oad from 10. 66. 79. 126
message | D = 63324444
| SAKMP: Confi g payl oad CFG_REQUEST
1 SAKMP (0:0): checking request

(I SAKMP: attribute | P4_DNS (3
(I SAKMP: attribute | P4_DNS (3
(I SAKMP: attribute | PA_NBNS (4
(I SAKMP: attribute | PA_NBNS (4

(1 SAKMP: attribute ALT_SPLI T_I NCLUDE (28676

(1 SAKMP: attribute ALT_SPLI TDNS_NAME (28675

(1 SAKMP: attribute ALT_DEF_DOVAI N (28674

(1 SAKMP: attribute UNKNOWN (28673
Unsupported Attr: 28673

(1 SAKMP: attribute UNKNOWN (28678
Unsupported Attr: 28678

(1 SAKMP: attribute ALT_PFS (28679



(1 SAKMP: attribute ALT_BACKUP_SERVERS (28681

(1 SAKMP: attribute APPLI CATI ON_VERSI ON (7

| SAKMP (0:0): responding to peer config from 10.66.79.126. | D = 2563858956
return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 10. 66. 79. 126, dest: 10.66.79. 72 spt: 500 dpt: 500
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nmessage | D = 3238088328

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES
. | SAKVP: attributes in transform

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIMP: SAlife duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| SAKIVP: SAlife type in kil obytes

| SAKIVP: SA life duration (VPI) of 0x0

crypto_i saknp_process_bl ock: src: 10. 66. 79. 126, dest: 10.66.79. 72 spt: 500 dpt: 500
QAK_QM exchange
| SADB: reaper checking SA 0x3c6420c, conn_id =0

CisCO 40 10S Jgw VPN 62yl 6562V Jiac

w22 (OIT) L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (Jaad ulualleVasll) 2131 a2 yio 8131 ac
. Show oVl 2,50 Jul>s

.debug olol plaziw| b zuaill 1olol Jo> dago wlogles JI &)l rda>Ve

2 d>,0ll IPSec wloglaon o ,=,—debug crypto ipSec -
1 d>ell ISAKMP wlogles o ,2,—debug crypto isakmp -
W 23geill 23] Lose i

confi g)#int eth 1) 831
config-if)#crypto ipsec client ezvpn vpn-hw-client) 831
[Mar 1 01:42:18.739: |SAKMP: callback: no SA found for 0.0.0.0/0.0.0.0 [vrf O*
Mar 1 01:42:18.739: %CRYPTO 6-1 SAKMP_ON_OFF: | SAKMP is ON*
Mar 1 01:42:18.743: | SAKMP: Looking for a matching key for 10.66.79.72 in defaul t*
(Mar 1 01:42:18.743: |SAKMP: received ke nessage (1/1*
(Mar 1 01:42:18.743: | SAKMP: (0: 0: NVA:0): SA request profile is (NULL*
Mar 1 01:42:18.743: | SAKMP: Created a peer struct for 10.66.79.72, peer port 500*
Mar 1 01:42:18.743: |1 SAKMP: Locki ng peer struct Ox81FO5E5C, | KE refcount*
for isakmp_initiator 1
Mar 1 01:42:18.747: |1 SAKMP: (0:0: NN A:0): Setting client config settings 81C8F564*
Mar 1 01:42:18.747: | SAKMP: |ocal port 500, renmpte port 500*
Mar 1 01:42:18.747: insert sa successfully sa = 81C8EEB8*
.Mar 1 01:42:18.747: 1 SAKMP: (0: 0: N A:0): client node configured*
Mar 1 01:42:18.751: | SAKMP: (0:0: NN A:0): constructed NAT-T vendor-03 | D*
Mar 1 01:42:18.751: | SAKMP: (0:0: NN A:0): constructed NAT-T vendor-02 |D*
Mar 1 01:42:19.203: | SAKWP: (0:1: HW 2): SA i s doi ng pre-shared key authentication*
pl us XAUTH using id type ID KEY_ID
Mar 1 01:42:19.203: | SAKMP (0:268435457): 1D payl oad*
next - payl oad : 13

type 11

group id : vpn-hwclient-group
pr ot ocol : 17

port 0

I ength .27

Mar 1 01:42:19.203: | SAKMP: (0: 1: HW 2) : Total payl oad | ength: 27*
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Mar 1 01:42:19.207: | SAKVP: (0:1: HW2):Input = | KE_ MESG FROM | PSEC, | KE_SA REQ AM
Mar 1 01:42:19.207: | SAKMP: (0:1: HW2): O d State = | KE_ READY New State = |KE_|_AML*

Mar 1 01:42:19.207: | SAKMP: (0: 1: HW 2) : begi nni ng Aggressi ve Mbde exchange*
Mar 1 01:42:19.207: | SAKWP: (0:1: HW 2): sendi ng packet to 10.66.79. 72*

ny_port 500 peer_port 500 (1) AG_ I N T_EXCH
Mar 1 01:42:19.267: | SAKVP (0: 268435457): received packet from 10.66.79. 72*

dport 500 sport 500 d obal (1) AG_IN T_EXCH
Mar 1 01:42:19.271: | SAKWP: (0: 1: HW 2): processing SA payl oad. nmessage |ID = 0*
Mar 1 01:42:19.271: | SAKWP: (0: 1: HW 2): processing | D payl oad. nmessage |ID = 0*
Mar 1 01:42:19.271: | SAKWP (0:268435457): |D payl oad*

next - payl oad : 10

type 1

addr ess : 10.66.79.72
pr ot ocol : 17

port : 500

| ength : 12

Mar 1 01:42:19.271: | SAKMP: (0: 1: HW 2): processing vendor id payl oad*

Mar 1 01:42:19.271: | SAKWP: (0:1: HW 2): vendor |ID seens Unity/DPD but major*
m smat ch 215

Mar 1 01:42:19.275: | SAKMP: (0: 1: HW 2): vendor |ID is XAUTH*

Mar 1 01:42:19.275: | SAKMP: (0: 1: HW 2) : processi ng vendor id payl oad*

Mar 1 01:42:19.275: | SAKWP: (0:1: HW 2): vendor |ID is DPD*

Mar 1 01:42:19.275: | SAKMP: (0: 1: HW 2) : processi ng vendor id payl oad*

Mar 1 01:42:19.275: | SAKMP: (0:1: HW 2): vendor IDis Unity*

Mar 1 01:42:19.275: | SAKMP: (0:1: HW 2): | ocal preshared key found*

... Mar 1 01:42:19.275: | SAKWP : Scanning profiles for xauth*

Mar 1 01:42:19.279: |SAKMP: (0:1: HW 2): Authentication by xauth preshared*

Mar 1 01:42:19.279: | SAKMP: (0: 1: HW 2) : Checki ng | SAKMP transform 1 agai nst*
priority 65527 policy

Mar 1 01:42:19.279: | SAKMP: encrypti on 3DES- CBC*

Mar 1 01:42:19.279: | SAKWP: hash SHA*

Mar 1 01:42:19.279: | SAKVP: default group 2*

Mar 1 01:42:19.279: | SAKMP: aut h pre-share*

Mar 1 01:42:19.279: | SAKMP: life type in seconds*

Mar 1 01:42:19.279: | SAKMP: life duration (VPI) of 0Ox0 0x20 0xC4 Ox9B*

Mar 1 01:42:19.279: | SAKMP: (0: 1: HW 2) : Aut henti cati on met hod of fered does*
I'not match policy

.Mar 1 01:42:19.283: | SAKWP: (0:1: HW 2):atts are not acceptabl e*
Next payload is O

Mar 1 01:42:19.283: | SAKMP: (0: 1: HW 2) : Checki ng | SAKMP transform 1*
agai nst priority 65528 policy

Mar 1 01:42:19.283: | SAKMP: encrypti on 3DES- CBC*

Mar 1 01:42:19.283: | SAKWP: hash SHA*

Mar 1 01:42:19.283: | SAKVP: default group 2*

Mar 1 01:42:19.283: | SAKMP: aut h pre-share*

Mar 1 01:42:19.283: | SAKMP: life type in seconds*

Mar 1 01:42:19.283: | SAKMP: life duration (VPI) of 0Ox0 0x20 0OxC4 Ox9B*

Mar 1 01:42:19.283: | SAKMP: (0: 1: HW 2) : Hash al gorithm of fered does not*
I'mat ch policy

Mar 1 01:42:19.283: | SAKMP: (0:1: HW 2):atts are not acceptable. Next*

payload is 0O

Mar 1 01:42:19.287: | SAKMP: (0: 1: HW 2) : Checki ng | SAKMP transform 1*
agai nst priority 65529 policy

Mar 1 01:42:19.287: | SAKMP: encrypti on 3DES- CBC*

Mar 1 01:42:19.287: | SAKWP: hash SHA*

Mar 1 01:42:19.287: | SAKVP: default group 2*

Mar 1 01:42:19.287: | SAKMP: aut h pre-share*

Mar 1 01:42:19.287: | SAKMP: life type in seconds*

Mar 1 01:42:19.287: | SAKMP: life duration (VPI) of 0Ox0 0x20 0OxC4 Ox9B*

Mar 1 01:42:19.287: | SAKMP: (0: 1: HW 2) : Encryption al gorithm of fered does*
I'not match policy

.Mar 1 01:42:19.287: | SAKWP: (0:1: HW 2):atts are not acceptabl e*
Next payload is O



Mar 1 01:42:19.291: | SAKMP: (0: 1: HW 2) : Checki ng | SAKMP t ransf or nt
against priority 65530 policy 1

Mar 1 01:42:19.291: | SAKMP: encrypti on 3DES- CBC*

Mar 1 01:42:19.291: | SAKWP: hash SHA*

Mar 1 01:42:19.291: | SAKWVP: default group 2*

Mar 1 01:42:19.291: | SAKMP: aut h pre-share*

Mar 1 01:42:19.291: | SAKMP: life type in seconds*

Mar 1 01:42:19.291: | SAKMP: life duration (VPI) of 0Ox0 0x20 0OxC4 Ox9B*

Mar 1 01:42:19.291: | SAKWP: (0: 1: HW 2) : Encrypti on al gorithm of f er ed*
I does not match policy

Mar 1 01:42:19.291: | SAKMP: (0:1:HW 2):atts are not acceptable. Next*
payload is O

Mar 1 01:42:19.295: | SAKMP: (0: 1: HW 2) : Checki ng | SAKMP transform 1*
agai nst priority 65531 policy

Mar 1 01:42:19. 295: | SAKMP: encrypti on 3DES- CBC*

Mar 1 01:42:19.295: | SAKWP: hash SHA*

Mar 1 01:42:19.295: | SAKWVP: default group 2*

Mar 1 01:42:19.295: | SAKMP: aut h pre-share*

Mar 1 01:42:19.295: | SAKMP: life type in seconds*

Mar 1 01:42:19.295: | SAKMP: life duration (VPI) of 0Ox0 0x20 0OxC4 Ox9B*

Mar 1 01:42:19.295: | SAKMP: (0:1: HW 2):atts are acceptable. Next payload is 0*
Mar 1 01:42:19.295: | SAKWP: (0: 1: HW 2): processi ng KE payl oad. nmessage |ID = 0*
Mar 1 01:42:19.747: | SAKMP: (0: 1: HW 2) : processi ng NONCE payl oad. message | D = 0*
Mar 1 01:42:19.747: | SAKWVP: (0: 1: HW 2) : SKEYI D st at e gener at ed*
Mar 1 01:42:19.747: | SAKMP: (0: 1: HW 2): processi ng HASH payl oad. message | D = 0*
Mar 1 01:42:19.751: | SAKMP: (0: 1: HW 2) : SA aut henti cation status*
aut henti cat ed

Mar 1 01:42:19.751: | SAKWP: (0: 1: HW 2) : SA has been authenticated with 10.66. 79. 72*
Mar 1 01:42:19.751: | SAKMP: Trying to insert a peer*

.and inserted successfully ,/10.66.79.126/10.66.79.72/500
Mar 1 01:42:19.751: |SAKMP: (0:1:HW 2):Send initial contact*
Mar 1 01:42:19.759: |SAKWP: (0:1: HW 2): sendi ng packet to 10.66.79. 72*

ny_port 500 peer_port 500 (1) AG_ I N T_EXCH
Mar 1 01:42:19.759: |SAKMP: (0:1: HW 2): I nput = | KE_MESG FROM PEER, | KE_AM EXCH*
Mar 1 01:42:19.759: | SAKMP: (0:1:HW?2): A d State = | KE_I _AML*

New State = | KE_P1_COWPLETE

Mar 1 01:42:19.763: | SAKMP: (0: 1: HW 2) : Need confi g/ addr ess*
Mar 1 01:42:19.763: | SAKMP: (0: 1: HW 2) : Need confi g/ addr ess*
Mar 1 01:42:19.763: | SAKMP: set new node -1731108340 to CONF_ADDR*
Mar 1 01:42:19.763: | SAKMP: Sendi ng APPLI CATI ON_VERSI ON stri ng*
,Csco I 0S Software, C831 Software (C831-K9MBSY6-M, Version 12.3(8)T
(RELEASE SCFTWARE (fc2
Techni cal Support: http://ww. ci sco. com techsupport
. Copyright (c) 1986-2004 by GCisco Systens, Inc
Conpil ed Fri 14-May-04 01:40 by eaar mas
Mar 1 01:42:19.775: | SAKMP: (0:1:HW2): initiating peer config to*
ID = -1731108340 .10.66.79.72
Mar 1 01:42:19.775: | SAKWP: (0: 1: HW 2): sendi ng packet to 10.66.79. 72*
my_port 500 peer_port 500 (1) CONF_ADDR
,Mar 1 01:42:19.775: | SAKMP: (0: 1: HW 2) : I nput = | KE_MESG_| NTERNAL*
| KE_PHASE1_COWPLETE
Mar 1 01:42:19.775: | SAKMP: (0:1: HW?2): A d State = | KE_P1_COVPLETE*
New State = | KE_CONFI G_MODE_REQ SENT

Mar 1 01:42:19.775: | SAKVP (0: 268435457): received packet from 10.66.79. 72*
dport 500 sport 500 d obal (1) CONF_ADDR
Mar 1 01:42:19.779: |SAKMP: set new node -531260300 to CONF_ADDR*
.Mar 1 01:42:19.783: | SAKMP: (0: 1: HW 2): processi ng HASH payl oad*
message | D = -531260300
Mar 1 01:42:19.783: | SAKWP: (0: 1: HW 2): processi ng NOTI Fy*
RESPONDER_LI FETI ME protocol 1
spi 0, nmessage ID = -531260300, sa = 81C8EEBS
Mar 1 01:42:19.783: | SAKMP: (0: 1: HW 2) : SA aut henti cation status*



aut henti cat ed
Mar 1 01:42:19.787: | SAKWP: (0: 1: HW 2): processi ng responder |ifetime*
Mar 1 01:42:19.787: | SAKWP: (0:1: HW 2): start processing isaknp*
responder lifetime
Mar 1 01:42:19.787: | SAKMP: (0:1: HW 2): restart ike sa tiner to 86400 secs*
Mar 1 01:42:19.787: | SAKWP: (0: 1: HW 2) : del eti ng node -531260300 error*
"FALSE reason "Informational (in) state 1
,Mar 1 01:42:19.787: | SAKMP: (0: 1: HW 2): I nput = | KE_MESG FROM PEER*
I KE_I NFO_NOTI FY
Mar 1 01:42:19.787: |ISAKMP: (0:1:HW?2):dd State = | KE_CONFI G MODE_REQ_SENT*
New State = | KE_CONFI G_MODE_REQ SENT

Mar 1 01:42:19.791: | SAKWP (0:268435457): received packet from 10.66.79. 72*
dport 500 sport 500 d obal (1) CONF_ADDR

Mar 1 01:42:19.795: | SAKMP: (0: 1: HW 2) : processi ng transacti on payl oad front
nessage | D = -1731108340 . 10.66.79.72

Mar 1 01:42:19.795: | SAKWP: Config payl oad REPLY*

Mar 1 01:42:19.799: | SAKWVP(0: 268435457) process config reply*

Mar 1 01:42:19.799: | SAKMP: (0: 1: HW 2) : del eti ng node -1731108340 error*
"FALSE reason "Transacti on node done

,Mar 1 01:42:19.799: |SAKMP: (0: 1: HW 2): I nput = | KE_MESG FROM PEER*
| KE_CFG_REPLY

Mar 1 01:42:19.799: |ISAKMP: (0:1:HW?2):dd State = | KE_CONFI G MODE_REQ_SENT*
New State = | KE_P1_COWPLETE

,Mar 1 01:42:19.807: | SAKMP: (0:1: HW 2): I nput = | KE_MESG | NTERNAL*
| KE_PHASE1_COMPLETE

Mar 1 01:42:19.807: |SAKMP: (0:1:HW?2): A d State = | KE_P1_COVPLETE*
New State = | KE_P1_COWPLETE

, (Mar 1 01:42:19.815: |PSEC(sa_request*
, key eng. msg.) OUTBOUND | ocal = 10. 66. 79. 126, renpte= 10. 66. 79. 72)
, (I ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transforn= esp-3des esp-sha-hmac (Tunnel
,1ifedur= 2147483s and 4608000kb
spi = O0x13F1AA83(334604931), conn_id= 0, keysize= 0, flags= 0x400A
, (Mar 1 01:42:19.815: |PSEC(sa_request*
, key eng. msg.) OUTBOUND | ocal = 10. 66. 79. 126, renpte= 10. 66. 79. 72)
, (I ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transforn= esp-3des esp-md5-hnmac (Tunnel
,1ifedur= 2147483s and 4608000kb
spi = OxAD8BC95C7(2911671751), conn_id= 0, keysize= 0, flags= 0x400A
, (Mar 1 01:42:19.819: |PSEC(sa_request*
, key eng. msg.) OUTBOUND | ocal = 10. 66. 79. 126, renpte= 10. 66. 79. 72)
, (I ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transfornr esp-des esp-sha-hmac (Tunnel
,1ifedur= 2147483s and 4608000kb
spi = Ox7B5EBFA(129362938), conn_id= 0, keysize= 0, flags= O0x400A
, (Mar 1 01:42:19.819: |PSEC(sa_request*
, key eng. msg.) OUTBOUND | ocal = 10. 66. 79. 126, renote= 10. 66. 79. 72)
, (I ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel
,1ifedur= 2147483s and 4608000kb
spi = O0x702568AE(1881499822), conn_id= 0, keysize= 0, flags= 0x400A
(Mar 1 01:42:19.823: | SAKMP: recei ved ke nessage (1/4*
Mar 1 01:42:19.823: | SAKMP: set new node 0 to QMW I DLE*
Mar 1 01:42:19.823: |SAKMP: (0:1:HW2): sitting IDLE. Starting QW
( i medi ately (QM_I DLE
,Mar 1 01:42:19.823: | SAKMP: (0: 1: HW 2) : begi nni ng Qui ck Mode exchange*
M 1D of -1056878968



Mar 1 01:42:19.835: | SAKWP: (0:1: HW 2): sendi ng packet to 10.66.79. 72*
my_port 500 peer_port 500 (1) QV.IDLE
= Mar 1 01:42:19.835: | SAKMP: (0: 1: HW 2) : Node -1056878968, | nput*
| KE_MESG | NTERNAL, | KE_INIT_QM
Mar 1 01:42:19.843: | SAKMP: (0:1: HW2): O d State = | KE_QV READY*
New State = | KE_QM | _QML
Mar 1 01:42:19.859: | SAKWP (0:268435457): received packet front
dport 500 sport 500 dobal (1) QV.IDLE 10.66.79.72
.Mar 1 01:42:19.863: | SAKMP: (0: 1: HW 2): processi ng HASH payl oad*
nmessage | D = -1056878968
.Mar 1 01:42:19.863: | SAKMP: (0: 1: HW 2): processi ng SA payl oad*
message | D = -1056878968
Mar 1 01:42:19.863: | SAKMP: (0: 1: HW 2) : Checki ng | PSec proposal 1*
Mar 1 01:42:19.863: | SAKMP: transform 1, ESP_3DES*
cMar 1 01:42:19.863: | SAKWP: attributes in transfornt
(Mar 1 01:42:19.863: | SAKM: encaps is 1 (Tunnel*
Mar 1 01:42:19.867: | SAKVP: SAlife type in seconds*
Mar 1 01:42:19.867: | SAKVP: SAlife duration (VPI) of 0x0 0x20 0xC4 Ox9B*
Mar 1 01:42:19.867: | SAKVP: SAlife type in kil obytes*
Mar 1 01:42:19.867: | SAKMP: SAlife duration (VPI) of Ox0 0x46 0x50 OxO*
Mar 1 01:42:19.867: | SAKMP: aut henticator i s HVAC SHA*
.Mar 1 01:42:19.867: | SAKWP: (0:1: HW 2):atts are acceptabl e*
,Mar 1 01:42:19.871: | PSEC(validate_proposal _request): proposal part #1*
,key eng. nsg.) | NBOUND | ocal = 10. 66. 79. 126, renpte= 10. 66.79. 72)
, (I ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transforne esp-3des esp-sha-hmac (Tunnel
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Mar 1 01:42:19.871: Crypto nmapdb : proxy_nat ch*

src addr : 192.168.1.0
dst addr : 172.16.1.0
pr ot ocol 0

src port 0

dst port 0

.Mar 1 01:42:19.871: | SAKWP: (0:1: HW 2): processi ng NONCE payl oad*

message | D = -1056878968
.Mar 1 01:42:19.875: | SAKMP: (0: 1: HW 2): processing | D payl oad*

message | D = -1056878968
.Mar 1 01:42:19.875: | SAKMP: (0: 1: HW 2): processing | D payl oad*

message | D = -1056878968
Mar 1 01:42:19.875: | SAKWP: (0: 1: HW 2): processi ng NOTI Fy*

RESPONDER_LI FETI ME protocol 3

spi 4108140920, nessage |ID = -1056878968, sa = 81CBEEBS
Mar 1 01:42:19.875: | SAKMP: (0: 1: HW 2) : SA aut henti cation status*
aut henti cat ed

Mar 1 01:42:19.875: | SAKWP: (0: 1: HW 2): processi ng responder |ifetinme*
Mar 1 01:42:19.875: | SAKVMP (268435457): responder lifetine of 28800s*
Mar 1 01:42:19.879: 1PSec: Flowswitching Allocated flow for flow id 268435457*
Mar 1 01:42:19.879: 1PSec: Flowswitching Allocated flow for flow id 268435458*
Mar 1 01:42:19.887: %UCRYPTO 5- SESSI ON_STATUS: Crypto tunnel is UP*

Peer 10.66.79.72:500 Id: 10.66.79.72
Mar 1 01:42:19.887: | SAKMP: Locking peer struct Ox81FO5E5C, | PSEC*

refcount 1 for for stuff_ke
Mar 1 01:42:19.887: | SAKMP: (0:1:HW2): Creating | PSec SAs*

Mar 1 01:42:19. 895: i nbound SA from 10.66.79.72 to 10.66.79. 126*
fri) 0/ 0)
(proxy 172.16.1.0 to 192.168.1.0)
Mar 1 01:42:19. 895: has spi O0x13F1AA83 and conn_id 20 and fl ags 2*
Mar 1 01:42:19. 895: lifetine of 28790 seconds*
Mar 1 01:42:19. 895: lifetinme of 4608000 kil obytes*
Mar 1 01:42:19. 895: has client flags Ox0*
Mar 1 01:42:19.895: out bound SA from 10. 66. 79. 126 to 10.66. 79. 72*

f/i) 0/0)



(proxy 192.168.1.0 to 172.16.1.0)

Mar 1 01:42:19. 895: has spi -186826376 and conn_id 21 and fl ags A*
Mar 1 01:42:19. 895: lifetine of 28790 seconds*

Mar 1 01:42:19. 895: lifetinme of 4608000 kil obytes*

Mar 1 01:42:19. 895: has client flags Ox0*

Mar 1 01:42:19.899: |PSEC(key_engine): got a queue event with 2 kei messages*
, (Mar 1 01:42:19.899: IPSEC(initialize_sas*
,key eng. nsg.) | NBOUND | ocal = 10. 66. 79. 126, renpte= 10. 66.79. 72)
, (I ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transforne esp-3des esp-sha-hmac (Tunnel
,1ifedur= 28790s and 4608000kb
spi = Ox13F1AA83(334604931), conn_id= 268435476, keysize= 0, flags= 0x2
, (Mar 1 01:42:19.899: IPSEC(initialize_sas*
, key eng. msg.) OUTBOUND | ocal = 10. 66. 79. 126, renpte= 10. 66. 79. 72)
, (I ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 172.16. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transforne esp-3des esp-sha-hmac (Tunnel
,1ifedur= 28790s and 4608000kb
spi = OxF4DD4178(4108140920), conn_id= 268435477, keysize= 0, flags= OxA
Mar 1 01:42:19.903: Crypto nmapdb : proxy_nat ch*

src addr : 192.168.1.0
dst addr » 172.16.1.0
pr ot ocol 0

src port 0

dst port 0

s(Mar 1 01:42:19.903: | PSEC(crypto_ipsec_sa_find_ident_head*
reconnecting with the sane proxies and 10.66.79. 72

,Mar 1 01:42:19.903: |PSEC(policy_db_add_ident): src 192.168.1.0*
dest 172.16.1.0, dest_port O

,Mar 1 01:42:19.907: |PSEC(create_sa): sa created*
,sa) sa_dest= 10.66.79.126, sa_prot= 50)
, (sa_spi = 0x13F1AA83( 334604931
sa_trans= esp-3des esp-sha-hmac , sa_conn_i d= 268435476
,Mar 1 01:42:19.907: |PSEC(create_sa): sa created*
,sa) sa_dest= 10.66.79.72, sa_prot= 50)
, (sa_spi = 0xF4DD4178(4108140920
sa_trans= esp-3des esp-sha-hmac , sa_conn_i d= 268435477
Mar 1 01:42:19.911: |SAKMP: (0:1: HW 2): sendi ng packet to*
ny_port 500 peer_port 500 (1) QW.IDLE 10.66.79.72
Mar 1 01:42:19.911: | SAKMP: (0:1: HW 2): del eti ng node -1056878968*
"error FALSE reason "No Error
= Mar 1 01:42:19.911: | SAKMP: (0:1: HW 2): Node -1056878968, | nput*
| KE_MESG_FROM PEER, | KE_QM EXCH
Mar 1 01:42:19.911: | SAKMP: (0:1: HW2): O d State = | KE_QV | _QMVL*
New State = | KE_QM PHASE2_COWPLETE
Mar 1 01:43:09.787: | SAKMWP: (0: 1: HW 2) : pur gi ng node -531260300*
Mar 1 01:43:09.799: | SAKWP: (0: 1: HW 2) : pur gi ng node -1731108340*
Mar 1 01:43:09.911: | SAKWP: (0: 1: HW 2) : pur gi ng node -1056878968*

VPN o= aoll ologlasll o ,2, —debug vpnClient -
i zagaill 22l Lose o

confi g)#int eth 1)831

config-if)#crypto ipsec client ezvpn vpn-hw-client) 831

Mar 1 01:49: 26.543: %CRYPTO 6- | SAKMP_ON_OFF: | SAKWP i s ON*

Mar 1 01:49:26.547: EZVPN(vpn-hw-client): Current State: |DLE*

Mar 1 01:49:26.547: EZVPN(vpn-hwclient): Event: VALI D CONFI G ENTERED*

Mar 1 01:49:26.547: EZVPN(vpn-hw-client): ezvpn_check _tunnel _interface_state*
Mar 1 01:49:26.547: EZVPN(vpn-hwclient): New State: VALID CFG

Mar 1 01:49:26.547: EZVPN(vpn-hwclient): Current State: VALID CFG



Mar 1 01:49:26.547: EZVPN(vpn-hw-client): Event: VALI D CONFI G ENTERED*

Mar 1 01:49:26.547: EZVPN(vpn-hw-client): No state change*

Mar 1 01:49:26.547: EZVPN(vpn-hw-client): Current State: VALID CFG

Mar 1 01:49:26.551: EZVPN(vpn-hwclient): Event: TUNNEL_I NTERFACE UP*

Mar 1 01:49:26.551: EZVPN(vpn-hw-client): ezvpn_check_tunnel _interface_address*
Mar 1 01:49:26.551: EZVPN(vpn-hw-client): New State: TUNNEL_I NT_UP*

Mar 1 01:49:26.551: EZVPN(vpn-hwclient): Current State: TUNNEL_I NT_UP*
Mar 1 01:49:26.551: EZVPN(vpn-hw-client): Event: TUNNEL_HAS PUBLI C_| P_ADD*
Mar 1 01:49:26.551: EZVPN(vpn-hw-client): New State: CONNECT_ REQUI RED*

Mar 1 01:49:26.551: EZVPN(vpn-hw-client): Current State: CONNECT_REQUI RED*
Mar 1 01:49:26.551: EZVPN(vpn-hwclient): Event: CONNECT*

Mar 1 01:49:26.555: EZVPN(vpn-hw-client): ezvpn_connect_request*

Mar 1 01:49:26.555: EZVPN(vpn-hwclient): New State: READY*

Mar 1 01:49:27.535: EZVPN(vpn-hwclient): Current State: READY*

Mar 1 01:49:27.535: EZVPN(vpn-hwclient): Event: CONN_UP*

Mar 1 01:49:27.535: EZVPN(vpn-hw-client): ezvpn_conn_up Al12E6DOD DI9C3BlAE*
41AB02FB 62DD1B01

Mar 1 01:49:27.539: EZVPN(vpn-hw-client): No state change*

Mar 1 01:49:27.563: EZVPN(vpn-hwclient): Current State: READY*

Mar 1 01:49:27.563: EZVPN(vpn-hw-client): Event: MODE_CONFlI G_REPLY*

Mar 1 01:49:27.563: EZVPN(vpn-hw-client): ezvpn_node_confi g*

Mar 1 01:49:27.563: EZVPN(vpn-hw-client): ezvpn_parse_node_config_nsg*
:Mar 1 01:49:27.563: EZVPN: Attributes sent in nessage*

Mar 1 01:49:27.563: DNS Primary: 172.16.1.1*

Mar 1 01:49:27.567: DNS Secondary: 172.16.1.1*

Mar 1 01:49:27.567: NBMS/ WNS Primary: 172.16.1. 1*
Mar 1 01:49:27.567: NBMS/ W NS Secondary: 172.16.1.1*
Mar 1 01:49:27.567: Split Tunnel List: 1*

Mar 1 01:49:27.567: Addr ess : 172.16. 1. 0*
Mar 1 01:49:27.567: Mask . 255. 255, 255. 0*
Mar 1 01:49:27.567: Pr ot ocol . OxO0*

Mar 1 01:49:27.567: Source Port: 0O*

Mar 1 01:49:27.567: Dest Port : O*

Mar 1 01:49:27.567: Def ault Domai n: cisco. conr

(Mar 1 01:49:27.567: EZVPN. Unknown/ Unsupported Attr: PFS (0x7007*
Mar 1 01:49:27.571: EZVPN(vpn-hwclient): ezvpn_nat_config*

Mar 1 01:49:27.571: EZVPN. cl ose old connection, |en 0*

Mar 1 01:49:27.575: EZVPN(vpn-hwclient): New State: SS_OPEN*

Mar 1 01:49:27.587: EZVPN(vpn-hw-client): Current State: SS_OPEN*
Mar 1 01:49:27.587: EZVPN(vpn-hw-client): Event: SOCKET_READY*

Mar 1 01:49:27.587: EZVPN(vpn-hw-client): No state change*

Mar 1 01:49:27.619: %UCRYPTO 5- SESSI ON_STATUS: Crypto tunnel is UP*
Peer 10.66.79.72:500 Id: 10.66.79.72

Mar 1 01:49:27.623: EZVPN(vpn-hwclient): Current State: SS_OPEN*
Mar 1 01:49:27.623: EZVPN(vpn-hwclient): Event: MIU_CHANGED*

Mar 1 01:49:27.623: EZVPN(vpn-hw-client): No state change*

Mar 1 01:49:27.627: EZVPN(vpn-hwclient): Current State: SS_OPEN*
Mar 1 01:49:27.627: EZVPN(vpn-hwclient): Event: SOCKET_UP*

Mar 1 01:49:27.631: ezvpn_socket _up*

Mar 1 01:49:27.631: EZVPN(vpn-hw-client): New State: |PSEC _ACTI VE*

do olbd ol

PIX 500 alulw 4> dxiw -

PIX dlo> jla>  asbig

PIX olol 22110 -

IKE &¥gS039 ,/IPSec anglas ac> dxiwo -
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