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pi x(confi g) #aaa authentication ssh console TACACS+ LOCAL
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IP range allowed to Telnet to the PIX (values depend on network). telnet 172.18.124.0 ---!
255.255.255.0

<Telnet password. passwd <password ---!

<Enable password. enable password <password ---!
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show privilege all
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privilege configure level 15 command route
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privilege show level 0 command curpriv
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show privilege command clock
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. Users at level 15 can use the show clock command ---!



privilege show level 15 command clock
. Users at level 15 can use the clear clock command ---!

Privilege clear level 15 command clock
Users at level 15 can configure the clock !--- (for example, clock set 12:00:00 Jan 01 ---!
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privilege configure level 15 command clock
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GOSS(confi g) # username poweruser password poweruser privilege 15
GOSS(confi g)# aaa-server LOCAL protocol local
GOSS(confi g)# aaa authentication telnet console LOCAL
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:G0SS(config)# 502101: New user added to local dbase
Uname: poweruser Priv: 15 Encpass: Nimjl8wRa7VAmpm5
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GOSS(confi g)# aaa authentication enable console LOCAL
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GOSS(confi g) # username ordinary password ordinary privilege 9
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GOSS(confi Q) # privilege show level 9 command clock
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GO0SS(confi g)# privilege configure level 1 command logout
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GO0SS(confi g)# privilege configure level 1 mode enable command enable
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G0SS(confi g)# privilege configure level 1 command disable
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GOSS# show curpriv

Username : ordinary

Current privilege level : 9
Current Mdde/s : P_PRIV
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GOSS(confi g)# aaa authorization command LOCAL
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GOSS# show xlate
Conmmand aut horization failed
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G0sS(confi g)# show aaa

AAA aut hentication tel net consol e LOCAL
AAA aut hentication enabl e consol e LOCAL
AAA aut hori zati on comand LOCAL
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G0SS(confi g)# no aaa authorization command LOCAL
GO0SS(confi g)# no aaa authentication telnet console LOCAL
GO0SS(confi g)# no aaa authentication enable console LOCAL
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telnet 172.18.124.0 255.255.255.0

<IP range allowed to telnet to the PIX (values would depend on network). passwd <password ---!
<Telnet password. Enable password <password ---!

.Enable password ---!
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GOSS(confi g)# enable password ciscol23

+00SS(confi g)# aaa-server TACSERVER protocol tacacs
G0SS(confi g) # aaa-server TACSERVER (inside) host timeout 10
G0SS(confi g)# aaa authentication telnet console TACSERVER
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GOSS(confi g)# aaa authentication enable console TACSERVER
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aaa authorization command TACSERVER
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This is our "poweruser" who can enable, use all commands, and log in. !--- The login ---!
password 1is in the 'clear "*****x**w1 gtatement. !--- The enable password is in the 'clear
mAkAAAAAAN 51 gtatement. user = pixtest{ password = clear "******xx" priyj|lege = clear
"Rkkxxxkxt 15 service=shell { default cnd=permit default attribute=pernmit } } !/--- This user can
Telnet in, enable, and use four commands !--- (such as show clock, logout, exit, and enable). !-
-- The login password is in the 'clear "*****x**"' gtatenent. !--- The enable password is in the
Ltclear "rExxxxxxn QB gt at ement

Juser = linmitpix

"hkhkxkkhkxx" paSSV\Drd — Cl ear
privilege = clear "******%x" 15
} service=shell

} cmd=show
"permt "clock
{

} cmd=l ogout
"xOM o permit

{

} cnd=enabl e
"x " permt
{

} cmd=exit
"M permt
{

{

{

This user can Telnet in, but not enable. This user can use any !--- show commands in non- ---!
.? enabl e nbde as well as logout, exit, and

}user = oneuser
"rxkEkxkEA" password = cl ear
} service=shel |

} cmd=show
"x " permt
{
} cmd=l ogout
"x " permt
{
} "?"=cnmd
"x " permt
{
} cmd=exit
"x " permt
{
{
{
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GOSS(confi g)# enable password ciscol23
+CG0SS(confi g) # aaa-server TACSERVER protocol tacacs
GOSS(confi g) # aaa-server TACSERVER (inside) host

GOSS(confi g)# aaa authentication telnet console TACSERVER



onSaillg PIX 8 Telnet plasiuw] Lle 1558 CSUNIX _oadiws Go Sl ueSy ol vy «dlasill 0id® e
30l9Yl gua> plaziwly PPIX e 835290l (Sl 59,0 dalS plasiwl

:PIX (9 +TACACS W 0 a9slaall uSai

G0SS(confi g)# aaa authentication enable console TACSERVER
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GOSS(confi g)# aaa authorization command TACSERVER
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G0SS(confi g)# enable password ciscol23
(G0SS(confi g)# aaa-server RADSERVER protocol radius GOSS(config
(aaa-server RADSERVER (inside #
host

G0SS(confi g)# aaa authentication telnet console RADSERVER

aalS plaziwl, LuSailly PIX I Telnet awoby Jlu,l Sle 118 ACS pasime 055y ol vy cdaiill 0id sic
J2usés tRADIUS o315 JI ,olo¥l Jlw, b PIX 9i; V) olo¥l gra> plasiwly PIX e 639> 5all (Saill 1950
(psc10 u& RADIUS ol
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aaa authentication enable console RADSERVER



RADIUS Jg5> Jizxus Jio RADIUS (ai) 19,0l dalS Lus plakiwl ai; +TACACS oM,
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Yuser = pixradius

profile_id = 26

profile_cycle = 1

The login password 1s in the 'clear "******44n1 gtatement; !--- this is used for the login, ---!
. enable, and non-enable conmands

password = clear "******x*" < pjxradi us

{
ol 13® clasiwl PIX JI e

GOSS(confi g)# enable password ciscol23
GOSS(confi g) # aaa-server RADSERVER protocol radius
GOSS(confi g) # aaa-server RADSERVER (inside) host

0l 13® clasiwl PIX _le RADIUS 9 ACS g0 ,Say ol il 2 0l

GOSS(confi g)# aaa authentication enable console RADSERVER

RADIUS Jg5> Jixws Jio RADIUS (ai) 59,0l dolS Lus plakiwl ai; +TACACS oM,
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}user = naruser

profile_id = 119

profile_cycle = 1

"rkkkxkAkk*" password = cl ear

privilege = clear "****xx*xu 15
} service=shel

M OMR O™ "allow "10.98. 21. 50

e mEomomE " refuse

default cnd=permt

default attribute=permt
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logging on
logging

il 8axl el auail dliol 04

Permitted Tel net login session from 172.18.124. 111 : 307002
Consol e Login from pixpartial at console :111006
User priv level changed: Unane: pixpartial From 1 To: 15 :502103
User 'pixpartial' executed cnd: show clock :111009

1ol 13D 9 2090 98 oS paiumal) Jaeadl L — ellasVl aymas -
Aut hori zation failed: Crd: uauth Cndtype: show :610101

a2l AAA 315 I Jowogll s, -

AAA server host nmachi ne not responding

daw >0

Ll olel,>Y 68 lise liSay PIX e syslog lais JM5 oo SI9 6,99i0 dled olsl duwlxo dlac 1295 Y

Jlia)l 13D 3 aungo 6B LoS (Diai po

Permtted Telnet login session from 172.18.124. 111 : 307002

Consol e Login from pi xtest at console :111006

User | ogged out: Unanme: pixtest :611103

Permtted Telnet login session from 172.18.124. 111 : 307002

Consol e Login from pi xtest at console :111006

User priv |level changed: Unane: pixtest From 1 To: 15 :502103
.User 'pixtest' executed the 'enable' command :111008

Begi n configuration: 172.18.124.111 reading fromterm nal :111007
.User 'pixtest' executed the 'configure t' command :111008

.User 'pixtest' executed the '"wite t' command :111008

dsll saclwoll 55,0 AL Aisy cad 15| grozill Glogleo

BLiiwl olghs glil a2y sackluall J] axlxy JIi Y s 3]
Cisco ol plaziwl Al> aid 259 oMel lg>Noly slinsY
Oz ellas] WLLSswY aJWl Slogleall ¢paias oo aSkd TAC
Le>Nol9 PIX dlo>

iLall ols llazell Juolasy alSuisll oy -




Al zi8 Jid le>Vooly el Blisiwl el,>] o6 -
show tech-support oVl 0 &> 50 -
2oVl plaziwl il aey show log eVl o LYl -
il oSl 6a>9 blail 9l Jogging buffered debugging
(a>lio colS 13]) alSlinall rings
Sole Lai B b dwo Bl AL daxall SLLWI §L)) el I
o€ e doll AL Clogleall §19,] iSay (txt.) bogeins jue
calzaall eMasll) W pMeiwl S5l plaziuwl lghoxs a0
AiSard M pMsiwl 811" JI Jgwogll clle Hixi 3] .(laads
890 I i) 2 39,0 L9 Clasleall Ju|
s (9 el Lol AL 09, 39>9 go attach@cisco.com
il g9i090

dlo old ol

PIX solol 22 0 -

Slaiiwallg ,_aill acall - Cisco PIX dla> Hlaz a0l -

cliually _udill acall - Windows Ll aakul Cisco o 09l Jawogll  $ aSill pls -
olatuallg _gaill acall - UNIX J Cisco o w09l Jawooll 8 aSxill o3l -



//tools.cisco.com/RPF/register/register.do
//www.cisco.com/tac/casequery
mailto:attach@cisco.com
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps4911/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



