odosu ud 9 IPSec - 23l 2plsé PIX IJloy oo
Cisco |Js 2> 2plsd v dbé Idyo9d 4.1

Slhgizall

doadoll

awwlw Y o Wlnioll
oo

do 1 Ziuwal| oSl

SEX W]

iSuil) _Jadasill pul
oSl

Lol das dle> o>
clear debug 9 show ol9l
Cisco PIX alo> la>

Le>Molg cllaz VI SLliSiwl

oSl &
PIX o disell elasVl auxuas 21,31
o old ologleo

dosall
o9 ool LS | plaisM) Lo & e pslisy IPSEC 85 (oS5 diS 2d0aill usSill 13® aioss

&Suidly (Cisco (PIX o oVl PIX dlo> Hla> 315 X.192.168.1 dwoll aSuid] (® dag poll oSl (Wlio

dais ala> s J3159 PIX U315 oo 49,ell 8,5 ol Loiaall (e -iwiadl dass 315 x.10.32.50 awolz]
ConsSall 13D ey i 3945 (X.172.18.124 o lSuin Ud dliow) co oVl J1 4.1 Linasd|

apwlwdl ozl

o ldlaiall

Aol [ag) aol> olllbio 1295 Y

a0l & LSl

Wl dplall olsSally poll olhlaol Il xiuwall 13id (8 65,l6) &logleall xiiuws

5.3.1 ,lx0Y PIX gl -
4.1 Liied| das alo> o> -



65e> VI o> ol aols dlaso &y (9 639>90ll 6562Vl o Aol 13D 9 65,loll ulo_gl.v.oll clis| o
Y Jaizall bl ogd o 2SS (6l diSuis colS 13] .(Liol,idl) poman oSy Aiwall 13D 9 doasiuwsall
ol

Mool

Ol oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco vl obWawl g1,

il 13D 9 d&xugall ol (1685 wlogles el pad «pudll 13D 9

eMozll) 1oloVl e 61l pastiuwl i)l 138 (9 doasiumall 4olgVl Jog> @8lo] wlogles [l gicll tda>Vo
(laad ool

-Ig II' ‘ '..I I

' daaasidl paw )l 138 (9 auogall aSuidl slac] sl 13D paiuw

172.18.124.35128 1721812415428  10.32.50.50124
192.168.1.1124 172.18.124.34128 | 172.18.124.157/28

PIX Internet Checkpoint Firewall
—= "cisco_endpoint” Router RTPCPVPN —
Network Network
192.168.1.X124 10.32.50. X124
“inside_cisco" "cpinside”
ol eS|

padl] 138 9 dxogall o liygSill Al 13D oy

PIX 2055

(PI'X Version 5.3(1

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYQU encrypt ed

host nane ci sco_endpoi nt

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmtp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

nanes

access-list 115 permit ip 192.168.1.0 255.255.255.0
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255.255.255.0 10.32.50.0

access-list 115 deny ip 192.168.1.0 255.255.255.0 any
pager lines 24

| oggi ng on

no | oggi ng tinmestanp

no | oggi ng standby

no | oggi ng consol e

| oggi ng noni tor debuggi ng

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 172.18.124. 35 255. 255. 255. 240
i p address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tinmeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp tineout 14400

gl obal (outside) 1 172.18.124.36

nat (inside) 0 access-list 115

nat (inside) 1 0.0.0.0 0.0.0.00 0

route outside 0.0.0.0 0.0.0.0 172.18.124.34 1
timeout xlate 3:00: 00g SA 0x80bd6alO, conn_id =0
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

sip 0:30:00 sip_nedia 0:02:00 0:05:00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa- server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

IPSec configuration sysopt connection permit-ipsec ---!
no sysopt route dnat

crypto ipsec transform-set myset esp-des esp-sha-hmac
crypto map rtpmap 10 ipsec-isakmp

crypto map rtpmap 10 match address 115

crypto map rtpmap 10 set peer 172.18.124.157
crypto map rtpmap 10 set transform-set myset
crypto map rtpmap 10 set security-association lifetime
seconds

kilobytes 4608000 3600

crypto map rtpmap interface outside

IKE configuration isakmp enable outside ---!
isakmp key ******** address 172.18.124.157 netmask
255.255.255.240

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash sha

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet timeout 5




ssh tinmeout 5

terminal width 80

Crypt ochecksum dc43c44e4513d3633a3f c7b1c3802¢79
end :

[ K]

.9_.9.>.J" axill dagi o> o>

Oued it < Jasbas 3029 (1 y90ll G wliss IPSec 9 IKE (o JSJ dwol il 6Ll oLad oY Llasg .1
PIX J ausl,idVI IKE eléy 6x0.auol iVl PIX whblac] go §lasW Jouogll dlasi) dawol idVl bl ol id
50486400 5Ll sao # ISAKMP 2 oVl 138 dlawlg, Joasill a8 (dasd> 1440=) asl 86400
28800 & PIX J auol,i8Y! IPSec cla, 6x0.45L 86400 9 60 w PIX IKE J _uo,idVI ol 9SS
iSa.# crypto ipsEc J IPsec olol o8y ol sVl josll ilgs 0Vl 13D alawlgy Jyaeill aLld .aul
86400 9 120 ,u PIX IPSec joc 95

Properties Setup

High &wailsbilty | IPPoolMAT |  Accesslists | Desktop Security |
Security Paolicy ] Tratfiz Control ] Services ] Log and Alert ] Security Servers ]
Athentication ] Sy Defender ] LDAP Encryption l ConnectContral ]

SKIF td anual IPSEC

[ {Enable Egpartable SKIF .

L CTITTTITI LI T] — 5 F|| a"|:||:atl|:|n range [hE:.:]:
Change SKIP Session Key :
Every |1 m Secaonds [0 for infinity) From |1 ao
or

Every  [104857E0 | Bytes (O for infinity) To fi

143

Renegohiate [KE Secunty Azzociations eveny |'| 4410] minubes

FReneqgotiate IPSEC Securty Azzociations every |2EIEIEIEI seconds

aF. Cancel Help
awl




dlos; al> a1l ("CPINSIDE") dSuid oMUl (oSl aSuiill<(Guo 9l) aaz<aseiill Slls<s,bo] >a> .2
PIX: access-list 115 allowed ip oVl 5 (aslil) dg>oll dSuis go 13D 8919 Ol Ly Lisiail|
192.168.1.0 255.255.255.0 10.32.50.0

Metwork Properties Ed |

General IN,{-.,T |

M ame:

P Address: [10.3250.0 Get address |

Met M ask: |£95.255.255.0

Comment; Calor: I e ~r|

Location: Broadcast:
|7f:' Internal @ External |7'f=' Allowed © Dizallowed

(] % I Cancel Help

255.255.255.0
09 PIX el winy L3l ("RTPCPVPN") dyloul) dylill alnas) olSUl L,z pms<aSudill olsls<s,ls] >a> .3

o L dgledl sa> (goill . IS 30> (2990l ip_address il cuss # usiiidl dloy S punl oVl 13
dazo LY & Loyl sa> o5 FireWall-1 9 VPN-1 LSVl &l5 51> o)l olasgll




Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
l_ Flood(z ate-1 Wersior | 4.1 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

-6,V

ol w2 PIX wals ("inside_cisco") a3l aSuid) ¢80l (pre8a) apidl<aaz <asuid] olsls<s,l] >a> .4
access-list 115 ip 192.168.1.0 zauwy :PIX oVl 13D 5 (Y9l) jacoll aSuis go 13D 3lgi,
255.255.255.0 10.32.50.0




Metwork Properties Ed |

General IN,.-E.,T |

HEIITIE!Z inzide cizco

P Address: [192.1681.0 Get address |

Met Mask: |£55.200.205.0

Commett: Calor: I ] ~r|

|'L|:n::atin:|n: |'E!r|:|a|:|n:a3t:

i |nternal @ Esxternal @ Allowed © Dizallowed

k. I Cancel Help

255.255.255.0
03® .("Cisco_endpoint") a3l PIX dlgd o5l @dloY Jas daxe<ayaz<asuidl olsls<a,b] >a> .5

53> (@8gall cdgy B sl dlay S awl dg2ly lede LoVl 13D gubas aiy Il PIX dg>ly D
VPN-1/FireWall- ,lisVl &5 sazs Y ddasVo.dgledl 33> cgoill .2,




Workstation Properties Ed |

General | Interfaces | SNMP | NAT | wPN |

Mame: cizco_endpoint
IP Address: |172.16.124.55 Get addrezs
LCormrett;
— Locatior: Type:
i~ Internal % External [ " Host % Gateway
— Modules [nztalled
[~ WPM-1 & Fire'w/all-1 Version: |41 7 Get
I_ Flood(z ate-1 Wersiom |41 [
[ | Compression Yersmr 141 |~

[T Management Station Calor: I- ~r|

QK. I Cancel Help

1
aoMs) ("RTPCPVPN" _ouw) izl dlass 6,le d,lg dai L, 20 < aSpidl obls < 6,1 2> .6

oo ("cpinside” ams _il9) Liniad| dais dSuib S50 33> w6 43T s> (Jlxall e VPN sl
il g5 JKE 335 oy oo s exxs . o)l oLl




Workstation Properties |
Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthEL|_'*|
— Domair: — Encmyption gchemes defined: ——
™ Walid Addresses(of Interfaces) ™ B=1 Manual IPSEC
& Other: r SKIP
I & Fevz
[T Exportable for SecuRemote Edi... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help
HIZS

des s # ISAKMP auwluw oY1 135 g0 3310 DES s IKE Loilas usi ob .7

53> @8sLanll elwl cov.de,all peall ol LYl &l sa>. J3lall giogll 3axs pacilslacyl
a85Lao # dwlad ddpuoll a8 Lisall: oVl 13D g0 35, 13D9 lapus & ido juw LYl &5



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 11

KE Properties k >

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CasT
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

ISAKMP
2o wloie; Lol &uidl glB:PIX Lol go §lasW limus & iisall plisall Cusid SVl ez e Ll .9




Workstation Properties |

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I

IKE Properties h
Gereral |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

Bt

CIECO E!r'lljl:":llrlt Edlt

Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

ISAKMP
L3155 (Jball e .Cisco_Endpoint” VPN" gl doMe il ,ms<aSyidl olsls < &,b] sa> .10
il g6 dKE 535 oz pllos uinis e ("inside_cisco” slawall) PIX dSuis J315 33> o




Workstation Properties Ed |

Generall Interface&l SNMF'I MAT VPN I

— Domain: — Encryption zchemes defined: ——
£ Disabled I =1 Manual IPSEC
" Yalid Addresses(of Interfaces) ~ [
* [Other: I SHIP
I % inzide_cizco j
I | Exportatie far Secut emate Edi... |
= rafhic Eantal Legang
I | Titrr et Drafhie Eentrel Legaitg

QK. I Cancel Help

HIZ
des Juais # ISAKMP awluw: 0Vl 13i® go §las\ IKE Laslaz) DES uais i .11
Ju5ISAKMP # hash SHA el g0Vl 13 2o $luM SHAT &5 I IKE Laslas jusi @8 .12
@8sLanll Lobwl wxs.dye bl peall ol LUVl G5 sa>. S Inall gogll 335 pacioblacl 03D
a95kao # duwlu) ddguall &5LinalloYl 135 2o el VI 1id 38lgh, lapus < iine s HLis Yl &l 2>




Generall Interfacesl SHMF‘I MNAT I Certificates  WFM |.ﬂ.uthE i
|
KE Properties h b
General |
— K.ey Megaotiation Encrpption Method(z]: - — Hazh Method:
[ MD5
r &) cast
I B a0Es v SHA1
— Authentication Method:
W Pre-Shared Secret Edit Secrets...
[ Public Key Signatures [Earfigure..
[T Supports Aggresive Mode | Supports Subnets
ak. I Cancel Help
ISAKMP
ol aSill gls: i PIX ol e aa8lgall Lo & iiuall gliaall ued "yLuV e G Ll .13
2liso Ulgis
IKE Properties |
General |
Shared Secret I
— Shared Secrets Lizt:
shared oecret
HTPCPYPM s Edit
Remove
Ok, I Cancel
aF. Cancel Help
ISAKMP

) "cpinside”y "inside_cisco"g "dg=gJl9 jauanll" o JS 6acl8 gyl 09 Maedl j,=0" 6390 9 .14
.set service=any. action=encrypt .(o VI
track=longg



3/ RTPCPYPN - Check Point Policy Editor

File Edit Yiew Manage FPolicy ‘window Help
B &G & Bn ES5S8 | 6 B EESa i P BEET &

£3 Secuity Palicy - Standard |{§| Address Translation - Standard | F¥ Bandwidth Policy - Standaid |

m Source |Deg’rina’[i0n Service Action
B inside_cisco | B cpinzide E;_I_ |'E
e = E ' ! L
B corede | B ete cico O M = LS E

( | ﬂﬂ

For Help, presz F1 RTPCPVPN Fieadfwrita

Sl 98 paskal 25 5329 L3I padall digal Jle sal o2Vl olgie w15

bty Folicy - Standard | #£9 Address Transtation - Standard | B¢ Bandwidth Policy - Standard | o~

~~ Pyl Host ~ Ldap-Servers | 8 Idap [ﬂ accept ]

L = ]

P P Host " Logical-Servers Sl |od_agent [ﬂ accept

A

% inside_cisco %‘ Chinsice = —
. , ) @ Ay
%I Cpinsse %I INSide CISco )
KMp
Sem dESt-uUnreach
e EChO-reply

5P echo-request accept pim

o Icmp-proto

b info-reply @ drop
2% Info-req | bm

“ — —
) any ) Any 5% mask-reply B @ roec hg |
-
3 I

L e T wl

il o3 JKE 53> .16
Encoyption Properties |

General I

— Encreption zchemes defined: —

o

™ =1 Manual IPSEC

IFSEC

. SHIP

[ Fwiz

k. Cancel Help

IR



crypto;_oVl 13® 9 PIX IPSec oWoxi go (§9lgi) Laslazll 0i® jusi 08 JKE Laslas dawly e .17
Ll JolSG + sl 5> (o=l wxsipSec transform-set myset esp-des esp-sha-hmac
8,be uoSs ol vy SHAT Sbll Jolss 0955 ol w9 DES siiwdl dsole> 0955 ol s .(ESP)
999 Las5lg .("cisco_endpoint”" | ouw il) a3l PIX 6,le oy poows| Lulnill

IKE Properties |

General |

T ranztorm:
L\\S & Encryption + Data Integrity [ESP)

™ Data Integrity Only [£H)

E nzrvption &lgorithen:

D ata [nkegrby

Allowed Peer Gateway:

[T Usze Perfect Forward Secrecy

Ok, I Cancel | Help |

OK
Jozaall 6380 ol ueil auas _S) Liadl dlai dsild L5 cul < ag 33> ( sazal dais (055 aey 18

clear debug 9 show »lsi
2o JSuiy Jagy oueSil ol o 3Tl Lgolaziw] diSoy ologles puudll 13D 499,

Sl oo ol aui,lle (ladd ¢eluuall eMawll) 21,3V a2 io S1s dlawley o2l solsl Jas, pcs ai
ol ol 21,21

a3Vl zaas polol 9 dagoll wlogleall =1, elasVl auonas ,olol jlas] Jid

Cisco PIX a;la> o>

o9 jua il posi (il Guaiwdl oS>0 Jo> elasVl xexuas Jilw, Lo c—debug crypto engine -
IKE &lasl Jg> Jilw,JI Lo ,c—debug crypto isakmp -

IPSec vla>l o ,c—debug crypto ipSec -

b (9 (SAs) &I IKE Glol oLlLdl gaa> o ,c —show crypto isakmp sa -

Al LY LB 8 o doasiuell oblacVl Lo ,c—show crypto ipSec -

.ol IKE oVlasl gro> guws (00953l 09 (o) —isakmp sa el auuo -

IPSec ylol bl gaax> Bisl (LuoSil g9 (o) —IPSEC Laduis auo -

| dlois

0ol @098 all 59,1 &> gk 14 Golasll S axgall gl 1yxe 533U LS sl 61) wuisill e ko
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:JB] WS o Maass isT ellas] gouas le Jgaxdl Soy . Jaudl Jo,le (8 LoV

C. \ W NNT\ FWL\ 4. 1\ f wst op
C\A\WNNT\ FW\ 4. I\ fw d -d

rasl 6396 99

C.\WNNT\FW\ 4. 1\ fwstart

.Microsoft Windows NT cwi 13® oS :da>Ne

Wl olgVl plackimly Lingadl dass e (SAS) oYirall elawl guo cliSo

fw tab -t IKE_SA_ table -x
fw tab -t ISAKMP_ESP_table -x
fw tab -t inbound_SPI -x
fw tab -t ISAKMP_AH_ table -x

. Dlio € 2Shio il JB aic psiy 530 € 9

LMol ellas VY OLiSiwl

Le>Mooly usSill eliaz] Blisiwy Lol il liSay closgles amill 13D 9,

losd Lilals lpasili jlexl) oSy « 3axidll dadi e il Jlxo |9 6)9lxio 6310 &3 1> olSais osSs 2is
Jaizall (09 <édyllanll PIX e aisl) Joooll 3 pSxil aosld oSs i ) 15] 8aviall y9,all &S, 3l
 lgisaiai) 24/ 10.0.1.0 5 24/ 10.0.0.0 o0 a3 Il o lSwid] 1855 @3 131 Jlindl Juaw e . saill Jisdy ol
23/10.0.0.0 I Lol Sad < 3l

PIX 40 dissll elasVl auxas 21,51

ci sco_endpoi nt# show debug
debug crypto ipsec 1
debug crypto isaknmp 1
debug crypto engine

debug fover status

tx O f
rx O f
open O f
cabl e O f
t xdnmp O f
rxdmp  Of
ifc O f
rxip Of
txip O f
get O f
put O f

verify Of



switch Of
fail O f
fmsg O f
ci sco_endpoi nt# term mon
#ci sco_endpoi nt
, | SAKMP (0): begi nning Quick Mdde exchange
(M 1D of 2112882468: 7df 007241 PSEC( key_engi ne
...got a queue event
| PSEC(spi _response): getting spi 0x9d71f 29c(2641490588) for SA
from 172.18.124.157 to 172.18.124.35 for prot 3
70
crypto_i saknp_process_bl ock: src 172.18.124. 157, dest 172.18.124.35
QAK_QM exchange
: oakl ey_process_qui ck_node
OAK_QM | DLE
| SAKMP (0): processing SA payl oad. nmessage |ID = 2112882468

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
. | SAKVP: attributes in transform

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SA life duration (basic) of 28800

| SAKIVP: SAlife type in kil obytes

| SAKIVP: SAlife duration (VPI) of 0Ox0 O0x46 0x50 0xO0
| SAKMP: aut henticator is HVAC SHA

(I SAKMP (0): atts are acceptabl e.| PSEC(val i dat e_proposal _request
, proposal part #1
,key eng. nmsg.) dest= 172.18.124.157, src= 172.18. 124. 35)

, (dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, (src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, protocol = ESP, transfornm esp-des esp-sha- hmac

,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID = 2112882468

| SAKMP (0): processing |ID payl oad. nmessage |ID = 2112882468
: 1 SAKMP (0): processing | D payl oad. nessage |ID = 2112882468map_al | oc_entry

allocating entry 3
map_al l oc_entry: allocating entry 4

| SAKMP (0): Creating | PSec SAs
i nbound SA from 172.18.124.157 to 172.18. 124. 35 (proxy
(to 192.168.1.0 10.32.50.0
has spi 2641490588 and conn_id 3 and fl ags 4
lifetine of 28800 seconds
lifetinme of 4608000 kil obytes
outbound SA from 172.18.124.35 to 172.18.124.157 (proxy
(to 10.32.50.0 192.168.1.0
has spi 3955804195 and conn_id 4 and flags 4
lifetine of 28800 seconds
.lifetinme of 4608000 kil obytesl PSEC(key_engine): got a queue event
, (IPSEC(initialize_sas
,key eng. nmsg.) dest= 172.18.124.35, src= 172.18.124.157)
, (dest _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (src_proxy= 10. 32. 50. 0/ 255. 255. 255.0/0/0 (type=4
, protocol = ESP, transfornm= esp-des esp-sha- hmac
,1ifedur= 28800s and 4608000kb
spi = 0x9d71f 29¢(2641490588), conn_id= 3, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
,key eng. msg.) src= 172.18.124.35, dest= 172.18.124.157)
, (src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4



pkts

not

, (dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, protocol = ESP, transfornm esp-des esp-sha- hmac

,|1ifedur= 28800s and 4608000kb

spi = Oxebc8c823(3955804195), conn_id= 4, keysize= 0, flags= 0x4

(.return status is | KMP_NO ERROR2303: sa_request, (key eng. nsg
,src= 172.18.124.35, dest= 172.18.124.157

=src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), dest_proxy

, (type=4) 10.32.50.0/255.255.255.0/0/0

, prot ocol = ESP

,transform= esp-des esp-sha-hmac , |ifedur= 28800s and 4608000kb
, Spi = 0x0(0), conn_id= 0, keysize= 0

fl ags= 0x4004

=sa created, (sa) sa_dest= 172.18.124.35, sa_prot= 50, sa_spi :602301
, (0x9d71f 29c(2641490588
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 3

=sa created, (sa) sa_dest= 172.18.124.157, sa_prot= 50, sa_spi :602301
, (Oxebc8c823(3955804195
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 4

ci sco_endpoi nt# sho cry ips sa

interface: outside
Crypto map tag: rtpmap, |ocal addr. 172.18.124.35

(local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0
(remote ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0
current_peer: 172.18.124. 157
{,PERM T, flags={origin_is_acl
pkts encaps: 0, #pkts encrypt: 0, #pkts digest O#
pkts decaps: 0, #pkts decrypt: 0, #pkts verify O#
pkts conpressed: 0, #pkts deconpressed: O#
, pkts not conpressed: 0, #pkts conpr. failed: O#
pkts deconpress failed: O #send errors 0, #recv errors O#

,local crypto endpt.: 172.18.124.35

renote crypto endpt.: 172.18.124. 157

path mtu 1500, ipsec overhead 0, nmedia ntu 1500
current outbound spi: 0

:inbound esp sas

i nbound ah sas
:inbound pcp sas
:out bound esp sas
:outbound ah sas
:out bound pcp sas

(local ident (addr/nmask/prot/port): (192.168.1.0/255.255.255.0/0/0
(renpte ident (addr/mask/prot/port): (10.32.50.0/255.255.255.0/0/0
current_peer: 172.18.124. 157

{,PERM T, flags={origin_is_acl
pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4#
pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4#
pkts conpressed: 0, #pkts deconpressed: O#
conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: O#
send errors 1, #recv errors O#



| ocal crypto endpt.: 172.18.124.35, renote crypto endpt.: 172.18.124.157
path mu 1500, ipsec overhead 56, nedia nmtu 1500
current outbound spi: ebc8c823

:inbound esp sas

(spi: 0x9d71f29c(2641490588
transform esp-des esp-sha-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 3, crypto map: rtpmap
(sa timng: remaining key lifetime (k/sec): (4607999/28777
IV size: 8 bytes
replay detection support: Y

:inbound ah sas
:inbound pcp sas

:out bound esp sas

(spi: Oxebc8c823(3955804195
transform esp-des esp-sha-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 4, crypto map: rtpmap
(sa timng: remaining key lifetime (k/sec): (4607999/28777
IV size: 8 bytes
replay detection support: Y

:out bound ah sas
:out bound pcp sas

ci sco_endpoi nt# sho cry is sa
dst src state pendi ng created
QM | DLE 0 2 172.18.124.35 172.18. 124. 157

do ol ol

PIX pac> dxéwo -

PIX jolol 2> 10 -

(RFCs) vlad=ill ol -

IPSec aSuis glol 19S5 -

Internet Key Exchange olol )9S939 3 795 -
IPSec ;655 :PIX 5.2 .

IPSecC ;055 :PIX 5.3 -

IPSec pc> dxb0 -

Cisco Systems - _jall acill -
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