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(PI' X Version 6.3(3

nanei f ethernet0 outside security0

nanmei f ethernetl inside securityl00

namei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

nanes

access-list 101 permit ip 10.1.1.0 255.255.255.0
255.255.255.0 192.168.1.0



http://msdn.microsoft.com/en-us/library/ms811078.aspx

pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

no | oggi ng consol e

no | oggi ng nonitor

| oggi ng trap debuggi ng

no | oggi ng history

logging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl 10baset

interface ethernet2 10baset

nmtu outside 1500

ntu inside 1500

ntu pix/intf2 1500

i p address outside 172.18.124. 152 255. 255. 255.0
i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip local pool pptp-pool 192.168.1.1-192.168.1.50
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp tineout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202
nat (inside) 0 access-1list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0
conduit permit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00
udp 0:02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-pptp

i sakmp identity hostnane

telnet tinmeout 5

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap

vpdn group 1 ppp authentication chap

vpdn group 1 ppp authentication mschap

vpdn group 1 client configuration address local pptp-
pool

vpdn group 1 client authentication local

vpdn username cisco password cisco

vpdn enable outside

termnal width 80

Crypt ochecksum a72d9f 71d1a31332307f cd348e02410d
end :
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:&aV oly)laodly 6.3 ol -
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(PI'X Version 6.3(3

nanei f ethernetO0 outside security0

nanmei f ethernetl inside securityl00

nanmei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd OnTr BUGLTpOednkr encrypted

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

nanes

access-list 101 permit ip 10.1.1.0 255.255.255.0
255.255.255.0 192.168.1.0

pager lines 24

| oggi ng on

| oggi ng tinestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

no | oggi ng history

| ogging facility 20

| oggi ng queue 512

interface ethernet0 1Obaset

interface ethernetl 10Obaset

interface ethernet2 10Obaset




nmu outside 1500

ntu inside 1500

ntu pix/intf2 1500

i p address outside 172.18.124. 152 255. 255. 255.0

i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255

ip local pool pptp-pool 192.168.1.1-192.168.1.50
no failover

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp tineout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202
nat (inside) 0 access-list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0

conduit permit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00
udp 0:02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa-server RADI US protocol radius

Use either RADIUS or TACACS+ in this statement. ---!
+aaa-server AuthInbound protocol radius | tacacs
aaa-server AuthInbound (outside) host 172.18.124.99
cisco timeout 5

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-pptp

i saknp identity address

telnet 10.1.1.5 255.255.255. 255 inside

tel net 10.1.1.5 255.255.255.255 pix/intf2

telnet tinmeout 5

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap

vpdn group 1 ppp authentication chap

vpdn group 1 ppp authentication mschap

vpdn group 1 client configuration address local pptp-
pool

vpdn group 1 client authentication aaa AuthInbound
vpdn enable outside

termnal width 80

Crypt ochecksum 96e9c93ch0a6ad6f 53581dd7b61ac763
end :
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. Show oVl 2,50 Jul>s

g el ologleo show vpdn oVl 5

Pl X#show vpdn
(PPTP Tunnel and Session Information (Total tunnels=1 sessions=1

Tunnel id 13, renpte id is 13, 1 active sessions
Tunnel state is estabd, tine since event change 24 secs
renot e I nternet Address 10.44.17.104, port 1723
Local Internet Address 172.18.124.152, port 1723
packets sent, 35 received, 394 bytes sent, 3469 received 12

Call id 13 is up on tunnel id 13
Renote Internet Address is 10.44.17.104
Session usernane is cisco, state is estabd
Ti me since event change 24 secs, interface outside
Renote call idis 32768
PPP interface id is 1
packets sent, 35 received, 394 bytes sent, 3469 received 12
Seq 13, Ack 34, Ack_Rcvd 12, peer RWS 64
out of order packets 0O

I | S . aasll

2L3VI 13® PPP Lo c5> gla, ipconfig /all wasT .Run 68L o0 9 MS-DOS 6386 9

: PPP adapter pptp

Connecti on-specific DNS Suffix
Description . e : WAN (PPP/SLIP) Interface
Physi cal Address. . . . . . : 00-53-45-00-00-00

DHCP Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . :192.168.1.1
Subnet Mask . . . . . . . . . . . . 255, 255 255,255
Default Gateway . . . . . . . . . : 192.168.1.1

: DNS Servers
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) ] a5 sl MS-CHAP paziuus pul"Jlxall" - Windows 98 g0 9 wYlxall dcgaxe™Cisco
139axIlo i€ 59,0 dalS/ paiuus puul - daxill"PIX - "Cisco e pasiuall puwl"PIX - "domain\cisco

Jolull o2, Windows 98 sl play, Jas, aasuis yiguaS oo PPP Jxw (o pund
Data 0038: 49 53 4c 41 42 5c¢c 63 69 | DOMAIN\ci - 08:32:06.78 02-01-2001

..... Data 0040: 73 63 6f 00 00 00 00 00 | sco - 08:32:06.78 02-01-2001

I
Data 0000: c2 23 04 01 00 1a 41 75| .#...~ZAu - 08:32:06.80 02-01-2001

Data 0008: 74 68 65 6e 74 69 63 61 | thentica - 08:32:06.80 02-01-2001
Data 0010: 74 69 6f 6e 20 66 61 69 | tion fai - 08:32:06.80 02-01-2001
..... Data 0018: 6¢c 65 64 2e 00 00 00 00 | led - 08:32:06.80 02-01-2001
,CHAP : Login failed: usernane, password - 08:32:06.80 02-01-2001

.or domain was incorrect

AiSay (Jxall ue paiwall puwl ;995 JI a9loYL PIX 9 MS-CHAP 9 Windows 98 pasius <uS 13]
:PIX _JI "domain\username" aslo|

vpdn username cisco password cisco
vpdn username DOMAIN\cisco password cisco

iy s oYl L6 AAA o315 e s, e @slao chzl wad 13] tda>Ne

Le>Noolg elasVl BliSiwl ol

dngall &1asY1 PIX le . PPTP RFC 2637 b d=dgiall PPTP &lasi Julus Jo> ologleo e gisll pi,
25 1> PPTP Jaulusi 9

(SCCRQ (Start-Control - Connecti on- Request
(SCCRP (Start-Control -Connecti on-Reply
(OCRQ (Qut goi ng- Cal | - Request

(OCRP (Qutgoing-Call-Reply
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Windows 95
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"Windows _$ PPP
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I 0 o Joudl juei 099 SYSTEM\CurrentControlSet\Services\RasMan\PPP ¢ lieo)l 890 52> .1
.winnt root>\SYSTEM32\RAS> JJ> 8 PPP.LOG _auy wlo clis] JJI 138 $38, .1

883 429,53 9l Jlas¥l Jid aic .PPP Jlasl exy o8 Syl oSy Yol 08 (PPP dwul> cllas ] apuai .2
52> Lo 9 ,20) PPP.LOG )0

M"Windows NT 8 PPP Joxus ¢pnSai” o€ el Microsoft acs axaw JI g2l «wloglall ¢yo 250

a9Vl Microsoft  JSliw

Le>Voolg PPTP cliasl WliSiwl aice lgleho vy Ll Microsoft o aalsiall JSLisall oo 3a2)l Ud 229,
.6,9giall olbls)Vl 9 Microsoft 8 les 6acld (o dduasi ologles ;96

Windows" J a=s o, Jgwogll doas" Jlail glad pi> 9,3 s iy dlouiii RAS o Ylail blai>Vl aas -
Jioras pliso 805 IV (o JLasl e elal cdiSay RAS Jiae oo 29,30l Jiowuss 2ic Lilals ((RAS
.RAS e _Jc KeepRasConnections

S Jo3 | Jawis canad 13]i8a0 & i3l sloieVl bl plaziwl Jo3 Il s e paiwall auii o Y -
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o JSlino cag>19 15L,3YI clowdl 4959 Jxall dxo (po 38l i) LMHOSTS calo &,bS duasS -
> NetBIOS clowl J=J LmHost wlalo plasiw] clojl «ily aoll TCP/IP aSuis e puwVl Julxs
J=xall a0 o gaxilly pawdl Jldxi 9 aslaziwY Lmhosts walo clis ¢uso cl,>] glil clle

duell clasV acuas zl5|

ddall @95Lanll - PIX clas] aucuas

italic (3 dnago Lila>l 13 clasVl xouas 21,31 Lelay

PPTP: new peer fdis 1

:Tnl 42 PPTP: Tunnel created; peer initiated PPTP
created tunnel, id = 42

PPTP: cc rcvdata, socket fd=1, new conn: 1
PPTP: cc rcv 156 bytes of data

SCCRQ = Start-Control-Connection-Request - message code bytes 9 & 10 = 0001 Tnl 42 PPTP. CC I
009c00011a2b3c4d0001000001000000000000010000. .. Tnl 42 PPTP: CC | SCCRQ Tnl 42 PPTP: protocol
version 0x100 Tnl 42 PPTP: framing caps Ox1 Tnl 42 PPTP: bearer caps Ox1 Tnl 42 PPTP: max
channels 0 Tnl 42 PPTP. firmvare rev 0x0 Tnl 42 PPTP: hostname "local" Tnl 42 PPTP: vendor "9x"
Tnl 42 PPTP: SCCRQ ok -> state change wt-sccrq to estabd SCCRP = Start-Control-Connection-Reply
- message code bytes 9 & 10 = 0002 Tnl 42 PPTP. CC O SCCRP PPTP. cc snddata, socket fd=1,

| en=156, data: 009c00011a2b3c4d0002000001000100000000030000... PPTP: cc waiting for input, max
soc FD = 1 PPTP. soc select returns rd mask = 0x2 PPTP: cc rcvdata, socket FD=1, new conn: O
PPTP: cc rcv 168 bytes of data OCRQ = Outgoing-Call-Request - message code bytes 9 & 10 = 0007
Tnl 42 PPTP. CC | 00a800011a2b3c4d00070000000000000000dac00000... Tnl 42 PPTP. CC | OCRQ Tnl 42
PPTP: call id Ox0O Tnl 42 PPTP: serial num O Tnl 42 PPTP: nmin bps 56000: OxdacO Tnl 42 PPTP: max
bps 64000: Oxfa00 Tnl 42 PPTP: bearer type 3 Tnl 42 PPTP: framing type 3 Tnl 42 PPTP: recv win
size 16 Tnl 42 PPTP: ppd 0 Tnl 42 PPTP: phone num Len O Tnl 42 PPTP: phone num"" Tnl/C 42/42
PPTP: |2x store session: tunnel id 42, session id 42, hash_ix=42 PPP virtual access open, ifc =
0 Tnl /A 42/ 42 PPTP: vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply -
message code bytes 9 & 10 = 0008 Tnl/ O 42/ 42 PPTP. CC O OCCRP PPTP: cc snddata, socket FD=1,
Len=32, data: 002000011a2b3c4d00080000002a00000100000000fa... !--- Debug following this last
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event is flow of packets. PPTP: cc waiting for input, max soc FD = 1 outside PPTP: Recvd xGRE
pak from99.99.99.5, Len 39, seq 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 27, data:
ff03c021010100170206000a00000506001137210702. .. PPP xmt, ifc = 0, Len: 23 data:
ff03c021010100130305¢22380050609894ab407020802 I nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 39, seq 1, ack 1, data:
3081880b001700000000000100000001f f 03¢0210101... PPP xnit, ifc = 0, Len: 17 data:
ff03c0210401000d0206000a00000d0306 | nterface outside - PPTP xGRE: Qut paket, PPP Len 17 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 33, seq 2, ack 1, data:
3081880b001100000000000200000001f f 03c0210401. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 39, seq 2, ack 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 23, data:
ff03c021020100130305¢22380050609894ab407020802 out si de PPTP: Recvd xGRE pak from 99.99.99.5, Len
34, seq 3, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len: 18, data:
ff03c0210102000e05060011372107020802 PPP xnit, ifc = 0, Len: 18 data:
ff03c0210202000e05060011372107020802 I nterface outside - PPTP xGRE: CQut paket, PPP Len 18

out si de PPTP: Sending xGRE pak to 99.99.99.5, Len 34, seq 3, ack 3, data:
3081880b001200000000000300000003f f 03¢0210202... PPP xnit, ifc = 0, Len: 17 data:
ff03c2230101000d08d36602863630eca8 | nterface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 31, seq 4, ack 3, data:

3081880b000f 00000000000400000003¢c2230101000d. . . outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 76, seq 4, ack 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 62, data:
ff03c2230201003a31d4d0a397a064668bb00d954a85... PPP xnmit, ifc = 0, Len: 8 data: ff03c22303010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sending xGRE pak to
99.99.99.5, Len 22, seq 5, ack 4, data: 3081880b000600000000000500000004c22303010004 out si de
PPTP: Recvd xCRE pak from 99.99.99.5, Len 58, seq 5, ack 5 PPP rcvd, ifc = 0, pppdev: 1, Len:
44, data: ff038021010100280206002d0f 010306000000008106... PPP xmt, ifc = 0, Len: 14 data:
ff0380210101000a030663636302 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 99.99.99.5, Len 28, seq 6, ack 5, data:
3081880b000c0000000000060000000580210101000a. .. PPP xnit, ifc = 0, Len: 38 data:
ff038021040100220206002d0f 018106000000008206. .. Interface outside - PPTP xGRE: Qut paket, PPP
Len 36 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 52, seq 7, ack 5, data:
3081880b002400000000000700000005802104010022. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 29, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 19, data:

f £ 0380f d0101000f 1206010000011105000104 PPP xnit, ifc = 0, Len: 8 data: ff0380fd01010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sending xGRE pak to
99.99.99.5, Len 22, seq 8, ack 6, data: 3081880b00060000000000080000000680f d01010004 PPP xmit,
ifc = 0, Len: 19 data: ff0380fd0401000f1206010000011105000104 Interface outside - PPTP xGRE: Qut
paket, PPP Len 17 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 33, seq 9, ack 6, data:
3081880b00110000000000090000000680f d0401000f. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 7, ack 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a030663636302
out side PPTP: Recvd XGRE pak from 99.99.99.5, Len 22, seq 8, ack 8 PPP rcvd, ifc = 0, pppdev: 1,
Len: 8, data: ff0380fd02010004 outside PPTP: Recvd xGRE pak from 99.99.99.5, Len 22, seq 9, ack
9 PPP rcvd, ifc = 0, pppdev: 1, Len: 8, data: ff0380fd01020004 PPP xmit, ifc = 0, Len: 8 data:

f f 0380f d02020004 | nterface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 99.99.99.5, Len 22, seq 10, ack 9, data: 3081880b000600000000000a0000000980f d02020004
out si de PPTP: Recvd XGRE pak from 99.99.99.5, Len 22, seq 10, ack 10 PPP rcvd, ifc = 0, pppdev:
1, Len: 8, data: ff0380fd05030004 PPP xmt, ifc = 0, Len: 8 data: ff0380fd06030004 |Interface
outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sending xCGRE pak to 99.99.99.5, Len 22,
seq 11, ack 10, data: 3081880b000600000000000b0000000a80f d06030004 outsi de PPTP: Recvd XxGRE pak
from99.99.99.5, Len 48, seq 11 PPP rcvd, ifc = 0, pppdev: 1, Len: 38, data:
ff038021010200220306000000008106000000008206... PPP xmit, ifc = 0, Len: 32 data:
ff0380210402001c8106000000008206000000008306. .. Interface outside - PPTP xGRE: Qut paket, PPP
Len 30 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 46, seq 12, ack 11, data:
3081880b001e00000000000c0000000b80210402001c. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 12, ack 12 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210103000a030600000000
PPP xmt, ifc = 0, Len: 14 data: ff0380210303000a0306ac100101 Interface outside - PPTP xGRE: Qut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28, seq 13, ack 12, data:
3081880b000c00000000000d0000000c80210303000a. . . outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 13, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210104000a0306ac100101
PPP xmt, ifc = 0, Len: 14 data: ff0380210204000a0306ac100101 Interface outside - PPTP xGRE: Qut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28, seq 14, ack 13, data:
3081880b000c00000000000e0000000d80210204000a. . . out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 41, seq 14 PPP rcvd, ifc = 0, pppdev: 1, Len: 32, data:
ff0300214500001¢cc80000008001e5¢ccac100101e000... PPP | P Pkt:
4500001cc80000008001e5ccac100101e00000020a00. .. 603104: PPTP Tunnel created, tunnel _id is 42,



renote_peer_ip is 99.99.99.5 ppp_virtual _interface_id is 1, client_dynamc_ip is 172.16.1.1

usernane is john, MPPE key_strength is None outside PPTP: Recvd XGRE pak from 99.99.99.5, Len
109, seq 15 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060ca0000008011176bac100101ac10... PPP | P Pkt:
45000060ca0000008011176bac100101acl10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 16 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £03002145000060cb0000008011166bac100101ac10... PPP | P Pkt:
45000060cbh0000008011166bac100101acl10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 17 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060cc0000008011156bac100101ac10... PPP | P Pkt:
45000060cc0000008011156bac100101acl10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 18 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £03002145000060d00000008011116bac100101ac10... PPP | P Pkt:
45000060d00000008011116bac10010lac10ffff0089... outside PPTP: Recvd xGRE pak from 99.99.99. 5,
Len 109, seq 19 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £03002145000060d200000080110f 6bac100101ac10... PPP | P Pkt:

45000060d200000080110f 6bac10010lac10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99. 5,
Len 109, seq 20 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £03002145000060d300000080110e6bac100101ac10... PPP | P Pkt:
45000060d300000080110e6bac100101acl10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 41, seq 21 PPP rcvd, ifc = 0, pppdev: 1, Len: 32, data:
ff0300214500001cd60000008001d7¢ccac100101e000... PPP | P Pkt:
4500001cd60000008001d7ccac100101e00000020a00. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 22 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £03002145000060d80000008011096bac100101ac10... PPP | P Pkt:
45000060d80000008011096bac100101lac10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99. 5,
Len 109, seq 23 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060da0000008011076bac100101ac10... PPP | P Pkt:
45000060da0000008011076bac100101acl10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 24 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060db0000008011066bac100101ac10... PPP | P Pkt:
45000060db0000008011066bac100101lac10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99. 5,
Len 109, seq 25 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £03002145000060de0000008011036bac100101ac10... PPP | P Pkt:
45000060de0000008011036bac100101acl10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 26 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060e00000008011016bac100101ac10... PPP | P Pkt:
45000060e00000008011016bac100101acl10f fff0089... outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 27 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f f03002145000060€10000008011006bac100101ac10... PPP | P Pkt:
45000060e10000008011006bac100101ac10f fff0089... inside: 172. 16. 255. 255/ 137 out si de PPTP: Recvd
XGRE pak from 99.99.99.5, Len 41, seq 28 PPP rcvd, ifc = 0, pppdev: 1, Len: 32, data:

f f0300214500001ce40000008001c9ccac100101e000... PPP | P Pkt:
...4500001ce40000008001¢c9ccac100101e00000020a00

RADIUS aéslas - PIX clas| aucuas

italic 3 dnago Lila>l 13 clasVl xouas 21,31 elay

Pl X#terminal monitor
Pl X# 106011: Deny inbound (No xlate) icnp src
outside:172.17.194. 164 dst
(outside: 172.18. 124. 201 (type 8, code O
Deny inbound (No xlate) icmp src :106011
out si de: 172.17.194. 164 DST
(outside:172.18.124. 201 (type 8, code O

#Pl X
PPTP: soc select returns rd mask = 0Ox1

PPTP: new peer FDis 1

:Tnl 9 PPTP: Tunnel created; peer initiatedPPTP



created tunnel, id =9

PPTP: cc rcvdata, socket FD=1, new conn: 1
PPTP: cc rcv 156 bytes of data

SCCRQ = Start-Control-Connection-Request - message code bytes 9 & 10 = 0001 Tnl 9 PPTP: CC I
009c00011a2b3c4d0001000001000000000000010000. .. Tnl 9 PPTP: CC | SCCRQ Tnl 9 PPTP: protocol
version 0x100 Tnl 9 PPTP: fram ng caps Ox1 Tnl 9 PPTP: bearer caps O0x1 Tnl 9 PPTP: nmax channel s
0O Tnl 9 PPTP: firmmare rev 0x870 Tnl 9 PPTP: hostnane "" Tnl 9 PPTP: vendor "M crosoft W ndows
NT* Tnl 9 PPTP: SCCRQ ok -> state change w-sccrqg to estabd SCCRP = Start-Control-Connection-
Reply - message code bytes 9 & 10 = 0002 Tnl 9 PPTP: CC O SCCRP PPTP: cc snddata, socket FD=1,
Len=156, data: 009c00011a2b3c4d0002000001000100000000030000... PPTP: cc waiting for input, max
soc FD = 1 PPTP: soc select returns rd mask = 0x2 PPTP: cc rcvdata, socket FD=1, new conn: O
PPTP: cc rcv 168 bytes of data OCRQ = Outgoing-Call-Request - message code bytes 9 & 10 = 0007
Tnl 9 PPTP: CC | 00a800011a2b3c4d000700004000e4f 50000012c05f5... Tnl 9 PPTP: CC | OCRQ Tnl 9
PPTP: call id 0x4000 Tnl 9 PPTP: serial num 58613 Tnl 9 PPTP: min bps 300: 0x12c Tnl 9 PPTP: max
BPS 100000000: Ox5f 5100 Tnl 9 PPTP: bearer type 3 Tnl 9 PPTP: framing type 3 Tnl 9 PPTP: recv
win size 64 Tnl 9 PPTP: ppd 0 Tnl 9 PPTP: phone numLen O Tnl 9 PPTP: phone num™"" Tnl/C 9/9
PPTP: | 2x store session: tunnel id 9, session id 9, hash_ix=9 PPP virtual access open, ifc =0
Tnl/CL 9/9 PPTP: vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply - message
code bytes 9 & 10 = 0008 Tnl/CL 9/9 PPTP. CC O OCRP PPTP: cc snddata, socket FD=1, Len=32, data:
002000011a2b3c4d00080000000940000100000000fa. .. PPTP: cc waiting for input, max soc FD = 1
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 60, seq O PPP rcvd, ifc = 0, pppdev: 1, Len:
48, data: ff03c0210100002c0506447e217e070208020d030611... PPP xmt, ifc = 0, Len: 23 data:
ff03c021010100130305¢c2238005065a899b2307020802 I nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 39, seq 1, ack 0, data:
3081880b001740000000000100000000f f 03c0210101... PPP xnit, ifc = 0, Len: 38 data:
ff03c021040000220d03061104064e131701beb613ch.. . Interface outside - PPTP xGRE: Qut paket, PPP
Len 38 outside PPTP: Sending xXGRE pak to 10.44.17.104, Len 54, seq 2, ack 0, data:
3081880b002640000000000200000000f f 03c0210400. .. PPTP: soc select returns rd mask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: 0 PPTP: cc rcv 24 bytes of data Tnl 9 PPTP: CC |
001800011a2b3c4d000f 000000090000f fffffffffff... Tnl/CL 9/9 PPTP. CC | SLI PPTP. cc waiting for
i nput, max soc FD = 1 outside PPTP: Recvd XGRE pak from 10.44.17.104, Len 39, seq 1, ack 1 PPP
rcvd, ifc = 0, pppdev: 1, Len: 23, data: ff03c021020100130305¢2238005065a899b2307020802 out si de
PPTP: Recvd xCRE pak from 10.44.17.104, Len 34, seq 2, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len:
18, data: ff03c0210101000e0506447e217e07020802 PPP xmit, ifc = 0, Len: 18 data:
ff03c0210201000e0506447e217e07020802 I nterface outside - PPTP xGRE: CQut paket, PPP Len 18

out si de PPTP: Sending xGRE pak to 10.44.17.104, Len 34, seq 3, ack 2, data:
3081880b001240000000000300000002f f 03¢0210201... PPP xnit, ifc = 0, Len: 17 data:
ff03c2230101000d08f 3686cc47e37ce67 I nterface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sendi ng XxGRE pak to 10.44.17.104, Len 31, seq 4, ack 2, data:

3081880b000f 40000000000400000002¢2230101000d. .. outsi de PPTP: Recvd xGRE pak from 10.44.17. 104,
Len 36, seq 3, ack 3 PPP rcvd, ifc = 0, pppdev: 1, Len: 22, data:
ff03c0210c020012447e217e4d5352415356352e3030 out si de PPTP: Recvd xGRE pak from 10.44.17.104, Len
45, seq 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 35, data:
ff03c0210c03001f447e217e4d535241532d312d4349... PPTP. soc select returns rd mask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: O PPTP: cc rcv 24 bytes of data Tnl 9 PPTP: CC |
001800011a2b3c4d000f 000000090000000000000000. .. Tnl/CL 9/9 PPTP: CC | SLI PPTP. cc waiting for
i nput, max soc FD = 1 outside PPTP: Recvd xGRE pak from 10.44.17.104, Len 76, seq 5, ack 4 PPP
rcvd, ifc = 0, pppdev: 1, Len: 62, data: ff03c2230201003a3100000000000000000000000000. . .

uaut h_nschap_send_req: pppdev=1, ul en=4, user=john 6031 uauth_nschap_proc_reply: pppdev = 1,
status = 1 PPP xmt, ifc = 0, Len: 8 data: ff03c22303010004 Interface outside - PPTP xGRE: Qut
paket, PPP Len 6 outside PPTP: Sending XGRE pak to 10.44.17.104, Len 22, seq 5, ack 5, data:
3081880b000640000000000500000005¢22303010004 CHAP peer authentication succeeded for john outside
PPTP: Recvd xGRE pak from 10.44.17.104, Len 72, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 62,
data: ff03c2230201003a3100000000000000000000000000... PPP xmit, ifc = 0, Len: 8 data:
ff03c22303010004 Interface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 10.44.17.104, Len 22, seq 6, ack 6, data: 3081880b000640000000000600000006c22303010004
out si de PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 7, ack 5 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0104000a120601000001 PPP xmit, ifc = 0, Len: 14 data:

f f 0380f d0101000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 7, ack 7, data:
3081880b000c4000000000070000000780f d0101000a. .. PPP xnit, ifc = 0, Len: 14 data:

f f 0380f d0304000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:



Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 8, ack 7, data:
3081880b000c4000000000080000000780f d0304000a. .. outsi de PPTP: Recvd xGRE pak from 10.44.17. 104,
Len 48, seq 8 PPP rcvd, ifc = 0, pppdev: 1, Len: 38, data:
ff038021010500220306000000008106000000008206... PPP xmit, ifc = 0, Len: 14 data
ff0380210101000a0306ac127c98 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 9, ack 8, data:
3081880b000c4000000000090000000880210101000a. .. PPP xnit, ifc = 0, Len: 32 data:
ff0380210405001c8106000000008206000000008306.. . Interface outside - PPTP xGRE: Qut paket, PPP
Len 30 outside PPTP: Sending XGRE pak to 10.44.17.104, Len 46, seq 10, ack 8, data:
3081880b001e40000000000a0000000880210405001c. .. outsi de PPTP: Recvd xGRE pak from 10.44.17. 104,
Len 28, seq 9, ack 7 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380fd0201000a120601000020
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 10, ack 8 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0106000a120601000020 PPP xmt, ifc = 0, Len: 14 data:

f f 0380f d0206000a120601000020 I nterface outside - PPTP xGRE: Qut paket, PPP Len 12 outside PPTP
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 11, ack 10, data:
3081880b000c40000000000b0000000a80f d0206000a. . . out si de PPTP: Recvd xGRE pak from 10.44.17. 104,
Len 28, seq 11, ack 9 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a0306ac127c98
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 12, ack 10 PPP rcvd, ifc = 0O,
pppdev: 1, Len: 14, data: ff0380210107000a030600000000 PPP xnit, ifc = 0, Len: 14 data:

f £ 0380210307000a0306c0a80101 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 12, ack 12, data:
3081880b000c40000000000c0000000c80210307000a. . . outsi de PPTP: Recvd xGRE pak from 10.44.17. 104,
Len 24, seq 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210108000a030600000000 PPP
xmt, ifc = 0, Len: 14 data: ff0380210308000a0306c0a80101 I nterface outside - PPTP xGRE: CQut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 28, seq 13, ack 13, data:
3081880b000c40000000000d0000000d80210308000a. .. 0 outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 28, seq 14, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data:
ff0380210109000a0306c0a80101 PPP xnit, ifc = 0, Len: 14 data: ff0380210209000a0306c0a80101
Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP: Sending xGRE pak to

10. 44.17. 104, Len 28, seq 14, ack 14, data: 3081880b000c40000000000e0000000€80210209000a. .. 2:
PPP virtual interface 1 - user: john aaa authentication started 603103: PPP virtual interface 1
- user: john aaa authentication succeed 109011: Authen Session Start: user 'joh outside PPTP
Recvd xGRE pak from 10.44.17.104, Len 117, seq 15, ack 14 PPP rcvd, ifc = 0, pppdev: 1, Len:
104, data: ff0300fd9000bccf59b71755d9af 7330dae3bbc94d28... PPP Encr/ Conp Pkt:

9000bccf 59b71755d9af 7330dae3bbc94d28e431d057. .. PPP | P Pkt:

4500006002bb000080117629c0a80101f fffffff0089... n', sid 3 603104: PPTP Tunnel created, tunnel _id
is 9, renpte_peer_ip is 10.44.17.104 ppp_virtual _interface_id is 1, client_dynamc_ip is
192.168.1.1 usernane is john, MPPE key_strength is 40 bits outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 113, seq 16 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9001f 8348351ef 9024639ed113b43adf eb44... PPP Encr/ Conp Pkt:

9001f 8348351ef 9024639ed113b43adf eb4489af 5ab3... PPP | P Pkt:
4500006002bd000080117627c0a80101f fffffff0089... ide outside PPTP: Recvd XGRE pak from
10.44.17.104, Len 113, seq 17 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9002cc73cd65941744alcf 30318cc4b4b783. .. PPP Encr/ Conp Pkt:

9002cc73cd65941744alcf 30318cc4b4b783e825698a. .. PPP | P Pkt :

4500006002bf 000080117625c0a80101ffffffff0089... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
len 113, seq 18 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d9003aaa545eaeedalf 82b5999e2f a9ba3245. .. PPP Encr/ Conp Pkt :
9003aaab545eaeedalf 82b5999e2f a9ba324585albc8d. .. PPP | P Pkt:
4500006002c1000080117623c0a80101ffffffff0089... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
len 113, seq 19 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90045b35d080900ab4581e64706180e3540e. .. PPP Encr/ Conp Pkt:
90045b35d080900ab4581e64706180e3540eel15d664a. .. PPP | P Pkt:
4500006002c3000080117621c0a80101ffffffff0089... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
len 113, seq 20 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90052878b256edbd17b42f 2cb672ba80b40a. .. PPP Encr/ Conp Pkt:

90052878b256edbd17b42f 2cb672ba80b40a79760cef... PPP | P Pkt:

4500006002c500008011761f c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 21 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900632359a2c07e79106c5e282e3892e60de. .. PPP Encr/ Conp Pkt:
900632359a2¢c07e79106c5e282e3892e60ded6c6d4dl. .. PPP | P Pkt:
4500006002c700008011761dc0a80101ffffffff0089... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
len 113, seq 22 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90070cabead8b2ad26987d52a4e109cab68b6... PPP Encr/ Conp Pkt :



90070ca6bea48b2ad26987d52a4e109ca68b6758569d3. .. PPP | P Pkt:
4500006002c900008011761bc0a80101ffffffff0089... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
len 113, seq 23 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90085aba60edf 57e50eea4d523596¢ch9d690. .. PPP Encr/ Conp Pkt :

90085aba60edf 57e50eea4d523596cb9d69057715894. .. PPP | P Pkt :
4500006002chb000080117619c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 24 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90094b73b6c962272b60d32f 135b5f 29f 2a5. .. PPP Encr/ Conp Pkt :
90094b73b6c962272b60d32f 135b5f 29f 2a58bacd050. .. PPP | P Pkt :
4500006002cc000080117618c0a80101ffffffff0089... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
l en 345, seq 25 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

f f 0300f d900a86307ed9537df 5389e€a09223d62c20fd. .. PPP Encr/ Conp Pkt:

900a86307ed9537df 5389€a09223d62c20f d9e34072f... PPP I P Pkt:

4500014802cf 00008011752dc0a80101ffffffff0044... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
len 113, seq 26 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900b45303a5f e7b2dc3f 62db739b4bb1b802. .. PPP Encr/ Conp Pkt:

900b45303a5f e7bh2dc3f 62db739b4bb1b80253278fad. .. PPP | P Pkt :
4500006002d1000080117613c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 27 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900ceb5aaaecc832df 3c12bc6c519c25b4db. .. PPP Encr/ Conp Pkt :

900ceb5aaaecc832df 3c12bc6c519¢c25b4dbas569d10. .. PPP | P Pkt:
4500006002d2000080117612c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 28 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900dbdaaf 071c2bd1c92c1f 56085813d1la77... PPP Encr/ Conp Pkt:

900dbdaaf 071c2bd1c92c1f 56085813d1a778cc61c29... PPP I P Pkt:

4500006002d500008011760f c0a80101ffffffff0089... outside PPTP. Recvd xXxGRE pak from 10.44.17. 104,
len 113, seq 29 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900e97de47036d95a0721ef 6b28479b8ef de. .. PPP Encr/ Conp Pkt:
900e97de47036d95a0721ef 6b28479b8ef de8e16b398... PPP | P Pkt:
4500006002d600008011760ec0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 30 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900f 75bf 4c8chbcf 11464bf 52bd7f 6155¢c7d6. .. PPP Encr/ Conp Pkt:

900f 75bf 4c8cbcf 11464bf 52bd7f 6155c7d62ea2cabe. .. PPP | P Pkt:
4500006002d900008011760bc0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 31 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d9010f 221e7bal69702765529e4f f a368dba5. .. PPP Encr/ Conp Pkt:

9010f 221e7bal69702765529e4f f a368dba5610921ae. .. PPP | P Pkt:
4500006002da00008011760ac0a80101ffffffff0089... from (192.168.1.1) to 255.255.255. 255 on

i nterface outside outside PPTP: Recvd xGRE pak from 10.44.17.104, len 231, seq 32 PPP rcvd, ifc
= 0, pppdev: 1, len: 222, data: ff0300fd9011c23a03921clel0ccc38847ch8056fa93... PPP Encr/ Conp
Pkt: 9011c23a03921clel0ccc38847cb8056f a9387018912... PPP | P Pkt:
450000d602dd000080117591c0a80101ffffffff008a... side outside PPTP: Recvd XGRE pak from
10.44.17.104, len 345, seq 33 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

f f 0300f d90127d7213f 35cd1d82d8988e28e0930eccl... PPP Encr/ Conp Pkt:

90127d7213f 35cd1d82d8988e28e0930ecc104a993f... PPP | P Pkt:

...4500014802df 00008011751dc0a80101f fffffff 0044

b ISy Gas ol ¢ Sou sl bo

ool siall PPTP 345

103D Uasl Wl 4ghi9 PIX 6. o Jlasl 127 oo iST Juogs clle isi,

ermo =5 . Juogill 33l/PPTP aSx 62>9 Luio Josd 9 Uas :PIX-3-213001~
:J

PPTP gloiw| i3la) 3519 2 ,a; cuad 151 .PIX 6.X 9 dinljio Jac dul> 128 | Jiai 656>V e 2> Jid
Jlasl 127 63 _adVl saell ol6



>baall e _poladl PC g PIX _le iei

dolS a95Lan JgS9i9 ) Biawaii PIX _le jien il wVeSeig ull (wazuill jiguaSIl d95bas ©Y955i9 0 usi piy
ule Hiasi (1 )l o Yoy (MS-CHAP v.2) 2 ,laoYl Microsoft CHAP JgSgi9,,9 (Shiva (SPAP 9 50

il )l 038 JiguaS)l o ,e; .a8skaall e daslgall PIX 9 (sl igueSI

Di sconnected - Error 732: Your conputer and the renpte conputer
coul d not agree on PPP control protocols

padill Je oolaill PC 9 PIX e i=i

<o VPDN group 1 ppp encrypt mppe 40 ,oV| Wi> oi9 lagd sl Je .asuidl jiguaSIl uss ok
:dll )l 038 JiguaSIl o 29 peindl e dsdlgall PIX 9 (uozuidl jigueSIl e jiew PIX

Error 742 : The renpte conputer does not support the required
.data encryption type

il e polad] PC g PIX le

Y il @ 2goue S pazidl jlg=lly wollaall MPPE 40 jaiu VPDN 1 PPP dcgaxxal PIX pusi pi
138 PIX clas] aonuas o209 Josdl awl> gladis SJ9 «( uasuid] jiguaSIl e Jilw, sl el o ai
e

,PPTP: Call id 8, no session id protocol: 21
reason: nppe required but not active, tunnel termninated
, PPTP Tunnel created, tunnel _id is 8 :603104
renmote_peer _ip is 10.44.17.104
ppp_virtual _interface_id is 1, client_dynamic_ip is 192.168.1.1
usernane i s cisco, MPPE_key_strength is None
, PPTP Tunnel deleted, tunnel _id = 8 :603105
renote_peer _ip = 10.44.17.104
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user: cisco aaa authentication started
- PPP virtual interface 1 :603103

user: cisco aaa authentication failed
,PPP virtual interface 1 :403110

user: cisco mssing MPPE key from aaa server
, PPTP Tunnel created : 603104

,tunnel _id is 15

renote_peer _ip is 10.44.17.104

,ppp_virtual _interface_id is 1

client _dynamic_ipis 0.0.0.0

,usernane i s Unknown



MPPE_key_strength is None

, PPTP Tunnel del eted : 603105
,tunnel _id = 15
remote_peer _ip = 10.44.17.104
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