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} user = ddunl ap



"password = clear "rtp
default service = permt

{

} user = can_only_do_tel net
"password = clear "telnetonly
} service = shell

} cmd = tel net

*, permt

{

{

{

} user = can_only_do_ftp
"password = clear "ftponly
} service = shell

} emd = ftp
*, permt
{

{

{

} user = httponly
"password = clear "httponly
} service = shell

} cmd = http
*, permt

{

{

{
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} user=adm nuser

} radius=Ci sco

} =check_itens
"all"=2

{

} =reply_attributes
6=6

{

{
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"adm nuser Password="al |
Servi ce- Type = Shel | - User

"key = "cisco

} user = admi nuser
"login = cleartext "all
default service = permt

{

} user = can_only_do_tel net
"login = cleartext "telnetonly
} cmd = tel net

*, permt

{

{



} user = httponly
"login = cleartext "httponly

} cmd = http
*, permt

{

{

} user = can_only_do_ftp
"login = cleartext "ftponly

} emd = ftp
*, permt
{

{
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QOutside:

192.1.1.1
192.1.1.254
Inside: | 10.31.1.200
10.31.1.1 103115
171.68.118.1 ;
171.68.118.143 171.68.118.133

Tacacs Server

Fadius Server

PIX (2855

pi X- 5# write terminal
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane pi xfirewal

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

names

name 1.1.1.1 abcd

nane 1.1.1.2 al23456789

name 1.1.1.3 al23456789123456

pager lines 24

| oggi ng ti nestanp

no | oggi ng standby




| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

no | ogging trap

I ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 192.1.1.254 255.255.255.0

i p address inside 10.31.1.200 255.255.255.0

no failover

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 192.1.1.10-192.1.1.20 netmask
255.255.255.0

static (inside,outside) 192.1.1.25 171.68.118. 143
net mask 255. 255.255.255 0 0

static (inside,outside) 192.1.1.30 10.31.1.5 netnask
255.255.255.255 0 0

conduit permit tcp any any

conduit pernit icnp any any

conduit permit udp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

route inside 171.68.118.0 255.255.255.0 10.31.1.1 1
ti meout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0:02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa- server RADI US protocol radius

+aaa- server Authl nbound protocol tacacs

aaa- server Authlnbound (inside) host 171.68.118. 143
cisco timeout 5

aaa- server Aut hQut bound protocol radius

aaa- server Aut hQutbound (inside) host 171.68.118. 133
cisco timeout 5

aaa authentication tel net outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthCQutbound

aaa authentication telnet inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Authlnbound

aaa aut hentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound

aaa authentication http i nbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Authlnbound

aaa authentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Aut hCut bound

aaa authentication ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0

0.0.0.0 Authl nbound

no snnp-server |ocation

no snnp-server contact

snnp-server comunity public

no snnp-server enabl e traps

tel net tineout 5

termnal width 80

Crypt ochecksum f ef 4bf c9801d7692dceOcf 227f e7859b

end :




PIX 40 @95Laall clasi auuas dliol 50 @8sLaall clas| auai dlisl

103 ellbas3Vl aonas dliol 8

plo
DN 0 adslas pig 192.1.1.1 215 LI 9,0l &> cay 10.31.1.5 L5 31l pasiiusall poi,

RADIUS sl opeiai il "AuthOutbound” esle=Jl aasls 6,5Lall 19,all &,> pasius .+TACACS
171.68.118.133

b

Lo @slas eiig (192.1.1.30) 10.31.1.5 b I s 0l 85,5 sae 192111 (3 2l pacitasall s
TACACS p315 auai _ill "Authinbound” o3Il aasls 63,160l 49,a)l &> pasiws .TACACS JM>
(171.68.118.143

+TACACS - 60> @dslas - PIX elos| aonas

18252 @8s3laoy PIX ellas] aumas Joll 13D ziog,

pi xfirewal | # 109001: Auth start for user "???" from 192.1.1.1/13155
to 10.31.1.5/23

Aut hen Session Start: user 'pixuser', sid 6 :109011

Aut henti cati on succeeded for user 'pixuser' from 10.31.1.5/23 :109005
to 192.1.1.1/13155

Aut hen Session End: user 'pixuser', Sid 6, elapsed 1 seconds :109012

Bui It inbound TCP connection 6 for faddr 192.1.1.1/13155 :302001
(gaddr 192.1.1.30/23 | addr 10.31.1.5/23 (pixuser

+TACACS - (39,0)l dalS 9l pasiuwnll pwl) dxuno ué @slas - PIX clias| auuas

2ol paciuuall S (1950 @olS 9l pasimall puwl) dxuo e @8slaany PIX cllas] aas Jloll 13 zuog,
 dlw 9 H9,0 dnlS/ paziume puwl wlegozo

pi xfirewal | # 109001: Auth start for user '???' from 192.1.1.1/13157
to 10.31.1.5/23

Aut hentication failed for user '' from 10.31.1.5/23 :109006
to 192.1.1.1/13157

+TACACS - &lxiw| (9> (Can Ping JuaVl )Lis| o515 - PIX ellas| auuas

FuulpA?*uudlgip PIX Jl ooz VY aisly pol3)] puauss o Say cu> PIX ellas] guxas Jioll 13D zios,
: pA?uuudldip 'Tehwet‘ch OAD)JgJo aolS Ly Y PLX.L§J9‘01349 00 pA>uuuﬂ|

Auth start for user '???" from192.1.1.1/13159 to

10.31.1.5/23

pi xfirewal | # 109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159
(failed (server 171.68.118.143 failed

Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed :109002
(server 171.68.118.143 fail ed)

Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed :109002
(server 171.68.118. 143 fail ed)



Aut hentication failed for user '' from 10.31.1.5/23 :109006
to 192.1.1.1/13159

+TACACS - polal Jlail jls3] Hiss - PIX elas| auouas

62>19 6,0 paiwnll puwl paiswall S 2l LB e el S Cu> PIX[chu$i53:ycu.JUudl|i5>ay25g
lebas p3) " "9 "+TACACS 1 flw Jl 03® Lo, pi (Telnet e 0i®) 59,0 dalS L, ¥ PIX 9
(oSl (9 o9 215 9

Auth start for user '???" from 192.1.1.1/13158 :109001
to 10.31.1.5/23
Auth from10.31.1.5/23 to 192.1.1.1/13158 failed :109002
(server 171.68.118. 143 fail ed)
Auth from10.31.1.5/23 to 192.1.1.1/13158 failed :109002
(server 171.68.118. 143 fail ed)
Auth from10.31.1.5/23 to 192.1.1.1/13158 failed :109002
(server 171.68.118. 143 fail ed)
Aut hentication failed for user '' from 10.31.1.5/23 :109006
to 192.1.1.1/13158

RADIUS - 61> @dslas - PIX clas] auuas

182> @slasy PIX ellas] auas Jlioll 13® ziog,

Auth start for user '???" from 10.31.1.5/11074 :109001
to 192.1.1.1/23
Aut hen Session Start: user 'pixuser', Sid 7 :109011
" Aut henti cati on succeeded for user 'pixuser :109005
from 10.31.1.5/11074 to 192.1.1.1/23
, Aut hen Session End: user 'pixuser', Sid 7 :109012
el apsed 1 seconds
Bui lt outbound TCP connection 7 for faddr 192.1.1.1/23 :302001
(gaddr 192.1.1.30/11074 | addr 10.31.1.5/11074 (pixuser

RADIUS - (9,0) d0lS 9l pasiumall pwl) éxuo ue @8skas - PIX clos| aonas

W pasiall S -(G90)l dalS 9l pastiuwall puvl) dxzwo e @83kasy PIX elias] quas Jioll 13id zios,
22 Wl 9,0l dalS/ pasiuual] pusl JB5Y Lo,8 S pasiwell 9,0l 40lS9 pasiuall puwY

"Error: max nunber of tries exceeded' -

pi xfirewal | # 109001: Auth start for user '???" from
to 10.31.1.5/23 192.1.1.1/13157

Auth start for user '???" from 10.31.1.5/11075 :109001
to 192.1.1.1/23

Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed :109002
(server 171.68.118.133 failed)

Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed :109002
(server 171.68.118.133 failed)

Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed :109002
(server 171.68.118.133 failed)

Aut hentication failed for user '' from 10.31.1.5/11075 : 109006
to 192.1.1.1/23

RADIUS - a3l 20l l Olis] (ool Jbasl lis] S - JuasVl Hlis| elas] pusuas

w Jua )9 dadoio 6acluall 6Vl 053 Lt Wb oLl 0, > PIX ellos] auas Jloll 13d aung,
9 "RADIUS  Jilw 19 5900l dalS pasimel] puwl pasiuall s PIX



'2?2?2?" pixfirewal | # 109001: Auth start for user
from 10. 31.1.5/11076 to 192.1.1.1/23

Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed :109002
(server 171.68.118.133 fail ed)

Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed :109002
(server 171.68.118.133 fail ed)

Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed :109002
(server 171.68.118.133 fail ed)

Aut hentication failed for user ' from 10.31.1.5/11076 : 109006
to 192.1.1.1/23

RADIUS - 3,Uniall & Jiaellfplisall of polsll Jlasl jlis] Jle 1518 e - PIX elias] puus

9 il pac a6 9l Lzl LB e 0513l 098, cu> PIX ellas quas lawo pip (Jloll 13D 8
o313 o p3) " "9 "rADIUS S5l J19 59,001 @0lS9 paziwol] puul pasiuuwall s . Jsol/p Lol
(oSl 9 o9

Auth start for user '???" from 10.31.1.5/11077 :109001

to 192.1.1.1/23

Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed :109002
(server 100.100. 100. 100 fail ed)

Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed :109002
(server 100.100. 100. 100 fail ed)

Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed :109002
(server 100.100. 100. 100 fail ed)

Aut hentication failed for user '' from 10.31.1.5/11077 : 109006
to 192.1.1.1/23

9% 2o e Juosill oY 1) dgzolly samnll §lios Guii) Joss ] gliniaud Jross @SLio] Zqﬁ&!
(a9

0.0.0 0.0.0.0 0.0.0.0 AuthInbound
0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

Jiszs ol (RADIUS plaziwly 6,0Lall 49,0l iS,> ddskas ai aV "plall" J Jigsill ddliol pis ¥ ail ba>Y
.aJlo _uc RADIUS

aaa authorization telnet inbound 0.0.0.0 O.
aaa authorization HTTP inbound 0.0.0.0 O.

PIX ;10 . s2u02il9 d>3Lanll cliasi 5 aliol

+TACACS - a=Ul ayeaillg 62l @sLanll - PIX ellas auuas

2>l Jausdig 824> @dskaay PIX cllas] auuas Jliall 13D ziog,

Aut hen Session Start: user 'pixuser', Sid 8 :109011
"Aut hori zation permtted for user 'pixuser :109007
from192.1.1.1/13160 to 10.31.1.5/23
, Aut hen Session End: user 'pixuser', Sid 8 :109012
el apsed 1 seconds
Bui lt inbound TCP connection 8 for faddr 192.1.1.1/13160 : 302001
(gaddr 192.1.1.30/23 | addr 10.31.1.5/23 (pixuser



+TACACS - Lid [ougéi 60> adskaw - PIX ellas| aucuas

" dlwl Loyl pasiuwsl] s WD Ll Jie3i oSJ9 60> ddslaay PIX clbsl aanas Jliall 13D ziog,

Auth start for user '???" from 192.1.1.1/13162 : 109001

to 10.31.1.5/23

Aut hen Session Start: user 'userhttp', Sid 10 :109011

" Aut hentication succeeded for user 'userhttp :109005
from10.31.1.5/23 to 192.1.1.1/13162

"Aut hori zati on denied for user 'userhttp :109008
from10.31.1.5/23 to 192.1.1.1/13162

, Aut hen Session End: user 'userhttp', Sid 10 :109012
el apsed 1 seconds

in use, 2 nost used 0 :302010

duwlo @l

+TACACS

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

a0 Sz Jlun] aiy cells 09 8LV 28 o Jsil] a8 dwlall colS clgw 6,001 Guis elas VI auuas
_“&li.‘.!" ML}D | > JLl‘JJ! P‘J "'03_))“]'" uss u-'g .Ilcl-mjgylll uss ué IIQA‘-JIII

(olay >3320l Gamid] _JWL9 (Cisco Secure NT oo 1id) 21,3V 13D Jio +TACACS duulxe &Mz 915

, pi xuser, Default G oup, 192.1.1.1, 04/26/2000, 01: 31: 22

,start,,,,,,,0x2a,,Pl X 10.31.1. 200,tel net, 6
,Login, %,,,1,,,,,,,,,,,,local _ip=10.31.1.5 foreign_ip=192.1.1.1
N aaaaa.zekie, ., .., L,

, pi xuser, Default G oup, 192.1.1. 1, st op, 4, 04/ 26/ 2000, 01: 31: 26
, 0x2a, , PI X, 10. 31. 1. 200, t el net, 6, , , 36, 82
,Login,2,,,%,,,,,,,,,,,,local _ip=10.31.1.5 foreign_ip=192.1.1. 1
CaaaaaasZeKie, s

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

"o xl" dpw o Jzaw Sl iy 2ld 209 . Jaeaisil] Blay) ol Jpiidl 148 dpswlxall clS clow amis puuaill 9y
_"k_lgli.,.!" ML}D l . JLW_)! Pu ‘"U'9>-)*‘J|" u9'9 u-'g .lchl‘ugylll kls's ué

Cisco 9 ol JUd 955 299 «Cisco Secure UNIX (10 0129) 21,3V lig RADIUS duwlxo oMz 9
(> o Y dloley dgnao Secure NT

radrecv: Request from host alf01c8 code=4, id=18, | ength=65
Acct - St at us- Type = Start

Cient-1d = 10.31. 1. 200

Logi n-Host = 10.31.1.5

Logi n- TCP- Port = 23



"Acct - Session-1d = "0x0000002f

"User-Nane = "pixuser

(Sendi ng Accounting Ack of id 18 to alf01c8 (10.31.1.200
radrecv: Request from host alf01c8 code=4, id=19, |ength=83
Acct - St at us- Type = Stop

Client-1d = 10.31.1.200

Logi n-Host = 10.31.1.5

Logi n- TCP- Port = 23

"Acct - Sessi on-1d = "0x0000002f

"User name = "pi xuser

Acct-Session-Tine = 7

EXCEPT placiaw] ol

Jio o piny plid] LiSond cdpwlxo 9l oyeas 9l @9skan I glizs ¥ dismo dg29 91/9 jua0 ol Uy)8 1] LS 9
b)Yl 13

aaa authentication except inbound 192.1.1.1 255.255.255.255
AuthInbound 0.0.0.0 0.0.0.0

2oz Jizus pi il cueasimall (0,69 Jaoll lulx) _.adVl axl

el moaiuuall Lo, 91 " Jos)l duidx) w28Vl axI" Gl le RADIUS 9 +TACACS pilgs Las, Sgix
£35Sz o3 el Cweasiuall Loz 9l Jasdl oludx) a8V axdl b alSol dnisi " agles> Jiuws o
o315 Loty "Byl s o) SJ9 0dlin] a3 dmulo "en" Jruw JUD oSy boaic dmulxall oMo e

(PIX M3 (0 Jog dawl> ap0)) Jos3aJl Jazauws 28 J1iy ¥ asidl of RADIUS sl +TACACS

sy HTTP J 2> JSiiw 13® Jos ¥ .oVlasVl deub cus FTP 9 Telnet oVlasy as JSuiy 13D Jas,
lowss D pudlaall S9 calito dSub o055 plasiwl a 23V zL3] Jball 13D L5 .JlasVl dsyb

raay,lall e asstasll PIX JWS (o paiuwel Telnet zol

pi x) 109001: Auth start for user '???" from 171.68.118. 100/ 1200)
to 9.9.9.25 /23

pi x) 109011: Authen Session Start: user 'cse', Sid 3)

"pi x) 109005: Authentication succeeded for user 'cse)
from 171. 68.118.100/12 00 to 9.9.9.25/23

pi x) 302001: Built TCP connection 5 for faddr 9.9.9.25/23)
(gaddr 9.9.9.10/12 00 | addr 171.68.118.100/1200 (cse

server start account) Sun Nov 8 16:31:10 1998)
rtp- pi necone. rtp.ci sco.com cse

PI X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net

ol a1 gl (c8g)l o > )l 03 (,8) "Wlayl" Jmuw L) U9 "eny" Jow 2@l 18 poll ol Loy

oo lay)) @skas Loy ,31 Jlasl elz] pasiwall J9l> 13] . Jo3 1 Jsuis o8 28 "Telnet zoli " pasiue
3131 ol Lolidly) paziwall lig) poll e "1" e Jas)l oludx) a8V axdl uss oo 1319 (31 jiouas
3131 8 o JLasVl (a8, oy (Jodl olwdx) a8Vl szl pcy,

(JLD 5> 10 Linky) 2,5 o6 «Dagll caanll e FTP oi Telnet Jac 9 pxsimall o



pi x) 302002: Teardown TCP connection 5 faddr)
gaddr 9.9.9.10/128 1 9.9.9.25/80
(laddr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse
server stop account) Sun Nov 8 16:41:17 1998)
rtp- pi necone. rtp.cisco.comcse
Pl X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_ti ne=5
byt es_i n=98 byt es_out =36

6,18 V3 5,31 8,0 Gud9 62519 640 a83Laall) iST 9 (6,0 JS @8sLaall) 0 (& adslaoll cils clgw
| Jsogll pis @990 S duwlo Jrw Jaas pi ((495La0ll

HTTP _le Vbo 21,391 13 ping, -JgSeiol dsulal L it JSuin HTTP Jos,

PIX JMS 0,0 9.9.9.25 J1 171.68.118.100 0 pasiausall Lo i

pi x) 109001: Auth start for user '???" from 171.68.118.100/1281)
to 9.9.9.25 /80
pi x) 109011: Authen Session Start: user 'cse', Sid 5)
"pi x) 109005: Authentication succeeded for user 'cse)
from171. 68.118.100/12 81 to 9.9.9.25/80
pi x) 302001: Built TCP connection 5 for faddr 9.9.9.25/80)
(gaddr 9.9.9.10/12 81 |addr 171.68.118.100/1281 (cse
server start account) Sun Nov 8 16:35:34 1998)
rt p- pi necone. rtp.ci sco.comcse
PI X 171.68.118. 100 start task_i d=0x9 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=http
pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80)
gaddr 9.9.9.10/128 1 laddr 171.68.118.100/1281 duration
(bytes 1907 (cse 0:00: 00
server stop account) Sun Nov 8 16:35.35 1998)
rtp-pi necone.rtp.cisco .comcse Pl X 171. 68.118. 100
stop task_i d=0x9 foreign_ip =9.9.9.25
| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti ne=0
bytes_ i n=1907 bytes_out =223

Lol o5 Ll gl axio paciuwall sy

sl) 8a>19 apl Jyjidl 13 §siwl .16:35:35 (9 jguinioll @dgill Jzuwg 16:35:34 8 jguiiall dyladl Juw
&0 JI Jo3 Il Jzuy pasiauall J1n ¥ & (Soill Jxawg dladl Jxuw on 62519 sl o J81 Jid OIS wil
U256 51 Jasll Slulx) a8Vl ax)l Jasaw JB Y Teng axio Day boaic bgiso JlasVl J1 Y9 wud

HTTP _5$ ("Teardown"y "Build" i cdgll) JlasVl 89 oY Y SUd agless Jumus i ¢udll poaiaoll
oY "Bl Jauw w9 "o s I S o . uall sl 9B "BLaVI9 "eadl” Jauw x> juad

clgw dloleo JSJ o3Il I Wasso "BLaYI"s "l Jouw Jid o s daxlll puss (3 &acs oMol
&Mpumwwbo,sgwbwuwwmuu U3 209 ST e 191 0 J leinss
HTTP oYlas] doulo cauuny Masy Y pges>

aws; PIX e -uSaillg d95Laall

JI Telnet ol oo a5t .PIX JMS 0 (FTP 9 HTTP 9) Telnet ;9,0 aS,> adskas ai,lull aidliall cuang
'ule d9las 95 Jasy PIX

telnet 10.31.1.5 255.255.255.255 passwd ww



aaa authentication telnet console AuthInbound

9) +TACACS La,i PIX Loy a5 .(WW) aolS telnet JI J cuaa> o® PIX JI JJ] Telnet Josiuwy boxic
23131 o5 13] .RADIUS 9,0 d0lS9 pazime awl 9l ("Authinbound" o33 aasld plasiwy Lk (Wl 0id
enable (enable ;9 0 dolS 5 « paimall pwY PIX JBs| g b e PIX Jl Jgogll diSawd Maso
Jawogll e Jaaxll ( IS lage password

Zpr||iD pinbuL

aaa authentication enable console AuthInbound

plaziwy Ll @l 03 _9) TACACS _JI llbu,l piy L9 90 dalSy pasis amly pasiuall allas oo
850l do> ol lay .RADIUS 0355 9l (TACACS w15 JI Lllall Jas, "Authinbound” psls dasls
plasialy PIX I Jo3all Jirass paciiaall glaiw] 13] (Jo3 | Jiusd @83kaall doj> Lguis (D (iSail
aolST paiauall punl uis plaziwl, RADIUS 91 TACACS JMS o ¢pSwill aiSad [RADIUS gl TACACS
(laad oor5 Jzuw) id CSCAMA7044 5, Cisco lsuisn 13D cuse 9 all

dbwluwill pSxill 62>9 Je d95Laall

62>9 JI Joooll dsLaall 0 saxill AAA authentication serial console Authinbound oYl s,
PIX J dbubud| oS3l

Jlu,Y PIX (655 olidl) syslog Jilw, glad aiy (oSl 6359 o (oSl yoll duiiis pasiwmoll pgiy boaic
:Jsb syslog JI e oo bo oo Jlis 13D .(Syslog awas J| clasV aouai Sgiwme le syslog

| ognsg: pri 245, flags 0, from[10.31.1.200.2.2], nmsg Nov 01 1999
. PI X-5-111008: User ' pixuser' executed the 'logging’ comand% :03:21: 14

c9033iuall B,y il dlaal uss

- Sl 13D 0,90 PIX ue ogléisy o] cuorsiianall 018 @uth-prompt PIX_PIX_PIX ,o¥l &b oS 13l

[PIX_PIX_PI X [at which point one would enter the usernane
[ Password: [at which point one woul d enter the password

adlaall 03 595 .":password"g ":username" adlas 6396 Lo & pi casledl dg=oll &1 y0 JI Jguooll aic
PIX e sl PIX o Gy9rar il cuoaivuall e lnad

PIX I Jsosl dcglnin duulxo oMaw 1295 Y 1dasNo

uall/z il adlw )l goaziue B, il dlw )i

oloVl el cols 13l

"auth-prompt accept "GOOD_AUTH
"auth-prompt reject "BAD_AUTH


//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044

PIX M5 o 22U/ Jisd Jo>5 S aic Juusd] 13D go15imall (s

Pl X_PI X_PI X
User nane: asj dkl
: Password
" BAD_AUTH"
"PI X_PI X_PI X"
User nane: cse
: Password
" GOOD_AUTH!

o 3w JSJ dsllaallg dloll UVl ol ,i9

sl o5 3] ro—\ka.w.oJS uuLw| ule +TACACS o513 0 ddllaolly dloll HUasY olid Jlw,l Say
(e JSJ dalizo 652l Jl dxlxy S 3] SJ9 1a usiiy pds W Mdlgall” Juds S (9 o aiaol|
el (9 jaiwld

sslel ade cumi Y gaaailly Lasuill pgiy ol 5,y timeout auth 3:00:00 LoVl plasiw] ai (Jball 13D 3
oaros o) 0153 130 Loyl alo plaiwly paiiwe slacl cad 13] U5 gog .olebw M 61a) @8>Lanll
39135 paiuall Gy yes alo 8 dallaally bl dlgall elgil WY ol (PIX (8 Jisiadll 28 TACACS AAA
s Lgllas] glad pi PIX JYS 0 Telnet Joc dul> ol ells iz, ¥ . paciaall Wi PIX U5 63,lo)l dlgall
a83Laall osle] a5 cilS 131 bo LS S basd Ll .aallanll/alol2)] dlgoll

+TACACS _ilxall 2ol (o 138 Gayyeill calo _sly

} user = tinmeout

default service = permit
"login = cleartext "timeout
} service = exec

timeout = 2

idletine = 1

{

{

:PIX _lc show uauth ol i, p8 (a8sLasll 2,

pi x- 5# show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

cuser 'timeout' at 10.31.1.5, authorized to
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

PIX _le se>e0ll clasl aumuai elay 61319 dads 610 Joasl ging 9 paskimall Lulzy ol sz,

Aut hen Session End: user 'tineout', Sid 19, elapsed 91 seconds :109012
alito o J) 9l awss Bagll cawanll ] acle )| xic ddslasll éslel pasiwall le ooy

s,®la)l HTTP

$le e Jolw da>Vo ,Sawd s PIX le elliSs PIX 2,5 gdlgo e dygllae adsbasll cals 1]
1880 ,9,0)l dolSy pasimall awl ¢35 Slo,eiuall &Y Ll oLVl jasy 9 Losiall



ais)g ccii¥l e azgill S e olsic) REC 1918 ulgic @lol 5,0l HTTP s cliSay i wicxd
LoV 138 plaiwl, PIX (0085 I (aSaid] 31> PIX J 2,89 pllo

[virtual http #.#.#.# [warn

Liliy (855>90 WARN daleall culS 13 .dsellan @85kaall 0S5 PIX oo 29,53 paimall J9lx, loric
i Y (gl 9 pings 98 laS .6a>e)l U cdell Jsha) 62> ddslaall asi .aes 63l dluy pasiuall
w9 @315y HTTP oVlasl gio JI 538, 13D .5,2Ua)l HTTP g0 olsi 0 JI timeout uth LoVl 60 sy

HTTP Outbound J s,8Uall _Jadazil puw )l
99920
(Dutside)
9997

PIX

‘ 171.68. 118115 (Mirtual IP 171.68.118.99)

el

Inside

TACACS+ Server 17168.118.143
171.68.118.101

PIX Configuration Virtual HTTP 2 ,>

i p address outside 9.9.9.1 255.255.255.0
ip address inside 171.68.118.115 255. 255. 255. 0
gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0
ti meout uauth 01:00: 00
+aaa- server TACACS+ protocol tacacs
+aaa- server AuthQutbound protocol tacacs
aaa- server Aut hQut bound (inside) host 171.68.118.101 cisco tinmeout 10
aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthQut bound
virtual http 171.68.118.99


http://www.ietf.org/rfc/rfc1918.txt?number=1918

auth-pronmpt THIS IS PIX 5

s, Telnet aoli

sy el pball JasVl oo Lud oSJ9 «6,30ally 63,l9)l 49,a)l &S,> gra> @8skan) PIX (655 o,Sanll (o
IS o JLasVl ey a p315 J9lxy boxic ."mail" Jio «YsS5io,ll oz ddskas Jeudl o udd &V Lla;
@8sLanll dlla)l e YeSg59,l PIX syslog old (PIX e obll 19,0 ol5,> gia> ddslas as losic PIX
i Bl gl

Auth start for user '???" from9.9.9.10/11094 : 109001
to 171. 68.118. 106/ 25
Aut hori zati on denied from 171. 68. 118. 106/ 49 to :109009
not authenticated) 9.9.9.10/11094

S0Vl plasiiw] 98 Jolxl ash ol (@dstaall GBI JSuiy ddelss camd 5,3V loasdl Jasys adl oY Lia
(sl Jsac/ o315 dg>9/ a0 cliswl, JSII @85kas) ayeaill/adslaall except

virtual ,o¥1 plasiwl, Wiy plall Say dplell e doasl o bo go5 @95kanl dii> d>l> JUd ols 13]
01| 49,0 8,3 (,Say «@drlanll 03D Az .5,®lall Telnet IP J| d9skaall jegha; LoVl 1id aouw, telnet
el o3 ) Jlasyl aplell e

A1 aanll J19.9.9.10 >3l agiaall oo 49 a8, TCP 3ais 49,0 45,5 (393 2 (Jliall 13D 9
5,5 Telnet zol ., slacl, liad 256 (@85kanll ALl 16> cum 01 49,0)l &5,> ol Loy .171.68.118.106
oD 171.68.118.20 9 9.9.9.20 (0 JS (lid .o ik0 culb JUdD 65y ol o 63,190l &,oUa)l Telnet J dwll,
aol,i8l ¢ puolic

Wl Telnet gob,J 5)loll . x| I



99910
[utside)
9991 (Virtual IP 9.9.9.30)

PIX

‘1?1.68.’1’18.115

et

Inside

Tac+ Server 17168 118 106
17168118 101

PIX Configuration Virtual Telnet Inbound

i p address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255. 255. 255. 0

static (inside,outside) 9.9.9.20 171.68.118. 20 net mask 255.255.255.255 0 0
static (inside,outside) 9.9.9.30 171.68.118. 106 net nask 255.255.255.255 0 0
conduit permt tcp host 9.9.9.20 eq tel net any

conduit permt tcp host 9.9.9.30 eq tacacs any

+aaa- server TACACS+ protocol tacacs

+aaa- server Authlnbound protocol tacacs

aaa- server Aut hl nbound (inside) host 171.68.118.101 cisco tineout 5

AAA aut hentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authl nbound
virtual telnet 9.9.9.20

+TACACS 005 paziwe poSi 4,0l Telnet ao ;>

} user = pinecone
default service = permt

"login = cleartext "pinecone
} service = exec

timeout = 10
idletine = 10
{

{
PIX clasi auuail s,0Un)l Telnet a0, 5,lgll




PIX e 9.9.9.20 ylsic e Telnet dlauwlg, VYol @850aa)1 9.9.9.10 8 paiwoll e oy

pi xfirewal | # 109001: Auth start for user '???" from9.9.9.10/11099
to 171.68.118.20/23
Aut hen Session Start: user 'pinecone', Sid 13 :109011
" Aut henti cation succeeded for user 'pinecone : 109005
from171.68.118.20/23 to 9.9.9.10/1470

laedl Lle edoll” a1 pasiwall ol show uauth oYl Lela, dxx Wl @8s5kaall a2y

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ute timeout: 0:10:00
inactivity tineout: 0:10:00

1171.68.118.106 _lc ;lexJl JI TCP/49 19,0 &S,> Jluw,l 9.9.9.10 _lc jlexl ayy L

pi xfirewal | # 109001: Auth start for user 'pinecone' from9.9.9.10/11104
to 171.68.118. 20/ 23
Aut hen Session Start: user 'pinecone', Sid 14 :109011
Aut henti cation succeeded for user 'pinecone' from 171.68.118.20/23 :109005
to 9.9.9.10/1470
Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr 9.9.9.30/49 :302001
(laddr 171.68.118.106/49 (pinecone
Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49 :302002
(laddr 171.68.118.106/49 duration 0:00: 10 bytes 179 (pi necone

S,®Unll Telnet 2L ) joLall

bl plasiw @b 49,0 45,5 3629 I dl> M8 (ol JSuiy lg; 2game 6,0kl 49,0l 45,5 o La,
Slao¥l JI Telnet ol 171.68.118.143 (8 151l pasimall (Jlall 138 _5 .Telnet zob ) s ol
19,0 &S,% plawdl iy « il 3,30 ol e Telnet aob Jlasl boliw] ps .a85Laally Virtual 9.9.9.30
19.9.9.10 _lc o>l JI 171.68.118.143 0 TCP



99910
[utside)

9997 VMinual IF 9.9930)

17165118115

—=

Inside

Tac+ Server 17168118 143
17168118 101

PIX Virtual Telnet ;053 joLall

i p address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

ti meout uauth 00: 05: 00

+aaa- server TACACS+ protocol tacacs

+aaa- server AuthQutbound protocol tacacs

aaa- server Aut hQut bound (inside) host 171.68.118.101 cisco tinmeout 10

AAA aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthCQutbound
virtual telnet 9.9.9.30

PIX Debug Virtual Telnet a0l e 1olall

Auth start for user '???" from 171.68.118. 143/ 1536 :109001
to 9.9.9.30/23

Aut hen Session Start: user 'tinmeout_143', Sid 25 :109011

Aut henti cati on succeeded for user 'tineout_143" from: 109005
to 9. 9.9.30/23 171.68.118. 143/ 1536

Built TCP connection 46 for faddr 9.9.9.10/80 gaddr :302001
(laddr 171.68 .118.143/1537 (tineout_143 9.9.9. 30/ 1537

/:timeout_143@L71. 68.118. 143 Accessed URL 9.9.9.10 :304001

Built TCP connection 47 for faddr 9.9.9.10/80 gaddr :302001
(laddr 171.68 .118.143/1538 (tineout_143 9.9.9.30/ 1538

Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr :302002
| addr 171.68. 118.143/1537 duration 0:00:03 9.9.9.30/1537



(bytes 625 (tineout_143
/:timeout_143@l71. 68.118. 143 Accessed URL 9.9.9.10 :304001
Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr :302002
| addr 171.68. 118.143/1538 duration 0:00:01 9.9.9.30/1538
(bytes 2281 (timeout_143
in use, 1 nbst used 0 : 302009

Ul Telnet 2ol 0 29,31

.a9>Lanll o 42, show uauth ,oVl o8 (s, ®Uall Telnet IP _J] Telnet pasviuwall pg8s losic

oS Lo 089 JLD 198, oic) Jasll dul> elgil az; 49,00l (o Ll 9,0 4,5 gio pasiuall 31,1 13]
awl> Las oY aiy 5,31 6,0 IP 5, @lall Telnet gl JI Telnet Jlu,| Ll pasiwell glizxuud (62>l

Jasll
L I -; L.

6,5Lall 318Loll grax) dyglias Jl5 Y @skaall cols (Jball 13D 5 .38kall oo $las le Saess Ll hiSay
TCP 23-49 38lia) o3l baad o3l 015 SJg

PIX 055

AAA authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
AAA authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0
AuthOutbound 0.0.0.0 0.0.0.0

o® Telnet 23 iaio oY Laygailly adstanll cia> 9.9.9.10 JI 171.68.118.143 0 Telnet usis o boaic
49-23 §lail 9

PIX wdla, ¥ S5 «@8sbaall clle cumi Jlj b 9.9.9.10 LI 171.68.118.143 0 HTTP duwl> cl,>| xic
49-23 $laill 8 cuud 80 oY HTTP Jug5s +TACACS pol5

TACACS+ FreeWARE 0555 1955

} user = tel netrange
"login = cleartext "tel netrange
} cmd = tcp/23-49
permt 9.9.9.10
{
{

+TACACS o515 _J] "cnd-arg=9. 9. 9. 10"9 "cnui=t cp/ 23- 49 Juw PIX ol 12>

PIX _le clasVl acuas

Auth start for user '???" from 171.68.118. 143/ 1051 :109001
to 9.9.9.10/23

Aut hen Session Start: user 'telnetrange', Sid 0 :109011

" Aut henti cation succeeded for user 'tel netrange :109005
from 171.68.118. 143/ 1051 to 9. 9.9.10/23

Aut hen Session Start: user 'telnetrange', Sid 0 :109011



"Aut horization permtted for user 'tel netrange :109007
from 171. 68.118. 143/1051 to 9.9 .9.10/23
Built TCP connection O for faddr 9.9.9.10/23 :302001
(gaddr 9.9.9.5/1051 | addr 171.68.1 18.143/ 1051 (tel netrange
Auth start for user '???" from 171.68.118. 143/ 1105 : 109001
to 9.9.9.10/80
Auth start for user '???" from 171.68.118.143/1110 : 109001
to 9.9.9.10/80
Aut hen Session Start: user 'telnetrange', Sid 1 :109011
" Aut henti cation succeeded for user 'telnetrange : 109005
from 171. 68.118. 143/1110 to 9. 9.9.10/80
Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110 : 302001
(laddr 171.68.1 18.143/1110 (tel netrange
Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 :302001
(laddr 171.68.1 18.143/1111 (tel netrange
Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110 : 302002
(laddr 171.68.11 8.143/1110 duration 0:00: 08 bytes 338 (tel netrange
/:tinmeout _143@71.68.118. 143 Accessed URL 9.9.9.10 :304001
Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 : 302002
(laddr 171.68.11 8.143/1111 duration 0:00: 01 bytes 2329 (tel netrange

Telnet 9 FTP 9 HTTP ,ué 50 (5,31 19,00l aS,5J AAA duwlw

19,0l 85,3 OV el oMo @lad Say 90l 455> duulxe dadsy PIX 2ol oo 0.5 lxoYl s,
.85Lanll JWiS| 3,30, Telnet g FTP g HTTP WM,

192.1.1.1

192.1.1.254 (Outside)

PIX

10.37.1.200 {(Inside)

103115

2ia) 5 @)l Telnet zob waiol (10.31.1.5) L3Il azgall I (192.1.1.1) (2,1l azgall oo cilo gl
TFTP alas) axis

virtual telnet 192.1.1.30

static (inside,outside) 192.1.1.30 10.31.1.5 netmask 255.255.255.255 0 0
conduit permit udp any any

AAA authentication udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound



AAA authorization udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
AAA accounting udp/0 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

e $slayy LioL,dYl P 192.1.1.30 J1 192.1.1.1 (3 _>, 15l a>gall (o Telnet ol Jas, «lls iz
2,1 o0 copy thtp flash ddac e, po (Jball 13 U PIX jlizl UDP J aouwy sl s,dlall olsisll
31l

Teardown UDP connection for faddr 192.1.1.1/7680 :302006
gaddr 192.1.1.30/69 | addr 10.31.1.5/69

duwlxo J2w ad pi (03D 10S dcuws W wle oW Jd wsls) PIX e tftp flash dsuw JS' Jilso
:(Cisco Secure Windows _le TACACS Jzuw _le Jlo L lud .a85Lanll o35 JI dllw,lg

, Dat e, Ti ne, User nane, Gr oup- Nane, Cal | er-1d, Acct - Fl ags, el apsed_ti ne
, service, bytes_in, bytes_out, paks_i n, paks_out
task_i d, addr, NAS- Port name, NAS- | P- Addr ess, cnd

vha a0, Pixuser, Default Group, 192.1.1.1, start, 04/ 28/ 2000, 03: 08: 26
0x3c, , PI X, 10. 31. 1. 200, udp/ 69

dlo old ol

PIX ,ol9l 22 50 -
PIX aiio po£> dx0 -
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