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} user = ddunl ap
"password = clear "rtp
default service = permt

{

} user = can_only_do_tel net

"password = clear "telnetonly
} service = shel

} cmd = tel net

*, permt

{
{
{

} user = can_only _do_ftp
"password = clear "ftponly
} service = shel

} cmd = ftp
*, permt

{

{

{

} user = httponly
"password = clear "httponly
} service = shel

} cnmd = http
*, permt

{

{

{

Cisco 0 0¥ UNIX RADIUS 0515 1,055
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} user=adm nuser

} radius=Ci sco

} =check_itens
"all"=2

{

} =reply_attributes
6=6

{

{
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Liingston RADIUS o515 ,:,955

2Mazll dals | 2lically PIX IP olgic ddlol, ad

"adm nuser Password="all
User - Servi ce- Type = Shel | - User

RADIUS 055 ;055 §léiw|

Mzl dals | 2lically PIX IP olgic ddlol, ad

"adm nuser Password="all
Servi ce- Type = Shel | - User

TACACS+ FreeWARE o513 1,955

"key = "cisco

} user = adm nuser
"login = cleartext "all
default service = permt

{

} user = can_only_do_tel net
"login = cleartext "telnetonly
} cnd = tel net

*, permt

{

{

} user = httponly
"login = cleartext "httponly

} cmd = http
*, permt

{

{

} user = can_only_do_ftp
"login = cleartext "ftponly

} emd = ftp
*, permt
{
{
Jl ol

&> uyes e iz 31L(AAA) duwlxolly Lasgaills d8skasll @8lol Jd Jass PIX olysSs ol oo 25T -
A3 agy Wiy pbal o S o8 (Laysailly ddslaall elis] S8 59,0l

Jozo ol e Sl a8 6229 slas] aumas jol pladiw] pac wo:PIX JI o3l Jowus (uSos -
9l show logging ol9l 0 21,3V Jlw,l Sy .logging buffered debuing ol plasiuw] ¢Sy uS JSuis
.aax99 syslog 0> _J| logging
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Outside:

11.11.11.15
(11111115
Imside: | 10.31.1.150
110.31.1.1 2
17168118 1 103115

‘ 17165 118101

Tacacs Server

171653118115

Fadius Server

PIX (2855

pi X- 5# write terminal
... Building configuration
Saved :

(PI'X Version 4.4(1

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0
nanei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host name pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720




fixup protocol rsh 514

fixup protocol sqglnet 1521

nanes

pager lines 24

no | ogging tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

l ogging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nu pix/intf2 1500

ntu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0

ip address pix/intf2 127.0.0.1 255. 255, 255. 255
ip address pix/intf3 127.0.0.1 255. 255. 255. 255
no failover

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

failover ip address pix/intf3 0.0.0.0

arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netnask
255. 255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115
net mask 255. 255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101
net mask 255. 255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask
255.255.255.255 0 0

conduit pernit icnp any any

conduit permt tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

timeout rpc 0:10:00 h323 0: 05: 00

ti meout uauth 0:00: 00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa-server RADI US protocol radius

For any given 1list, multiple AAA servers can !--- —-—- !
be configured. They will be !--- tried sequentially if
any one of them is down. ! aaa-server Qutgoing protoco
tacacs+ aaa-server Qutgoing (inside) host 171.68.118.101
cisco tinmeout 10 aaa-server |ncom ng protocol radius
aaa-server |ncomng (inside) host 171.68.118. 115 cisco
ti meout 10 aaa authentication ftp outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http
outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 CQutgoi ng aaa




aut hentication tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Qutgoing aaa authentication ftp inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication http
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa
authentication telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Incomi ng no snnp-server |ocation no snnp-server
contact snnp-server conmunity public no snnp-server
enable traps telnet tinmeout 5 ternminal wdth 80

Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX 0 d85Lanll ellas| auuas dliol

103 ellbasVl aonas dliol 8
J)LD
JVS o aibslas pii9 11.11.11.15 2,5 I j9,a)l &, eay 10.31.1.5 (8 L1l pasiwal] ooy

TACACS 0515 pouaii (il "oyslall" ool dasld pakiaws 6 )5ball 59 5all &S ,>) +TACACS
.(171.68.118.101

b
oo ai9las piig (11.11.22) 10.31.1.5 J3b Jl j9,all a5,> cap 11.11.11.15 (9 >, ] paiwuol| pgss

RADIUS o315 ¢poiais Ll "63,lg)l" o311 dnsld 63,lg)l 49,0l &> paskiuws) RADIUS JM=
(171.68.118.115

+TACACS - 6> ddslas - PIX ellas| auuas

16252 @83Laoy PIX ellasl auas JWI Jliadl zios,

Auth start for user '???" from 10.31.1.5/11004 to 11.11.11.15/23 :109001
Aut hen Session Start: user 'ddunlap', sid 3 :109011
" Aut henti cati on succeeded for user 'ddunlap : 109005
from10.31.1.5/11004 to 11.11.11.15/23
Aut hen Session End: user 'ddunlap', sid 3, elapsed 1 seconds :109012
Built outbound TCP connection 4 for faddr 11.11.11.15/23 gaddr :302001
| addr 10.31.1.5/11004 11.11.11.22/11004

+TACACS - (19,0l dolS ol pasiwall pwl) dumuo ué @8s5las - PIX clasi ausuas

agy)l Jasiwoll S (5900l dolS 91 pastiuall pawl) o e ddslaa, PIX ellsl auas JUI Jliadl zios,
@59l i Ll o¥9lall sas) sVl sl ilas" :aWl )l Lo i .dceans dslS/username

Auth start for user '???" from 10.31.1.5/11005 to 11.11.11.15/23 :109001
Aut hentication failed for user '' from10.31.1.5/11005 to 11.11.11.15/23 :109006

+TACACS - &, lxiw] 95 5J9 JlaVl LS| éslSo] - PIX ellasi R

80 pasiiuall punl pasiuall 5 PIX I &aziy ¥ gacl) S8 0313 PIX elas] ausas I Jliall piss,
(Telnet _le 0id) 49,0 aals 1a] PIX wlla, Yo (62519

"Error: Max nunber of tries exceeded



Auth start for user '???" from 10.31.1.5/11006 to 11.11.11.15/23 :109001

Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed :109002

(server 171.68.118.101 fail ed)

Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed :109002

(server 171.68.118.101 fail ed)

URL Server 171.68.118.101 not responding, trying 171.68.118. 101 : 304006

Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed :109002

(server 171.68.118.101 fail ed)

Aut hentication failed for user '' from 10.31.1.5/11006 to 11.11.11.15/23 :109006

+TACACS - ool Jlasl HLis] Sy Y - PIX ellas] aucuas

PIX oo, ¥ .6,0 username JI Josiwall s dzll JiB e @313 PIX elbash aumas Jl Jtall 2ios,
sas) a8Vl szl :laxl"y "+TACACS pls I algal” :aJWl alluJl Lo, .(Telnet e 13D) 49,0 dalS
(515 bols Jball 13D (3 39200l (ueSill LuSes) "@59Ls w5 Ll oY9lxall

Auth start for user '???" from 10.31.1.5/11007 to 11.11.11.15/23 :109001
Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed :109002
(server 171.68.118.199 fail ed)
Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed :109002
(server 171.68.118.199 fail ed)
URL Server 171.68.118.199 not responding, trying 171.68.118.199 : 304006
Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed :109002
(server 171.68.118.199 fail ed)
Aut hentication failed for user '' from 10.31.1.5/11007 to 11.11.11.15/23 :109006

RADIUS - 6a> @5Las - PIX cllas| acuas

182> @skasy PIX ellbas] gusuas JUI Jliall zios,

Auth start for user '???" from 11.11.11.15/11003 to 10.31.1.5/23 :109001
Aut hen Session Start: user 'adminuser', sid 4 :109011
"Aut henti cation succeeded for user 'adm nuser :109005
from10.31.1.5/23 to 11.11.11.15/11003
Aut hen Session End: user 'adminuser', sid 4, elapsed 1 seconds :109012
Built inbound TCP connection 5 for faddr :302001
gaddr 11.11.11.22/23 laddr 10.31.1.5/23 11.11.11.15/11003

RADIUS - (,9,30)l &S ol pasiwall puwl) o ué dbskas - PIX clas| aonas

Ll pasiall s (9,0l dals 91 paiwall pul) dxo e @dslany PIX elas] aoas JWl Jtall iog,

Pz @5 .o gl "o s 590 dals" Wl i o2 s lagio i OIS 1] 59,00l dalSy paiuall auwd
alSisall 0ig) CSCAMA6934# Uzl (8,20 cues o5 . packiaoll Jlasl glad

"Error: Max nunber of tries exceeded
Auth start for user '???" from11.11.11.15/11007 to 10.31.1.5/23 :109001
Aut hentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11007 :109006

PIX - RADIUS o b o o JawY oluidl - PIX elas] auuas

Jaiy o) . Jlass 38 _asdl gl oSJI9 (pluatl LB o315 plasiwl, PIX elbasi aumas JWI Jball zios,
"RADIUS p>l5 8" il Jilus I yghas 5950 dalS, Leguio pastiumall punl pasimall 5 -PIX o pol3]
"eVglxall 3as) sVl axl ol las"y

Auth start for user '???" from11.11.11.15/11008 to 10.31.1.5/23 :109001



Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed :109002

(server 171.68.118.115 fail ed)

Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed :109002

(server 171.68.118.115 fail ed)

URL Server 171.68.118.115 not responding, trying 171.68.118. 115 : 304006

Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed :109002

(server 171.68.118.115 fail ed)

Aut hentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11008 : 109006

RADIUS - g,lniall & Jsaell/pbiall of ool Jbasl jkis] oSy Y - PIX ellas] auuas

S Jroslllplisall (S Gl pac a2 > 9l gaxll 1B ue 0313 PIX clasl ausas JWI Jliadl zios,
sa2) a8Vl axdl :llazll"g "RADIUS o313 | dlgall" :aJWl Jilu )l gl .aolSg username Josiwoll

(b dumo Lo,EY (uoSill L3 pall) "B 9l po il o Y9laall

Auth start for user '???" from11l.11.11.15/11009 to 10.31.1.5/23 :109001
Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed :109002

(server 171.68.118.199 fail ed)

Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed :109002

(server 171.68.118.199 fail ed)

URL Server 171.68.118.199 not responding, trying 171.68.118.199 : 304006
Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed :109002

(server 171.68.118.199 fail ed)

"' from10.31.1.5/23 to 11.11.11.15/11009 : 109006

Jaoull aslio]

iglly sraall §llas pusd Josill | glinia 18 @dslas 09> plo st Jissdl ol Loy

Aut hentication failed for user

aaa authorization ftp outbound 0.0.0.0 0.0.0.0
aaa authorization http outbound 0.0.0.0 0.0.0.0
aaa authorization telnet outbound 0.0.0.0 0.0.0.0

a9 RADIUS plasiwl, lgdskas a 63,l6)l 59 all dS,> &Y "s,loll" J Juoss adlol peis ¥ Ll lasy
2Jlo e RADIUS

PIX 0 Jasgsill @8skasll clas auuas dliol

+TACAGCS - a>b , ;0,949 622> @8skany PIX cllosi aouas

rasll Jaeailly 533l @skanll plasiwl PIX clasi ayuar (I Jlisll aios,

Auth start for user '???" from 10.31.1.5/11002 to 11.11.11.15/23 :109001
Aut hen Session Start: user 'can_only_do_telnet', sid 7 :109011

" Aut hentication succeeded for user 'can_only_do_tel net : 109005

from 10.31.1.5/11002 to 11.11.11.15/23

Aut hen Session Start: user 'can_only_do_telnet', sid 7 :109011
"Aut hori zation permitted for user 'can_only_do_telnet :109007

from 10.31.1.5/11002 to 11.11.11.15/23

, Aut hen Session End: user 'can_only_do_telnet', sid 7 :109012

el apsed 1 seconds



Bui |t outbound TCP connection 6 for faddr 11.11.11.15/23 :302001
(gaddr 11.11.11.22/11002 | addr 10.31.1.5/11002 (can_only_do_tel net

+TACACS - Lid 05 82> @8skas - PIX elasi auuas

Lausiill _d Jid aisly (61> @9s5kaay PIX clasi apuar (I Jlisll aios,

" Lozl Jad, pi las" dlw,Jl Loyl paciwoll s L®

Auth start for user '???" from 10.31.1.5/11000 to 11.11.11.15/23 :109001
Aut hen Session Start: user 'can_only_do ftp', sid 5 :109011
" Aut henti cati on succeeded for user 'can_only_do ftp : 109005
from10.31.1.5/11000 to 11.11.11.15/23
Aut hori zation denied for user 'can_only_do ftp' from:109008
to 11.11.11.15/23 10.31.1.5/11000
Aut hen Session End: user 'can_only do_ftp', sid 5, elapsed 33 seconds :109012

duwlo @l

+TACACS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

89 (5 U3 gog . SlaYl 48 91 Skl 48 dwlxall o ol elow daplall uiis clas Yl s 9auw
MLV o Jzuw Juwmw "o9ll” <89 (89 eadl” duwlxe Jzuw Jlu,| i "elisyl"

9 639=9a)l &Ml (98G5 299 (CiscoSecure UNIX (0 01®) L laS +TACACS duwlxo oMz 9
(> oo Y doley 65a=0 CiscoSecure NT

Thu Jun 3 10:41:50 1999 10. 31.1. 150 can_only_do_tel net
PI X 10.31.1.5 start task_id=0x7 foreign_ip=11.11.11.15
| ocal _i p=10.31.1.5 cnd=tel net
Thu Jun 3 10:41:55 1999 10.31.1.150 can_only_do_telnet PIX 10.31.1.5
stop task_id=0x7 foreign_ip=11.11.11.15
| ocal _i p=10.31.1.5 cnd=tel net el apsed_ti me=4 bytes_in=74 bytes_out =27

RADIUS

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incoming

Il aiy «ll3 209 . BlayYl 148 9f Juseiiwill 48 dpwwlxall duloac colS clow dy o)l Gudsy clasVl amuas 9w
" OL|" o Uz Jbu,l i "095,al" xic "elisYl" <89 8 "eadl” duwlxo Jmw

9 639=90)l &Ml (9SG 299 (CiscoSecure UNIX (0 01®) ;L oS RADIUS duwlxo oMz 9
(> o Y dlola, 65020 CiscoSecure NT

10. 31. 1. 150admi nuser -- start server=rtp-evergreen.rtp.ci sco.com
time=14:53: 11 dat e=06/3/ 1999 task_i d=0x00000008
Thu Jun 3 15:53:11 1999
Acct - St at us- Type = Start



Cient-1d = 10.31.1. 150
Logi n-Host = 10.31.1.5
Logi n- TCP- Port = 23
"Acct - Session-1d = "0x00000008
"User-Nanme = "adni nuser
admi nuser -- stop server=rtp-evergreen.rtp.cisco.com 10.31.1. 150
tinme=14:54: 24 date=06/ 3/1999 task_i d=0x00000008
Thu Jun 3 15:54:24 1999
Acct - St at us- Type = St op
Cient-1d = 10.31.1. 150
Logi n-Host = 10.31.1.5
Logi n- TCP- Port = 23
"Acct - Session-1d = "0x00000008
"User-Nanme = "adni nuser
Acct - Session-Time = 73
Acct -l nput-Cctets 27
Acct - Qut put-Cctets 73

EXCEPT placiaw] ol

Jio e i pLd)l LiSay canwall ol « Jyosill c@dslaall Ll glizs ¥ ag>oll 9l/9 saaall ol L,8 I3] liSuis 8
Wl

aaa authentication except outbound 10.31.1.60 255.255.255.255
Outgoing 255.255.255.255 11.11.11.15
aaa authorization except outbound 10.31.1.60 255.255.255.255
Outgoing 255.255.255.255 11.11.11.15

2gos) Jizus pi il cueasimall (0,69 Jaoll olulx) _.adVl axl

el moaiuuall Lo, 91 " Jos)l duidx) w28Vl axI" Gl le RADIUS 9 +TACACS pilgs Las, (Sgix
093> Sz o3 el Cweasiuall Lazd 9l Jasdl olulx) a8V axl b alSol dnisi " agles> Jiuws o
o315 Loiay "Byl s o) SJ9 08lin] a3 dmule "en" Juw JUD oSy boaic dmulxall oMo e

(PIX M3 00 Jog dawl> apn) ol i) Je3dl Jumas 08 Jlsy ¥ Lasuill ol RADIUS gl +TACACS

wanty HTTP J 2> JSiiw 13® Jos ¥ .oVlasVl dsub cuws FTP 9 Telnet oVlasy as JSuiy 13D Jas,
lowss D pudlaall Sy walie dSuib (eSs plaiuw] ai (JWI Jliall LS .JlasVl dsylo

:agy ol e a9skanll PIX WS o Juogill paziuwall pgéy

pi x) 109001: Auth start for user '???" from 171.68.118. 100/ 1200)
to 9.9.9.25 /23
pi x) 109011: Authen Session Start: user 'cse', sid 3)
pi x) 109005: Authentication succeeded for user 'cse' from
to 9.9.9.25/23 00 171.68.118.100/12
pi x) 302001: Built TCP connection 5 for faddr 9.9.9.25/23)
(gaddr 9.9.9.10/12 00 | addr 171.68.118.100/1200 (cse
server start account) Sun Nov 8 16:31:10 1998 rtp-pinecone.rtp.ci sco.com cse)
PI X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net

Ol 3 glapw (cdg)l oo dall 03D () "Wlayl" Jmw usd o519 "eadl" Jzuw aBLi 38 w31 OV |l
JiguaS o layy) @8skas Ll 3T Jlasl el paskiuall J9b> 13 .Je3 2l Jzuw 28 "Telnet zob " oo



sl peyy w1 Gl Lolyidl) pasiuall lig) el e ™" e Ja)l olulx) bVl axdl Guss i 13ly (31
Jlas¥l o331 s b (Jasl @bl a8Vl

(JLD 58> 10 _uinis) 2,55 o6 «Dagll cawanll _le FTP of Telnet goli s 3 leloc pxsimall Juoles

pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr)
(laddr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse 1 9.9.9.10/128

server stop account) Sun Nov 8 16:41:17 1998 rtp-pi necone.rtp.cisco.com cse)

Pl X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25 | ocal _i p=171. 68. 118. 100
cnd=t el net el apsed_time=5 bytes_i n=98 bytes_out =36

6,8 W5 5,31 640 Lul9 62319 6,0 a8sLaall) LisT ol (6,0 JS d8slanll) 0 (. adskanll cslS clguw
| Jsogll pis @990 S duwlo Jrw Jads pi (495020l

HTTP _le Jlio _L Loy .JoSes9,l dsyla) Llas waliso JSuiy HTTP Jas, 5 gog

PIX JMS o0 9.9.9.25 J1 171.68.118.100 0 pasiausall Lo i

pi x) 109001: Auth start for user '???" from 171.68.118.100/1281)
to 9.9.9.25 /80
pi x) 109011: Authen Session Start: user 'cse', sid 5)
pi x) 109005: Authentication succeeded for user 'cse' from
to 9.9.9.25/80 81 171.68.118.100/12
pi x) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr)
(laddr 171.68.118.100/1281 (cse 81 9.9.9.10/12
server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.ci sco.com cse)
PI X 171.68.118. 100 start task_i d=0x9 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnmd=http
pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr)
(laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse 1 9.9.9.10/128
server stop account) Sun Nov 8 16:35.35 1998 rtp-pi necone.rtp.cisco .com
cse PIX 171.68.118. 100 stop task_i d=0x9 foreign_ip =9.9.9.25
| ocal _i p=171.68.118. 100 cnd=http el apsed_ti me=0 bytes_ i n=1907 bytes_out =223

Lol o5 Ll gl axio paciuwall sy

sl) 8a>19 agl Jyjidl 138 §siwl .16:35:35 (9 jguinioll dgill Jzuwg 16:35:34 8 jguiiall dyladl Jzuw
&0 JI Jos Il Jzuy paianall J1y ¥ & (Soill Jxawg dladl Jxuw on 62219 sl o J81 Iid OIS wil
2,6 5l Jasll Slulx) a8Vl axll Jaszaw JB Y Seng axio Day boaie bgiso JlasVl J1 Y9 wud

HTTP _5$ ("Teardown"y "Build" i cdgll) JLasVl 89 oY Y SUd agless Jumus i ¢udll poaiaoll
oY MOl Jmaw 09 "en" Jmuw JUD oSy o .Lesall il e "Gl "eadl" Jouw o> uad

clgw dloleo JSI o3l I Waurso "BLadI"s "l Jouw JiD o s daxlll puss (3 &acs oMol

25 il poaismall Lo,e9 ol olulx) LadVl axdl Jasy o s go9 ST e sl 91 0 J lginss o
HTTP oVlas] depb s pgdo™> Jisus

aws; PIX e -uSaillg d95Laall

25t (JWI Jlall 3 .PIX JM5 o (HTTP. FTP 9) Telnet 19,0 &S,> slas Jo> dé;lull aidliall cols
e @85kas 95 Jas; PIX I Telnet ol oo

telnet 10.31.1.5 255.255.255.255
passwd ww



PIX _JI Telnet o ok, cuill ororsiuall @slaal 4oVl @lol, pois el 2z

aaa authentication telnet console Outgoing

dalS9 paiao pul PIX iy LS .("Telnet ("Ww gl 19,0 &S, PIX | Telnet ¢uoasimall dllias xic
RADIUS 9,0 dalS9 pasiumo auwl 91 (olall" o315 aasld plaziwy ) alll 0id 8 +TACACS 9,0

aaa authentication enable console Outgoing

3| TACACS p.)L> qu L@JLw_)l pu_)g_).o 40153 p.).kuuo IA.uJLJ p.\kmxo.” qJJUao p.vv} ‘_)403” [A® pl.xzuul.;

loy .TACACS o315 JI Ll oy "6 pLkall” o33l daild plasiw] piy il cu> Al 0id 9 .RADIUS
D o euSaill pasiamall Sad Jo3 Al Jmusd @85kl doj> lgwis (D uSeil) @8skaall doj> ol

PIX | Js3 a1 Jeras pasisall oSay il (oL 9500l dolSpasiall pusl usis RADIUS sl TACACS
.alSliuall 0ig CSCAmM47044# Uzl O ,20 s o5 .RADIUS 9I TACACS plaziwl,

290 aalS9 paziwall pawY "PIX" JBsL PIX uSai 09 JI Jeogll pasivual) Soy (o3 Jlass dl> 9
PIX 265 9 "enable password any" S o) 131 .("PIX ("enable password any o aslell ¢ uSaill
enable ,9,0 dolS ues dl> 9 .Enter glice e lagallg pasiwall pawd "PIX" JBo| paiwall e woud
oo 653ley 9,0l dalS slo il Lo,9 3929 pjb 499,20 uE U9

dgluluill pS2l 83>9 _le d@8sLanll

dglalunsil] aSxl 359 _J| Jsosll @9s5kaall oo saxill AAA dbubudl]l pSxl 81>9 @85Las LoVl Ll

w5 13]) syslog Jilw) @lad piw (@Sl 63>9 (0 UJSS..JI_,plgl Jusiiy paiiuuall pgs) boaic PIX o doll
:JsL syslog JI o0 Jlio obol .(syslog wawas I elasV auas Sgiuws le syslog Jlu,Y PIX 65

Jun 5 07:24:09 [10.31.1.150.2.2] 9% X-5-111008: User 'cse' executed
.the 'hostname' conmand

cpoaiiuall ddlao Al uss

LoV Lo oS 13

auth-prompt THIS IS PIX 5

[THIS_IS PI X 5 [at which point one would enter the usernane
[ Password: [at which point one would enter the password

19930 029 el adlas " 9,0l dols" 9 ":username” (aslgll dg=oll &1 ,0 JI Jgogll die (b3 a9
PIX ¢ gy PIX o 900 cpill Guoriowall e 1aad dllasll 032 54

PIX I Josll dcglnin dulxe oMo 3265 Y tdlasVo



LoloVl L) eols 13

"auth-prompt accept "You're allowed through the pix
"auth-prompt reject "You blew it

PIX M5 o 22 Wl Jilall Jo3 21 Jimaws xie UL Lo eoasimall S

THS IS PIX5
User nane: asj dkl
: Password
"You blewit"
"TH S IS PI X 5"
User name: cse
: Password
"You're all owed through the pix"

pxSdus JSJ dsllaally dlolJl jUauVI ol ;59

8IS oI5 5] pasiae JS ulwl Lle +TACACS pols o déllaally lalsdl UVl b Jlu] oSon
3o JS) ko 83631 Il 2lins S 131 (,SJ9 1B sbiss i W6 "algall” s hiSiis 9 cpso ol
.le ocl 49

sl @85kas 3,xe ail iz, 1309 .3:00:00 goill 0 timeout oYl pasiuws PIX _le by Lol Jhall L
s L) b5y JWI el cilay pastius slacl lad 13] SJg o leb 3 620) @8slanll 63le] ade sy o)
U9 dlgall 595 pazimall cay,ei calo 9 déllaally alolxl dlgall G18 PIX 5 Jiisdl 30 TACACS AAA
ilgall olgil a2, lgllas] glad ai PIX M5 o Telnet Jac dwl> ol ells i, ¥ . pasiuall i PIX

Y ol @skasll 63lc] a5 olS 15 lagd aSxs basd Ll .aallanll/alol)|

} user = tineout

default service = permt
"login = cleartext "tinmeout
} service = exec

timeout = 2

idletine =1

{

{

:PIX _lc show uauth ,ol ,laol, 08 (a83Laall a2,

pi Xx- 5# show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'tinmeout' at 10.31.1.5, authorized to
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

PIX e 59290l elasVl quzuai gl 62219 dayd> 610) Joasl giog (8 pasimel| Sulxy ol A



Aut hen Session End: user 'tineout', sid 19, elapsed 91 seconds :109012

sl anas 9l awss Bagll aaall | g9 1 aie @slanll ésle] pasiwall e ueiaw

s HTTP

$le e Jolw da>Vo ,Sawd s PIX _le cllisy [PIX 2,5 gdlgo e dygllns adslasll cols 13|
1880 ,9,0)l dolSy pasimall awl ¢ lio,eiuuall oY Ll oLVl jasy 9 osimall

aistg oYl Lle azgill LB jue ulgic ¢99) RFC 1918 ylgic adloly s, oUW HTTP iwass <liSay id izl
LS oY plaziawly PIX (0085 JI (@311 PIX dSui) 2,99 2Jlo

[virtual http #.#.#.# [warn

Likiy 855>90 WARN daleall cilS 13 .dsellan @85kaall ¢S5 PIX oo 29,3 paimall J9lx, loric
i Y (gl 9 pinge o8 laS .6a>e)l L cdell Jsha) 62> d8slaall ass .aes 63le] dlu, pastiuall
sl o)l 3y HTTP oYlasl giay 139 «s5,2Ua)l HTTP o olsi 0 I timeout uth LoVl 6o sy

:s@Wll HTTP Outbound JLo

99920
(Dutside)

9.9.9.7

PIX

‘ 17168118 115 (Mirtual IP 171.68.118.99)

el

Inside

TACACS+ Server 17168.118.143
171.68.118.101

:PIX Configuration Virtual HTTP Outbound

i p address outside 9.9.9.1 255.255.255.0


http://www.cse.ohio-state.edu/cgi-bin/rfc/rfc1918.html

ip address inside 171.68.118. 115 255. 255. 255. 0
gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0
ti meout uauth 01:00: 00
+aaa- server TACACS+ protocol tacacs
+aaa- server Qutgoi ng protocol tacacs
aaa- server Qutgoing (inside) host 171.68.118.101 cisco tinmeout 10
aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
virtual http 171.68.118.99
auth-pronmpt THIS IS PIX 5

s,@WJ| Telnet 2ol

asy @skas Say Y aY Ll 6> 6,59 cad 655Lallg 63,lg)l H9,0l 4S,> gua> @8sLaol PIX (1955
&> d9sbao pii boaic PIX M5 0 JLaiVl Jwoe9 2y 035 J9lxy boaic .algguw "mail” Jio (Y9599
:Jio Sl Hlebl a9skaall dbla)l jue o YgSg59,u) PIX syslog pgsuw PIX jue wllyl 49,0 olS,>

Auth start for user '???" from9.9.9.10/11094 to 171.68.118.106/25 :109001
Aut hori zati on denied from 171. 68.118. 106/49 to 9.9.9.10/11094 : 109009
not aut henti cat ed)

S0Vl plasiaw] 68 Joll asl o8 (@8slanll GBI JSuis ddelss cund 3V cloasdl (a9 sl oY L
(2l Jroe/ o35 dg2 9/ na0 clisiwl, JSI d95Lan) Laygaill/adslasll except

virtual ol plasiwl, Wiy plddl Say dnlell e doadl o o go5 @slan) > axl> JUd cols 15] Sy
aoazl 19,0 &S, Sy (@dslaall 04 iz, .5 ,@Uall Telnet IP _J] adslaall jogla; 4oVl 13D zouw .telnet
S @I P o los el sl ol | sVl dslell e

apaall J19.9.9.10 >, Gapinnall o 392l 49 p8; TCP 3din 49,0 45,3 glawll 25 Wi
Telnet aob slacl liad 248 (a8s>laoll s la> cuwd 03® 49,0l &S ,> ol cu> .171.68.118.106 _ Il
Sl

5,2l Telnet aoliy 3,lo)l



99910
[utside)
9991 (Virtual IP 9.9.9.30)

PIX

‘1?1.68.’1’18.115

et

Inside

Tac+ Server 17168 118 106
17168118 101

:PIX Configuration Virtual Telnet Inbound

i p address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255. 255. 255. 0

static (inside,outside) 9.9.9.30 171.68.118. 106 net nask 255.255.255.255 0 0
conduit permt tcp host 9.9.9.30 host 9.9.9.10

+aaa- server TACACS+ protocol tacacs

+aaa- server Incom ng protocol tacacs

aaa-server |Incomng (inside) host 171.68.118.101 cisco tineout 5

aaa aut hentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng
virtual telnet 9.9.9.30

Telnet J ,®Uall 5,lg)l +TACACS p315 pasiiun (053

} user = pinecone
default service = permt

"login = cleartext "pinecone
} service = exec

timeout = 10
idletinme = 10
{

{
:PIX elasi aunail 5,8l Telnet aolizd 5)lg)l

PIX e 9.9.9.30 ulsic JI @Suidly JuasVl b o Yol @skaall; 9.9.9.10 L9 pasiwall poiy ol v



pi xfirewal | # 109001: Auth start for user '???" from9.9.9.10/11099
to 171.68.118. 106/ 23

Aut hen Session Start: user 'pinecone', sid 13 :109011

Aut henti cation succeeded for user 'pinecone' from: 109005

to 9.9.9.10/11099 171.68.118. 106/ 23

sl e edgll" a0 pasimall ol Show uauth oYl gl (x>l @85kaall s,

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ute tineout: 0:10:00
inactivity tineout: 0:10:00

1171.68.118.106 _lc ;lexJl _JI TCP/49 49,0 S,> Jlu,] 9.9.9.10 U6 jlezl 2y loxicy

"pixfirewal | # 109001: Auth start for user 'pinecone

from9.9.9.10/11104 to 171.68.118. 106/ 49

Aut hen Session Start: user 'pinecone', sid 14 :109011

Aut hori zation permtted for user 'pinecone’ from9.9.9.10/11104 :109007

to 171.68.118. 106/ 49

Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr :302001

(laddr 171.68.118.106/49 (pinecone 9.9.9.30/49

Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49 :302002
(laddr 171.68.118.106/49 duration 0:00: 10 bytes 179 (pi necone

sl Telnet gold oLl

bl plasiwY dwli 49,0 aS,> 3929 I axl> W (ol i8] JSuiy lgy 2oomus 8)5Lall 49,0)l a8 > o Loy
2ol plaxiwl 171.68.118.143 9 31l paiowal] pgiw « JUWI Jladl 9 .Telnet ol s, ol
298l e Telnet zobi Jlail blaw] pi .a95Lasllg Virtual 9.9.9.30 ,laol JI Telnet

19.9.9.10 _le w33l _JI 171.68.118.143 0 TCP 49,0 &S,3 2lawu| aiy « a2l 5,20



99910
[utside)
9991 (Virtual IP 9.9.9.30)

PIX

17165118115

—=

Inside

Tac+ Server 17168118 143
17168118 101

:PIX 2053 s, 2l Telnet g5

i p address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

ti meout uauth 00: 05: 00

+aaa- server TACACS+ protocol tacacs

+aaa- server Qutgoing protocol tacacs

aaa-server Qutgoing (inside) host 171.68.118.101 cisco tinmeout 10

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
virtual telnet 9.9.9.30

:PIX Debug Virtual Telnet aol,; o,£ 5oLall

Auth start for user '???" from 171.68.118.143/1536 to 9.9.9.30/23 :109001
Aut hen Session Start: user 'timeout 143", sid 25 :109011

Aut henti cation succeeded for user 'tinmeout 143" from: 109005

to 9.9.9.30/23 171. 68. 118. 143/ 1536

Built TCP connection 46 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1537 :302001
(laddr 171.68 .118.143/1537 (tineout_143

/:timeout_143@l71. 68.118. 143 Accessed URL 9.9.9.10 :304001

Built TCP connection 47 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1538 :302001
(laddr 171.68 .118.143/1538 (tineout_143

Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr 9.9.9.30/1537 :302002
(laddr 171.68. 118.143/1537 duration 0:00: 03 bytes 625 (timeout_143
/:timeout_143@L71. 68.118. 143 Accessed URL 9.9.9.10 :304001

Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr 9.9.9.30/1538 :302002



(laddr 171.68. 118.143/1538 duration 0:00: 01 bytes 2281 (timeout_143
in use, 1 nbst used 0 : 302009

UnJI Telnet 20U p 0 29 231 5

paziuall sLl 3] .adl> o=, show uauth LoVl o6 «s,®Uall Telnet IP _J| Telnet paziuwall pgé; loxic
S Telnet I zlix, aild (6:08)] (3 Lisio <89 ILD 1,95, Loxic) alac dul> clgsl az; 19,0l iS,> gio
Jasl dwl> Jias oYl aiy 5,31 6,0 IP 5,2l Telnet gob,,

i.. " -; "

6yoball 38lall guazd dsglian JI5 Y d@dskasll cols (L JWI Jliall U5 .38Lsll (o Sl e Sagss Lo cliSa,
TCP 23-49 38lis) lnad Lellao Jig3il ¢,sSs o,S)9

tPIX dig

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing
aaa authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

o® Telnet port 23 &V Laygailly éslasll csa> 9.9.9.10 JI 171.68.118.143 0 Telnet > baic i
lde cuei Jlju b 9.9.9.10 JI1 171.68.118.143 (0 HTTP Joc dwl> cl,>] aic .49-23 $lail 9
49-23 §laidl 9 cuud 80 oY HTTP Jigs +TACACS o315 0 PIX Lllay V SJ9 (d85Lanll

TACACS+ FreeWARE o315 1,055

} user = telnetrange
"login = cleartext "tel netrange
} cmd = tcp/ 23-49
pernmt 9.9.9.10
{
{

+TACACS p>15 _J| "cmd-arg=9.9.9.10"y "cmd=tcp/23-49" Juw, PIX ol la>Y

PIX Lo clasVl apmucs

Auth start for user '???" from 171.68.118.143/1051 to 9.9.9.10/23 :109001
Aut hen Session Start: user 'telnetrange', sid 0 :109011

Aut henti cation succeeded for user 'tel netrange' from: 109005

to 9. 9.9.10/23 171.68.118. 143/ 1051

Aut hen Session Start: user 'telnetrange', sid 0 :109011

Aut hori zation pernmitted for user 'telnetrange' from:109007

to 9.9 .9.10/23 171.68.118. 143/ 1051

Built TCP connection O for faddr 9.9.9.10/23 gaddr 9.9.9.5/1051 :302001
(laddr 171.68.1 18.143/1051 (tel netrange

Auth start for user '???' from 171.68.118.143/1105 to 9.9.9.10/80 :109001
Auth start for user '???" from 171.68.118.143/1110 to 9.9.9.10/80 :109001
Aut hen Session Start: user 'telnetrange', sid 1 :109011

Aut henti cation succeeded for user 'tel netrange' from: 109005

to 9. 9.9.10/80 171.68.118.143/1110

Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110 : 302001
(laddr 171.68.1 18.143/1110 (tel netrange

Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 : 302001



(laddr 171.68.1 18.143/1111 (tel netrange

Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110 : 302002
(laddr 171.68.11 8.143/1110 duration 0:00: 08 bytes 338 (tel netrange

/:timeout_143@l71. 68.118. 143 Accessed URL 9.9.9.10 :304001

Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 | addr :302002
(duration 0:00:01 bytes 2329 (tel netrange 8.143/1111 171.68.11

do olbd ol
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