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4.2.2

apwlwd olllaiall

oldlaiall

doxiwall oligSall

"W aSuidl slae] aswall 13D paiowy

Outside:

99911

Global 9991-99949 99912

inside: 17165 118103

5

Inside
TACACS+ or
RADILS Server
17168118101

Insice PC Client
171 68 118 100



PIX 1055

pi X2# write terminal
Bui | di ng configuration
Saved :

(PI'X Version 4.2(2

nanei f ethernet0 outside security0

namei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd OnTr BUGLTpOednkr encrypted

host nane pi x2

fixup protocol http 80

fixup protocol sntp 25

no fixup protocol ftp 21

no fixup protocol h323 1720

no fixup protocol rsh 514

no fixup protocol sqglnet 1521

no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address 0.0.0.0

names

pager lines 24

| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

logging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

i p address outside 9.9.9.12 255. 255. 255.0

i p address inside 171.68.118. 103 255. 255. 255.0
ip address 0.0.0.0 0.0.0.0
arp tineout 14400

1-9.9.9.9 netmask 255.0.0.0
9.10 171.68.118. 100 net nask
255.255.255.255 0 0

conduit pernmit icnp any any
conduit pernit tcp host 9.9.9.10 eq tel net any
no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

timeout xlate 3:00:00 conn 1:00: 00 udp 0:02: 00
timeout rpc 0:10: 00 h323 0: 05: 00

ti meout uauth 0:00: 00 absol ute
!

gl obal (outside) 1 9.

9.9.
static (inside,outside) 9.9.

The next entry depends on whether TACACS+ or RADIUS ---!
is used. ! tacacs-server (inside) host 171.68.118.101
cisco timeout 5
radius-server (inside) host 171.68.118.101 cisco timeout
10
!
The focus of concern is with hosts on the inside ---!
network !--- accessing a particular outside host. ! aaa
authentication any outbound 171.68.118.0 255.255.255.0
9.9.9.11

tacacs+|radius 255.255.255.255
1

It is possible to be less granular and authenticate ---!




!--- all outbound FTP, HTTP, Telnet traffic with: aaa
aut hentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+| radius aaa authentication http outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radi us aaa

aut hentication tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0

0.0.0.0 tacacs+|radius ! !--- Accounting records are
sent for !--- successful authentications to the TACACS+
or RADIUS server. ! aaa accounting any outbound 0.0.0.0

0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius ! no snnp-server
| ocation no snnp-server contact snnmp-server conmunity
public no snnmp-server enable traps telnet 171.68.118.100
255. 255. 255. 255 ntu outside 1500 nmtu inside 1500 ntu
1500 Snallest ntu: 1500 fl oodguard O tcpchecksum sil ent
Crypt ochecksum be28c9827el13baf 89a937c617cf e6dal : end
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wbMaodl

wsil] Cisco obuali obManl | g2l wwlhituall ol>Masl Jg> clogleall (o 3o e Jguazll

Jrozdl Lo @85Lanll

pxxiall GeSy o D a95lanll -

4y pldll paiwall Say bo 9 [ajgaill -
Jexi 9> daxJlo a8sLasll -
@850kas 9 pdlo e Jiesill -

i (o o akiaall £Y5D o diw Sy Ol Jadd 59 Sl pasias ko ) ol ol (Jball Juaw e
ooaziamall 8,20 7ing 655kall 49,4l 4S,> ddskas PIX o bl .aSwuill 2,5 HTTP 9i Telnet o FTP
o 2iuall £¥3D &B3Las ¢Say oy @8skas plaziwl . TACACSHRADIUS glol 315 e lgmia> il
pgiSos W 09,3 Gozumilly dop,VI ¢ morimall Lol 29,3l a5 9 ,0)l dolSy pazimall puwl plasiwly diwl
k_'\J|_)_9_).AJ| 1&53 pl)uuudlfuulJ*)Au Rgn;fu‘lgyﬂ|dnhﬁp):uuuﬂ|fuu|LﬂoA>uuuﬂ|LJo PLX‘kau JJJ|
oo Siuall eVgel Sy .asaiy 9l JlasVl iy &yl e blasel Lol . TACACS+/RADIUS ULo| o>
HTTP ol Telnet 91 FTP JsSgi9, i sl

FTP Jo=, Sud pows ol 295 .85 Jxo gud "Su™ @Ml Guoaziamall Y88 (o la>ly ol Lo iaild o3 o9
oSau b Layeds sl .Laueaill élo] I axlxy bl Lisy 13®9 .z, I Telnet ol HTTP L ,SJ9
paziuus paul Yol PIX Jusyy PIX I Jases adlo] ic .o o @dskan I adloYl 4 plall ¢ puoriumall
209 4 pldll s "SoVI" Jglxy Loy 0LVl 0313 sy Gousds wlbo Juwm g5 oYl o313 Il s 590 d0lS9
olaziuw] e 6,08l (o oy aisy "FTP 1.2.3.4" | Jowooll i) 2lowdl oSy caamuo JSuiny pol3d1 slael
0l sl L8 "Telnet" ol "HTTP"

xil/d9>Lanll 2ol ol b

e Jigsal/adslanll plasiwly (LuSell 91) 2,5l I S5 101 oo JEsYl Jyls loxic

(Uauseillg) a9skanll wxxs 13] .90 dalS Ll gy «paiaual puwl dlllow 6390 paxiwall s - Telnet -
A2y lowd dg=>oll caranll dauwlgs 59 50l dalS9 pasiwall puwl paiwall o Cllowud (> JIPIX 9

JBol I paziawedl zlixy . paiuuall puwl ddllas oy paiuuall s, - FTP -
"local_password@remote_password"g paziuwall puwd "local_username@remote_username”
S oly (Ao Jsb 0Vl JI "local_password" g "local_username" JI PIX JI Juwu 59,0)] dalS
o0 ussy "remote_password” 9 "remote_username” JI (J>U/PIX JI 9 a=>U (Jsexilly) a9>Lanll


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Ay U FTP aledl JI

i53baall 2 Al L8 9,0 dalSy pasiws puwl Loy il Sosiwall 5 8386 o,e ai - HTTP -
woaziuall elawl 0335 olo,etuall Ol S5 22 lad dgzsll w9 @390 I pastimall Juoy ((arsailo)
ol Jaiall o0 U3 Jois Y aisty HTTP Jlasl cadgis aois of o PIX ol 1 151 1330 49,50l oLalS
05 PIX e o a5 35all 19,0l dalSy pasmall pusl "SWbl" o,2iall go Jeall, slaall 6sle] oz
1 151 6,00l 033 el slas] auas sifs PIX syslog Lo, .a83baall pals I 13 aces as
] 93 13gd « Jass Y HTTP c¥las] oS5 . omub JSain oMas: logil FTP 5 Telnet

O®gy )Ll 2rozx) doaZiuwnll OBl O liess

"telnetOnly"s "all" ugoxtiwall Jaz, il 18 baad @8slanll cils 3] +TACACS pl5 (oS dliol
"all" prismall Jas, (RADIUS o315 1055 dliol 9 .lese> "ftponly”s "httponly”s

idslas 315 I 19,0l dalSy pasiuall gul Jlul I @LoYL (PIX Juw PIX I Sayséill @lo] xie
I5] o @ ,20) +TACACS p3l5 3axi pi +TACACS e3> JI (FTP ol HTTP oi Telnet) ,olsl +TACACS
LoVl lig) Yoo paciamall ell3 S

ooy PIX 9 LoVl 13® _ab xic telnet 9.9.9.11 ;oY1 171.68.118.100 5 pasismall jay ( §>Y Jlo (9
.axJlsall +TACACS o35 JI ,oYl9 49,0)l dolsy paskimall aml i PIX

JY5 0 Telnet cllac cl,>| "telnetOnly” pasiwsll (Say @dsbaall | a8loYl Szl Jieiv go cllil
PIX UM 0 Telnet ollac ias "ftponly"s "httponly" cueasiumall oSay ¥ s go9 .PIX

(JsS939 | &lawolgs dzubd sy RADIUS go Jigsill pacs iy ¥ 5,31 6,40)

Cisco 0 +TACACS J 5031 UNIX o515 5085

Cisco Secure 2.x

L® paziwall ol)leiw!| o e pi -
.CSU.cfg I JolsUL oM@s0ll zlisally Jxall punl 91 PIX IP Glgic adlol 8
} user = all
"password = clear "all
default service = permt

{

} user = telnetonly
"password = clear "telnetonly
} service = shell

} cnd = tel net

* permt

{

{

{

} user = ftponly
"password = clear "ftponly
} service = shell

} emd = ftp
* permt
{

{

{



} user = httponly
"password = clear "httponly
} service = shell

} cmd = http
*. permt

{

{

{

CiSCO 30 2091 UNIX RADIUS 0515 -,6S5

Sl | Jgogll pols aaild _JI plizally PIX IP @8loY (GUI) doaiall doguw )l pasiuall dg>ly pasiwl
LD g0 68 LaS il Jasiuall gk, .(NAS)

"al|l Password="all
User - Servi ce- Type = Shel | - User

Cisco Secure NT 2.x RADIUS

(2023l £95) 6 doudl o9 lacYl Lugll 3Ligy ol e CiscoSecure 2.1 (9 wlueSill 23l pund oy
Administrative 91 Jo>aJl Joxas D

gui JI Jasiwy pud JiSis nas JI (8 PIX JI e ip JI ol

+EasyACS TACACS

slaeYl ologles EasyACS g5L9 4995

(EXEC oljliol cliacy) Shell EXEC (498 il cacgozoll puud 9 .1

.acgazall slag| Jawl 8 adylaiall ju& 10S ol9l Jad, 898 il [PIX I Loygss asloY .2

(Telnet JtoJl Juww o) a plowdl 35 ol JSI jupm5/adlio] 50> .3

2ol 2lowul) .alauugll paud 8 (IP(s U351 cdimo 2lgo JI Telnet o plowl (5 v i cus 13] .4
a2 a0l jue clagwell giozy gloudl (999 Lail (291gall grax Telnet

ol 5 5| dalails 5

9llg HTTP s/ Telnet (Jliol Juw L) o 2oomall 5oloVl (o JSI 5 JI 1 oo wlslazdl elzl pb .6
(FTP

gui JI Joasiwy puud JuSis nas JI (9 PIX JI ¢e ip JI casiol .7

Cisco 4o oYl +NT 2.x TACACS JgSe59 0

slacYl wlogles Cisco Secure 2.x (4569 993

(EXEC o lkiol cliacy) Shell EXEC o5 il «icgazall puwd L5
icgazall shae] Jawl (5 dasloiall & 10S Lolsl Jad, 5o Lal PIX I Lasés adloY |
(Telnet «Jbadl Juw o) s 2lowll 2 sVl oYl J5sls Jawdl (5 oVl lis] &ls x> |

Joll s Lle) dlanwgll pusd (8 IP U518 iismo gbloa; Telnet moli i plowd] (8 & oS 131 .
@zaall e clagmgll plasdl Gd il @bloall gz Telnet aolsd plowd) ("1.2.3.4 2lowl”
: : | e el
sils FTP 9l Telnet .Jtiall Juw _lc) Lo zommall ol cyo JSI 5 I 1 o wlglasll ezl 08 .6
(HTTP
QUi JI Jastius pusd i nas JI L8 PIX JI oo ip JI caiiol .7

Rw i

(6)]



Liingston RADIUS o515 ,:,955

2Mazll dals | 2lically PIX IP olgic ddlol

"al|l Password="all
User - Servi ce- Type = Shel | - User

RADIUS 055 ;055 §léiw|

Mzl dals | 2lically PIX IP olgic ddlol, ad

"all Password="all
Servi ce- Type = Shel | - User

TACACS+ FreeWARE o513 1,955

: ' Handshake with router--Pl X needs 'tacacs-server host #.#. #.# cisco #
"key = "cisco

} user = all
default service = permt
"login = cleartext "all

{

} user = telnetonly

"login = cleartext "telnetonly
} cnd = tel net

*, permt

{

{

} user = httponly
"login = cleartext "httponly

} cmd = http
*, permt

{

{

} user = ftponly
"login = cleartext "ftponly

} emd = ftp
*, permt
{
{
Jl ol

8,5 506 o oSoi a) 13 (AAA) duwlxally Jaygailly @8skaall dlo] Jd Jasi PIX olygSs ol oo 25T -
A3 agy Wiy plidl o S 8 (AAA) duslxally ae8ily ddslaall clis] Jid 59,0l

Jozo ol e Sl a8 6229 slas] aumas jol pladiw] pac wo:PIX JI o3l Jowus (uSos -
show ol9l 0 2LV Jlw,l s aey o Soy - logging buffered debuing oVl plasiw] ¢ Sou. S JSuin
.aax99 syslog es5 JI logging sl logging

Ll 138 Lo polgdl @8ls .RADIUS gl +TACACS polad cllasVl auuas Jasisi oo 25T -



PIX (0 @83Laall elasi auouas dbiol

RADIUS - 63> d@93Las - PIX slasi auuas

183> @9skaay PIX ellas] auas le Jls 3

Auth start for user '???" from 171.68.118.100/1116 to 9.9.9.11/23 :109001
Aut hen Session Start: user 'bill', sid 1 :109011
" Aut hentication succeeded for user 'bill :109005
from 171.68.118.100/1116 to 9.9.9.11/23
Aut hen Session End: user 'bill', sid 1, elapsed 1 seconds :109012
Built TCP connection 1 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1116 :302001
(laddr 171.68.118.100/1116 (bil

RADIUS - (39,0)l &alS 91 pasisall puwl) dxuo e @85kas - PIX slasi auuas

Mol i Ll dglxall solel lye sae) LuadVl axll las" W)l Lo,e i .dcoaxe dnlS/username

oslel llas; plowl piy HTTP J dsmdly 63519 dglxoy plowl ai FTP dglxo 0id cls I3] 1dlasNo
839:33all & @glxall

Auth start for user '???" from 171.68.118.100/1132 to 9.9.9.11/23 :109001
Aut hentication failed for user '' from:109006
to 9.9.9.11/23 171.68.118. 100/ 1132

RADIUS - JawY 0315 - PIX clas] auuas

g psl1 " gley" a3 8,0 username JI Jasiwall s 03131 Jijis go PIX ellasi puas e Jlio 13®

Auth start for user '???" from 171.68.118.100/1151 to 9.9.9.11/23 :109001
Auth from 171. 68.118.100/ 1151 to 9.9.9.11/23 failed :109002
(server 171.68.118.101 fail ed)
Auth from 171. 68.118.100/ 1151 to 9.9.9.11/23 failed :109002
(server 171.68.118. 101 fail ed)

+TACACS - 62> @dslas - PIX clas| aeuas

16242 @dskaay PIX ellas] auas le Jo 3

Auth start for user '???' from 171.68.118.100/1200 to 9.9.9.11/23 :109001
Aut hen Session Start: user 'cse', sid 3 :109011
" Aut hentication succeeded for user 'cse :109005
from171.68.118.100/1200 to 9.9.9.11/23
Aut hen Session End: user 'cse', sid 3, elapsed 1 seconds :109012
Built TCP connection 3 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1200 : 302001
(laddr 171.68.118.100/1200 (cse

+TACACS - (49,0l dalS 9 paztiamall pwl) dxuo Lue d@8slao - PIX slas| auuas

a2yl Josimall s (090l 40lS 9l paziuall puwl) dxo e @dslasy PIX clas aoxas e Jlo 13
B9l e il dolall sle] Wl dam) a8Vl axdl las" dlw )l Jo,e piy .dcgazo dolS/username

sslel cllas; plowl piy HTTP J dsidly 62519 dlolxay plowll ai FTP dlglxs 0id culs 13] 1ada>No



63935ll e dglxall

Auth start for user '???" from 171.68.118.100/1203 to 9.9.9.11/23 :109001
Aut hentication failed for user :109006
from 171.68.118.100/1203 to 9.9.9.11/23

+TACAGCS - JawY o315 - PIX clas| aenas

o pi gall Jeg 6,0 username Jl Josiwall sy . ool L5 go PIX ellas| aeai le Jlo 132
B9k po Ll oV9lxall sas) a8Vl axll Ul Wl

Auth start for user '???" from 171.68.118.100/1212 to 9.9.9.11/23 :109001
Auth from 171. 68.118.100/1212 to 9.9.9.11/23 failed :109002
(server 171.68.118. 101 fail ed)
Auth from 171. 68.118.100/1212 to 9.9.9.11/23 failed :109002
(server 171.68.118. 101 fail ed)
Auth from 171. 68.118.100/1212 to 9.9.9.11/23 failed :109002
(server 171.68.118. 101 fail ed)
Aut hentication failed for user '' from171.68.118.100/1212 to 9.9.9.11/23 :109006

Jiozll aslio|

1ig>9ll9 jaaoll Lua) Jiosill J96i ol «d9skan 95 pdlo e Lozl oY Ll

aaa authorization any outbound 171.68.118.0 255.255.255.0 9.9.9.11
tacacs+|radius 255.255.255.255

: oVl 8 Leidolao s 28 SVl 6 5kall oloasdl wils 13]

aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0
tacacs+|radius 0.0.0.0

aaa authorization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
tacacs+|radius 0.0.0.0

aaa authorization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
tacacs+|radius 0.0.0.0

PIX ;10 , s2u0sill9 d8>Lanll clasi 5 aliol

+TACACS - x| Jasgailly @dskaall - PIX ellas] s

(o> Lausds9 d8slasy PIX ellas] gonas e Jlio 13D

Auth start for user '???" from 171.68.118.100/1218 to 9.9.9.11/23 :109001
Aut hen Session Start: user 'telnetonly', sid 5 :109011
Aut henti cati on succeeded for user 'telnetonly' from:109005
to 9.9.9.11/23 171.68.118.100/ 1218
Aut hen Session Start: user 'telnetonly', sid 5 :109011
Aut horization permtted for user 'telnetonly' from:109007
to 9.9.9.11/23 171.68.118.100/ 1218
Aut hen Session End: user 'telnetonly', sid 5, elapsed 1 seconds :109012



Built TCP connection 4 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1218 :302001
(laddr 171.68.118.100/1218 (tel netonly

+TACACS - Jaeaill (9 Jid ,SJ9 6> @dslao - PIX cllas auouas

assaill _d Jid oS)9 61> @9skany PIX clasi apuas e Jls 13

Auth start for user '???" from 171.68.118.100/1223 to 9.9.9.11/23 :109001
Aut hen Session Start: user 'httponly', sid 6 :109011
" Aut henti cation succeeded for user 'httponly :109005
from 171. 68.118.100/1223 to 9.9.9.11/23
" Aut hori zati on denied for user 'httponly :109008
from 171. 68.118.100/1223 to 9.9.9.11/23

+TACACS - o0 uf 23985 dumuo e @dskas - PIX ellasi aouas

dxuall e @9sLanll gl dglxe pis @) SJ9 «Jigxily a95Laall, PIX el ai e Jlo 132
2l iUz Al )l o,e pi .dcgazo dalS/username asy)l Josiwall S (19,00l @0lS 91 paziwoll panl)
"aglxall 63le] Slio da) a8Vl

s3lel ollazs plawdl piy HTTP J dpuidly 60519 aglxay plasdl piy FTP &glxo 03 culs 15] takasMo
63925%all u& aglseall

Auth start for user '???" from 171.68.118.100/1228 to 9.9.9.11/23 :109001
Aut hentication failed for user '' from 171.68.118.100/1228 : 109006
to 9.9.9.11/23

+TACACS - o>kl Jlass «aysaill/adstaall - PIX clas] auuas

.62>l9 6,0 username Josiwoll s, . Jlagoe 03] . saugailly 495Laally PIX el aouas e Jbo 3@
" D59l a5 Ll oYl sas) a8Vl axl st Lo ,e pi edll leg

Auth start for user '???" from 171.68.118.100/1237 to 9.9.9.11/23 :109001
Auth from 171.68.118. 100/ 1237 to 9.9.9.11/23 failed :109002
(server 171.68.118. 101 fail ed)
Auth from 171.68.118. 100/ 1237 to 9.9.9.11/23 failed :109002
(server 171.68.118. 101 fail ed)
Auth from 171.68.118. 100/ 1237 to 9.9.9.11/23 failed :109002
(server 171.68.118. 101 fail ed)
"' from 171. 68.118. 100/ 1237 : 109006
to 9.9.9.11/23

dpwlo @l

Aut hentication failed for user

+TACACS

+aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0: tacacs

"ol dpwlxo Jzuw Jlwl ai U3 g9 . Jasainidl layl 91 Jaini)] 148 dpswlall colS elguw amis puzaidl 9ay
595,81 89 L8 "Byl duwlxo Jzuw Jwl ai laS "elisYI" cdy L9

Aut hen Session Start: user 'telnetonly', sid 13 :109011
"Aut hentication succeeded for user 'telnetonly :109005



from 171. 68.118.100/1299 to 9.9.9.11/23
Aut hen Session Start: user 'telnetonly', sid 13 :109011
"Aut hori zation permtted for user 'telnetonly :109007
from 171. 68.118.100/1299 to 9.9.9.11/23
Aut hen Session End: user 'telnetonly', sid 13, el apsed 1 seconds :109012
Built TCP connection 11 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1299 : 302001
(laddr 171.68.118.100/1299 (tel netonly
Teardown TCP connection 11 faddr 9.9.9.11/23 gaddr 9.9.9.10/1299 :302002
| addr 171.68.118. 100/ 1299 duration 0:00: 02 bytes 112

039>g0)l &M=l 4eSs 299 «CiscoSecure UNIX 0 0iD9) g3Vl 13 Jio +TACACS duwlxo oMaaw 9
(3 oo Y dlole, 65220 Cisco Secure Windows 9

Tue Sep 29 11:00: 18 1998 redclay cse PI X 171.68.118. 103

start task_i d=0x8 foreign_ip=9.9.9.11

| ocal _i p=171. 68. 118. 100 cnd=t el net

Tue Sep 29 11:00: 36 1998 redclay cse PI X 171.68.118. 103
stop task_i d=0x8 foreign_ip=9.9.9.11

| ocal _i p=171. 68. 118. 100 cnd=tel net el apsed_ti nme=17
bytes_i n=1198 bytes_out =62

Tue Sep 29 11:02:08 1998 redclay telnetonly PI X 171.68.118. 103
start task_i d=0x9 foreign_ip=9.9.9.11

| ocal _i p=171. 68. 118. 100 cnd=t el net

Tue Sep 29 11:02:27 1998 redclay telnetonly PI X 171.68.118. 103
stop task_i d=0x9 foreign_ip=9.9.9.11

| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_ti nme=19
byt es_i n=2223 byt es_out =64

1D gl laS Joixll lgi

DAY MO DATE TI ME YEAR NAME _OF_PI X USER SENDER PI X | P START/ STOP
UNI QUE_TASK | D DESTI NATI ON SOURCE
<SERVI CE <TI ME> <BYTES | N> <BYTES QUT

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 radius

"ol duwlxo Jzuw Jlwl ai U3 go9 . Jasainill layl 91 Jainil] 148 dpswlall colS elouw amis puzaidl 9ay
595l 89 L8 "Bl duwlxo Jzuw Jlwl ai laS "elisYI" cdy L9

Auth start for user '???" from 171. 68.118.100/1316 to 9.9.9.11/23 :109001

Aut hen Session Start: user 'bill', sid 16 :109011

" Aut henti cation succeeded for user 'bill :109005
from171.68.118.100/1316 to 9.9.9.11/23

Aut hen Session End: user 'bill', sid 16, elapsed 1 seconds :109012

Built TCP connection 14 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1316 : 302001
(laddr 171.68.118.100/1316 (bil

Teardown TCP connection 14 faddr 9.9.9.11/23 gaddr 9.9.9.10/1316 : 302002

| addr 171.68.118.100/ 1316 duration 0:00: 03 bytes 112

Cisco 9 639>gall elli «Cisco Secure UNIX (0 0i®) 2,5%0ll 13® Jio 905 RADIUS duwlxo o Maw
(aboley dguaao Secure Windows

Mon Sep 28 10:47:01 1998
Acct - St at us- Type = Start
Client-1d = 171. 68.118. 103



Logi n-Host = 171.68.118. 100

Logi n- TCP- Port = 23

"Acct-Session-1d = "0x00000004
"User-Nane = "bil

Mon Sep 28 10:47:07 1998
Acct - St at us- Type = Stop
Cient-1d = 171.68.118. 103
Logi n-Host = 171. 68.118. 100
Logi n- TCP- Port = 23
"Acct-Session-1d = "0x00000004
"User-Nane = "bil
Acct-Session-Tinmne = 5

L jelny LS Jgaxdl | lei

Acct - St at us- Type = START or STOP
Client-1D = IP_OF_PI X

Logi n_Host = SOURCE_OF_TRAFFI C

# = Logi n- TCP- Port

Acct - Session-1D = UNI QUE_I D_PER_RADI US_RFC
<User - name = <what ever

<# = Acct - Sessi on- Ti ne>

ogde>) S i pill uoadiunll 0,69 Jooll lulx) w9Vl 2SI

ol ol 2,6 91 " Josll duiln) 08Vl 3" wlise le RADIUS 3 TACACS pslgs Jasy soix
293> Jmus o5 il Guoaiamoall (axd gl Jo=ll olulx) a8Vl sl s alSo) xaizi " agle>> Jorus i
P> oty MSlayl" Jers pir o) SJ9 0§liki] pi duwlxe "o Jruw 3929 aic L duuxall oMo le

1id Jass (PIX UM o Jac dul> ) 1) Jes I Joas a8 J1i ¥ sasidl ol RADIUS 9 TACACS
:JlinS . oYVl dzulo sy FTP g Telnet o¥lasy 2> JSuisy

aslall le Gaway PIX NS 00 9.9.9.25 I 171.68.118.100 (0 Telnet pasiuall

pi x) 109001: Auth start for user '???" from 171. 68.118. 100/ 1200)
to 9.9.9.25/23
pi x) 109011: Authen Session Start: user 'cse', sid 3)
pi x) 109005: Authentication succeeded for user 'cse' from 171.68.118.100/12)
to 9.9.9.25/23 00
pi x) 302001: Built TCP connection 5 for faddr 9.9.9.25/23 gaddr 9.9.9.10/12)
(laddr 171.68.118.100/1200 (cse 00
server start account) Sun Nov 8 16:31:10 1998 rt p-pi necone. rtp.cisco.com
cse PI X 171.68.118.100 start task_i d=0x3 foreign_ip=9.9.9.25
| ocal _i p=171. 68.118. 100 crd=t el net

Ol el gl (Bl oo dlsall 03D (3) "Bliyl" Jzuw Gud S5 "o Yz 3Bl 38 3l oY Ll
JiguaS oo layy) @skas Ll ,3T Jlasl el paimall Jol> 13] .Je3 2l Sz 38 "Telnet aoli " pasiue
IVl o331 a8 b (pazismall lig) pall e "1™ e o)l oluls) LaadVl axdl Guss @5 Bly (31

(JLd 585 10 Liniy) 2,5 pi (gl cawianll U5 Jloel Ll pasiiuall poi,

pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1)
(laddr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse

server stop account) Sun Nov 8 16:41:17 1998)
rt p- pi necone. rtp.cisco.comcse PI X
stop task_i d=0x3 foreign_ip=9.9.9.25 171.68.118.100
| ocal _i p=171. 68. 118. 100



cmd=t el net el apsed_tinme=5 bytes_in=98 bytes_out =36
6,18 W5 5,31 630 Lunl9 62219 6,0 @83Lan) LisT 9l (8,0 JS @8slas tsl) 0 L@ @dsLaall cils clgw
adl Joogll piy 2890 JSJ duwlxall Jouwd jaas JUD GeSawd «(ad>laall

130 e Jlo (b ladg . JsSsig il dsula) s walite JSuin Josy HTTP SJg

PIX JY5 0 9.9.9.25 JI 171.68.118.100 0 pasiausall Lo i

pi x) 109001: Auth start for user '???" from 171.68.118.100/1281)
to 9.9.9.25 /80 (pix) 109011: Authen Session Start: user 'cse', sid 5

"pi x) 109005: Authentication succeeded for user 'cse)
from171.68.118.100/12 81 to 9.9.9.25/80

pi x) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr 9.9.9.10/12 81)
(laddr 171.68.118.100/1281 (cse

server start account) Sun Nov 8 16:35:34 1998 rtp-pi necone.rtp.cisco.com
cse PI X 171.68.118.100 start task_i d=0x9 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 crmd=http

pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1)
(laddr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse

server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com
cse Pl X 171.68.118.100 stop task_id=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti me=0
bytes_ i n=1907 byt es_out =223

gl o5 9 dx0 pasiisuall sy

J2aws aladl Jzuw o 62219 dsb oo 81 Iid colS) 6a>ly dul 0id il dlac b 2wl .cdgll [a>Y
o SBgiso JLasVl Jlj V9 w9 &850 JI Jos3 I Jzuw pasuuall Jljy V D (wadeill

JlasVl w89 oY Y TUd pagless Juxus o5 udll cpoasiawal] o,e 9l Jos)l oludx) LadVl ozl Jagow JD
JLd 98, o Laslll & ("Stop"g "Start" Jxuw) "Teardown"y "Build" Jouw o 6,8l Ja> juad HTTP 9
"SLa,VI"g "eall" Jzw JUD Jaw Luyss daxll Guss 9 Saxs oVowdl OY MO Jxaw o9 "en" Jow

Clads) a8Vl axdl Jasy o il 209 ST e i sl 91 0 J lgiwss o5 elouw dloleo JSU ool | Mo
HTTP oVlas] deu cun pgle>> b o5 (pdll Guoaiuwall (o ,e9 Josll

EXCEPT ol plasiw]

ey bl LiSagd adslan Jl zlizy ¥ (171.68.118.100) jolo 251y paziams ol b8 1] s 9

aaa authentication any outbound 171.68.118.0 255.255.255.0 9.9.9.11
+tacacs 255.255.255.255

aaa authentication except outbound 171.68.118.100 255.255.255.255 9.9.9.11
+tacacs 255.255.255.255

aws; PIX J a9sLanll

i 38 4.2.2 plaziawl, PIX WS (o (FTP 9 HTTP 9) Telnet 59,0 45> d8slany dalull didlisll  gleis



PIX I Telnet Jus ol oSy il olap,all a3l P ouolic saxs L PIX o Telnet oYlasl déslas Loyl

telnet 171.68.118.100 255.255.255.255

WW 9,0)l 4alS :Telnet ol 49,0 dalS slaol 09 ai

PIX JI tobai ol (aoasiouall @8skas) 3ozl oYl dslo]

aaa authentication telnet console tacacs+|radius

dolSg pazime pul PIX Loy LS .("Telnet ("Ww aoli 19,0 dalSy PPIX J] Telnet uoasiall dlas sic
RADIUS 9i +TACACS 9,0

ceoxsimall By il dlaall uss

PIX e 09,00 cnill Ggorsimall 5 s YOU_ARE_AT_PIX J aglakdl aUasll oVl &lol, cuwd 13l
: Jouabuasil

YOU ARE_AT_THE PI X [ at which point you enter the username] Password:[at which point you enter
[ the password

Lle lnad aJlaoll 0id g5 .":password"y ":username” wWlaall Jo e piww dslgll dgzoll JI Jouogll sic
PIX o uuds PIX © g9,00 pil uoriivuoll

PIX I Jowosll dcglnin duwlxe oM 3265 Y tdasVo

do old Olegleo

Cisco PIX d;lo> ,la> 2ol giio o8> -
Cisco 0 0Vl PIX &lo> Hla> olol 22150 -
(RFECs) wlaleil ollb -

Cisco Systems - olaiiuallg il acal -
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