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RouterA#show running-config
Building configuration...

Current configuration : 1151 bytes
!

version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
1
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hostname RouterA

!

boot-start-marker
boot-end-marker

!

enable password cisco
!

memory-size iomem 25
no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim

R o N B O

no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

ip audit po max-events 100
no ftp-server write-enable

no crypto isakmp enable

interface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0
duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
duplex auto

speed auto

!

interface IDS-Sensorl/0

no ip address

shutdown

hold-queue 60 out

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
no ip http server

no ip http secure-server

1

1

1

1

1

control-plane

1

1

1

line con 0

line 33

no activation-character



no exec
transport preferred none
transport input all
transport output all
line aux 0

line vty 0 4

password ww

login

1

1

end

RouterA#
od9su lJpgeo B

RouterB#show running-config
Building configuration...

Current configuration : 1132 bytes
!

version 12.4

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterB

!

boot-start-marker

boot-end-marker

1

1

no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim

P o NP O

no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

1

1

1

1

ip audit po max-events 100

no ip domain lookup

no ftp-server write-enable
1

no crypto isakmp enable

interface FastEthernet0/0

ip address 10.1.1.3 255.255.255.0
duplex auto

speed auto

no cdp enable



1
interface FastEthernet0/1
ip address 10.3.1.1 255.255.255.0
duplex auto
speed auto
!
interface IDS-Sensorl/0
no ip address
shutdown
hold-queue 60 out
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.1.1.2
no ip http server
no ip http secure-server
1
1
1
1
1
control-plane
!
1
1
line con 0
stopbits 1
line 33
no activation-character
no exec
transport preferred none
transport input all
transport output all
line aux 0
line vty 0 4
password cisco
login
!
1

end

RouterB#
ASA p)lees 9.1 sl dssy Il S

ASA#show run
Saved

ASA Version 9.1(5)

!

hostname ASA

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 203.0.113.2 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0



boot system disk0:/asa915-k8.bin
ftp mode passive
l-—- Enable informational logging to see connection creation events

logging on
logging buffered informational

-—- Qutput Suppressed
l-—- Creates an object called OBJ_GENERIC_ALL.
l-—- Any host IP not already matching another configured

l-—- object will get PAT to the outside interface IP
l-—- on the ASA (or 10.165.200.226) for internet bound traffic.

object network OBJ_GENERIC_ALL
subnet 0.0.0.0 0.0.0.0
nat (inside,outside) source dynamic OBJ_GENERIC_ALL interface

-——- Qutput Suppressed

|--- Define a default route to the ISP router.

route outside 0.0.0.0 0.0.0.0 203.0.113.3 1

!1--- Define a route to the INTERNAL router with network 10.2.1.0.
route inside 10.2.1.0 255.255.255.0 10.1.1.2 1

!1--- Define a route to the INTERNAL router with network 10.3.1.0.
route inside 10.3.1.0 255.255.255.0 10.1.1.3 1

: end
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IJlouold

ASA (config)# show connection address 10.2.1.124

16 in use, 918 most used

TCP outside 198.51.100.100:80 inside 10.2.1.124:18711, idle 0:00:16, bytes 1937,
flags UIO
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wobloyg pg louold p9e9> puvedl pu edld 231 IUzelss 9l swp 2oyl L9luvbs Slises
IJoede B [Jsoo9d (ACL) JJslzos.

I IJIle Idwlod: Sle Idepsd 1p9zes eds 1Ulzes IUsIRJss Clugile louald Cldeosd
198.51.100.100 1009295 2Lz 1U8lz06. sep oyle 03l IUlouold oluvessle w9esdsd TCP 965 Jlo
eledl Jpro pwo oslu. wuis) edlple ldlouold [Us 1delde Ideldss Josl dleuald. sedu Idees,
£Js p353 00 1pedssle 2oJ edlole IJlouold B ol lool ) ASA TCP.

Syslog

ASA (config)# show log | include 10.2.1.124

Apr 27 2014 11:31:23: %$ASA-6-305011: Built dynamic TCP translation from inside:
10.2.1.124/18711 to outside:203.0.113.2/18711

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:10.2.1.124/18711 (203.0.113.2/18711)
SW9p 2ob 2elso ASA Cluyile syslog loule IJogvgsd IJgbs. wblg syslogs ws IJoubl g
lJes lgwoubl lds odsso ldouwesd. sbo, IJloclz leolu syslog lu sdsu slse eds
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':’JEPI':’ NAT

ASA (config)# show xlate local 10.2.1.124

2 in use, 180 most used

Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT from inside:10.2.1.124/18711 to outside:203.0.113.2/18711 flags ri idle

0:12:03 timeout 0:00:30
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obos$ Packet Tracer

ASA (config)# packet-tracer input inside tcp 10.2.1.124 1234 198.51.100.100 80

--Omitted--

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: outside

output-status: up

output-line-status: up

Action: allow
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ASA# capture capin interface inside match tcp host 10.2.1.124 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA# show capture capin

3 packets captured

1: 11:31:23.432655 10.2.1.124.18711 > 198.51.100.100.80: S 7805234438:
780523448 (0) win 8192 <mss 1460,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 10.2.1.124.18711: S 2123396067:
2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>

3: 11:31:23.712884 10.2.1.124.18711 > 198.51.100.100.80: . ack 2123396068

win 32768
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ASA# show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.18711 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712472 198.51.100.100.80 > 203.0.113.2.18711: S 95714629:
95714629 (0) ack 1633080466 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>

3: 11:31:23.712914 203.0.113.2.18711 > 198.51.100.100.80: . ack 95714630
win 32768/pre>
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