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10S IPS Login E3

Enter User name and password for [0S IPS

Usemame:. |admin

Fassword: “"“|

OK | Cancel
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Information <]

@ SDEE nofification is not enabled. IPS will enable SDEE notification so it
can receive SDEE messages.
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OClick Yes to confirm, Mo to quit.

& Do you want to push this packages to router?
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Authentication Required

Enter login details to access level_1 or view_access on
1172.25.90.39;

User name: |admin

Password: [*****

[~ Save this password in your password list

EEL

Authentication scheme: Integrated Windows

48>0l
Jle a@8sLaall (SDM) Jgxall &bl 62218 6,15Y lagioaziwl il 49,0l dalSy pasiumall puwl 51 .15

26 &0 Lol g0 gl Bguw. 39190 G99 iil9 (azgall
APS

IPS Policies Wizard

Welcome to the IPS Policies Wizard

This wizard hialps you fo configure the IF2 nulas for an inlerace and to specify thi
location of the conflgurabon and the signature fila.

This wizard will assistyou in configuring ha following tasks:
* Selact the inlerface to apphy he IFS rule
* Helact the trafc fow dirsction that should be ingpacted by the IPS miles.

* Spacify the signature file and public key 1o be usad by the router.

* Specity the config location and select the catagory of signatures to be applied lo
the selected interfaces.

To continue, click Mext

“ineh | cancet| Heip |




Next §ob ,ail .16

(Jwl)
IP%S Policies Wizard E
Select nterfaces
Selact the inkerfaces towhich the IPS rule should be appled. Also choose whethar tha rula
should be applied 10 INDoUnD OF outbound.
Interface Mame | Inbound | outbound

GigabitEthermatim |H r

GigabREthemeatin = C

Wian1 r r

WVian192 r r

-aml lerl Finleh I Cmﬂll Help I
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1Ps Podicies Wizard E
Signature File and Public Key

— Signature File

i Specify the signabure file you want fo use with 103 IFS,
Signature File: |9 10.1.1.253108-8313-CLI.pky i E

" Getthe latest signature fila from Ciscocom and save o PC.

Loscation | Brovae |

I O A
Configure Public Key
Mame; Irealrn-n:lscn pub |
Ky, FEIFOCAT B9BCBTEE S94AETAC FA'QIE131DFEE:I

50437732 FFBERSEA SE4189FF CC1B8CES BIC

00GCF498 0TSFBEFE AZB3FB1F SFETBICE 553!

JFSEDE2E S91BEFIC BOCALFAD BTEF CAZE BFF

F3020301 0001 -
F

1] I

«Back | Medt= | Firich | cancel] Help |

aolaziuw] 35 SVl gdodll wilo 3,355 5 il plell plisally gdedl alo 6396 (o gibgill Lalo dalaio 5 .18
o9 >azall Sl GoSaw il @udeill dos> wiale olSo 3z (...) gdsill cale ;5 il pi JOS IPS go

Specify Signature File

(" Specify signature file on flash

File Mame on flash L!
 Specify signature file using URL

Frotocol: tp M

thpuif 10.1.1.253M108-5313-CLI.pkg|

Example: hitp:M0.10.10.1108-5253-CLI.pky

" Specify signature file on the PC
Location: | Browse.,.. |

QK I Cancel | Help |
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17E630D5 C02AC252 912BE27F 37FDDOC8 11FCTAF7 DCDD81D9 43CDABC3 6007D128
BL99ABCB D34EDOF9 085FADCL 359C189E F30AFL0A COEFB624 7E0764BF 3E53053E
5B2146A9 D7ASEDE3 0298AF03 DED7ASB8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6DOCCSE3 FOBO8BSS
FFBE85B9 SE4189FF CCL89CB9 69C46FIC ABADFBAS 7AOAF99E AD768C36 50437722
006CF498 079F88F8 A3B3FBLF 9FB7B3CB 5539E1DL 9693CCBB 551F78D2 892356AE
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Config Location and Category

Config Location

Specify the directory path of the IPS configuration files where 105 IPS sub-systam
stores the signature information and the user-defined modifications, K Cisco 108
IPS falls lo contact the specified location, 0 will refry for & specific tmeout perod
until it successhully conacts the specified location

Config Location: ‘J

Choose Category

Signature calegories are subsets of signatures created for routers with differant
amaounts of available mamory. The basic category is recommended for routars
with less than 1 28 WMB of memory, The advanced category is recommended for
roulers with 128 MEB of memory, or morne.

Choose Categont Iﬁ'-'.l'f'-EI'IEEIJ "I
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Add Config Location Ed

srrryerereery

Directory Name: | |

" Specify the config location using URL.

Frotaol . j

rittpisy

Example http 000 ipes
Mumber of Retnes (1-3):

Timeout (1-10): (sec)

OK Cancel Help

TS

S99 il @3 13 azgall 901, )5 e oSl @990 2335 G99 il (19SS @990 WL Llol & se (S .24
29790 > 23xir &l ploual) abro 5|51l 150 gl sSIl alo g8g0 a2 () Jall awl 3l
olaleg g9¢ill way,=i (il azgall a3l Flash 6,515 e na> s elis] 9l

Choose Folder E3

i New Folder

B-#9 flash

L —’m

oK Cancel Help
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IPS
TIPS Policies 'Wizard
Surmmany
Pleasa click Finish' o deliver to router
IPS rule will be applied o the incoming rafic on the following interfaces. =
GigabitEthernetldl

Sigriature File loeation:
Mpo0.1.1.253N08-531 3-CLILpkQ
Public Key.
MWame: realm-cisco pub
ey 30820122 30000609 ZA864886 FTOD01 01 01050003 8201 0FD0 3082017 0& D2E
DOC19E93 ABAF 1 24A DECCTAZE SO9TASTS 206BEIAZ DEFBATIF BF 1 2CBS5B AE441F1
17EGI0DS COZACZET 3 IBE2TF ITFODICE 1FCTAFT DCDDEIDA 43CDABCE BOOTE
B198ABCE DIMEDOFS 0B5FADCT I58C189E F304AF 104 COEFBE24 TEOTG4BF FES305
S5B2146A0 DTASEDED 0208AF03 DEDTASEE 94730390 20F 30663 QACEIBET 011 JAS
FEIFOCAT B9BCETEA S94AET4AC FASE481D FESBTSDE S5EAFST 4 6DACCHEI FOBOBE
5043TT22 FFEERSEY SE4109FF CC188CEY BAC4EFIC ARADFEAS TADAFSOE ADTEAC
OQECF498 OTIFEEFEAZBIFBIF SFETEACH 5539E101 DE93CCEA S51F 7802 8923564
IFSEDBZE 301 3EF3C BOCAMFAD BTEFCASE BFFESEED GROTAZAS CF31 CEEE B4BOOY
F3020201 000
Config Location:
flashspss
Selectad catagory of signaluras:
advanced
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Deliver Configuration to Router Ed

Dieliver delta commands to the router's running config.
Preview commands that will be delivered to the router’s running configuration

ip ipe notify SDEE |
ip ips name sdm_ips_rule
interface GigabitEthernetli

ip Ips sdm_ips_rule in

el
ip ips config location flashaips)
ip ips signature-c ategory
category all

refired true

by P

The differences between the running configuration and the starup configuration are lost whenevar the
router is tumed off,

[~ Save running config. to router's startup config.
This operation can take several minutes.

Deliver | Cancel | Save mﬂllel Help |

o > gl 50l9V1 ol Al> @ilis Ol 9aw.c il in order to pluy adlasl .30

Commands Delivery Status Ed

Command Delivery Status:

Preparing commands for delivery. . N
Submitting 14 commands, please wait...
Configuration delivered to router.

o o
I —
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10S IPS Configuration Status E3

Please wait. Signatures are being configurad on
the router. This process might take several

minutes.
Il
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2o JSuiy oledeill s o gaxill show ip ips signatures count oVl paswl .33

rout er #show ip ips signatures count

Cisco SDF release version S313.0

Trend SDF rel ease version V0.0

|

snip

|

Total Signatures: 2158

Total Enabl ed Signatures: 829

Total Retired Signatures: 1572

Total Compiled Signatures: 580

Total Signatures with invalid paranmeters: 6
Total Obsol eted Signatures: 11
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