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[NFXIYY
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lJp 95,00

SueWd o3l Idpwows lple wdssy ZBFW vluuoa.)lrocoblvj uplb Blispes IJozdp Vs 1U9 09
(ACL) |JJs FQDN s Iy og 1J3les gds Idoble [Jlgwlgus C8300.
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* b eplss lduwsluwlo IJppwows |Js 1Jpolb g (ZBFW)
* 1IJugeso glebé IJogese IUblo,ys (VRF)
* Ouged el lduvods (NAT)

IJedoule [Jpuuedpd
ouwowd Idpedyele 1Uglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1Jebss Ideldss:
+ C8300-2N2S-6T 17.12.02

op louile |Jro=&J9|p|Q I:ng_pé B 03l IJpuwows pu 1Jiz06 10092956 B wsisé pgpdsé gl os.
wlo zese Ulzosd IJpuwospd O ol lJpuwows wodssu ppumdz (:Ix_éo_,lu'o@). 131 Jloe
Jvodod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed Jis ).

ped9ple luwlymss

b IJzplss IUSkspe eds 1Jpulb 96 (ZBFW) o9 b,s 96 P06 Jodoasu aob Ieplss eds Izojé
Cisco I0S® g Cisco I0S XE IJus ouwpe vlousle polb @ lply slgd [duveds.

Suwee ZBFW JJpwssdso wogese 1Uslzole O 1dpolb @ solbosd uvsluvle 2ol IJzelss
eds )IJé 1Jpy9) wsu odo ldpulbg.

cuwer Wlse Idogde B 1dsuesd lds FADN ($skspe IJozde S 1dsgesd Is luwe 1deeld
Jedods LJIled) Ipuucisps ag ZBFW s pozole Cisco. Jpumisdso wlouule dsles 2ol
IJegelss IJos oblod 2yJs 1Jpyg) luvoubl [ds luvele IUpeldle wadl po golsso IP W $b.

u-Jgu 030 lIJpsj6 IJm_9k_s.>o cuwdd gluo gus ng_lpJ pe IUgsple 1Jpwoolds eds IJIUJolpo
IJIquuso pod AWS I9 Azure. gso SpJdu i SUES) EWIlU IP Idp ool Udpé wuvdd pod),).

W09 sgpd £Js cuumsb bl uvslusle IJozde Bs 1Usuesd sczuwst exsus wdssule 1Jiely
slgd 1duvoJs.

lJodosy

e ldotbsbs Jduvedo

S¥2p 03l 9us¥é IJouvdsd 9ldweg v J ZBFW Sless gJs 03l juwpe wslus. 030 wsisé peldlé
wluwegsle BlackJumboDog Jglse DNS.



Client Web Server

abc.test.com:80

192.168.20.1

192.168.10.1

| FQDN ACL In ZBFW

~ P

192.168.20.253

—

.-._.____’;.—

192.168.10.253

g

S i _. ‘ Router 2
192.168.1.253 192.168.1.1 192.168.99.1 TREABECE-N
NAT * inside NAT : outside 8889
Router 1 C8300-
2N2S-6T

DNS Server

lLuwe lJogbsbs JJuvods

lJodssule

o3l o9 IJodssu IUss suwpe wlJlouald po ldepsd Ids ebe I9so.
tbys 1. (IRoshs) wwdde VRF

ouse JY psié "ldugese glebé IJogesoe [Ubloys" (VRF) |pdluss logsle 1Ugsss pu galod
lJogzse Ideuwedds gbhwoel sIgd pozo 9lzs. Vs o3l ldpeld 099 wluuile )35 VRF suwpes
WebVRF 90890 woudss Idogzse JJlouaoldle sle 1duads.

vrf definition WebVRF
rd 65010:10

!

address-family ipv4
route-target export
route-target import

exit-address-family
!

65010:10
65010:10

address-family ipv6
route-target export
route-target import
exit-address-family

65010:10
65010:10

ip route vrf WebVRF
ip route vrf WebVRF
ip route vrf WebVRF

8.8.8.8 255.255.255.255 GigabitEthernet0/0/3 192.168.99.10
192.168.10.0 255.255.255.0 Port-channel1.2001 192.168.1.253
192.168.20.0 255.255.255.0 GigabitEthernet0/0/3 192.168.99.10



lJglo9é 2. odysy 1U9lzod

Ip wudosu IJpedyple Uiuuluu.___sé eod £529 lJpub 96 9 VRF 9 NAT 9eulasy IP JJglzolw
lUs1gJsé 9ldghzsé.

interface GigabitEthernet0/0/1
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface GigabitEthernet0/0/2
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface Port-channell
no ip address
no negotiation auto

interface Port-channell.2001
encapsulation dotlQ 2001

vrf forwarding WebVRF

ip address 192.168.1.1 255.255.255.0
ip broadcast-address 192.168.1.255
no ip redirects

no ip proxy-arp

ip nat inside

zone-member security zone_client

interface GigabitEthernet0/0/3

vrf forwarding WebVRF

ip address 192.168.99.1 255.255.255.0
ip nat outside

zone-member security zone_internet
speed 1000

no negotiation auto

ebgs 3. (lposhs) uvdJo NAT

GudJe NAT Jdsled 9 1gbz Bho. B 03l lUpeld. cop cozps gosle IP 1Upuos, po IUgpsd
(192.168.10.1) |Js 192.168.99.100.

ip access-Tist standard nat_source
10 permit 192.168.10.0 0.0.0.255

ip nat pool natpool 192.168.99.100 192.168.99.100 prefix-length 24
ip nat inside source list nat_source pool natpool vrf WebVRF overload



IJglbgs 4. odosu Slised IJopdp Vs IJsuesd (ACL) |Js FQDN

Sp wodssu $lises IJozde Ss 1Usuesd (ACL) |Js FQDN Jplolw s 2)96 1,9, 1. B
o3l Idpeld: lpuagsp 2o IJusd ™ Bs oblud lJopb Jezeses Jisule FQDN Jelblo s FQDN
JJ9ggos.

object-group network src_net
192.168.10.0 255.255.255.0

object-group fqdn dst_test_fqdn
pattern .*\.test\.com

object-group network dst_dns
host 8.8.8.8

ip access-list extended Client-WebServer

1 permit ip object-group src_net object-group dst_dns
5 permit ip object-group src_net fgdn-group dst_test_fqdn

IJgbss 5. &d9se ZBFW

odysu ldpub§o: grsbo IJsoe. ¢sbo lduwsluws J ZBFW. Bs o3l Idpeld: wlywegsle ¢sbo
|.JroE_.Jr06‘ SUpe luuble |.Juua_.J|u EQ)M SUp IJU"P'C g_;a)df) |JrOJ_9J w9luwlbs ZBFW.

zone security zone_client
zone security zone_internet

parameter-map type inspect inspect_log
audit-trail on

class-map type inspect match-any Client-WebServer-Class
match access-group name Client-WebServer

policy-map type inspect Client-WebServer-Policy
class type inspect Client-WebServer-Class
inspect inspect_log

class class-default

drop Tlog

zone-pair security Client-WebServer-Pair source zone_client destination zone_internet
service-policy type inspect Client-WebServer-Policy

IJozdd pu lduogs
lJglogd 1. wae loLold HTTP pu lJgpsd

weldd pu uele louald HTTP oo ldgpsd IJs Ebp 9su.



@ IS Windows ® + w - 3 X

« C QO & abctestcom i @ & =

I' Windows

Internet Information Services

louold HTTP
lJgbgo 2. wldss 31,06 IJegisu Idesde J IP
e woUbESd show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all 1ip, Joldss logble 31,6 1Jegiso

IUpd e J IP1JEl 06 w FQDN IJoscd G5 C8300-2N2S-6T.

<tfroot>
02A7382#

show pl atform hardware qf p active feature dns-snoop-agent datapath ip-cache all

IP Address Client(s) Expire RegexId Dirty VRF ID Match

192.168.20.1 Ox1 117 Oxdbccd400 0x00 Ox0 .*\.test\.com

IJgbo9s 3. elds> ywpd ZBFW

olds po o gusly 1P (192.168.20.1) pblu$ J FQDN (*\.test\.com). 90288 pu 1o louold HTTP B 1Jgbs 1 puwpse wo po Guwd
ZBFW.

*Mar 7 11:08:23.018: %I OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:003 TS:00000551336606461468 %FW-6-SESS AUDIT_TRAIL_START

*Mar 7 11:08:24.566: %l OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:002 TS:00000551338150591101 %FW-6-SESS AUDIT_TRAIL: (target:

IJglogs 4. cldss IJodlb 1Jz506
olds o0 uele wedsd DNSJ FQDN IJes>d gleuold HTTP wsu IJgpsd 9850 95w

IJodlb 12506 s 1Usled -

M. Time Menthentien Seuree ket Destieation B.pert Tkt Lk Protscol Lisgth TCRSeq et sbquincs TERA Sk
15 2024-03-87 11:50:36.775945  @x0511 (1297) 192.168.10.1 64078 B.8.8.8 53 127 s 7% Standard query @xa5es A abe.test.com
18 2024-93-87 11:50:36. 78209 ued36 (ST739E) 8.68.8.8 53 192.168.18.1 G878 126 DS 92 Standard query response @xa5@5 A abc,.test.com A 192.168.20.1

e DNSLs IUslgd



o, Time Mdennficaton Souree S.Pert Desmnation Dfore Timato lve Protocol Lesgth TOR.Seq N sequence TOPACk Info

22(2024-83-07 11:50:36.798954 | 8x4575 {17781} 192.168.16.1 51715 192.168.20.1 8 127 1CP 8
23 2024-093-07 11:50:36,798054  @xd2fb (37627) 192.168.28.1 B 192.168.18.1 51715 126 TCP mn
24 2024-03-07 11:50;36,798954  0x4576 (17782) 192.168.10.1 51715 192.168.20.1 B 127 TCP 58
26 7024-93-87 11:50:36 883044  @xd577 (17783) 192.168.18.1 51715 192.168.28.1 B 127 WTTP 49z
2T Jo24-83-07 11:50: 36606549 @xi2fc (37628) 192.168.20.1 B0 192.168.10.1 51715 126 HITR 979

e HTTP G 1Uslgd

IJodlb 12506 s Izlow 172, (192.168.10.1 09 NAT |Jes 192.168.19.100) :

(] < 8 51715 + B8 [SYN] Seqed WineG4248 Lens8 MSS-1460 WS=256 SACK PERM
@ 1 180 + 51715 [SYN, ACK] Seq=0 Ack=1 Win=55535 Len=0 MSS=1450 WS=25¢
1 1 151715 + 89 [MK] Seqesl Acks1 Win=2102272 Lens=@

1 435 1 GET / WTTR/1.1

1 912 435 HTTRS1.1 208 0K (text/himl)

e, Tirne Iderfication Sounce S.hert  Demnabon [ Timetolve Protocol Lengh TOP.Seq Mt sequence TCRACK Info
3 2024-93-97 11:50:35.775045  @x@511 (1297) 192.168.99._ 190 64878 8.8.3.8 53 136 DS 72 Standard query Bxa585 A abe test.com
6 2024-03-07 11:50:36, 782049  fwe®36 (57398)  3.8.8.8 53 192,168, ¥, 100 GAGTE 127 DS & Standard query response @xa305 A abc.test.com A 192.168.20.1

e DNSWs Idehe

Fa. Time Kerification Source SPort  Destination DPart Timeto Uke Frofoced Length TCP.Seq Het sequence TCRAck Iefo
10/ 2024-83-87 11:50:36. 798954  Owd575 (177681) 192.168. 99,188 31715 192.163. 9.1 5O 126 TCP 66 L] 1 @ 51715 = 80 [SYN] Seq=0 Win=64240 Len=@ M55=1460 W5=256 SACK
11 2024-83-87 11:508:36.798954 @x92fb (37627) 192.168.20.1 80 192.163.99.189 51715 127 TCP BB ] 1 189 » 51715 [SYN, ACK] Seqe® Ackel Wine65535 Len«@ MSSe=14068
12 2024-93-87 11:58:35.708954 @=4576 (17782) 192.168.99. 188 51715 192.163.29.1 B2 126 TCP 54 1 1 151715 + 88 [ACK] Seq=1 Ack=1 Win=2182272 Len=0
14 2024-03-07 11;50;36.803544  Owd577 (17783) 192,168, 5%, 100 51715 192.168.20.1 ] 126 HTTP 488 1 435 1 GET J HTTR/1.1
15 2024-03-07 11:50:36.806949 @x32fc (37628) 192.168.28.1 80 192.163.99.188 51715 127 HTTP 975 1 azzr 435 HTTP/1.1 200 OK (text/html}

e HTTP B 1Jghz

lovo Il IJigble 9l oJlzol

Jlwod ol i'a]ols: IJleuoldle IJpeed 86 w ZBFW gl odlzol wlgwegsle cblud el $lispes lJoede Bs 1Uguosd (ACL) IJs

FQDN. spdud wzese Iduvedle leole IJpudJs slpslsol |Js Cisco TAC. s)zs pdlebs 1o IJuvedle 1Jgluod wluwedild

IUigble sluodizel gees eds boses IdpundJs.

eold eds Iduwedle lJpbdse wepseol :

1111 before reproduction
I Confirm the IP cache
show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

Il Enable packet-trace

debug platform packet-trace packet 8192 fia-trace

debug platform packet-trace copy packet both

debug platform condition ipv4 access-list Client-WebServer both

debug platform condition feature fw dataplane submode all level verbose

1l Enable debug-level system logs and ZBFW debug logs
debug platform packet-trace drop

debug acl ccaevent

debug acl ccaerror

debug ip domain detail

11 Start to debug

debug platform condition start

11 Enable packet capture on the target interface (both sides) and start the capture
monitor capture CAPIN interface Port-channel 1.2001 both

monitor capture CAPIN match ipv4 any any

monitor capture CAPIN buffer size 32

monitor capture CAPIN start

monitor capture CAPOUT interface g0/0/3 both
monitor capture CAPOUT match ipv4 any any
monitor capture CAPOUT buffer size 32
monitor capture CAPOUT start



I (Optional) Clear the DNS cache on the client
ipconfig/flushdns
ipconfig /displaydns

11 Run the show command before reproduction

show platform hardware gfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware gfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware qfp active feature dns-snoop-agent client info

show platform hardware qgfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

1111 Reproduce the issue - start

1 During the reproductionof the issue, run show commands at every 10 seconds

11 Skip show ip dns-snoop all command if it is not supported on the specific router
show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

111 After reproduction

11 Stop the debugging logs and packet capture
debug platform condition stop

monitor capture CAPIN stop

monitor capture CAPOUT stop

! Run the show commands

show platform hardware qgfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware gfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware gfp active feature dns-snoop-agent client info

show platform hardware gfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

show platform packet-trace packet all decode
show running-config

IJlwisds 1dped,) )6

WV ISV Sop 0 Bsped Idpods J3ld,e Idogisu IUpsde JIPeds 1Upszo €

Al sop 08> GSpd Idpods Usld,s IUegisu IJpsde J IP uluubbs §sed TTL (pu IUsde IJs 1Jzsls) Jzies DNSIJos we
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vl Domain MName System (response)
Transaction ID: @xab@b
> Flags: @x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
> Queries
v Answers
v abc.test.com: type A, class IN, addr 192.168.20.1
Name: abc.test.com
Type: A (Host Address) (1)

Address: 192.168.20.1

oluosd 2jps 296 DNS

ot od 09 pdu9d gudel sB9p elbe DNS Clele uved CNAME Codl oo uwed €

Ogp luol Jsuwe puvdJs. wup polugd wpdsd DNSsleold HTTP 9o bs puildd gos bele uved CNAME Lol wbs lse
DNS. 030 o wbluosd IJodlb 1Jgjes.

ha, Time entfication Souree S.Port  Destination Pt TimeboLve Protocel Length  TCP.Seq Ned sequence TCPACk Info
350 2024-82-07 12:09:55.625950  OxBbcS (2013) 192.168.18.1 62777 2.8.8.8 53 127 DS 76 Standard query @xGbdf A abe_test.com
352 2024-03-97 12:09:55.620957  Owedfe (58622) B.8.8.8 53 192.168.18.1 63717 126 DHS 114 Standard query response Bxbbdl A abc.test.com CNAME def.test.

20 DNS s IUslgJ



vIDDmain Mame System (response) I
Transaction ID: @x6bad
> Flags: 9x8580 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: ©
Additional RRs: @
> Queries
v Answers
abc.test.com: type CHNAME, class IN, cname def.test.com
Name: abc.test.com
Type: CNAME (Canonical MAME for an alias) (5)
Class: IN (0x@001)
Time to live: 120 (2 minutes)
Data length: 6
CNAME : def.test.com

videf.test.com: t addr 192.168.20.1

Name: def.test.com

Type: A (Host Address) (1)
Class: IN (0x@001)

Time to live: 120 (2 minutes)
Data length: 4

Address: 192.168.28.1

odluosd 2ied 596 DNS

Ha. Time dentification Saurce SPort  Demination D.Pert Timelve Frotocel  Length TERS Nest: TOPS lefo

1 851801 + 80 [SYN] Seq=0 Win=564248 Len=0 M55=1468 WS=i

1 151881 + 88 [ACK] Seq=1 Ack=1 Win=2182272 Len=

356 2024-03-97 12:09:55.644955 @xd5809 (17801) 192.168.18.1 51801 192.168.29.1 ) 127 TCP m a8

357 2024-83-97 12:09:55, 644955  @x9349 (37705) 192.168.20.1 &8 192.168.18.1 51381 126 TCP 8 a 1 188 » 51881 [SYN, ACK] Seqe® Ackel Wine65515 LeneB MS
358 2024-83-97 12:09:55.644055 @xd5Ea (178082) 192.168.18.1 51801 192.168.28.1 B2 127 TCP 58 1

359 MW24-03-97 12:09:55, 645962  OwaSsh (17803) 152.168.16.1 51801 192,168, 29.1 L) 127 WTTP 492 1 435 1 GET J HTTR/1.1

362 2024-03-97 12:009:55.646054  Bx034a (37796) 192.168.20.1 B2 192.168.18.1 51391 126 WTTP 979 1 923 435 WTTPF1.1 200 OK  (text/html)

2ip HTTP s IUslEJ

o ol 09 1Jipy Judd presele IJeie Idos sop wreseol eds poze C8300 |Js ¢hbp FTPS

a |weésle monitor capture <capture name> export bootflash:<capture name>.pcap copy bootflash:<capture name>.pcap

ftp://<user>:<password>@<FTP IP Address> 1Jlsl o, Judd Jdble 1Uzse IJs gbp FTP. 03l peld Judd CAPIN |Js ¢l FTP.

<ffroot>

nmoni tor capture CAPIN export bootfl ash: CAPI N. pcap

copy bootflash: CAPI N. pcap ftp://<user>: <passwor d>@FTP | P Address>





https://www.cisco.com/c/ar_ae/support/docs/security/ios-firewall/98628-zone-design-guide.html
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