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1Jgb9s 1. spdud wpdso gued IUluwdlb Bs wolss JJ grsbs juslgws ZBF Joeu I3 disé
o)l osé:

policy-map type inspect POLICY_INSIDE TO SELF
cl ass type inspect CMAP_ZBFW RFC 1918
pass
cl ass type inspect CVAP_ZBFW ALL_PROTOCOLS
i nspect
class class-default
drop log
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lJgb9é 2. spdud wpdsu gip lJuved IJos op luvdlbol 512d ¢l pedele ZBF |Uglps:

paraneter-map type inspect gl oba
| og dropped- packets

SeJdud pzleds 2d rou_:'udJé IUlouold Iduosos Tebs 1dlezlo 036 I3l wp wéss) wdssy ZBF
el 5090 Jdigwd. Jo oged gds 1J1bJIG:

o edld odaso Bsles lale IUSzuo sldepss) Ides wumer voods Idp)9) IJuo9ess pu
IUslgd [Js Idpubo s 1Ughzss.

0 gl edaso Wales lple ISz o 9ldeprs) Ios cuver wads 1de)s) IJuosess e
IU¢be IJs Idpulb s 1UslgJss.

o edld odaso Wsles lale IJSzuo 9ldepss) Idos wumer voads 9, IJuose pu lUehe
IJs 1Jpub s 1J3less 9lded .

ceu bysd odssu Gles lole ISz sldepss) Idos ouver vouds 1dpis) IJuosess pu
IUslgd [Js Idpubo s 1Usless sldedow.

- po edld odaso Woles lole IJSzuo 9ldeprs) Idos oumer wouds IUes9) Iduesess pu
IUslgd IJs Idpulb s 105l Jss.

IJzJ
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interface Service-Engine0/1/0
zone-member Security INSIDE

interface Service-Engine0/2/0
zone-member Security INSIDE

v CESSU Ilzole pzyd 306 1pszo WO aIJ§ w9w9Id9d/zlJé UP |Js pul 96 INSIDE: swpe
2Jd punvddé Iduosw lebs IJlegle po gdld ZBF s IJuolss.

plJ 1

Vs wbosy I0S-XE ZBF o3l wpe oid§> eunldd Iduosw iab@é IJloglo Jdpedldele 1Jgl)s6
9lduols,6 po Uveds LAN |Js PSTN: we> wessu glzole ppud 1Jgses s 1delds UP |Js
pulb 96 ZONE_INSIDE. 9w I2s)l 2 punvdds IJuosw lzbs IUlegle:

Rl#sh ip int br

Interface | P- Addr ess OK? Met hod Status Pr ot ocol

G gabi t Et hernet 0/ 0/ 0 64.100.0. 10 YES NVRAM up up

G gabi t Et hernet 0/ 0/ 1 unassi gned YES NVRAM up up

G0/0/1 192.168.10.1 YES NVRAM up up

G gabi t Et hernet 0/ 0/ 2 unassi gned YES NVRAM adninistratively down down
Service-Engine0/1/0 unassigned YES NVRAM up up Service-Engine0/2/0 unassigned YES unset up up
VIl anl unassi gned YES unset administratively down down

interface Service-Engine0/1/0
zone-member security ZONE_INSIDE

interface Service-Engine0/2/0
zone-member security ZONE_INSIDE
R1# show zone security zone self Description: System defined zone zone ZONE_INSIDE
Mermber | nterfaces:
G gabi t Et hernet 0/ 0/ 1
Service-Engine0/1/0 Service-Engine0/2/0

zone ZONE_QOUTSI DE
Menber |Interfaces:
G gabi t Et hernet 0/ 0/ 0

pelJ 2

Vs wbousy I0S-XE ZBF o3l wpe oid§> eunldd Iduosw iab@é IJloglo Jdpedldele 1Jgl)s6
9lduolsy6 pou Uvwds LAN [Js PSTN. wes wessu Slzole ppyd 1Jgspes Os glds UP |Js
lJpeulb 96 1Jp9e9d8 wol. wpe lgs)l 2d puvdds 1o lehbs Idleglo:

R2# show ip int brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol

G gabi t Et hernet 0/ 0/ 0 172.16.1.1 YES NVRAM up up

G0/0/1 64.100.0. 10 YES NVRAM up up
Service-Engine0/1/0 unassigned YES unset up up Service-Engine0/4/0 unassigned YES unset up up
G gabi t Et hernet 0 unassi gned YES NVRAM adninistratively down down

LoopbackO unassi gned YES unset up up

VI anl unassi gned YES unset administratively down down

interface Service-Engine0/1/0 zone-member security Trusted interface Service-Engine0/4/0 zone-
member security Trusted

R2#show zone security
zone self



Description: System defined zone

zone Trusted
Menber | nterfaces:
G gabi t Et hernet 0/ 0/ 0
Service-Engine0/1/0 Service-Engine0/4/0

zone Untrusted

Menber |nterfaces:
GO0/0/1
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