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Legend
Clear Traffic g

38§ 2yJo p9) WAAS oy wolso |Js wolso

S99, IJpeld oul odssy weuvsy wx8d 2o py9) WAAS IJb s Jpol) gpelss Cisco
I0S®IJos wuwegsp WCCP Jlglé wozso 2ydé 1Up,9) IJs goly WAE Jlgo,lue 2y)ds 1de9).

IUole 1. 1Jedsss [Je,oul 10S-FW WCCP:

ip wecep 61
ip wecep 62
ip inspect waas enabl e

IJole 2. odysy ywslyws I0S-FW:

class-map type inspect nost-traffic
mat ch protocol icnp

mat ch protocol ftp

mat ch protocol tcp

mat ch protocol udp

1

poli cy—ap type inspect pl

class type inspect nost—traffic
i nspect

cl ass cl ass—defaul t
drop

lJole 3. sy pul 96 IOS-FW 959z pul 96:

zone security zone-in
zone security zone-out
zone security z-waas



zone—pair security in—eut source zone-in destination zone-out
servi ce—policy type inspect pl

zone—pair security out-in source zone-out destination zone-in
servi ce—policy type inspect pl

IJole 4. 8o wubvdsd:

interface G gabitEthernet0/0
description Trusted interface

ip address 172.16.11.1 255.255.255.0
ip wecp 61 redirect in

zone—nAenber security zone-in

I interface G gabitEthernet0/1 description Untrusted interface ip address 203.0.113.1
255.255.255.0 ip weep 62 redirect in zone—nenber security zone-out

pdlzbé: s og 1dodssy IUers> Ws 1dluesl 12.4(20)T 9 12.4(22)T ey Cisco IOS®T
IJezud 1dpspe-service Os pubdoo IUgluos 9l sdie 1o I giel pu ls J9z pub 6.
Supe wdysu gle 1dpulb g wsu ldpoulb9é 1UsIgJs 9ldpulb 96 1 z6.

interface I ntegrated—Servi ce—Enginel/0
i p address 192.168.10.1 255. 255.255.0
ip weep redirect exclude in
zone—nenber security z-waas

P& &30 0J9sSU i@ pub 96 s [Ug>p6 IUpodlpdé—engine/0. sop luudlb 2,J6 09, IJoslule
wluwedsle Hyuwlds IJluw$lb o3o:

*Mar 9 11:52:30.647: %W 6- DROP_PKT: Dropping tcp session 172.16.11.59: 44191 172.16. 10. 10: 80 due
to One of the interfaces not being cfged for zoning with ip ident 0

oI 9 296 py9) CMS (o uvzsd zoly WAAS ¢ Central Manager)

$99) Idpcld IJolds Idodsso JIJ pu Iduvsolssosu IJpsszsu:

- 0dISU wpunsy WY 2yJo py9) WAAS IJb,ds Jzdb gelss Cisco I0S®IJws wuuwgse
WCCP Jlglsé wozso zyJs 1Jp)9) IJs zoly WAE Jlgw,)luo 2)Js 1Je,9) c
- Iduwelz 2o py9) CMS (2,906 )9, e WAAS IJos wwsd @ 1Js/es CMS pullds Izojo
WAAS)
IJolo 1. 1dedsso IJpyov b IOS-FW WCCP:

ip weep 61
ip wecep 62
ip inspect waas enabl e

IJole 2. odysy ywslyws I0S-FW:

class-nap type inspect nost-traffic
mat ch protocol icnp
mat ch protocol ftp
mat ch protocol tcp
mat ch protocol udp



poli cy—ap type inspect pl

class type inspect nost—traffic
i nspect

cl ass cl ass—defaul t
dr op

IJolo 2-1. Guslows 10S-FW IJpeed$6 wzydé o9, CMS:

pdlebd: 2,506 1S58 ool plodys Jduwele Jouds w19, CMS Clde)g) e

cl ass-nmap type inspect waas-speci al
mat ch access-group 123

policy-map type inspect p-waas-nman
class type inspect waas-specia
pass
cl ass cl ass-defaul t
dr op

IJole 3. edsse poubds I0S-FW 9592 pub§s:

zone security zone-in
zone security zone-out
zone security z-waas

zone—pair security in—eut source zone-in destination zone-out
servi ce—policy type inspect pl

zone—pair security out—n source zone-out destination zone-in
servi ce—policy type inspect pl

IJole 3-1. cdysu Idpub$s 959z IJpulb8é 1Jpouodsy I0S-FW CMS:

pdlebbd: sdip huwld Suliss 1Jpeulb 96 9lg,lz WAAS o0 ia.J obosy Iduwsluws IJos wpe
logblgel puwedl Jo,Js p)9, CMS.

zone-pair security waas-out source z-waas destination zone-out
service-policy type inspect p-waas-nman

zone-pair security out-waas source zone-out destination z-waas
service-policy type inspect p-waas-nman

IJole 4. 3o ouvdsd:

interface G gabitEthernet0/0
description Trusted interface

i paddress 172.16.11.1 255.255.255.0
ip weecp 61 redirect in

zone—wenber security zone-in

|

interface G gabitEthernet0/1
description Untrusted interface

ip address 203.0.113.1 255.255.255.0
ip wecp 62 redirect in

zone—nenber security zone-out ! interface |ntegrated—Service—Enginel/0
ip address 192.168.10.1 255. 255. 255.0
ip weep redirect exclude in



zone—Aenber security z-waas

IJole 3. $lised 1dsuesd Jeyds ei9, CMS.

pdlgbé: Slised 1909l IJos Sop luvegsleol Jz,Js 09, CMS. 909 Suwpez weuJds p)9)
HTTPS O JJl lJlcglosw 2se 1o 2598 019, CMS o5 HTTPS.

access-list 123 pernmit tcp any eq 443 any
access-list 123 permt tcp any any eq 443

pedsplo eduws ZBF

sd9p IJpwotse B 172.16.11.10 ¢JB 1eoze R1 wldsosd 1Jis ghae IdedSle IJpuwa ol
eJ IUb,d IJuess wewsle IP w8spes 172.16.10.10. 950 p luuble zJuwé £pd ZBF o0 92
pulbd thes ©p s99p Ipsze wes S3Jd Llghs wozse IUzies IUs poyd WAAS Jdozuwsu.

Rl#sh policy-map type inspect zone-pair in-out sess

policy exists on zp in-out
Zone-pair: in-out

Service-policy inspect : pl

Cl ass-map: nost-traffic (match-any)
Mat ch: protocol icnp
0 packets, 0 bytes
30 second rate 0 bps
Mat ch: protocol ftp
0 packets, 0 bytes
30 second rate 0 bps
Mat ch: protocol tcp
2 packets, 64 bytes
30 second rate 0 bps
Mat ch: protocol udp
0 packets, 0 bytes
30 second rate 0 bps

I nspect

Nurmber of Established Sessions = 1
Est abl i shed Sessi ons
Sessi on 3D4A32A0 (172.16.11.10:49300)=>(172.16.10. 10: 445) tcp SIS _OPEN TCP_ESTAB
Created 00:00: 40, Last heard 00:00: 10
Bytes sent (initiator:responder) [0:0]

eduwd gpd popz6 b5 R1-WAAS 9 R2ZWAAS o0 puos I slgds Ids Ebe wes>.

R1-WAAS:

R1- WAAS#show statistics connection

Current Active Optim zed Fl ows:
Current Active Optimized TCP Pl us Fl ows:
Current Active Optimized TCP Only Fl ows:
Current Active Optim zed Single Sided Fl ows:
Current Active Optim zed TCP Preposition Flows:
Current Active Auto-Discovery Flows:

O OOL®RLr



Current Reserved Fl ows: 10
Current Active Pass-Through Fl ows: 0
H storical Flows: 13

D:DRE, L: LZ, T: TCP Optim zati on RR Total Reduction Ratio
A:AOMC. CFS, E:EPM G GENERI C, H: HTTP, | : | CA, M MAPI , N: NFS, S: SSL, W WAN SECURE, V: VI D
EO X SMB Si gned Connection

Connl D Source | P: Port Dest | P: Port Peer| D Accel RR
14 172.16.11. 10: 49185 172.16.10. 10: 445 c8:9c: 1d: 6a: 10: 61 TCDL 00. 0%

R2-WAAS:

R2- WAAS#show stati stics connection

Current Active Optim zed Fl ows: 1
Current Active Optimized TCP Pl us Fl ows: 1
Current Active Optimized TCP Only Fl ows: 0
Current Active Optimzed TCP Preposition Flows: 0

Current Active Auto-Discovery Flows: 0

Current Reserved Fl ows: 10

Current Active Pass-Through Fl ows: 0

Hi storical Flows: 9

D:DRE, L: LZ, T: TCP Optim zati on RR Total Reduction Ratio
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Source | P: Port Dest | P: Port Peer| D Accel RR
10 172.16.11. 10: 49185 172.16.10. 10: 445 c8:9c: 1d: 6a: 10: 81 TCDL 00. 0%

od9su IJgpd JJpsze oo 2luw IJgesd (R1) pg wpdso WAAS 9 ZBF

R1#sh run
Bui | di ng configuration...
Current configuration : 3373 bytes
!
host nane R1
!
boot - st art - mar ker
boot bootstrap tftp c2900-uni versal k9- nz. SPA. 153- 3. M4. bi n 255. 255. 255. 255
boot system flash ¢2900- uni ver sal k9- nz. SPA. 153- 3. MA. bi n
boot - end- mar ker
|
ip weep 61
ip weep 62

no i pve cef

!
paraneter-map type inspect gl oba

WAAS enabl e

| og dropped- packets enabl e

max-i nconpl ete | ow 18000

max-i nconpl ete hi gh 20000

mul tilink bundl e-name authenticated

!
license udi pid Cl SCO2911/K9 sn FG.171410K8
Ii cense boot nodul e c2900 technol ogy- package securityk9
Ii cense boot nodul e c2900 technol ogy- package uck9



I'i cense boot nodul e c2900 technol ogy- package dat ak9
hw nodul e pvdm 0/ 1
1
hw- modul e sm 1
1
cl ass-nmap type inspect match-any nost-traffic
mat ch protocol icnp
mat ch protocol ftp
mat ch protocol tcp
mat ch protocol udp
1
policy-map type inspect pl
class type inspect nost-traffic
i nspect
cl ass cl ass-defaul t
dr op
!
zone security in-zone
zone security out-zone
zone security waas-zone
zone-pair security in-out source in-zone destination out-zone
servi ce-policy type inspect pl
zone-pair security out-in source out-zone destination in-zone
servi ce-policy type inspect pl
1

nterface G gabitEthernet0/0

description Connection to | PMAN FNN N6006654R
bandw dt h 6000

i p address 203.0.113.1 255.255.255.0

ip wecp 62 redirect in

ip flowingress

ip flow egress

zone- nenber security out-zone

dupl ex auto

speed auto

nterface G gabitEthernet0/1

ip address 172.16.11.1 255.255.255.0
no ip redirects

no i p proxy-arp

ip wecp 61 redirect in

zone- nenber security in-zone

dupl ex auto

speed auto

nterface SML/ 0

description WAAS Network Mddul e Devi ce Nane dci acbra01c07
i p address 192.168.10.1 255. 255. 255.0

ip weep redirect exclude in

servi ce-nmodul e i p address 192. 168. 183. 46 255. 255. 255. 252
I'Application: Restarted at Sat Jan 5 04:47:14 2008
service-nodul e i p default-gateway 192.168.183. 45

hol d- queue 60 out
!

end

VU L.é_)e WAAS -,;quoé_.)lp EOIJ' PUPPU
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- swedd b IJzelss po gsh 0x21 B SYN-ACK 9589, woudsy 1S wude
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- luwdow lglss wozso WCCP Layer 2 £, 03890 £Js 2oL zlsé Cisco I0S®. 909 s>8p B Gb
lel>s worso wuppsu IJugzsoe IJgle (GRE).

- 8>&p 2o zplso Cisco IOS® [glho w9zs0 WCCP Wb, |51 Jlg WAAS s weése lJoszso
IJeuwows Ids Iduwsluws (PBR) Jdzuesd eds lehs wzso Idzie: Slu o3l lded Jl suopu
Sledss Jogvesd Idosus soldolds Es) pr89e-

- Jls89p 2ol 2plss Cisco IOS® Lz o L7 eds eduwvle gpd TCP IJro;uugé J WAAS.

- subdo 2o, zelso Cisco IOS® g o ip waas enable g ip weep notify 1910, CLI Jlglbo w9zso
WCCP.

- 23l gplso Cisco I0S® pg $lodso IJogvgsd IJosus NAT 9 WAAS-NM g5, 038906 OS
lJo9w lJzlds.

s Jlsop obousg lelbs wgso WAAS Jzol) gelss Cisco IOS® |JI Jgjse TCP.
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