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parameter-map type inspect global

redundancy

log dropped-packets enable

!

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

!

class-map type inspect match-any PROTOCOLS
match protocol tcp

match protocol udp

match protocol icmp

class-map type inspect match-all INSIDE_TO_OUTSIDE_CMAP
match class-map PROTOCOLS

match access-group name INSIDE_TO_OUTSIDE_ACL
!

policy-map type inspect INSIDE_TO_OUTSIDE_PMAP
class type inspect INSIDE_TO_OUTSIDE_CMAP
inspect

class class-default

drop

!

ip access-1list extended INSIDE_TO_OUTSIDE_ACL
permit ip any any

1



zone security INSIDE

zone security OUTSIDE

zone-pair security INSIDE_TO_OUTSIDE source INSIDE destination OUTSIDE
service-policy type inspect INSIDE_TO_OUTSIDE_PMAP
|

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

zone-member security INSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

|

interface Ethernet0/1

ip address 203.0.113.1 255.255.255.0

ip nat outside

ip virtual-reassembly in

zone-member security OUTSIDE

redundancy rii 200

(hostname zbfw2) 2 a>gall ;955 dolad :2 Jls

parameter-map type inspect global

redundancy

log dropped-packets enable

!

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

!

class-map type inspect match-any PROTOCOLS
match protocol tcp

match protocol udp

match protocol icmp

class-map type inspect match-all INSIDE_TO_OUTSIDE_CMAP
match class-map PROTOCOLS

match access-group name INSIDE_TO_OUTSIDE_ACL
!

policy-map type inspect INSIDE_TO_OUTSIDE_PMAP
class type inspect INSIDE_TO_OUTSIDE_CMAP
inspect

class class-default

drop

!

ip access-list extended INSIDE_TO_OUTSIDE_ACL
permit ip any any

!

zone security INSIDE

zone security OUTSIDE

zone-palr security INSIDE_TO_OUTSIDE source INSIDE destination OUTSIDE
service-policy type inspect INSIDE_TO_OUTSIDE_PMAP
1

interface Ethernet0/0

ip address 10.1.1.2 255.255.255.0

ip nat inside

ip virtual-reassembly in



zone-member security INSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive
1

interface Ethernet0/1

ip address 203.0.113.2 255.255.255.0

ip nat outside

ip virtual-reassembly in

zone-member security OUTSIDE

redundancy rii 200
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ZBFW1# show redundancy application group 1
Group ID:1
Group Name:ZBFW_HA

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one

RF state: ACTIVE

Peer RF state: STANDBY COLD-BULK

!

ZBFW2# show redundancy application group 1
Group ID:1

Group Name:ZBFW_HA

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: STANDBY COLD-BULK



Peer RF state: ACTIVE
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ZBFW1l# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the following protocols: 1
BFD Enabled

:Interface Neighbors

Peer: 10.60.1.2 Standby RGs: 1 BFD handle: 0

ZBFW1l# show redundancy application data-interface group 1

The data interface for rg[l] is Ethernet0/2

!

ZBFW2# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the following protocols: 1
BFD Enabled

:Interface Neighbors

Peer: 10.60.1.1 Active RGs: 1 BFD handle: 0

ZBFW2# show redundancy application data-interface group 1
The data interface for rg[l] is Ethernet0/2
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ZBFW1# show redundancy application protocol group 1

RG Protocol RG 1

Role: Active

Negotiation: Enabled

Priority: 200

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 10.60.1.2, priority 150, intf Et0/2
:Log counters

role change to active: 1

role change to standby: 0

disable events: rg down state 0, rg shut 0
ctrl intf events: up 1, down 0, admin_down 0
reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Active

Protocol ID: 1

Media type: Default

Control Interface: Ethernet0/2
Current Hello timer: 3000



Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

:Stats

Pkts 249, Bytes 15438, HA Seqg 0, Seqg Number 249, Pkt Loss 0
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX 0

Resign: TX 0, RX 0

Standby Peer: Present. Hold Timer: 10000

Pkts 237, Bytes 8058, HA Seqg 0, Seq Number 252, Pkt Loss 0

!

ZBFW2# show redundancy application protocol group 1

RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 150

Protocol state: Standby-cold

Ctrl Intf(s) state: Up

Active Peer: address 10.60.1.1, priority 200, intf Et0/2
Standby Peer: Local

:Log counters

role change to active: 0

role change to standby: 1

disable events: rg down state 0, rg shut 0
ctrl intf events: up 1, down 0, admin_down 0
reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: Ethernet(0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

:Stats

Pkts 232, Bytes 14384, HA Seqg 0, Seq Number 232, Pkt Loss 0
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX 0

Resign: TX 0, RX 0

Active Peer: Present. Hold Timer: 10000

Pkts 220, Bytes 7480, HA Seqg 0, Seq Number 229, Pkt Loss 0
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ZBFW1# show redundancy rii
No. of RIIs in database: 2
Interface RII Id decrement
Ethernet0/1 : 200 0

Ethernet0/0 : 100 0
!



ZBFW2# show redundancy rii
No. of RIIs in database: 2
Interface RII Id decrement
Ethernet0/1 : 200 0
Ethernet0/0 : 100 0
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ZBFWl#show policy-firewall session

Session B2704178 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SIS_OPEN/TCP_ESTAB

Created 00:00:31, Last heard 00:00:30

[Bytes sent (initiator:responder) [37:79

HA State: ACTIVE, RG ID: 1

Established Sessions = 1

ZBFW2#show policy-firewall session

Session B2601288 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SIS_OPEN/TCP_ESTAB

Created 00:00:51, Last heard never

[Bytes sent (initiator:responder) [0:0

HA State: STANDBY, RG ID: 1

Established Sessions = 1
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debug redundancy application group rii event

debug redundancy application group rii error

!

Feb 1 21:13:01.378: [RG-RII-EVENT]: get idb: rii:100%*
Feb 1 21:13:01.378: [RG-RII-EVENT]: get idb: rii:200%*
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debug redundancy application group protocol all

1

ZBFW1#

,Feb 1 21:35:58.213: RG-PRTCL-MEDIA: RG Media event, rg_id=1, role=Standby*
.addr=10.60.1.2, present=exist, reload=0, intf=Et0/2, priority=150

.Feb 1 21:35:58.213: RG-PRTCL-MEDIA: [RG 1] [Active/Active] set peer_status 0*
Feb 1 21:35:58.213: RG-PRTCL-MEDIA: [RG 1] [Active/Active] priority event*
.'media: low priority from standby', role_event 'no event'

,Feb 1 21:35:58.213: RG-PRTCL-EVENT: [RG 1] [Active/Active] select fsm event*
.priority_event=media: low priority from standby, role_event=no event

Feb 1 21:35:58.213: RG-PRTCL-EVENT: [RG 1] [Active/Active] process FSM event*
.'media: low priority from standby'

Feb 1 21:35:58.213: RG-PRTCL-EVENT: [RG 1] [Active/Active] no FSM transition*

ZBFW2#

,Feb 1 21:36:02.283: RG-PRTCL-MEDIA: RG Media event, rg_id=1, role=Active*
.addr=10.60.1.1, present=exist, reload=0, intf=Et0/2, priority=200

[Feb 1 21:36:02.283: RG-PRTCL-MEDIA: [RG 1] [Standby/Standby-hot*

.set peer_status 0

Feb 1 21:36:02.283: RG-PRTCL-MEDIA: [RG 1] [Standby/Standby-hot] priority_event*
.'media: high priority from active', role_event 'no event'

Feb 1 21:36:02.283: RG-PRTCL-EVENT: [RG 1] [Standby/Standby-hot] select*

.fsm event, priority_event=media: high priority from active, role_event=no event
Feb 1 21:36:02.283: RG-PRTCL-EVENT: [RG 1] [Standby/Standby-hot] process*

.'FSM event 'media: high priority from active

Feb 1 21:36:02.283: RG-PRTCL-EVENT: [RG 1] [Standby/Standby-hot] no FSM*
transition
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Dec 20 14:35:07.753 EST: FIREWALL*: RG not found for ID 0 :000515
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redundancy

application redundancy
group 1

name ZBFW_HA

preempt

priority 230

control V1an801l protocol 1
data Vl1an801

track 1 decrement 200

1

track 1 interface GigabitEthernet0 line-protocol

redundancy

application redundancy
group 1

name ZBFW_HA

preempt

priority 180

control V1an801l protocol 1
data Vl1an801
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ZBFWO0l#show redundancy application group 1
Group ID:1
Group Name:ZBFW_HA

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: ACTIVE
Peer RF state: STANDBY HOT

ZBFW0l#show redundancy application faults group 1
:Faults states Group 1 info

[Runtime priority: [230

.RG Faults RG State: Up

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 0
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Feb 1 21:47:00.579: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from*

Init to Standby

Feb 1 21:47:09.309: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from Standby*
to Active

Feb 1 21:47:19.451: %$RG_VP-6-BULK_SYNC_DONE: RG group 1 BULK SYNC to standby*
.complete

Feb 1 21:47:19.456: %RG_VP-6-STANDBY_READY: RG group 1 Standby router is in*

SSO state

Dlhgiwl 209 (9 jlexdl S baie Sl 13D gl

Feb 1 21:47:07.696: %RG_VP-6-BULK_SYNC_DONE: RG group 1 BULK SYNC to standby*

.complete

Feb 1 21:47:07.701: %RG_VP-6-STANDBY_READY: RG group 1 Standby router is in*
SSO state

Feb 1 21:47:09.310: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from Active*
to Init

Feb 1 21:47:19.313: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from*
Init to Standby
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