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cl ass-map type inspect match-all acl-cnap
mat ch access-group 171
cl ass-map type inspect match-any nost-traffic-crmap
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
mat ch protocol ftp
!
!
policy-map type inspect nost-traffic-pmap
cl ass type inspect nost-traffic-cmap
i nspect
cl ass cl ass-defaul t
drop
pol i cy-map type inspect acl-pass-pmap
cl ass type inspect acl-cmap
pass
!
zone security private
zone security public
zone security wred
zone security wreless
!
zone-pair security priv-pub source private destination public
service-policy type inspect nost-traffic-pmap
zone-pair security priv-vpn source private destination vpn
service-policy type inspect nost-traffic-pmap
zone-pair security acctg-pub source acctg destination public
service-policy type inspect nost-traffic-pmap
zone-pair security eng-pub source eng destination public
service-policy type inspect nost-traffic-pmap
!
!
!
interface G gabitEthernet0/0
ip virtual -reassenbly




zone- menber security eng
Entire router configuration:

version 12.4

service tinmestanps debug datetinme nsec
service tinmestanps | og datetine nsec
no service password-encryption

!

host nane 2851-cne2

!

!

| oggi ng message- counter syslog

| oggi ng buffered 51200 war ni ngs

!

no aaa new nodel

clock tinmezone st -7

clock sumer-time ndt recurring

!

dot 11 sysl og
i p source-route

!

!

ip cef

no i p dhcp use vrf connected

!

i p dhcp pool pub-112-net

network 172.17.112.0 255.255.255.0
default-router 172.17.112.1
dns-server 172.16.1.22

option 150 ip 172.16.1.43
domai n- nanme bl drtne. com

i p dhcp pool priv-112-net

network 192.168.112. 0 255. 255. 255.0
default-router 192.168.112.1
dns-server 172.16.1.22

domai n- nanme bl drtne. com

option 150 ip 192.168.112.1

!
!

i p domai n name your donmai n. com
no i pve cef

mul tilink bundl e-nanme aut henticated

voice translation-rule 1
rule 1 // /1001/




voi ce transl ation-profile default
translate called 1

voi ce-card 0O
no dspfarm

interface G gabitEthernet0/0

descripti on $ETH LANSSETH- SW LAUNCH$S$I NTF- | NFO- GE 0/ 0%
ip address 172.16.112.10 255. 255.255.0

i p nat outside

ip virtual -reassenbly

dupl ex auto

speed auto

!

interface G gabitEthernet0/1
no i p address

dupl ex auto

speed auto
!

interface G gabitEthernet0/1.132
encapsul ati on dot 1Q 132
ip address 172.17.112.1 255. 255.255.0

interface G gabitEthernet0/1. 152
encapsul ati on dot 1Q 152

i p address 192.168.112.1 255. 255.255.0
i p nat inside

ip virtual -reassenbly

interface FastEthernet0/2/0

interface FastEthernet0/2/1

interface FastEthernet0/2/2

interface FastEthernet0/2/3

interface Vl anl
ip address 198.41.9.15 255. 255.255.0




router eigrp 1
network 172.16.112.0 0.0.0. 255
network 172.17.112.0 0.0.0. 255

no aut o- sunmary
!

i p forward-protocol nd

ip http server ip http access-class 23
ip http authentication |oca

ip http secure-server

ip http tineout-policy idle 60 |ife 86400 requests 10000

ip http path flash:/gui

ip nat inside source list 111 interface
G gabi t Et hernet 0/ 0 overl oad

access-list 23 pernmt 10.10.10.0 0.0.0.7

access-list 111 deny

ip 192.168.112.0 0.0.0.255 192.168.0.0 0.0. 255. 255
access-list 111 permit ip 192.168.112.0 0.0.0.255 any

!

!

Itftp-server flash:/phone/7940- 7960/
P00308000400. bi n al i as P00308000400. bi n
tftp-server flash:/phone/ 7940- 7960/
P0O0308000400. | oads al i as P00308000400. | oads
tftp-server flash:/phone/ 7940- 7960/
P00308000400. shb2 al i as P00308000400. sbh2
tftp-server flash:/phone/ 7940- 7960/
P00308000400. sbn al i as P00308000400. sbn

control -pl ane

voi ce-port 0/0/0
connection plar 3035452366
descri ption 303-545-2366
caller-id enable

voi ce-port 0/0/1 description FXO

voi ce-port 0/1/0
description FXS




vol ce-port 0O/ 1/1 description FXS

!

!

di al - peer voice 804 voip
destination-pattern 5251..
session target ipv4:172.16.111.10
!

di al - peer voice 50 pots
destination-pattern A0

port 0/0/0

no sip-register

t el ephony-service

| oad 7960- 7940 P0O0308000400

max- ephones 24

max- dn 24

i p source-address 192.168.112.1 port 2000
system nessage CME2

max- conferences 12 gain -6
transfer-system full-consult

create cnf-files version-stanmp

7960 Jun 10 2008 15:47:13

ephone-dn 1
nunber 1001
trunk A0

ephone-dn 2
number 1002

!

!

ephone-dn 3
nunber 3035452366
| abel 2366

trunk A0

ephone 1

devi ce-security-node none
mac- addr ess 0003. 6BC9. 7737
type 7960

button 1:1 2:2 3:3




ephone 2

devi ce-security-node none
mac- address 0003. 6BC9. 80CE
type 7960

button 1:2 2:1 3:3

!
!

!

ephone 5
devi ce-security-node none

!
!

!

line con O

exec-timeout 0 O

I ogin | oca

line aux 0

line vty 0 4

access-class 23 in
privilege level 15

| ogin | oca

transport input telnet ssh

line vty 5 15

access-class 23 in
privilege level 15

| ogin | oca

transport input telnet ssh

!

exception data-corruption buffer truncate
schedul er allocate 20000 1000

ntp server 172.16.1.1

end
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