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odosu 1Jgrpe6 Iduoswss J SRST gleold Cisco Unity Express:

|
t el ephony-service
| oad 7960- 7940 P00308000400
max- ephones 24
max-dn 24
i p source-address 192.168.112.1 port 2000
system nessage CME2
max- conferences 12 gain -6
transfer-systemfull-consult

create cnf-files version-stanp 7960 Jun 10 2008 15:47:13
|
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ol Jigsle Idubeds 1Jpedss (LAN) Iduwddss slddluudIdss. suuwds LAN 1Ugl o6 Ios
wodu pu pJdlbe uddss 9dluwddse: pdbe o ds WAN s sop ldspesd s Idleueld
wuvedd WAN 1Jp9e99 wol 9ldpulb 96 1U3less s woes psbs IJuese JJpsee:

Wireless

odoso Idely:

class-map type inspect match-all acl-cmap
mat ch access-group 171
class-map type inspect nmatch-any nost-traffic-cmap
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
mat ch protocol ftp
|
!
policy-map type inspect nost-traffic-pnmap
class type inspect nost-traffic-cnmap
i nspect
cl ass cl ass-defaul t
drop
policy-map type inspect acl-pass-pnmap
class type inspect acl-cmap
pass
!
zone security private
zone security public
zone security wred
zone security wrel ess
|
zone-pair security priv-pub source private destination public
service-policy type inspect nost-traffic-pmap
zone-pair security priv-vpn source private destination vpn
service-policy type inspect nost-traffic-pmap
zone-pair security acctg-pub source acctg destination public
service-policy type inspect nost-traffic-pmap
zone-pair security eng-pub source eng destination public
service-policy type inspect nost-traffic-pmap
|



1
!
interface G gabitEthernet0/0
ip virtual -reassenbly

zone- nenber security eng

Entire router configuration:

version 12.4
service timestanps debug datetine nsec
service tinmestanps | og datetine nmsec
no service password-encryption
1
host name 3825- sr st
1
!
| oggi ng message- counter sysl og
I oggi ng buffered 51200 war ni ngs
1
no aaa new node
clock tinmezone st -7
cl ock sumer-time nmdt recurring
1
dot 11 sysl og
ip source-route
1
!
ip cef
ip cef
!
!
ip domai n name ci sco.com
ip name-server 172.16.1.22
ip vrf acctg
rd 0:1
!
ip vrf eng
rd 0:2
!
ip inspect WAAS enabl e
1
no i pve cef
mul tilink bundl e-name authenticated
1
1
voi ce-card O
no dspfarm

ar chi ve
| og config
hi dekeys

class-map type inspect match-all acl-cnmap



mat ch access-group 171
cl ass-map type inspect match-any nost-traffic-cmap
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
mat ch protocol ftp
1
!
policy-map type inspect nost-traffic-pnmap
class type inspect nost-traffic-cnmap
i nspect
cl ass cl ass-defaul t
dr op
policy-map type inspect acl-pass-pnmap
cl ass type inspect acl-cmap
pass
!
zone security private
zone security public
zone security vpn
zone security eng
zone security acctg
zone-pair security priv-pub source private destination public
service-policy type inspect nost-traffic-pmap
zone-pair security priv-vpn source private destination vpn
service-policy type inspect nost-traffic-pmap
zone-pair security acctg-pub source acctg destination public
service-policy type inspect nost-traffic-pmap
zone-pair security eng-pub source eng destination public
service-policy type inspect nost-traffic-pmap

nterface Loopbackl101

ip vrf forwardi ng acctg

i p address 10.255.1.5 255. 255. 255. 252
i p nat inside

ip virtual -reassenbly

zone- nenber security acctg

nterface Loopbackl102

ip vrf forwarding eng

i p address 10.255.1.5 255. 255. 255. 252
i p nat inside

ip virtual -reassenbly

zone- nenber security eng

nterface G gabitEthernet0/0
no i p address

dupl ex auto

speed auto

medi a-type rj 45

no keepalive

nterface G gabitEthernet0/0.1
encapsul ati on dot1Q 1 native

ip address 172.16.1.103 255. 255. 255.0
shut down

nterface G gabitEthernet0/0.109
encapsul ati on dot 1Q 109

ip address 172.16.109. 11 255. 255.255.0
i p nat outside



ip virtual -reassenbly
zone- nenber security public

nterface G gabitEthernet0/1
no i p address

dupl ex auto

speed auto

medi a-type rj 45

no keepalive

nterface G gabitEthernet0/1.129
encapsul ati on dot 1Q 129

ip address 172.17.109.2 255.255.255.0
standby 1 ip 172.17.109.1

standby 1 priority 105

standby 1 preenpt

standby 1 track G gabitEthernet0/0.109

nterface G gabitEthernet0/1. 149
encapsul ati on dot 1Q 149

i p address 192.168. 109. 2 255. 255. 255.0
ip wecp 61 redirect in

ip weccp 62 redirect out

i p nat inside

ip virtual -reassenbly

zone- nenber security private

nterface G gabitEthernet0/1. 161
encapsul ati on dot 1Q 161

ip vrf forwardi ng acctg

ip address 10.1.1.1 255.255.255.0
i p nat inside

ip virtual -reassenbly

zone- nenber security acctg

nterface G gabitEthernet0/1.162
encapsul ati on dot 1Q 162

ip vrf forwarding eng

ip address 10.1.1.1 255.255.255.0
i p nat inside

ip virtual -reassenbly

zone- nenber security eng

nterface Serial 0/3/0

no i p address
encapsul ati on frame-rel ay
shut down

frame-relay I m-type cisco

nterface Serial 0/3/0.1 point-to-point
ip vrf forwardi ng acctg

i p address 10.255.1.1 255. 255. 255. 252
i p nat inside

ip virtual -reassenbly

zone- nenber security acctg

snnp trap |ink-status

no cdp enabl e

frame-relay interface-dlci 321 | ETF

nterface Serial 0/3/0.2 point-to-point
ip vrf forwarding eng

i p address 10.255.1.1 255. 255. 255. 252
i p nat inside

ip virtual -reassenbly



zone- nenber security eng

snnp trap |ink-status

no cdp enabl e

frame-relay interface-dlci 322 | ETF

nterface | ntegrated- Service-Engi ne2/0
no i p address

shut down

no keepalive

nterface G gabitEthernet3/0
no i p address
shut down
1
router eigrp 1
network 172.16.109.0 0.0.0. 255
network 172.17.109.0 0.0.0. 255
no aut o- sunmary
1
router eigrp 104
network 10.1.104.0 0.0.0. 255
network 192.168.109.0
networ k 192.168.209.0
no aut o- sunmary
1
router bgp 1109
bgp | og- nei ghbor - changes
nei ghbor 172.17.109.4 renote-as 1109
!
address-famly ipv4d
nei ghbor 172.17.109.4 activate
no aut o- summary
no synchroni zati on
network 172.17.109.0 nask 255.255.255.0
exit-address-famly
1
ip forward-protocol nd
ip route vrf acctg 0.0.0.0 0.0.0.0 172.16.109.1 gl oba
ip route vrf acctg 10.1.2.0 255.255.255.0 10.255.1.2
ip route vrf eng 0.0.0.0 0.0.0.0 172.16.109.1 gl oba
ip route vrf eng 10.1.2.0 255.255.255.0 10.255.1.2
1
1
ip http server
no ip http secure-server

ip nat pool acctg-nat-pool 172.16.109.21 172.16.109.22 netmask 255.255.255.0

ip nat pool eng-nat-pool 172.16.109.24 172.16.109. 24 netmask 255. 255. 255.0

ip nat inside source list 109 interface G gabitEthernet0/0.109 overl oad

ip nat inside source list acctg-nat-list pool acctg-nat-pool vrf acctg overl oad

ip nat inside source list eng-nat-list pool eng-nat-poo

vrf eng overl oad

ip nat inside source static 172.17.109.12 172.16.109. 12 extendabl e

1
ip access-list extended acctg-nat-1list

deny ip 10.0.0.0 0.255.255.255 10.0.0.0 0.255. 255. 255
permit ip 10.0.0.0 0.255.255. 255 any
ip access-list extended eng-nat-list

deny ip 10.0.0.0 0.255.255.255 10.0.0.0 0.255. 255. 255
permit ip 10.0.0.0 0.255.255. 255 any

1

l ogging 172.16.1. 20

access-list 1 pernit any
access-list 109 deny ip 192.168.0
access-list 109 permit ip 192. 168

.0 0.0.
.0 0.0.255.255 any
access-list 111 deny ip 192.168.0.0 0.0.

.0
.0

255. 255 192.168. 0.0 0. 0. 255. 255

255. 255 192.168. 0.0 0. 0. 255. 255



access-list 111 permit ip 192.168.0.0 0.0.255.255 any
access-list 141 permt ip 10.0.0.0 0.255.255. 255 any
access-list 171 permt ip host 1.1.1.1 host 2.2.2.2

1
1
1
1
1
1
1
control - pl ane

gat eway

timer receive-rtp 1200

1

!
al i as exec sh-sess show policy-nmap type inspect zone-pair sessions
1
line con O

exec-timeout 0 O
line aux O
line 130

no activation-character

no exec

transport preferred none

transport input al

transport output pad telnet rlogin |apb-ta nop udptn v120 ssh
line 194

no activation-character

no exec

transport preferred none

transport input al

transport output pad telnet rlogin |apb-ta nop udptn v120 ssh
line vty 0 4

password ci sco

| ogin

!

exception data-corruption buffer truncate
schedul er all ocate 20000 1000

1
webvpn cont ext Defaul t _context

ssl authenticate verify al

!

no inservice

!

end
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