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Cisco ;0 VPN 1751 a>g0ll 13655

Cisco 0 VPN 1751 a>g0ll

version 12.2
service tinmestanps debug uptine
service tinestanps |og uptinme
no service password-encryption
host nane svl1-6
menory-size i onem 15
mmi pol ling-interval 60
no mm auto-configure
no nm pvc
mm  snnp-ti meout 180
i p subnet-zero
no i p domai n-1 ookup
ip audit notify |og
ip audit po max-events 100
Internet Key Exchange (IKE) configuration. crypto ---!
isakmp policy 1
encr 3des
hash md5
authentication pre-share
group 2
lifetime 1800
IPSec configuration. crypto isakmp key aptrules ---!
address 209.165.202.129
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!
crypto ipsec transform-set aptset esp-3des esp-md5-hmac
!
crypto map aptmap 1 ipsec-isakmp
set peer 209.165.202.129
set transform-set aptset
match address 110
!
interface Ethernet0/0
i p address 209.165. 202. 226 255. 255. 255. 224
ip nat outside
hal f - dupl ex
crypto map aptmap
1
interface FastEthernet0/0
i p address 172.16.15.1 255.255.255.0
ip nat inside
speed auto
NAT configuration. ip nat inside source route-map ---!
nonat interface Ethernet0/0 overload
ip classless
ip route 0.0.0.0 0.0.0.0 209. 165. 202. 225
no ip http server
i p pi mbidir-enable
Encryption match address access list. access-list ---!
110 permit ip 172.16.15.0 0.0.0.255 192.168.10.0
0.0.0.255
NAT access list. access-list 120 deny ip ---!
172.16.15.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 120 permit ip 172.16.15.0 0.0.0.255 any
route-map nonat permit 10
match ip address 120
line con O
exec-timeout 0 O
line aux O
line vty 0 4
password ci sco
| ogin
end
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IKE Properties |

General

Transfarm
% Encryption + Data Integrity [ESF)
™ Data Integrity Only [4H]

E ncryption Algarithm: JDES j

Drata [ntegrity WMO5 j

Compression method: Mare -

Allowed Peer [ ateway: |E| Cisco_Router -
[ Usze Perfect Forward S ecrecy

Use DH Group: Group 1 (765 bit] j
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Advanced IKE properties El

™ Use UDP encapsulation

UDP PR IPSEC_encaps. j

Suppaort Diffie-Hellman groups

[Group 1 (768 bit]

[v] Group 2 (1024 bit)
C1Group 5 (1536 bit)
Rekeying Farameters
Renegotiate [KE secunty associations a0 = Minutes

Fenegatiate IPSEC Security aszociations every | 3600 ::I Seconds
[ Renegotiate IPSEC Security associations every | 50000 ::I K.Buytes
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I Support IP compression for SecureClient
™ Support aggresive mode
v Support key exchange for subnets
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APTPolicy:
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Install Policy |
APTPalicy ' Securnty Policy Scrpt generated into APT Palicy. p ﬂ
APTPalicy:
Compiled OF.
Inztalling WPH-1Fietwfall-1 policy On: chef ...
WPMN-1/Firetwall-1 policy installed successfully on chef...
YPM-1Firetwfall-1 policy installation complete
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a>Ul a3Vl auas Jzaw 231

| SAKMP (0:0): received packet from: 18:05: 32
N) NEW SA) 209. 165. 202. 129
| SAKMP: | ocal port 500, renmote port 500 :18:05:32
L1 SAKMP (0:1): Input = | KE_ MESG FROM PEER : 18: 05: 32
| KE_MM_EXCH
Od State = | KE_READY New State = | KE_LR MMVL
| SAKMP (0:1): processing SA payl oad. message ID = 0 :18:05:32
| SAKMP (0:1): processing vendor id payload :18:05: 32
| SAKMP (0:1): vendor ID seens Unity/DPD :18:05: 32
but bad maj or
| SAKMP (0:1): found peer pre-shared key :18:05:32
mat chi ng 209. 165. 202. 129
| SAKMP (0:1): Checking | SAKMP transform 1 :18:05: 32
against priority 1 policy
| SAKVP: encryption 3DES-CBC : 18: 05: 32
| SAKMP: hash MD5 : 18: 05: 32
| SAKMP: auth pre-share :18:05:32
| SAKMP: default group 2 :18:05:32
| SAKMP: |ife type in seconds :18:05:32
| SAKMP: |ife duration (VPI) of 0OxO OxO Ox7 Ox8 :18:05:32
| SAKMP (0:1): atts are acceptable. Next payload is 0 :18:05:32
| SAKMP (0:1): processing vendor id payload :18:05: 33
| SAKMP (0:1): vendor |ID seens Unity/DPD but bad nmjor :18:05:33
, I SAKMP (0:1): Input = | KE_MESG | NTERNAL : 18: 05: 33
| KE_PROCESS_MAI N_MODE
Od State = IKE R ML New State = | KE_.R MMVL
(I SAKMP (0:1): sending packet to 209.165.202.129 (R :18:05: 33
MM _SA_SETUP
, I SAKMP (0:1): Input = | KE_MESG | NTERNAL : 18: 05: 33
| KE_PROCESS_COMPLETE
Od State = IKE R MML New State = | KE_R_ MW
(I SAKMP (0:1): received packet from 209.165.202. 129 (R :18: 05: 33
MM SA_SETUP
.1 SAKMP (0:1): Input = | KE_ MESG FROM PEER : 18: 05: 33
| KE_MM_EXCH
Od State = IKE R M2 New State = | KE_R_M\VB
.1 SAKMP (0:1): processing KE payl oad :18: 05: 33
message ID =0
.1 SAKMP (0:1): processing NONCE payl oad :18:05: 33
message ID =0
| SAKMP (0:1): found peer pre-shared key :18:05:33
mat chi ng 209. 165. 202. 129
| SAKMP (0:1): SKEYID state generated :18:05:33
, I SAKMP (0:1): Input = | KE_MESG | NTERNAL : 18: 05: 33
| KE_PROCESS_MAI N_MODE
Od State = IKE.R MVMB New State = | KE_R_M\VB
(I SAKMP (0:1): sending packet to 209.165.202.129 (R :18:05: 33
MM _KEY_EXCH
, I SAKMP (0:1): Input = | KE_MESG | NTERNAL : 18: 05: 33
| KE_PROCESS_COMPLETE
Od State = IKE.R MVB New State = | KE_R_ MW
(I SAKMP (0:1): received packet from 209.165.202.129 (R :18: 05: 33
MM _KEY_EXCH
.1 SAKMP (0:1): Input = | KE_ MESG FROM PEER : 18: 05: 33
| KE_MM_EXCH
Od State = IKE R MM New State = | KE_.R_ M\Vb
.1 SAKMP (0:1): processing |ID payl oad :18:05: 33
message ID =0
.1 SAKMP (0:1): processing HASH payl oad : 18: 05: 33
message ID =0



| SAKMP (0:1): SA has been authenticated :18:05: 33
with 209. 165. 202. 129
, | SAKMP (0:1): Input = | KE_MESG | NTERNAL :18: 05: 33
| KE_PROCESS_MAI N_MODE
Od State = IKE.R_ MW New State = | KE_R_MVb
| SAKMP (0:1): SA is doing pre-shared key authentication :18:05: 33
using id type | D_| PVA_ADDR
| SAKMP (1): | D payl oad :18:05:33
next - payl oad : 8
type : 1
protocol : 17
port : 500
length : 8
| SAKMP (1): Total payload Iength: 12 :18:05:33
| SAKMP (0:1): sending packet to 209.165.202.129 :18:05:33
R) QVLIDLE)
, | SAKMP (0:1): Input = | KE_MESG | NTERNAL :18: 05: 33
| KE_PROCESS_COWPLETE
Od State = IKE.R MW New State = | KE_P1_COVPLETE
, | SAKMP (0:1): Input = | KE_MESG | NTERNAL :18: 05: 33
| KE_PHASE1_COWPLETE
0ld State = IKE_Pl_COMPLETE
New State = IKE_Pl_COMPLETE
(I SAKMP (0:1): received packet from 209.165.202.129 (R :18: 05: 33
QM I DLE
.1 SAKMP (0:1): processing HASH payl oad : 18: 05: 33
message | D = -1335371103
.1 SAKMP (0:1): processing SA payl oad :18: 05: 33
message | D = -1335371103
| SAKMP (0:1): Checking | PSec proposal 1 :18:05:33
| SAKMP: transform 1, ESP_3DES :18:05:33
: I SAKMP: attributes in transform:18:05:33
| SAKMP: SA |ife type in seconds :18:05:33
| SAKMP: SA |ife duration (VPI) of O0xO OxO OxE 0x10 :18:05:33
| SAKMP: aut henticator is HVAC MD5 :18:05: 33
| SAKMP: encaps is 1 :18:05:33
.1 SAKMP (0:1): atts are acceptable :18:05: 33
, | PSEC(val i dat e_proposal _request): proposal part #1 :18:05:33
, key eng. msg.) | NBOUND | ocal = 209. 165. 202. 226, renote= 209. 165. 202. 129)
, (I ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,lifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
.1 SAKMP (0:1): processing NONCE payl oad :18: 05: 33
message | D = -1335371103
.1 SAKMP (0:1): processing |ID payl oad :18:05: 33
nmessage | D = -1335371103
.1 SAKMP (0:1): processing |ID payl oad :18:05: 33
nmessage | D = -1335371103
| SAKMP (0:1): asking for 1 spis fromipsec :18:05: 33
, | SAKMP (0:1): Node -1335371103 :18:05:33
| nput = | KE_MESG FROM PEER, | KE_QM EXCH
ad State = | KE_QV READY New State = | KE_QMV SPI _STARVE
... I PSEC(key_engi ne): got a queue event :18:05:33
| PSEC(spi _response): getting spi 2147492563 for SA :18:05:33
from 209. 165. 202. 226 to 209. 165. 202. 129 for prot 3
(I SAKMP: received ke nessage (2/1 :18:05:33
| SAKMP (0:1): sending packet to :18:05:33
R) QV_IDLE) 209.165.202. 129
, | SAKMP (0:1): Node -1335371103 :18:05:33
I nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY
ad State = | KE_QV SPI _STARVE New State = | KE. QM R Qw2
| SAKMP (0:1): received packet :18:05:33



from 209. 165. 202. 129 (R) QV.IDLE
| SAKMP (0:1): Creating |IPSec SAs :18:05:33
i nbound SA from 209. 165. 202. 129 to 209. 165. 202. 226 : 18: 05: 33
(proxy 192.168.10.0 to 172.16.15.0)
has spi 0x800022D3 and conn_id 200 and flags 4 :18:05:33
lifetine of 3600 seconds :18:05: 33
out bound SA from 209. 165. 202. 226 to 209. 165. 202. 129 : 18: 05: 33
( proxy 172.16.15.0 to 192.168. 10.0)
has spi -2006413528 and conn_id 201 and flags C :18: 05: 33
lifetine of 3600 seconds :18:05: 33
| SAKMP (0:1): deleting node -1335371103 error :18:05:33
"() FALSE reason "qui ck node done (await
, | SAKMP (0:1): Node -1335371103, Input = | KE_MESG FROM PEER : 18: 05: 33
| KE_QM _EXCH
0ld State = IKE_QM R QM2 New State = IKE_QM PHASE2 COMPLETE
... I PSEC(key_engi ne): got a queue event :18:05:33
, (IPSEC(initialize_sas :18:05:33
,key eng. nsg.) | NBOUND | ocal = 209. 165. 202. 226)
, rermot e=209. 165. 202. 129
, (I ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,1ifedur= 3600s and Okb
, Spi = 0x800022D3(2147492563), conn_id= 200, keysize= 0
flags= 0Ox4
, (I'PSEC(initialize_sas :18:05:33
, key eng. nmsg.) OUTBOUND | ocal = 209. 165. 202. 226)
, renmot e=209. 165. 202. 129
, (I ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-3des esp-nd5-hnac
,1ifedur= 3600s and Okb

, Spi = 0x88688F28(2288553768), conn_id= 201, keysize= 0
flags= OxC
, I PSEC(create_sa): sa created :18:05:33
,sa) sa_dest= 209. 165. 202. 226, sa_prot= 50)
, (sa_spi = 0x800022D3(2147492563
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 200
, I PSEC(create_sa): sa created :18:05:33
,sa) sa_dest= 209. 165. 202. 129, sa_prot= 50)
, (sa_spi = 0x88688F28(2288553768
sa_trans= esp-3des esp-nd5-hmac , sa_conn_id= 201
| SAKMP (0:1): received packet :18:05:34
from 209. 165. 202. 129 (R) QV.IDLE
| SAKMP (0:1): phase 2 packet is a duplicate :18:05:34
.of a previous packet
| SAKMP (0:1): retransmitting due to retransmit phase 2 :18:05: 34
| SAKMP (0:1): ignoring retransm ssion, because phase2 :18:05: 34
node narked dead -1335371103
| SAKMP (0:1): received packet :18:05:34
from 209. 165. 202. 129 (R) QV.IDLE
| SAKMP (0:1): phase 2 packet is a duplicate :18:05:34
.of a previous packet
| SAKMP (0:1): retransmitting due to retransnmit phase 2 :18:05: 34
| SAKMP (0:1): ignoring retransm ssion, because phase2 :18:05: 34
node narked dead -1335371103

sv1- 6#show crypto isakmp sa
dst src state conn-id slot
QM IDLE 1 0 209.165.202.129 209. 165. 202. 226



Svl1- 6#show crypto ipsec sa

interface: Ethernet0/0

Crypto map tag: aptmap, |ocal addr. 209.165.202. 226

(local ident (addr/mask/prot/port): (172.16.15.0/255.255.255.0/0/0
(remote ident (addr/nmask/prot/port): (192.168.10.0/255.255.255.0/0/0
current _peer: 209.165.202. 129

{,PERM T, flags={origin_is_acl

pkts encaps: 21, #pkts encrypt: 21, #pkts digest 21#

pkts decaps: 24, #pkts decrypt: 24, #pkts verify 24#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts compr. failed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

| ocal crypto endpt.: 209.165.202.226, renpte crypto endpt.: 209.165.202.129
path mu 1500, nedia ntu 1500

current outbound spi: 88688F28

;i nbound esp sas

(spi: 0x800022D3(2147492563

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 200, flow.id: 1, crypto map: aptmap

(sa timng: remaining key lifetime (k/sec): (4607997/ 3559

IV size: 8 bytes

replay detection support: Y

“inbound ah sas

;i nbound pcp sas

:out bound esp sas

(spi: Ox88688F28(2288553768

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 201, flow.id: 2, crypto map: aptmap

(sa timng: remaining key lifetime (k/sec): (4607997/ 3550

IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

sv1- 6#show crypto engine conn act

ID Interface |IP- Address State Algorithm Encrypt Decrypt
Et hernet 0/ 0 209. 165. 202. 226 set HVAC MD5+3DES 56_C 0 01

Et hernet 0/ 0 209. 165. 202. 226 set HVAC MD5+3DES_56_C 0 24 200
Et hernet 0/ 0 209. 165. 202. 226 set HVAC_MD5+3DES_56_C 21 0 201

do olbd ol
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