luwegse wble cuozse IJigkle Jlpwed il
2 bole ISE sl_oJlzol

lJpzogsle

|Jp 95006

SueS 03l 9886 s I ses 888w tbl wsuel 0p SIILIU w S1IUd show logging e, po 1
I|J CLI.

IJpobdole Ul uss

9008 Cisto Llo wday Jssd peyds wldpsliose IJeldss:

o Y Erple 1Jogss (ISE).



o 9lzos yub, IJisle, (CLI).

lJpdsole Idpuwegspd
ouvow Idpedsele 1Uglré B o3l Idpuweus |Js |uesl) Identity Services Engine (1SE) 3.3.
e louble IJpgdsple 1Us1é B o3l 1dpuucos po IJizes6 10092956 B wsisé pgpdséd ¢luoé. wile zpse 1Jiz0j6 1Upuucésps

Bs 03l lJpuwows wodssy ppuwse (1Beluos). bl Yoo svwded 3ss IJouiésd: Bolds po Bopd Jdoles, Idpewed Jis

|pJ.

pedsple luuluss

SuwoEd ISE Lusd pesusd Jogisu pdule Idgved: IJpduods B 030 IpdlJs. 9Jezdsd 3JI. luuwgse 9lzos Lulo, 1Jisle,
(CLI) Joudss 1oyl Iigble s IJsde IJBeds wluwegsle 1Jisle,show logging s> IJouivg sJ-

QIO Wkl g

Seodb oz, g3l 1Jogss (ISE) pw Cisco wppdsle Jogise suwlisd Iduved Ipeds. wole eds bouses IJpuvdJs: loe

Ssuwobse luuogpdo leoly ley Iuslussshow logging o suvgue sluveduuld 1Jigble ol odlzol:

1- ped> IJoblp

S&2 "ped> IJuble" puuble 1Juble: pel sosz JI euo Iigble IUpuluins. ouulesd psis IJogvesd 030 gds wpass
IJpusl I 1Jpeed8d wldoble. pod 1Jeuildd IJpoe s wgsple ISE.

et 1 s0asd 1 agda Idokila:

Spdod 1909 I 03l Ipzds pu slzes b, IUlsle, (CLI) Lluwegsle 3o 1Jigle):
« show logging system <L ogFile>

p&ld Jaz dales 1dBla 1Jac 9 jB:

SSPT33A/admin#show logging system 5105179 Jul 17 2024 20:09:49 ade/ADE.log 29542 Jan 02 2024 16:36:28 anaconda/anaconda.log
1012889 Jan 02 2024 16:36:28 anaconda/syslog 564 Jan 02 2024 17:07:06 boot.log 1416192 Jul 06 2024 13:57:25 btmp 292292 Jul 17 2024
20:09:07 lastlog 0 Jan 02 2024 16:31:58 maillog 4623022 Jul 17 2024 20:11:43 messages 548756 Jul 01 2024 23:50:00 sa/sa01 4173362 Jul 17

2024 20:11:11 secure 0 Jan 02 2024 16:31:58 spooler 16896 Jul 17 2024 19:38:55 wtmp SSPT33A/admin#

pold: pedsple 29d 306 wlbus ISE - show logging system ade/ADE.log tail



adigds: Jloole cubvesd IJouwesd: syes 1o wouwlbs gds Ctrl +C )6 9lz6.

2- azdd ez ¢d

s ped> Idowesd pddle syslog JJobuss: el sose JI erup Iigble 1puluing. oumlesd psis IJouwasd oo s
o8 IdpuvldJ 1Jpoed 86 wesilo pesud: pod punldd IUlouold: 9ldsoesé: 983 plo 1S90 sldoupsb: 9ol IUs 3JY.

Sed [Jooe



B pebp 109w I3 ©d@sp Do wouwt less Ipuvddle wuwtl popledl cpolz sdl lUs cesso Idedsule IUpuluwws gds
puwe9s wuoese IJidble Iy oot loodd 1Js 1Jepdss > lpuedunld IUizble sl adlzol > pelde wuoese IJigble > o Jdssy
wwed IJouoese « 223 1Jgdrs: 1ud) B98 puwess IUuwed oo luve 1Updsu: 235 puwoss IJuwed 1d3s wlbdwo: &e lud) 994

"dees Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Proflle Configuration

> SSPT33A.luisagar.com

Cantext Visibility Debug Log Configuration

Debug Level Configuration

Operations
Policy
og Filter Enable

Administration
Component Name ” Log Level Description Log file Name Log Filter

Work Centers
INFO er s Disa

Active Directory . Active Directory cllent Internal messages ad_agent.log

Interactive Help D admin-ca CA Service admin messages Ise-psc.log Disabled

admin-infra R infrastructure action messages ise-psc.log Disabled
admin-license WARN License admin messages Ise-psc.log Disabled
al-analytics INFO Al Analytics al-analytics.log Disabled
anc DEBUG Adaptive Network Control (ANG) debug... ise-psc.log Disabled
api-gateway API Gateway native objects logs api-gateway.log Disabled
aplservice ISE API Service logs apl-service.log Disabled

Vb,
lesh 1dpdsy



adicks: oe Bes leouhd 309 Blod cpolz lUs oessu puvossle IUpdsule o6 186 1Us Idsuoe Il luos wes
lelsé logble 1pubdJs.



s 888, wpdsu vuwesd wuoese IJidble J 3@ 10auiE sd AAA o sd 33 1dauiE sd sldaconfig Jadge 1deoi ¢d
wubdd Jos) eds ble IJoble. szw 830 wessu 030 IJuvedle eds ouzse Iigble J&, 60 15 236d Jozow
logsloo IJble.

‘;"53450 edg.i Q&J‘éd U‘:'U‘C‘éc

szess "pelde cuorse igble" s B9l cuozst itble g8 puvudl voedsele spdud pu gdldel ipveduld igbls
€8> ISEgluadizol. spdud wdasu puwess ¢y, uved wuorst IJidble JJpdsule 1J9,0s6 sled 1J8Iw. 909 599, $9ldw
cuost leble pgrds puwodl cepd eds counsb gpdss lesh IJouwrsd IJobuosds Jpdsole IJpgodss.



op wuppse 030 1J39lJe Jpeldes uwsubasole luweduls 1Jigble sluadlzel Idublsgs: pel suved eds Ideumisdss wdssy
lesble wuozse Idlgble 1U2,9)86 souyisbol wuygs.

Jigwesle Sldo ig odysuor Spdud Idluedld [Js \dg@d‘53>iwa‘ﬂ&\d \ditk\; Sloadipel>ag )z Cuar st \iFhls>ad gu o add g s

e Uith\f-:

= b Identity Services Engine

Bookmarks Diagnostic Tools  DownloadLogs | Debug Wizard

Dashboard Debug Profite Cor

Context Visibility Debug
%, Operations
Palicy

Administration

Work Centers

Interactive Help

Qﬂjﬁu ?J"‘ Q&)ﬁ»_ﬂ U‘;"-«‘chc

Debug Profile Configuration

Operations / Troubleshoot

Debug Wizard contains predefined debug templates with the help of which you can troubleshaot issuas on ISE nodes. You can configure the debug log severity level for individual components inside the template

Deseription

Status

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

BLED

DISABLED

DISABLED

DISABLED

BLED

DISABLED

DISABLED

Node Applied

00l LIJded e 1JE9e 1Jpe236 puwedl 19 108, 8938 ozl Jluble IJ@sldw 1Jeluos .



=yl Identity Services Engine Operations / Troubleshoot

Bookmarks Download Logs Debug Wizard

Caslibosrd Dsbug Profila Gonig
Context Visibility

Add New Prafile
Oparations

Policy AD Troubleshaoting

Administration

Wark Centers

Intaractive Help

drop-d

Component Name Description Log fila Name
accessiilter v RBAGC rescun Ise-psc.log
wo Diractory TRACE A itlog
INFO
IN
INFO
INFO

INFO

apl-sa
[

INFO a caservice.log

INFO

ARN

INFO - Celk d log messages

INFO

INFO

collectoriog

clacosmnt Debug MET

cliant-wobapp INFO nt Pro T vor dobup mas
WARN ; or an M&T nodes
INFO
INFO

INFO

luol9s Slde 2os>

G

a0 @l

p0 ¢JlJ ©pdisu Bldur suove purss IJpdso 1J3s Bpo wogssdo uhis Ipdesd. 235 dld=: 3lud) B9 &8 “uat st Jighls.
e g6 Idos sy wbosd Id8Ide edsol &p lud) 9§ guik:



I |dentity Services Engine

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
> Debug Modes

Context Visibility Debug Log Configuration

Debug Nodes

Operations

Policy AD Troubleshooting

Choose on which ISE nodes you want to enable this proflla
Administration

Work Centers

Ed Host Name Persona Role

~ SSPT33Alulsagar.) Administration, Monitering, Policy Se STANDALONE
Interactive Help

e8> wuoese IJlghle

IUlo: sz 1o seess Idélde eds 1gd6 1dpesus Jo:

‘#ik’ Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Prafila Canfiguratian

Debug Profile Configuration

Context Visibility
Del Wizard contains predefined debug templates with the heip o ch you ca u ot Issues on ISE nodes. You can configure th 0 log severity leve d o s Inside the template.

Operations

Policy

Administration

i
Work Cantars Description Status Node Applied

Active Dirsctory

Intaractive Halp

ENABLED

IJozdd pu
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ulyh Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashbeard Debug Profile Configuration :
> Debug Nodes

Context Visibility

Debug Nodes

', Operations

Palicy AD Troubleshooting

le this profile.
Administration

‘Work Centers

Host Name Persona Rale

SSPTI34 luisagar.com Administration, Manltaring, P STANDALONE
Intaractiva Help

websd IJsldy
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low$d [Js 1eadit > louadiicd 1ighls sluadice) > pelde cuaget Iighls>ad s ugd Soaget 1R . 225 1Jg 6. ludy B9 g1 vab
JJs Il o)luos: &p O p.

‘Jub Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
Debug Log Configuration N Ode LlSt

Context Visibility

Operations

Policy

Node Name ~  Replication Role
Administration
STANDALONE
Work Centers

Interactive Help

lebo lJogssu Ids IUIVe,luas



g Bl Joo ouwedsp eshy 18195 1duach s Idig s b luas 1oole opdsy Bldw sde S ssd coag st \Wighls, L)y
debug prOf”eternplate ‘éhd ﬁuﬁa\a Jde U?‘i‘JO‘Q SURE 1Je !EJH\QD\ U\JQJ\&‘;S‘ @@\ XL 1Jes g Qh\a.ld yIe) |JP°P &30 lLJ‘”UC')Ir"
gl 18198 1oaah s Ik luag B 2lds wpdsy dalde sl wp sgd cuar ¢ 1igbls.

JdauosJ eds nggplu uu) udu0§J|9|puJo pg226: I)ag_ Udgulw Cisco Ujuu,o@ 2 $98) 03l Ip oo puody s

sigd 1302 sd 1 aEds Idauug ¢d:


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html

Spdoud 1Jsuo9d 1Js 03l 1Jpzd> pu 8lz08 b, 1Jisle, (CLI) Lluueésle oso 1Jisle):

« show logging application <logfile>

GEua ecdd\ﬁt \dg&é\e \d@&ﬂjd)g

SSPT33A/admin#show logging application 11947 Jul 18 2024 12:20:28 ad_agent.log 96501 Jul 18 2024 13:29:33 collector.log 116751 Jul 18
2024 13:30:00 guest.log 196958 Jul 18 2024 13:01:20 ise-€elasticsearch.log 5136021 Jul 18 2024 13:31:24 ise-psc.log 172755 Jul 18 2024
13:29:04 profiler.log 10596813 Jul 18 2024 13:31:10 prrt-server.log 28496 Jul 18 2024 12:37:04 redis.log 3489 Jul 18 2024 12:36:44
replication.log

pold: pedsple 29d ¢306 | SE Guest - show logging application profiler.log tail

puld: pedyple 29d 506 ISE Guest - show logging application guest.log tail

o6 1Us Iduee g0 ouwlds pesus: luvegse IJps Tunluuss Jduee guol. pold: pedgele gu I1SE - show logging application
local Storefiselocal Store.log | include 70000\ NOTICE\



SSPT33A/admin#show logging application local Stor efisel ocal Store.log | include 70000\ NOTI CE\ 2024-07-18 00:03:28.668 -
05:00 0000423187 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionld=14667, SysStatsUtilizationCpu=5.41%,
SysStatsUtilizationNetwork=ethO: rcvd = 2052\; sent = 4062 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1577511\; sent = 115782 \;rcvd_dropped = O\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd = 2024-07-18
00:08:46.369 -05:00 0000423194 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionl d=14667, SysStatsUtilizationCpu=1.36%,
SysStatsUtilizationNetwork=ethO: rcvd = 1959\; sent = 3012 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1576019\; sent = 114411 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd =
SysStatsUtilizationDi sk Space=8% /opt, SysStatsUtilizationDiskSpace=1% /mnt/encpart, SysStatsUtilizationDiskSpace=8%
/opt/podman/containers/storage/overlay, AverageRadiusRequestL atency=0, AverageT acacsRequestL atency=0, DeltaRadiusRequestCount=0,
DeltaT acacsRequestCount=0, SysStatsUtilizationL oadAvg=0.40, SysStatsCpuCount=16, SysStatsProcessM emoryMB=18082,
ActiveSessionCount=0,

#dics: 031 110, show logging application local Stor elisel ocal Storelog | ©iuaso 70000\ Iuie) A JI sgod wule £Js puvess
IJouoese 19 luosh ISE (Unlwd). spdod wadl po 3JY ouivgsd o3l 1Jie, show logging application



local Stor efisel ocal Store.log | sued "Iig!s 70000"

adigds: Jloole ldouwzsd: Soes IJuoéb wouwlbs eds Ctrl + C p)6 9lza6.



o 10y

SSPT33A/admin#show logging application guest.log | include portalwebaction

oz

o show: sop luwegsle o3l 1Jle, Jesuo 1dpedsele.

«logging: Uiy IJs Iduwedle 19 pdUle 1Juwzd.
o application: wesss IJobousyd is lJepdso lJos w6 8o uvedlwol.
o guest.log: sga> pdd IJyuzd IJpuves guest.log.

o CuEsl s§9p 03l IJzse pu Iip) wouedss IUptiele Jouoeso BEb 1w, IJos cblud vesse pesu 1y IJps
luwluwssé pesus.

«  portalwebAction: IJJJpé IJILuluss 19 1dupl JJwze guo wopu IJluclz pu 1Jie) IJuslwd (show logging application
guest.log).

Ider & g8 1dadd 1akd 9o

Il Jp edo poldsl po luwe IUgved 1pess Bspdod IJouodess JJlble gds 1Jgsble 1loaldss. 03l pold: lody 10 Jos



IUpeszle:

ise3-3a/admin#show logging application | include pxgrid 14059847 Jul 18 2024 20:46:09 pxgrid/pxgrid-server.log 5367398 Jul 12
2024 23:59:39 pxgrid/pxgrid-server.l0g.2024-07-12-1 16261440 Jul 13 2024 23:59:44 pxgrid/pxgrid-server.l0g.2024-07-13-1 16261440 Jul 14
2024 23:59:49 pxgrid/pxgrid-server.l0g.2024-07-14-1 16261794 Jul 15 2024 23:59:53 pxgrid/pxgrid-server.l0g.2024-07-15-1 16261625 Jul 16
2024 23:59:58 pxgrid/pxgrid-server.l0g.2024-07-16-1 16261479 Jul 17 2024 23:59:45 pxgrid/pxgrid-server.l0g.2024-07-17-1 0 Jul 12 2024
15:42:36 pxgrid/pxgrid_dbsync_summary.log 0 Jul 12 2024 15:42:36 pxgrid/pxgrid_internal_dbsync_summary.log 16744 Jul 15 2024 20:45:49
pxgriddirect-connector.log 2841 Jul 15 2024 20:45:44 pxgriddirect-service.log 6277 Jul 12 2024 16:33:53 pxgriddirect-service.log.2024-07-12-1
ise3-3aladmind
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