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aaa nhew-model

radius server ISE32
address ipv4 1.x.x.181
key ciscol23

aaa group server radius AAASERVER
server name ISE32

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0
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interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
switchport access vlan 12
switchport mode access
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authentication port-control auto
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spanning-tree portfast edge
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= Perform mmediately be {2"!':" LIET I0g0n

Perform immediately after user logon

[] Bemember my credentials for this connection each
time I'm logged on

-

ign o

&

£ Esliback to unauthorized network acoess

T

and user authentication

LY e ) .- | gl I3 o
Adow additonal aia0gs o be Gsplayead ourmg singee

Fie rdberk | peme afase gk Ll B le far oo n ciene
S MEDAOTE USES SEDANALE W LN LASSS 0 o] =

OK Cancel oK
]

w22$> 9uPE IJpuob 9o
lJglo9s 2. oldss> yuolss IJgpsd
loedd lJs Idgvoble - 1dpuwedse Idelds > guguos > uobla: 99z o Juolso IJg psd
IJeguogrps JJpuob 6.
&
BB file Adicn View Favortes Window Help x
oA X XEE Hm
[ s - A | lessed Te - Issued By Expiration Date  Intended Purposes Friendly Nama Taste Certificate Te Actions

= 'P'.“::;““ hrm:m{m CCHRCR- COMIMON-RIME BAA2025 Client Authentication exsp-chient I More Ackions :

w 1 ljlsce'tmuc:n 1cation Athorities i cH ‘.

» ) Enterprise Trust More Actions »

oldss olss 1Jg psd

o) ool pi29zl B9 Ubobs Idgpsd: Sluedd Ids IJeBdluosd: ¢p w2dd pu wSluosd

IJesuose: udlb wyjse CRL. 9ldsuosd IJs pedspele IUpsze-

* 1Jp9uo9e: CN = clientcertCN
* ullb w9jse CRL: http://winserver.ad.rem-xxx.com/ocsp-ca.crl
s 1Joue9d IJs pedsple IUuwdbé: http://winserver.ad.rem-xxx.com/ocsp



http://winserver.ad.rem-system.com/ocsp-ca.crl
http://winserver.ad.rem-system.com/ocsp

# | Cerificate X g Certificate

General Detads Certificabon Path

General Detais  Certification Path

Show: :-:‘.AI} v Show: | <All>

Field Value Cal Field

Wednesday, June 4, 2025 7:4...

X p | Centificate
General Detals Certification Path
~ Show: | <aAll> ~

Value Lo Field Vot
Client Authentication {1.3.6. 1.... ;

Chent Authentication (1.3.6.1....

[1}CRL Distribution Point: Distr. ..

e ——T RSA (2045 Bits) [ Authority Info Access: A... [1]Authority Info Access: Acc...
| Ipublic kay paramaters 0500 ca certificate m— e
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lJglys 2. | olos Active Directory
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s luwp v9bsé IJ,ulb: AD_JOIN_POINT
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= . Domain
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T LDAR
4 Refresh Table
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1 Social Login
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Identity Source Sequences

PassivelD

Administration - Identity Management

Settings
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Update SID Values
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Cosrtificain Authesnoas aton Profides Lag el muthen poolie_inst
Extarnal ldentity Sources

: : Cenificate Authentication Profile

I_ = Caortificate Authentication | I

=5 cor_suthen_profla_1es] * Mame

cort_austhen_profile_test

<& Prelosded_Cerificate_Prof

[amcrpraon
Active Direciony
< AD_Join_Point F
T LDAP
- OEaG Iduntity Stons AD_ bain_Poing il
T RADIUS Token
RSA SecuriD Usa Identity From O Comificare Arcribaca Subject - Common Mama o
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SAML M Providens (0 #ny Subject or Allematiee Name Attritntes in the Certificate {for Active Denectory Only)
Social Login

Match Gliont Corificats
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(] @S (B0 DinaNY COMpaSon
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* |Jluwpe: Identity AD
* 2 puob@é Iduuolss Profile: cert_authen_profile_test
* Vlspd ldoge gu ldpuolb96: AD_JOIN_POINT
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Identities Groups External Identity Sources Identity Source Sequences Settings

\dentsty Scoaice Sequoncos List » Identity_AD

I Identity Source Sequence I

~ |dentity Source Sequence

* i 3
e Identity_AD

Description

~ Certificate Based Authentication

H Splect Conifcate Authontcation Profile cart_authen_prafile

~ Authentication Search List

A st of identity sources that will be accessed in sequence until first authentication succeads
Awailable Selected

Intgrnal Endpoints

Imermal Users
Guest Uisers

All_AD Join_Points

2
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= Cisco ISE Administration - System '

Daplayment Licensing Conificates Logging Mairtenance Upgrade Health Checks Backup & Restore Admin Access Fettings

Dotauss welf-sigaed saml seresr cor SAML SAML_ined7-01adrem-ny wmco SAML_Ised3-01ademeny mes Tha, 7 May 7006 Tow, 1 May 2039 -]
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3433-01 adaem-u | msom Gortificat Servces Endpeins 5e6 G Wed, 1 May 2074 Wed, 7 May 3939 (-]
A - Ise32-01
OCSP Clam Profis
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Certificate Signing Aequests
Corncate Periodic Chect e
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Active
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* IJlywpe: ocsp_test_profile

* odysu guslu URL Jpuwoese OCSP: http://winserver.ad.rem-xxx.com/ocsp

Cisco ISE
Deployment Licensing Certificates Logging Maintenance
Conificate Management v Edit OCSP Profile
System Certificates
Trustod Conificatss I * Mame scsp_test_profile I
OCSP Cliet Prafile
Description

Cenificate Signing Requosts
Ceriificate Pesiodic Chock Se.. © Configure OCSP Responder

Cartificate Authasity 3 ~ Server Connection

[C] Enable Secondary Server

Upgrade

© Always Access Primary Server First

(O Failback to Primary Server After Intervad 5

~ Primary Server

*URL hupdf rad.rem-s g 2m.eomfoesy I @

Enabile Nonco Extensicn Suppart
Validate Response Signature

Administration - System

Health Checks

Minutes (7)

() Use OCSP URLs specified in Authority Information Access (ALA)

Enabie Nonce Extension Suppart

Val

ate Response &

“ Response Cache

I * Cache Entry Time To Live 1440

Minutes () I

pJB GE,sB gpsd OCSP

Backup & Restore

Admin Access

Clear Cache

Settings

~ Secondary Server

URL  hrepeff

Enable Nonce Extension Support
Validate REsponse Signature
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e - 1 CiscoRuc-R2 Cisco Services o Gisoa REG-RE Ciscn RNC-RE Thu, 10 Jul 2018 Mon, 10 Jul 2... 1@ Enabled
drastruchue
Cisco Services
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O sonTnest Commarcial Root GA 1 Casen Sarvices 0A01 42 80 0. IdenTrust Commercial Root ... ldenTrust Comemercial Roat .. Fri, 17 Jan 2014 Tue, 17 Jan 2., 1@ Enabled
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loedd Ids uvsluws > volisg > puolb§6 > wi9wdsdle puwesz wol 92 Slisesd 306 1Us o9
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Cisco ISE

Palicy

Dictionarias Conditions Results
. atian - Aiivwt] Prodoesls Somnviced L Dl iy Wt Acoind
I Allowed Protocols
Mama i - s

i 5 Datault Matwark Accads

— - Cescription | pefed Alowesd Probocod Service

Posture /’
=

B . < Allgwad Protocols

IJuwelz w EAP-TLS

Authentication Bypass
H Process Host Lookup
Authentication Protocols
B Avew PARIASED

[ Ancrer cHaP

[ Ancw ms-CHAPYI

|: Alrey WS -CHAPY?

B Ancow EAP-MDS
v (Bl abow EAP-TLS

[ anow Autrenticasion of expired cestdicaies so allow certiicate renewal in Authorizaton Policy
I_J Enabile Stateless Session Resume

Sossion tickel ime 1o lve
2 Hiours

Puroactive session okl wpdato will occur after 90 % of Time To Lve has expired

I: Alirey | EAP

. Alcrey IFEAP

PLAP inngs Maothods
B aiow EAP-wMs-CHAPYZ

E Allow Password Ghangse Retrlea wald Ramga O oo J)
B s pap-GTC

n Allow Password Changes Retries 1 {Wa%d Range 0 to 3)

B asow EAP-TLS I

] Allow Authenbication of expired cerificates io aliow cerdificabe renewal in Austhoriragion Policy

) Require cryptobinding TLY
() Allow FEAPYD only tor legacy chents

lJglogs 7. |Loldo pzp9es wog
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loodd 1Js pzesele IJuoz: lod, eds EAP-TLS-TestUlolds Lusluws puols$s.

o lgwpe IJ8less: pol> 96 EAP-TLS
* IJuvygb: owlys puolb 96 EAP JJyuosd Ids Iduvedé EAP-TLS sWIRED_802.1 X
o 1Jlguegsle: Identity AD

luolds vog IJpuol> 96

IJglb9o 9. |uolds yoz IJeéssd

loedd lJs pzesele duoz: 91wy 999 EAP-TLS-Test Jlol96 wog wigosd.
* lgwpe IJBless: o99s o EAP-TLS

s Idyigb: paose Iduiolss - [Jluwpe IJublisg suwlas clientCN
* |Juulisg: PermitAccess

luol8s woz IJeésd

IJo2dl pu lduors
IJgbo9s 1. wldss zduws gpd IUp ol 86

Op woUuESJshow authentication sessions interface GigabitEthernetl/0/3 details 1 i o, Joldss eduws gpd Ipuol> 86 s C1000.

<ttroot>
Switch#

show aut henti cation sessions interface G gabitEthernetl/0/3 details

Interface: GigabitEthernetl/0/3
MAC Address: b496.9114.398c
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: clientcertCN
Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Restart timeout: N/A



Periodic Acct timeout: N/A

Session Uptime: 111s

Common Session ID: 01C20065000000933E4E87D9
Acct Session ID: 0x00000078

HandTe: 0xB6000043

Current Policy: POLICY_Gil/0/3

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success

IJgbo9s 2. wlds> ywpd RadiusLive

lowdd [Js 1dgade!e > RADIUS > o uzsd 1J3¢9J 1dawicin B 9lzoé Idpuuaise Iyuwspess (GUI) J ISE: §p woldss Iduwzd
Jouule Jdpuoldé.

= Cisco ISE Operations - RADIUS
Live Logs Live Sessions
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0 0 0 0 0
N L 4
Time Status Detalls  Repea...  identity Endpoint It Endpoint_.  Authentication Policy Authorization Policy Authorizatio... 1P Address

wved RadiusLive

Be woldss uwed Ideuol 88 1euluiy 1deduod.



Cisco ISE

Overvigw
Evient GO0 A e RN SUC iR
I Uspmame chgraconCH ]
Endipodnt Id (PR Fofes e
Encipoint Profie Il -Dhoricn
Autheniticancn Pobcy EAP-TLS-Test »» EAP-TLS-Aushonticaton
Authorization Policy EAP-TLS-Tesr »» EAP-TLE-Aushorization
Autherization Result Pormithccess

Authentication Details

S0Unon Timisthmp
Receted Timestame
Pokcy Soreer

Eveent

Usornama
Enadpcsnic b

Calling Suation id
Endpoint Profie

Sarthentication dengity
Sore

by Garoip

Audit Seession bd

Dther Attributes
Configersiondd
DrpstinaticePoat
Pagtocol

NAS-Peat

Frasmisd -MWTL

AD-Usaer- Rirsobvesd - ianninias

AD-User-Carlidate -

Bennnsss
Totalfuibanl astency

Chemlatency

AL -Usgsr - DS~ Dvcamiasin

AD-Usar-MNetBios- Nama

Eshac Rinsldontsy

AD-Umesr- Samiooount - Mamse

A -Usger-Chuabfeed - Manms

AD-sor-Sambccount-MNamss

AD-LUipor-Cuakfipd-Name
TLSCiphasr
TLSVersion

DTLSSuppsoat

E=1F o

oluosd IJpuols 96

2034-06-05 09:43:33.768
2034-06-05 094333 768
iso32-01

E200 Authontication succesded
chontcamCh
Ba9600:14:39:80
Bd-96-91-14-39-80

Inbel - Dirvic e

AD Join. Poi

Profiled

01 CR00EE0000009 3 IE SEB DD

167
1645
Fectari
50103
1500

ATCPMSessioniDs 01 C2006500000093IE4EETDO; 31 Session]
D=ig32-0V0EBER 164/ TF,
cligncconChi@ad nem-5 ovm.com

R

cliancconCiad rem-sy;" am.com

characenChiiPad rem-, T m.com

TLS1.2

CNeocsp-ca AT

Sleps
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12810 Praparod TLS SorvdDong massag
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11006 Rewumed RADNUS Access-Challonge

11007 Receied RADIUS Accoss-Foguest

TH0NE RADILS is ro-using an axisting sesson
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24319
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anhentication
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16036 Evaluating Authorization Policy
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chenscertCH
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Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto::Result=0, CryptoLib.CSSL.OCSP Callback -

starting OCSP request to primary

,SSL.cpp:1444

Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Start processing OCSP request

URL=http://w nserver.ad. rem xxx. conf ocsp

, use nonce=1,0cspClient.cpp:144

Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

Recei ved OCSP server response

,0cspClient.cpp:411
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
User certificate stat

,0cspClient.cpp:598
Crypto,2024-06-05 09:

43:

43:
43:

43:
43:

43:

us:

43

Cood

:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

perform OCSP request succeeded

, status: Good,SSL.cpp:1684

// Radius session

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

:Result=0,

:Result=0,

:Result=0,
:Result=0,

:Result=0,
:Result=0,

:Result=0,

:Result=0,

Crypto.OcspClient:

Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:

ipe

ipe

ipe
ipe

ipe
ipe

ipe

CryptoLib.CSSL.OCSP C

Radius,2024-06-05 09:43:33,120,DEBUG,0x7f982d7b9700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=1( AccessRequest)

Identifier=238 Length=324
[1] User-Name - value:

clientcertCN

]

[

[4] NAS-IP-Address - value: [1.x.x.101]
[50103]

[24] State - value: [37CPMSessionID=01C20065000000933E4E87D9;31SessionID=1se32-01/506864164/73;]
[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[5] NAS-Port - value:

Radius,2024-06-05 09:43:33,270,DEBUG,0x7f982d9ba700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=2( AccessAccept)

Identifier=238 Length=294
[1] User-Name - value:

[clientcertCN]

Radius,2024-06-05 09:43:33,342,DEBUG,0x7f982d1b6700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi

Code=4( Account i ngRequest)


http://winserver.ad.rem-system.com/ocsp

Identifier=10 Length=286

[1] User-Name - value: [clientcertCN]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[40] Acct-Status-Type - value: [Interim-Update]

[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[26] cisco-av-pair - value: [audit-session-id=01C20065000000933E4E87D9]
[26] cisco-av-pair - value: [method=dotlx] ,RADIUSHandler.cpp:2455

Radius,2024-06-05 09:43:33,350,DEBUG,0x7f982e1be700,cntx=0000017401, sesn=ise32-01/506864164/74,CPMSessi
Code=5( Account i ngResponse)

Identifier=10 Length=20,RADIUSHandler.cpp:2455

2. od,sé TCP

B gpdss wdysE TCP Vs ISE wogde IUe s, eds pedsple 29d luweelué OCSP 9z uws &pd RADIUS.

bJo OCSPglJ,> gdso :

LIETS

No. Time = 1dentffication ﬂ S.Port Destination I:I.WL! Thme to Live: Pratocal Li TCP.Se Nextze TCP.Ac Info

4o [ 340 z024-06-05 oe:a3:33.093523 Tnease (660 1.1 . 181 25844 1.: 1. .57 80 &4 0CSP 2 1 197 1 Request
- 141 2024-96-95 99:43:33.104108 ex@ll7 (279) 1.1 7 W7 &2 1.1. .. 181 25544 128 OCS5P 1671 1 1687 157 Response

IJoslb g5e6 bdo OCSP gldlwoglud

» Frame 1481: 1671 bytes om wire (13368 bits), 1671 bytes captured (13368 bits)
» Ethermet II, Src: Veware 98:c9:91 (90:50:56:98:c9:91), Dst: VMware 98:57:1c (@0:58:56:98:57:1c)
Internet Protocol Version 4, Src: 1.7 . 6,57, D=t 1..5°.7.181

Len: 1685

Protocol
responseitatus: successful (@)
W respansefytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
w BasicOCSPReSponse
w thsResponseData
responderID: byKey (2)
producedat: Jun 5, 2024 9004333 . 000000000
w pesponses: 1 1tem
w SingleResponse

» cErtStatus: good (@)
’ . No 205 -0 Baodpodaa
nextUpdate: Jul 4, 2024 16:05:00.530030008
w responseExtensions: 1 item

olosd IJodlb |ueglué OCSP

E_Juuo &PJ RADIUS:

146 2024-06-05 00:43:33.218175 @xdbcé {39878) 1.8 67181 1.7%..0.281 1645 255 RADIVS 386 Access-Request 1d-238
18% 2824-06-85 dd:ald: 278244 Buwesld (829) 1.10. %181 67181 1.7, %101 1845 64 RADIVS 336 Access-Accept idw238
187 2024-D6-05 dd:43: 341233 Bx9be7 (39879) 1,200 7181 1646 1 °7 .7.181 1646 255 RADIVS 328 Azeounting-Request id=10
188 2824-96-0F #9:43:33.35093% ex@37a (850} 1.17....181 1845 1.0 7 ...181 1646 &4 RADIVS &2 Accounting-Response 1d-18
267 2024-06-05 00:43:36.355621 Oudbcd (35680) 1.5%,,,..181 1646 1.1.0.0.181 1646 255 RADIUVS 33a Accounting-Request id=11
268 2024-D6-05 BB:43:36.365035 BuwddBd (1161) 1.1 ¥ .18 1646 1.17% 5101 1646 64 RADIVS 62 dccounting-Response idell

IJodlb 2506 pu eJuwé RADIUS
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215621-tls-ssl-certificates-in-ise.html
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