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| B Secure Client VPN Connection Setup Wizard % | [ Waming w
" VPN Wizard |
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- | [tor] i local posl vpn-psec-pool 172,16.1.20-172,16.1,30 mask: 255.265.255.0
Marna Vase [0K] ! waike chenk profibe “diski): [vpn-ipsec-tunnel-grp_dbent_profile.xml” to ASA
& [OK] webvpn
—E [oK] profiles vpn-ipe h-grp_shent_profile diskD: [vprripsac-tunnel-grp_dhent_profile.xml
Tame|Akas of the Connextion Profile wprpsec-tunne-gp [OK] it )
WPN Access [nberface outside [OK] saa-server radius-gp protocol radius
Device Digtal Certificate prripsec coasa, CNL.. [OK] saa-server radus-grp (inside) host 1.7 . /.0.191 |
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oNS Sorvers [OK] vprr-tunnek-protocol kevz
Domain Hame: [OK] webvpn
The protected traffic can be subjected to network address group-polcy GroupPolcy _vpr-ipsec-tunnel-grp attributes
Metwork Address Translation pu o il |
[OK] armycormect profiles value vpn-poec-tunnel-grp_chent_profle type user
[0K] et
[0] group-polcy GroupPolicy_vprripset tunnel-grp attributes
areus-polcy GroucPolcy von-osec-tunnel-oro attrbutes
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v {AnyConnectProfile xmins="http://schemas.xmlsoap.org/encoding/” »
v<ServerList>
v <HostEntrv>
{HostName>ciscoasa (IPsec) IPv4</HostMame>
{HostAddress>192.168.1.1</HostAddress>
PrimarvProtocol > Psec</PrimarvProtocol>
</HostEntry>
{/ServerList>
</AnyConnectProfi le>
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// Defines a pool of addresses
ip local pool vpn-ipsec-pool 172.16.1.20-172.16.1.30 mask 255.255.255.0

// Defines radius server

aaa-server radius-grp protocol radius
aaa-server radius-grp (inside) host 1.x.x.191
timeout 5

// Define the transform sets that IKEv2 can use

crypto ipsec
protocol esp
protocol esp
crypto ipsec
protocol esp
protocol esp
crypto ipsec
protocol esp
protocol esp
crypto ipsec
protocol esp
protocol esp
crypto ipsec
protocol esp
protocol esp

// Configures

ikev2 ipsec-proposal AES256
encryption aes-256
integrity sha-256 sha-1
ikev2 1ipsec-proposal AES192
encryption aes-192
integrity sha-256 sha-1
ikev2 ipsec-proposal AES
encryption aes

integrity sha-256 sha-1
ikev2 ipsec-proposal 3DES
encryption aes

integrity sha-256 sha-1
ikev2 ipsec-proposal DES
encryption aes

integrity sha-256 sha-1

the crypto map to use the IKEv2 transform-sets

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set ikev2 ipsec-proposal AES256 AES192 AES 3DES DES
crypto map outside_map 65535 ipsec-isakmp dynamic SYSTEM_DEFAULT_CRYPTO_MAP
crypto map outside_map interface outside

// Defines trustpoint

crypto ca trustpoint vpn-ipsec-trustpoint
enrollment self

subject-name CN=ciscoasa

keypair ipsec-kp

crl configure

// Defines self-signed certificate

crypto ca certificate chain vpn-ipsec-trustpoint

certificate 6651a2a2

308204ed 308202d5 a0030201 02020466 51a2a230 0d06092a 864886f7 0d01010b
ac76f984 efd41d1l3 073d0be6 f923a9c6 7b

quit

// IKEv2 Policies
crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 10



encryption aes-192
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 20
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 40
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400

// Enabling client-services on the outside interface
crypto ikev2 enable outside client-services port 443

// Specifiies the certificate the ASA uses for IKEv2
crypto ikev2 remote-access trustpoint vpn-ipsec-trustpoint

// Configures the ASA to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

enable

anyconnect image diskO:/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1

anyconnect profiles vpn-ipsec-tunnel-grp_client_profile disk0:/vpn-ipsec-tunnel-grp_client_profile.xml
anyconnect enable

tunnel-group-list enable

// Configures the group-policy to allow IKEv2 connections and defines which Cisco Secure Client profile
group-policy GroupPolicy_vpn-ipsec-tunnel-grp internal

group-policy GroupPolicy_vpn-ipsec-tunnel-grp attributes

wins-server none

dns-server value 1.x.x.57

vpn-tunnel-protocol ikev2

default-domain value ad.rem-system.com

webvpn

anyconnect profiles value vpn-ipsec-tunnel-grp_client_profile type user

// Ties the pool of addressess to the vpn connection
tunnel-group vpn-ipsec-tunnel-grp type remote-access
tunnel-group vpn-ipsec-tunnel-grp general-attributes
address-pool vpn-ipsec-pool
authentication-server-group radius-grp
default-group-policy GroupPolicy_vpn-ipsec-tunnel-grp
tunnel-group vpn-ipsec-tunnel-grp webvpn-attributes
group-alias vpn-ipsec-tunnel-grp enable

lJglogs 15. | ol96 915086 wLvds)

B 9lzo6 Lulo, I9le; ASA. 1o 1Upzeses 19 1Us wog IKEV2.



pdlzbé: Llduywod Jlooldle IKEVZ/IPsec. Je wgs Cisco Secure Client wagp pgp9gle
Diffie-Hellman (DH) 1,8lp 2.9 59 14 9 24 98,51 JJl o1, 4.9.00086. §> s> 03l IJogss)
IJs 229e eldle Wuvd Vs Idleuald cuvew e3p wblod 29bjpss ldoygvls,.

ciscoasa(config)# crypto ikev2 policy 1
ciscoasa(config-ikev2-policy)# group 19
ciscoasa(config-ikev2-policy)#

lJodysy Ws ¢lbp Windows
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o lgwpe IJsless: VPN_AUTHENTICATION

* IJuysb: goslo IP Jgols 1Usuosd IJs IJuvedsé suwls 1.x.x.61
o IJlgwegsle: [dentity AD

~Authentication Palicy(2)

+) Status Rule Name Conditions Use Hits Actions
Q
] VPN_Authentication B Metwork Access Device IP Address EQUALS 1.772.2.61 ) 10 Jér;.
> Options -

luolds oz IJpuol> 96
IJg1o96 6. | ol wop IJwgssd

loedd IJs peesele duog: 9lud) 999 VPN_TEST Jlold6 wog wg9sd.

s luwp IJ8les>s: VPN_AUTHORIZATION
* IJui,9b: Network_ ACCESS_AUTHENTICATION_PASS
* |Joulsg: PermitAccess

“Authorization Policy(2)

Results
Status  Rule Name Conditions Profiles Security Groups Hits Actions
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U096 1. louwg pdod og s Igpsd 1JTes lJs Win10 PC1
louwe pd we)rs IUgpsd IJlew 1Js s3Jdsd C:\ProgramData\Cisco\Cisco Secure
Client\VPN\Prdfile.
- * T » This PC » Local Disk (C) » PregramData » Cisco » Cisco Secure Client * WPM @ Profile »
Marme Drate modified Type
o Cuick access
B Desktop + S " '
1'. Diownloads - h , x'“-F- .
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eJs 0dbs IJuolss: §p woubgsd Cisco Secure Client glsgJ |uwp lJpuweésp 99006 1p,9) &p

Bp woldss louold Cisco Secure Client Logle.

&) x @ Cisco Secure Client | ciscoasa (IPsec) IPvd X B Cisco Secure Client - x

@ Plaazs anter your USermame and pasoword.

Gl :‘:{TFHCTO\TEC‘ name and password, I\\- = 60 m?z?:::a (IPzec) P4,
discoasa (1 1 crecoasa ([Psec) IPvd Discomnect
00:00:05 IPvd
oKl Cancel
oee lJlogold

IJgbb9s 3. wldss Syslog gJs ASA

B syslog. wlds pu vele louold IKEV2.

<#root>
May 28 20xx 08:xx:20: %ASA-5-750006: Local:192.168.1.1:4500 Remote:192.168.1.11:50982 Username:vpnuser

New Connecti on Establi shed

May 28 20xx 08:xx:20: %ASA-6-751026: Local:192.168.1.1:4500 Remote:192.168.1.11:50982 Username:vpnuser

IJgbb9s 4. ldss zduwsd £pd IPsec s Js ASA

Ip wuUuE S show vpn-sessiondb detail anyconnect IJiey Joidss duws god IKEVZ/IPsec g s ASA.

<#root>
ciscoasatt

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : vpnuser Index : 23

Assigned IP : 172.16.1.20 Public IP : 192.168.1.11

Protocol : IKEv2 IPsecOverNatT AnyConnect-Parent

License : AnyConnect Premium

Encryption : IKEv2: (1)AES256 IPsecOverNatT: (1)AES256 AnyConnect-Parent: (1)none
Hashing : IKEv2: (1)SHA256 IPsecOverNatT: (1)SHA256 AnyConnect-Parent: (1)none
Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

Group Policy : GroupPolicy_vpn-ipsec-tunnel-grp

Tunnel Group : vpn-ipsec-tunnel-grp

Login Time : 08:13:20 UTC Tue May 28 2024

Duration : Oh:10m:10s

Inactivity : 0h:00m:00s



VLAN Mapping : N/A VLAN : none
Audt Sess ID : 01aa003d0001700066559220
Security Grp : none

| KEv2 Tunnels: 1

| PsecOver Nat T Tunnels: 1

AnyConnect - Parent Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 23.1

Public IP : 192.168.1.11

Encryption : none Hashing : none

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 19 Minutes
Client OS : win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : 5.1.3.62

IKEv2:

Tunnel ID : 23.2

UDP Src Port : 50982 UDP Dst Port : 4500

Rem Auth Mode: userPassword

Loc Auth Mode: rsaCertificate

Encryption : AES256 Hashing : SHA256

Rekey Int (T): 86400 Seconds Rekey Left(T): 85790 Seconds
PRF : SHA256 D/H Group : 19

Filter Name :

Client OS : Windows Client Type : AnyConnect

IPsecOverNatT:

Tunnel ID : 23.3

Local Addr : 0.0.0.0/0.0.0.0/0/0

Remote Addr : 172.16.1.20/255.255.255.255/0/0

Encryption : AES256 Hashing : SHA256

Encapsulation: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28190 Seconds
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307

IJgb9é 5. wlds> ywed RadiusLive

loodd [Js deade!a > RADIUS > glz06 |dpuwegse IUyuwsess (GUI) IJpuliyé Logl SE BN wved IJogvgsd Jpuolb 6 VPN,
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2. saa

S, Work Centers

wved RadiusLive

log) B98 "2ls" Jeldss wlluosd wwed Idoubésd Ieoluin.

Cisco ISE

Overview

Event

Usemame

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp

Received Tim

Policy Semver

Event

Usemarme

Endpoint Id

Calling Siation Id

Endpoint Profile

Authentication ldentity
Siore

Identity Group

Audit Session Id

Authentication Methed

Authentication Protocol

Network Device

Live Logs

Miscoafigured Sepglicants

Tima Status Dutaie

Live Sessions

0

Bapast

My 71, 2004 0 1302 o

5200 Authentication succeeded

00:50:56:98:77:A4

Windows 10-Workstation

VPH_Test »> VPN_Authentication

VPN_Test »> VPN_Authorization

PermitAccess

2024-05-28 17:13:42.897

2024-05-28 17:13:42.897

ise33-0

5200 Authentics

vphuSer

00:50:56:98:77:A4

192.168.1.11

Windows10-Worksiation

AD_Join_Point

Workstation

012300340001 700066559220

PAP_ASCII

PAP_ASCII

AShw

oOluosd uwed Idecluib,

lowoduuld IJigble 9l oJlzol

Tndpoist . iSantity

Miscon Nigued Network Dovices

Endpoist Profile

RADIUS Grops

Clont Stopped Responding

atveork Do

Polcy Authorizstion P 1P Addrass

Steps

Step ID
1001
11017
15049
15008
15048
15041
15048
22072

15013
24430
24325
24313
24319
24333
24343
24402
22037
24715

15036
24209
24211
15048
15016
22081
22080
1002

Description

Recelved RADIUS Access-Request
RADIUS created a new session
Evaluating Policy Group

Evaluating Service Selection Policy
Queried PIP = DEVICE.Device Type

Evaluating ldentity Policy

Queried PIP = Notwork Access. Device IP Address

Selected identity source sequence - Identity_AD
Selected Identity Source - AD_Join_Point

Authenticating user against Active Directory -
AD_Join_Point

Resclving ident

= Vpnuser

Search for matching accounts at join point - ad.rem-
sysiem.com

Single matching account found in forest = ad.rem-
System.com

Identity nesolution detected single matching account

RPC Logon request succeeded - vpnuser@ad.ram-
SYSWM.Com
User authent
AD_Join_Paoint

tion againat Active Directory succeeded -

Authentication Passed

ISE has not confirmed locally previous successful machine
authentication for user in Active Directory

Evaluating Authorization Policy
Locking up Endpeint in Internal Endpoints IDStore = vpnuser

Found Endpaint in Internal Endpoi

IDStore

Queried PIP - Notwork Access. AuthenticationStatus

Selected Authorization Profile - PermitAccess

Max sessions policy passed
New accounting session created in Session cache

Returned RADIUS Access-Accept

Device Part

Repeat Counter

Iaentity Grau

Latency (ms)

36

38

23

-

LU -]

B3 898 830 wblod g9lpsle IJouvds) IJs 229 2ldle Buvd Bs IJleold. 03l peld gJs pos wade puvdJs g0 wblud

IJgobjpsle. oudss 1Jgbys 15 oo wdyso Idduwe bs ASDM spdy io sed [JpundJs.

IJglbgs 1. woe loold VPN
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The cryptographic algorithms required by the secure gateway do not match those supported by AnyConnect.Please contact your network administrator.

@ Cisco Secure Clhent — b4 Cizco Secure Chent w

AnyConnect VP 6 The cryplographic algenthms required by the secure gatewsy do not

3 Ready to connect,
S

match thote supparted by Crooo Secure Chent. Pleate contact your
fietwark sdrmintiatod.

I ccoads ([Peec) Pvd

Buvd IUleuolJ
IJgb9s 2. wlds> Syslog s CLI
B sydog: wlds po Buvd pdls ol IKEV2.

<#root>

May 28 20xx 08:xx:29: %A SA-5-750002: Local:192.168.1.1:500 Remote: 192.168.1.11:57711 Username:Unknown IKEv2 Received a IKE_INIT_SA reqt
May 28 20xx 08:xx:29: %A SA-4-750003: Local:192.168.1.1:500 Remote: 192.168.1.11:57711 Username:Unknown IKEv2 Negotiation aborted due to ERI

Failed to find a matching policy
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