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—+ Add
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No data available
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e &Js 31 _9iL§J. Spdud 1Jozdd pu 03l Vb Bs Idg)uo IJodus.

SpJdud i‘as CBUS6 &uo yutisuel Vs IUB,ue [Jpeds wluvegsle show tech-support file <filename>

o opspdud uldd IUpd IJs puva9se wluwodsle oess)lo guslu URL copy disk:/<filename>
ftp://<ip_address>/path. |Jgl o wldpuwegse lewebl eds vog lJpuwegse 1Uss ouwegspo.

o Spdud oujsd IJpddd IUs zolid zos wopdy pu @)lewo 9ldoze guo Runningiptables-nvl.

o Jlsoe ouppso Udsles IUlsdss Bs oduss IJguo oul. wegus e spdod ool Idges, eds 1désles
IJ125,6 1Jpdz 86 wpsié "g uo tech by IP Access Restriction'”.

hhkkkhkkhhhhhhdhhdhhdhhdhhdhhddxhdxhdrrhrrdxx

Running iptables-nvL...

hhkkkhkkhhhkkhhkdhhkdhhdhhdhhdhhddxhdxddhrhxrdxx

Chain ACCEPT_22_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- ethO * x.x.x.x/x 0.0.0.0/0 tcp dpt:22 Firewall rule permitting the SSH traffic from segment X.x.x.x/x
461 32052 ACCEPT 4l -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

65 4048 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_161_udp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT udp -- * * x.x.x.x/x 0.0.0.0/0 udp dpt:161 Firewall rule permitting the SNMP traffic from segment x.X.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdl -- * * 0.0.0.0/0 0.0.0.0/0

o J324leds: spdud luweesle Il show firewall JJozdd o $sles 2ol 1Jzplss.

o 3290l 09 i&J@ S99, 1Jpiss pu ldoede Vs IUgsple IJos sop gbyol woluwbs odsss 19uesd IUs IP.

gjuarezo-311/admin#show firewall

Chain ACCEPT_22_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

170 13492 ACCEPT tcp -- ethO * x.x.x.x/x 0.0.0.0/0 tcp dpt:22 Firewall rule permitting the SSH traffic from segment X.X.x.x/x
00 ACCEPT dl -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

13 784 DROPll -- * * 0.0.0.0/0 0.0.0.0/0



Chain ACCEPT_161_udp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT udp -- * * x.x.x.X/x 0.0.0.0/0 udp dpt:161 Firewall rule permitting the SNMP traffic from segment X.X.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPall -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8910_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.X.x/x 0.0.0.0/0 tcp dpt:8910 Firewall rule permitting the PxGrid traffic from segment x.x.X.x/X
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

90 5400 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8443 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.X.X/x 0.0.0.0/0 tcp dpt:8443 Firewall rule permitting the HTTPS traffic from segment X.X.X.x/x
00 ACCEPT dl -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdI -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8444 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0 tcp dpt:8444 Firewall rule permitting the Block List Portal traffic from segment X.x.x.x/x
00 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdll -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8445 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp - * * x.x.X.x/x 0.0.0.0/0 tcp dpt:8445 Firewall rule permitting the Sponsor Portal traffic from segment X.x.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPl -- * * 0.0.0.0/0 0.0.0.0/0
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iuuo'@,a show logging application ise-psc.log tail.



Spdu 986 beldlo IUuwed 1desus gusel $I90 9,09d ISE Admin webUl p§sslc 2se wdoo Iduveds 1Us, 886 [Jpuwpse wol
198.18.133.0/24 L supel Slos puvdsd ISE po 198.18.134.28.

2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlpFilterCache -:::::- IpList -> 198.18.133.0/24/basi cS
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlpFilterCache -:::::- Low ip address198.18.133.0
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.Cpml pFilterCache -:::::- High ip address198.18.133.255
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.nsf.impl.NetworkElement -:::::- The ip addressto check isv4 198.18.134.28
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlpFilterCache -:::::- Checkin Ip InipList returned Fir
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