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il |dentity Services Engine Operations / System 360

| Settings Monitoring Log Analytics

¥ Monitoring and Log Analytics Settings

-l\ Meanitoring enables you to maonitor a wide range of applications, system statistics, and key
perfarmance indicators (KP1) of all deployment nodas fram a cantralized consale.

{ @l Monitoring

3 Go to Monitaring CF View

Log Analytics provides a flexible analytics system for in-depth analysis of syslog data generated from
different endpoints.

) Log Analytics

Go to Log Analytics [ View
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<#root>

adm n#show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 7708
Database Server running 132 PROCESSES
AppTlication Server running 551493
Profiler Database running 14281

ISE Indexing Engine running 553168
AD Connector running 41413

M&T Session Database running 26017



M&T Log Processor running 33547
Certificate Authority Service running 41230
EST Service running 659568

SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled
PassiveID API Service disabled

PassiveID Agent Service disabled
PassiveID Endpoint Service disabled
PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 10937

ISE API Gateway Database Service running 13294
ISE API Gateway Service running 586762
ISE pxGrid Direct Service running 637606
Segmentation Policy Service disabled
REST Auth Service disabled

SSE Connector disabled

Hermes (pxGrid Cloud Agent) disabled
McTrust (Meraki Sync Service) disabled
ISE Node Exporter running 44422

ISE Prometheus Service running 47890

ISE Grafana Service running 51094

I SE MNT LogAnal ytics El asticsearch running 611684

| SE Logstash Service running 614339

I SE Ki bana Service running 616064

ISE Native IPSec Service running 75883
MFC Profiler running 651910
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« Jogle Idpedyple 1Jpw9d,6 eds ISE 3.3.
Title Description Tags Actions
ISE Observability Dashboard
ISE Overview Dashboard
ISE Processes Summary
ISE Troubleshooting Dashboard
Profiler Performance
Profiler Summary
RADIUS Accounting Summary
RADIUS Authentication Summary
RADIUS Performance
RADIUS Step Latency
TACACS Accounting Summary

TACACS Authentication Summary
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= Siack Mansgement Index patterns

@ Management Index patterns

Ingest

Create and manage the index patterns that help you retrieve your data from Elasticsearch.
Ingest Pipelines.

Alerts and Insights

) Search,,

Rules and Connectors.

Pattern T
Kibana

Indax Patterns mint_analytics_tacacs_authentication® Dafsult
Saved Objects
Tags mnt_analytics_aggregate_steplatency*

Advanced Setlings :
mnL_analylics_ise_counters®
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* Uplul) Createindex pattern.

.
Create |ndex pattern ~  Your index pattern matches 1 source.
Name
mnt_analytics_radius_authentication mnt_analytics_radius_authentication Alias

Use an asterisk (*) to match multiple characters. Spaces and the characters , /, 2, ", <, >, | are not

allowed. Rows per page: 50 ~

Timestamp field

logged_at g

Select a timestamp field for use with the global time filter.

Show advanced settings

X Close Create index pattern
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@ Management mnt_analytics_radius_authentication

Ingest Tima flaid: togged_at

Ingest Pipelines s " —r . . - = = = =
View and edit fields in mnt_analytics_radius_authentication. Field attributes, such as type and searchability, are based en field mappings = in Elasticsearch.
Alerts and Insights

Aules and Conneclors Fields (105)  Scripted fields (0)  Field filters (0)

Kibana Q) Search All field types Add field

Index Patterns

H + T For Excluded
Saved Objects = i b ok =
Tags id _id . .
Advanced Settings ) )

_index Jindex L] .

_scone

source -Source

-type _type . .

access_service text .
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= Visualize Library

(] Home £ = .
isualize Library =

Recently viewed s

ISE Processes Summar s P § Sy
. e ¥ Building a dashboard? Create and add your visualizations right from the Dashboard application.

¥, Analytics w

Search.. Tags
Overview
Discover Title Type Description Tags Actions
Dashboard AD Connec tor i®) Lens
Visualize Library -

] App Server i) Lens
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-markdown e

Stack Management
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New visualization

1) Lens ﬁ TSVB
Create visualizations with our drag and Perform advanced analysis of your time
drop editor. Switch between visualization series data.
types at any time. Recommended for
most users.

Custom visualization

Use Vega to create new types of
visualizations. Requires knowledge of
Vega syntax.

Aggregation based Tools

Use our classic visualize library to create Text
charts based on aggregations_ Add text and images to your dashboard.

Explore options = Controls [
Add dropdown menus and range sliders to your
dashboard.

Want to learn more? Read documentation
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Index selection g y
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- me hytic i ication®
C1 Search field namas mnt_analytics_radius_authentication

Filter by type 0 v Drop some fields here to start stica by

# Records @ Add or drag-and-drop a field
“ Available fields L] o Required dimension = * -

P Diagram items

Thare are no available fields that ‘W
contain data . - Size by
. o

T T

+ Extending the time range Count of records
3 Empty fields 14
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https://tools.cisco.com/bugsearch/bug/CSCwh48057

©  + Add filter

mnt_an radius_aut.. s  oos = Bar horizontal -~ = I il
t_analytics_ 5_a = g = &, I = Bar horizontal v | &
1 Search field names (] I mnt_analytics_radius_authenticati... I
® 1205 %
Fiter by type 0 - I -
IEERATIBTAL L Vartical axis

# Records

I Endpoint ID x I
~ Available fields ]

a
There are no available fields that £ Horizontal axis
contain data. g
& 2 Median of totalauthenlatency »®
Try:
= Extending the time range
@ Add or drag-and-drop a field
N Bk Ui TEOLETAEBOFD
? ; — —
9 00 200 300 400 500 600 700 B00 SO0 000 LIO0 1300 S latency ®
Madian of totalauthenlatency
== Add layer
v Suggestions
— —
‘Current visualization
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Save Lens visualization

Title Add to dashboard

EPvsLatency Existing
Description Search dashboards...

Joncasil ep vs latency lens visualization O New

None

Add to library &

Cancel Save and go to Dashboard
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[5] Save

& elastic

Unsaved changes Optiens  Share

= Dashboard Editing New Dashboard
KoL  fin] ~ Last1hour Show dates

[E ~ Search

©  + Add filter

@ Create visualization [IEESIEEN- VR EIRN £ Add from library
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admin#show logging application ise-kibana/kibana.log
admin#show logging application ise-logstash/logstash.log
admin#show logging application mnt-Ta-elasticsearch/mnt-la-elasticsearch.log
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