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CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
¥ AAA Server Index F
General
= RADIUS Server Address{Ipv4/Ipve) 10.106.32.25
Authenticatl
uthentication Shared Secret Format ASCII
Aceounting
Fallback Shared Secret LT
DNS
Downloaded AVP [onfiamiSheoed Searet s
* TACACS+ Kew Wi
LDAP ¥y Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local MNet Users
MAC Filtering Port Mumber 1812
« Disabled Clients Server Status Enabled
User Login Policies a
o Support for CoA Enabled
Password Policies Server Timeout 2 seconds
» Local EAP Network User @ Enable
Advanced EAP Management B Enable
¥ Priority Order Management Retransmit Timeout 2 seconds
b Certificate Tunnel Proxy Enable
= Access Control Lists Rexalrm List
Access Control Lists 1PSec Enabla

CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

URL ACLE
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Security RADIUS Authentication Servers
¥ AAA Auth Called Station ID Type AP MAC Address:SSID B
General
« RADIUS
Authentication Use AES Key Wrap {Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Security RADIUS Accounting Servers
= Acct Called Station ID Type IP Address
General
» RADIUS MAC Delimiter Hyphen
Authentication
Rl MNetwork Tunnel Server
E;:E‘ack User Proxy Index Server Address(Ipv4/Ipve)
Downloaded AVP i *  10.106.32.25
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Password Policies
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= Cisco ISE

Overview Identities Identity Groups Ext Id Sources Administratior

Pow Endpoant Grow

Identity Groups
= Endpoint Identity Group

Endpaint Identity Groups
% Profiled
su Blacklist
% GuesiEndpolnts
& Clsco_GuesiEndpoints
su RegisteredDevices
sy Unknown

User identity Groups

Work Centers - Guest Access

Partals & Compaonents Manage Accounts Policy Elements

m eancel
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Overview Identities Identity Groups Ext Id Sources Administration MNetwork Devices Portals & Components

Guest type name:; *
Guest Portals

Guest Types Guest-Daily

Sponsor Groups

Sponsor Portals Description:

Guest account acoess for 30 days y

Lamguage File

Collect Additional Data

Custom Fiaelds...

Maximum Access Time

Account duralion Stans

From first login
© From spensor-specified date (or date of self-registration, if applicable)

Maximum account duration

5 days . Default 1 (1-998)

Allow accoss only an those days and times:

From 9:00 AM To 5:00 PM Sun ¥ Mon v Twe « Wed  Thu « Fri Sat

Configure guest Account Purge Policy at:

Work Centers » Guest Access > Settings > Guest Account Purge Policy

Login Options

B Maximurn simultaneous loging 3 (1-999)

When guest excesds limit:
O Disconnect the aldest connection

Disconnect the newaest connection

Redirect user 10 8 portal page showing an error message (_:'l
This requires the creation of an authorization policy rule

Maximum devices guests can registar: § (1-948)

( Endgoint identity group for guest device registratien:  Cisco_GuestEndpoints i CD

4. logsle U9 pr2d LSV 2383 pd LSV puwed Slusl luedd Ids eold; 1Ugpd > 9,09



Create Guest Portal - Choose Portal Type

Choosa tho Cypss of POrtal Yo Want 1o CIsane

Sporscned-Guest Ponal
Sponsars creaty guosts’ sccounts. Guesis Catmal eroall thair owe sstauns,
O Self-Registered Goert Portal
Guosts provice information to sutomatcally Croats sn SCCOUNL, With SHONSOr 3pProval &% &n optonal roquinement
Hotspos Guest Panal
Guosls can ACCosE thi ribwiik withoul cracenlishs, Bl you can a0d & weltome masEge and AR,

GB‘MQI m

5. 120 luwe IJpsgd: bze 1Js use IJuosad 1Uss wp logoldo po God shuwd lesble ledle
wslulo IJlgwely Jopu leshle veede IJouwzsd Jbuwld vslole IJlgwels g0, [desss
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Lze IJs o3l lJpuwews 29d Jsdss wdyso gbp SMTP gJs ISE:

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216187-configure-
secure-smtp-server-on-ise.html
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Access a

= Cisco ISk Wiork Centers - Guest

v denlities Idenity Groups Ext ki Sources Adrinistration Matwork Devices Partals & Components Manage Accounts Policy Elefments Policy Sets Mone

fuant Portad ;
Zeietish o Clsco_Guest Sell-reglstered Guest portal

Gt Tydas
Sportes Qe owps

Langusge File w
Bposses Ponals

Porial lesi LRL

Portal Behavior and Flow Setiings Pomal Page Customization

Paortal & Page Settings Gueast Flow (Based on settings)

¥ Portal Sett

LoaN
¥ Login Page Settings l
' Bongiemration L St P
~ Registration Form Seltings l
( N 0 guest ype Guest-Dally v )
Slf Eagueiration fucr Change Fatomad At Pamcmort facrea
Wark Centers » Guest Access » Configure > Guest Types l

( ) e Do Bncend
Account valid far: 1 Deys o Maximum: 5 D85S
I
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= Cisco ISE Work Centers - Guest Access

Qverview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components Manage Accounts Policy Elements

Authorization Profile

Conditions »
Guest-Partal
Results A
Allowed Protocols CostEton Radirect to Self-registered quest portal

Autharlzation Profiles
" Accass Type ACCESS —— G
Dewnloadable ACLs CCESS_ACCEPT

Network Device Profile &% Cisco v &

Sarvice Tomplate

Passive Identity Tracking

~ Common Tasks

GuestRedirect t ~




Permit_Internet (o& Airespace ACL Equal Internet)

= Cisco ISE Work Centers - Guest Access
Overview |dentities Identity Groups Ext Id Sources Administration Metwork Devices Portals & Components
Authorization Profiles > Parmit_internet
Conditions >

Authorization Profile

Rasults A

* Nama .
Allowed Protocols Permit_internet

Authorization Profiles
Description

Downloadable ACLs A

* Accass Type _
ACCESS_ACCEP hd

Metwork Device Profile @& Cisco  ~ &

Sarvice Template
Track Mavement o
Agentless Posture

Passive Identity Tracking

~ Common Tasks

Airespace ACL Mame

Airespace IPwé ACL MNama

ASA VPN
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= QCisco ISE Work Centers - Guest Access

Ext id Source: Administratior Portals & Components TIEE— L E i e
5=+ Default
Status  Pollcy Set Name Description Condltions Allowed Protocols | Server Sequence  Hits
Authentication Pelicy (3)
¥) Status Rule Name Conditions Use Hits Actions
na

- Wired_MAB &
8. luedd IUs woz IUcgasd Ws lduodes uWwol. §p Lluuvle §9les 1Jegssd oo Jpol 09
PILPT IS 030 1Jn9 6.
Authorization Policy (15)
Results
(#) Status Rule Name Conditions Profiles Security Groups Hits  Actions
entityGroup-Name EQUALS Engpoint bdentity
Vifl_Guest_Access AND ArupecCco-aieriEnipcints Permit_internet Select from list 0 o
55_MAB
" . 0 Radis-Called-Station-10 CONTAINS Guest
{:;..I\ﬂ:c"'l = AND Guest-Portal Select from list 0 -{ﬁ%
s Wirgless_MAB

Jlses IJpuuegspsw IJess eus IUIe,lo o SSID Guest zjcl pu ls pzeoed 0956 ulJolds
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wtherizasion Policy (15)

S pdlzbs: spdud Bs IJ 06 luwagsle lel 1dsuosd 1dpdse Jdupsd 19 IUsuasd 1slse
JJuosw 9JIu Jsuw IJleusu pel.
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/20027 3-Configure-
ISE-Guest-Temporary-and-Perman.html

IJoedd pu lduogs
luwegse o3l 1dGuwe Joldss god Idodssy wuvdd Lozse.

1. v l,lo Guest SSID sdolus URL: sop lehs wozsod [Js Lobes ps¢d Guest. Jpl o9
p9uoe s 1Juog,s.

- c & © £ nttpsy/fise3-1.testlab.com:8443/portal /Port

cisco Guest Portal

Welcome
Sign on for guest access.
Username:

Password: Reset Password

Passcode: *

Or register for guest access

2. wpllvo Jl w9z sy lsé wslule lewpl wes sz edsd lgosh wwed IJgshle JJsuosd
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D & https://ise3-1.testlab.com:8443/portal/SelfRegistration.action?from=LOGIN 80% e 2 ﬂ’

Registration
Fiease complete this registration form
Registration Code*

8018

Username
guest1
First name
Foonam
Last name b
Garg
Email address”
poengang@cisco.com
Mobile number
- 91 = 0000000000
Company
Cisco
Person being visited{email)
abo@cisco. com
Reason for visit

Personal

3. B 2lJ6 9295 ls puildd Bes JJps 1Je,9 19 woz Idpuwegse: lowdd 1Js eold; 1Jgpd>909J
lJuosd > lesble > wog luwe Jpuwedse Jduosd Jogss) IJlgsble. Vel sds pold:



Ovearview ldentities Identity Groups Ext Id Sources

Guest Account Purge Policy Guest Username F’D“CY

Custom Figlds

Guest Emall Settings Cao 2 ¢
Usernarme Length
Guest Locations and SSIDs
Guest Username Polic o
! Minimum usemame length:* 4
Guest Password Policy

DHEP & DNS Services Usemamea Criteria for Known Guests
If data is availabie, base usomame on:
Logging
@  First naene and last name
) Email address

c Allowed in

Alphabetic: Custom

Minimum alphabetic: 3 (0-64)

Mumeric: Custom

Minimum numeric: 3 (0-64)

Special; All supported e

Minimum special: a

Administration

Metwark Devices Portals & Components

{1-64 characters)

Usemames

“ ABCDEFGHIJKLMMNPORSTUWW

~ 23456789

Manage Accounts Palicy Elemants

More -
—

4. oe> logble guwle Ulezs sop 0@ wslule Ilgeels [dsd (ep logble IJes 1p)9) 994!
Juvsluwle Ides 1des9) Jduosd) Jel seuod Idpuwese Idsoss eds ledle 1doss>

lJIJIJe 908 Bl wp odysuo:

'El F hitpssy

ST

cISCO Guest Portal

Account Created

ise3-1.testlab.com:844 3 /portal/CreateAccount.action?from =5SELF

REGISTRATION

Choose how to receive your login information, by lext or email

You can only click the button 5 times.

Username:
Password:
First name:
: Garg
Email:

Mobile number:
Company:
Location:

Last name

guestl
3154
Poonam

poongarg@cisco.com
+810000000000
Cisco

India

R

Email Me attempts lefts

SMS provider: Global Default
Person being visited (email): abc@cisco.com
Reason being visited: Personal



Your Guest Account Credentials

ise@testlab.com <ise@testlab.com> Today at 9:47 AM

To: Poonam Garg (poongarg)

'/@

Hello Poonam,

Your guest account details:
Username: guest1

Password: 3154

First Name: Poonam

Last Name: Garg

Mobile Number:+910000000000
Valid From: 2020-11-07 09:43:50
Valid To: 2020-11-08 0

Person being visited: a

Reason for visit: Personal

5. 1b8) 998 wuwesd 129 38, wo9ds) wslule Idlgcel (spdu bdw Les 19, 5029
luolBs I3l e wdysuo wpe psgd Guest 9030 1Uss lely 186 wuwpe S8b Jlsdsd 1Udsw
SE990 JJps 1de,9) vogwesd 1U>E9d).

Ej p w0 htt 1.testlab.com:844 La I trat 1 ST T N = ﬂ'

cISCO Guest Portal

Welcome
Sign on for guest access
Username:

guestl

Password: Reset Password

Passcode: "

8015 T

Or register for guest a

6. e wele o3l lUlplec spdo wosp Uusluws luwasle pEwsds IRoshss (AUP) (Vs 2lJs
wdysuol luudd pagd Guest Portal). sop wdose tsb Jdes w9 IJoéss) Jdpuwaese sspdu
lsuol ey0o Ubel el e ouvesd 1U>g9d (lsuol Slod Jdedase wre pgd IJuos9).



e3-1.testlab.com:8443/portal/LoginSubmit

atlear]
CISCO

Guest Portal

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy You are responsible for maintaining  ~
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers

the Service for activities such as the active use of e-mail,

instant messaging, browsing the World Wide Web and

accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of

our Service is prohibited. Trying lo access someone else’s
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and

interference with other network users are all

prohibited.Cisco Systems resemnves the right to suspend the
Sefvice ifCisco Systems reasonably believes that your use of

the Service is unreasonably excessive or you are using the
Semvice for criminal or illegal aclivities. You do not have the

right to resell this Service to a third party. Cisco Systems

reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Semvice itself. Motice of any revision, amendment, or v

B T . T T ———

nit.action?from=AUP o @ 0

© &£ =0 https://ise3-1.testlab.com:8443/portal/A

Inr
Guest Portal

CISCO

Change Password
You are required to change your password now. Please enter a new password.
Current password:

New password:

Confirm password:

...ﬁ

9 PostLogin Bamer 5

<« (& Q © & ~° https://ise3-1.testlab.com:8443/portal/Chan

cISCO Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.
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“ o Q D £ =0 hitps:/fise3-1.testlab.com:8443/portal/Continue.action 2from=F T ACCESS BANMER s {?
m '
wl el )l
cISCO Guest Portal
Success

You now have Internet access through this network

lwod ol IJIRble 9l odlzol
S99, 031 ldBuwe pedsple spdud [uwaislpol Jlgweduld igble IJodssy sluadlzol.

99 030 lJpyeds: sgyuo ISE oo I wedle weo IUgpdsle > RADIUS > IJgwedle 1Jpol 6.
Jel 09 p9 oz I 109,68,

Time Status Dotalls Identity Endpalnt 1D Authenticat..  Authorization Policy Authorization F— P Address Identity Group Evant
s B Addesss Idpssiny Greup Euent

Kev 07, 2020 08:17:32.48 Dutauit Detuialt 35 Parmansan_Gusst_ACcess Permin_itarrat 10.106.32.2

How 07, 2020 04:15:14.85

oul 09 IJoou8:

« 89lgo IUpuwegse Iduosd Bless IJegsd IJeluss (WiFi_Redirect_to_Guest_Portal) 9 sgl>
w9zsoo lJs Guest-Portal (vzew 1Jpuol>96).

* sop lehs wgzse lduosyd Jdoywesd Ibslos. e ouvesd IUsgsd woele (Gluvedsle
lJzuwle 1J3s wp lugilio zasel). syund ISE |glss puol>§6 CoA 909 ol wp wldsro
w9luwbd guuo) IJoede Ss Iduveds ldpedss IUJlguddss (vze IJovaso
lJssulpsds).

* 089 euey Morde BOs Iduveds IUpedss IUlguddss (WLC) lele lelss 1dpuol>$6
wluwedsle Iduwpes Authorize-only 9sep bzle luve Blised Idoedp WOs 1J9uosd (wze
Authorize-Only). swpe 398> Iduosd w9uo9d IJuveds Iduoese.
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Master Guest Report

From 2020-11-07 00:00:00.0 To 2020-11-07 04:38:26.0

o

Logged At

x Today WX

2020-11-07 04:17:01.1

2020-171-07 04:16:33.9...

2020-11-07 04:13:51.0

Guest User Name

Guest User Nama

guest!

quest]

guast]

MAC Address

MAC Addrass

DO;37:45,88;EF:64

D37 45 80EF:64

D0:37:45:89.EF:64

IP Address

IP Address

10,106.32.254

10.106.32.254

10,106,32.254

Operation

Oparation

My Reports

W Filter ~

Password Change

AUP

Add

Export To ™

= Rafrash

Sponsor User Name

Spansor Usar Name

guestt

SelfReglstration

Sedu Jdpuwegsp IJJdBsd (vliposhle uozsesd) IJoedd pu lJelds Ideldss Jeuveése

oSS

s8> 031 1Upeld ouile Izuwlo: 9oumzsd 389d IUpuuctse 1Js 1dpsed:

CISCO

Sponsor Portal

Create Accounts

Resend

Username:
Password:
First name:
Last name:
Email address:
Company:
Mobile number:

Extend

Edit

Person being visited (email):

Reason for visit:
Guest type:
SMS provider:

From date (yyyy-mm-dd):

To date (yyyy-mm-dd):

Location:
SSID:
Language:
Group tag:
Time left:
State:

lJoosisé IJIZosl)sé

JIJ predo pu 03l IJerd @ spdo wdsu gshle pgodvs. sop odssy JJ 3JY JIJ ps¢d

Manage Accounts (1)

Suspend

Garg

Schedule

Delete

poongarg@cisco.com

Cisco
+910000000000
abc@cisco.com
Personal
Guest-Daily
Global Default
2020-11-07 09:43
2020-11-08 09:43
India

English

0D 22H 48M
Active

Done

Pending Accounts (0)

Reset Password

Welcome test123 -

Notices (0)

Print

PSS Vs p)ldj ldepd > 9009 IduosS > IJwslule sldpdsole > wslule Idgosd > luwe
IJp¢d > o)y > uwdad 1dpesgd slesble 1Jesd. wogopu IJlgsble IUIYE,) lopss:
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e douwesd - B elds IJepdsu suver S8 Jdpuwotsrpsu IUdsu serd990 1de)
IJowss wldouvesd ISles (See w99s) Jdes 1des9) gus logvle IJzuwlo)

« AUP - $u9J Lusluws Iluwedsle loole IJouzsd 1J3los

« Uinb p9ld 88 IJIB s eds puwle IJuosad Iy cuvsbeo.

lesble osWd wuwesd 1Uxg9d
* e I9uesd - Vs elds IJopdsu suwer S8k Jdpumworpsu IUos9o IUssu ser990
lLes lduws wouvesd IUgsd.
* AUP - 9u9d uwsluwsé IUlguegsle loole Iogwesd 1Uslos.
© b wéss) IJps 1Je9).
lesble ogwesd IJeols
© wudd IBe)las sep oumrsd Izl oddlssl.
lesble o9le g zoly IJosed
* Suwe wIuRE Bled IJesv.

le>hble BYOD

* IJuwele Jeuwodps Iduindle IUsso suweg e IJwslos Juosssd vouwzsd lzoscop
IJubguose.

lIJeuwlole 1Jpewess po 1B s

Bl op wrass b bde 091886 1Juos9d Loeu leshle uesse IJouwesd: Vszw lewpls
Izuwle IU3s o loglyo woluwlbs IJLossd oo $od JBsd. spdu Jodo ldpsis luuasle
IJooss IIJIe90s Jouwdse ledle s 1UIBs (JJeslv@s sds zuvle [duosW):

WO glds wdasy e wu9wsdsd v dd Ideuss Idouwsb (SMTP) wuvdd €8) woese: YJu Sup
louble IJzowlo:



& Account Created

&« c @ © £ https://ise3-1.testiab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION e &

cisco Guest Portal

Account Created

Choose how to receive your login information, by text or email,

Your request for network access is denied. Please contact your
host for more information

First name: Test
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

RS

5595 1wzl eo uestlog 9295 euisd s s buwld "ledle 10psl 86" 10 1Jeess 110 90
lJ¢luo lJIvsd ub)l Jesp wdosu gbpe SMTP o udd Logse:

<#root>

2020- 11- 07 07:16: 38,547 ERROR [ GUEST_ACCESS SMIP_RETRY_THREAD][] cpm guest access. api services. util. Snt pM
j avax. mai | . Messagi ngExcepti on: Could not connect to SMIP host: outbound.cicso.com port: 25, response: ¢

2020- 11-07 07:16: 38,547 ERROR [https-j sse-ni 0-10. 106. 32. 25- 8443-exec-1][] cpm guestaccess. api servi ces. nc
com ci sco. cpm guest access. excepti on. Guest AccessSyst enExcepti on: com ci sco. cpm guest access. excepti on. Gues

e pl Y9y Jrsd Idu,s IUIJIe 908 90Id9su b SMTP Idepulgwe sSop logsle IJzuwle:

= Cisco ISE Work Centers - Guest Access a @
Ovarview Identities Identity Groups Ext |d Sources Adrministration Metwork Devices Portals & Components Manage Accounts Policy Elemants Policy Sets More
Guest Ascownt Purge Policy Guest Email Settings

Gustom Fiolds

Guast Emall Setings RN Sito0 o

Guest Locations and $51Ds
Configurs SMTP server st:Work Canbers > Guast Aecess > Adminatration > SMTP Sarver

Guest Usarmame Policy

Enable emall netifications to guests
Guest Password Policy
DHEP & ONS Services

Logging



& Account Created

&« ¢ @ @ & https:/fise3-1.testlab.com:8443 /portal/CreateAccount.action Hfrom=SELF_REGISTRATION e & T

afra]n
ci1sco Guest Portal

Account Created
Choose how to receive your login information, by text or email

First name: Poonam
Last name: G
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

w8 10 0 89p wopdsu g pbldus IJsossd Ll sdsusl pecprsu - sop LIUs 2dds luve
IJpuwcre 99Jpd IJpr9) odilissl pu wuppsu o3 lJpgdgele Os Suwp Lods Lele
IJouwesd IU3les. 9dosl lduwew: gudpl sY9u ould 2lzs IJs p9ld§o I Jl swp &)02
wslule lgeel IJpuwoseso dupssd vuvdd l8o)luas eds wodzs IUssew Idos w@e
peJ9ple Jlboly 1o IUzuwle &3 e loublo. 9udl po 39 Szw wuvdspol woluwbs ¢l
lLuwlisd 1JEuas,6 (SMS) Iy 1w, IUIJIe,90s. Sew wpdsy o3l 1Jgsh Bs ledle Luwld
wslole Jlgopb gus 1dpal8 s wluwesle Sume (9028 edlpd wis> IJIe,90$/SMS).

Swp ouwdse s [JJdo)sus JJIgbl) 1Us IJdbs:

Guest Approval Request

ise@testlab.com <ise@testlab.com> Today at 1:07 PM

To: Poonam Garg

Please approve (or deny) this self-registering guest. The guest provided the following information:
Username: guest_user
First Name: Poonam

me: G

arlren]n
CISCO Sponsor Portal

Guest (guest_user) has been approved.
Help

o0 030 lJugbo: sep lduwele Jdpuwedse IJuosed -__:ou.uag,sJ lJ>29d (wluwegsle vslule
Ilgcel IJos op oddsel o) Idusss IUIJYe 908 19 Ihuwlisd Idouess [J3uos)é).



WO IJgdluod: ould edles gulasy v IJJe)9us puwedsps Vs o3l IJws>wdd:

* ledle guslo "pu" 880 p w228 03l wubdd Slue 19 $883 U uwle IJIBS] ssumcese
Jewslu pu oldouwes JIJ put IJIgbl) [Js 1JIBdsd (JJpsld$s) 9ol osd vslule
g el IUs IJuosd. 95w e wdysy o3l Idlg)le yopw pilds 1dgpd > 9,09d I o5 >
IJleshble > [esble 1deyss IUIJYe 906 Jduosyd.

o ledle 80910 "IUS". 850 luvegsle o3l 1Jisy JIoJIE 1UdB s wluuadlps puulol JJ sl §6
gJdso. sup wdysy 03l Vs prgd Guest Lopu pild) IJgpd > Guest Access (9,09J
IJsos9) > wolole IJuosd > wilole Idgass sldedsole > e 1dpsgd > leshle wesde
IJouwesd > pbldws 1duosssd wldesld§s > bl 1Jesld§é eds 1dwsss IUIJIe,90s
|Js.

« e09lu "Js" JJduos. 9031 ol s@sp0 IJpuwegsp 1o I&ole lJouwesd. Vs eldo
wea$ buwld ledle wslole ldlgeels 8o 1Jesld 86 Cluwedsle 1desss IUJdesos: sop
cuwdse dosss 1dIdIdesgos IUss spess eds wBluasd wslole Idlgwels (Iuve
IJpuwegse 996 1dp,9)) IUs Idoss.

o@dse wslule IJlgcels g0, 306 SMS
Spdu lsuol oundsp wslole leoel 1Jsos98 Loluwbs SMS. sz wJ9se oo IJgshle:

1. 130, 098, £306 SMS Lopu lesble wpe9se Idouwesd:

SMS Service Provider

Guests can choose from these SMS providers:

8 Global Default
T-Mobile

8 ATT
Verizon
ClickatellViaSMTP
Crange
Inmobile
TheRingRingCompany
Sprint

@ Maas

Guest see providers list only it multiple are selected
Configure SMS providers at:

Work Centers > Guest Access > Administration > SMS Gateway Providers

2. 23 ¢gluo IJIRosh Luwld ledle wslole IJlgepls gus 1Je9ld 86 wluuegsle: SMS.



~send credential notification upon approval using:

B Email
B SMS

3. op sbdo pu ldpuwctse IJuossd leosh Ipsd, pes ) gos lugble guvle;

@ P\ https://ise3-1.testlab.com:8443 /portal/SelfRegistration.action?from=LOGIN
a3 Psi/ /P / g

Registration
Please complete this registration form:

Registration Code*

8015

Username

Guest13

First name

Poonam

Last name

Email address*

poongarg@cisco.com

Mobile number*

= +91 > 9999999999

Company

SMS provider*

ATT

Global Default

Naas

4. sop ogwdse yuwldo SMS Cluwegsle 1Uesd;) Idpgel) 9590 [Joleus:



[0 https://ise3- 1.testlab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION e ﬁ

ciSCO Guest Portal

Account Created
Choose how to receive your login information, by text or email.

First name: Poonam
Email: poongarg@cisco.com
Mobile number: +919999999999
Location: India
SMS provider: NaaS

5. spdud ©d9sy 99,8 €306 SMS Loeu IUbL6 > IJuble > 1dlgsble > 9luée SMS.

ouwesd Idlgojo
Il op ceass IWesh Iduwele JJuos9d wouvesd Iizoss wes 1o sdsp Iz Idpuwets sy

U990 wouwesd 1589 98wad wuswsdsd Idpuols§s sldedssuo sldeeluwews (AUP).
Vspdud owesd IJlzoje:

~ Guest Device Registration Settings

Automatically register guest devices

A message displays to guests when they reach the maximum number of supported devices.

Allow guests to register devices

Yau can set the maximum number of supported devices in the guest type settings.

Device information will be stored in the endpoint identity group specified in the guest type of the user logging in to
this portal.

Configure guest types at:

Work Centers > Guest Access > Configure > Guest Types



_ @ Device Registration

© £ O https:/fise3-1.testlab.com:8443/portal/ChangePwd.action?from=CHANGE_PASSWORD = o

CcISCO Guest Portal

Device Registration

You can add a maximum of 5 devices. Enter a device |D and device description. The device ID is the MAC address or Wi-Fi address ofthe device. Itis an
alphanumeric ID in this format: A1:B3:E5:19:6F BB

Device ID *
D0:37:45:89:EF.64

Device Description *

Cancel, Continue

Manage Devices (1)

D0:37:45:89:EF 64

Jleb 1u0 8> wpw luolds IJzols odélss! wlJded (909 B Blises 316 1Jizos6). 9509 Jive wpe
OIS ouwesd lzojo lduosswd oddlssl.

9UPESO

Bl op wzass gsbh bdo w9ld s Izols Iduosd: Suusop j9ss IJpuworpsu IUuos9d
w9Jsd $89p voudss Idyoess (NAC/Web Agent) wes wuwesd 1U5¢9d 98w9d wi9w9dsd
AUP Olple oguzsd 1dzols IRosbsl). s89p ISE wpglded Bsles lesh Idgpsd Jogass 1dsdsd
I3s see w9980, &p $9p 1J9dsd IUss swp wuvésde gds Idpebs wouss IUsuoe
(98381 Jdsles 1dsuoe) shuwld Iduclse Is ISE. 1Jss syuwd lels puol>§6 CoA Jugss) glJs
IJogasd I3l die 1Jles.

Sedo 1o ow9 9les Idegasd Idppeeds puiluos Jel sds:

IdentityGroup-Name EQUALS Endpoint Identity Greups:Clsco_GuestEndpoints
[E Wireless_MaB
L] Guest_Complaint AND PermitAccess
=] Radlus Called-Station-ID CONTAINS Guest

k Session-PostureStatus EQUALS Compliant

IdentityGroup-Name EQUALS Endpoint ldentity Greups:Cisco_GuestEndpoints

-] Permanent_Guest_Access AND Wireless_MAB Limited_Access
= Radius-Called-Station-ID CONTAINS Guest

=] Radius-Called-Station-ID CONTAINS Guest

AND Guest-Portal
| Wireless_MAB

Wifi_Redirect_to_
0 Guest_Portal

loJ IJpuwegspse IJess IUsse sslzosw blesé Guest_Authenticate Igs> w9zs00p |Js pogJ Self
Register Guest. ug> 16 s89p lJpuwegsp wldowesd IUslos souwesd 1U>E9d: s 990 COA



woss eldé IJogssd ssoe ©i9s Idpuwetse wlpdluss 9009 22956 Joudss IUsuoe
sldpeldes. Jl o @9p COA Logssy 2ldd Idewssyo p6 s Idl ves wads) 9dsd NAC o9l
lJpezlbs gds w9, 1Jauesd IUs IJlueue.

woupu ldeuildd IJuesdess S lJasoe e300 929> B9le> w19 IJepsd Iduorses:

® gt X

« ¢ © £ httpsi/fise3-1.testlab.com:8443/portal/Continue.action?from =CLIENT_PROVISION B e w

cISCO Guest Portal

Connecting to Network

To continue, install and enable the latest Java version, and
make sure the Java plug-in is not blocked. You can download
and install Java from http:/fwww java.com/en/download. If you
are unable to download Java, connect to a different network and
try again

SpJdu lsuol wldss o3l I3l Gpe e o pJud guest.log:

<tfroot>

2020- 11- 09 09: 23: 32,157 ERROR [https-jsse-nio-10. 106. 32. 25- 8443-exec-7][] guestaccess. fl owmranager. step.

wS9o

Il op wass Iduwpele JJpslbdse wluwesle lzosé vguoss eds tsh Idubods: Bspdu
2susd Jpuworps Iduinds Isso suvorpou 0o Idwslus Ie9) gwy o288 BYOD soywzsd
lJlgojé Iduvgosé. wldouwed Jdpuwogsesy lJoos9ws. JI Sy o3l IJlgsh Is yuse.

Pl seus "IJpsb 9y IUdsu sumvedsesu IJuslus Juosd"s

cubdd lVu)luos sop vdssu wolule IJuosawd wluwedsle pgio 1Jogso
Guest_Portal_Sequence:



~ Portal Settings

HTTPS port: ™ 8443 (8000 - 8999)

Allowed interfaces: * Make selections in one or both columns based on your PSN configurations.
If bonding Is not configured (7 If bonding Is configured (7
on a PSN, usa: on a PSN, use:
Gigabit Ethernet 0 Bond 0

Uses Gigakit Ethernet 0 as
primary, 1 as backup.

Gigabit Ethernet 1

Gigabit Ethernet 2
Bond 1

Gigabit Ethernet 3
Uses Gigabit Ethernet 2 as

Gigabit Ethernet 4 primary, 3 as backup.

Gigabit Ethernet & Bond 2

Usas Gigabit Ethernet 4 as
primary, 5 as backup.

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Work Centers > Guest Access > Administration > System Certificates

Authentication method: * Guest_Portal_Sequence w (1)

Configure authentication methods at:

Work Centers » Guest Access » ldentities » |dentity Source Sequences

03l 09 wumduwd IJegis Isleds 1Uss selsd Ipuvcgreso Isltdsso ol (Gwd
IJpuweespso IJuosswd) we wslule lewpels AD. ooyl Jio IJlgsble 1Jpo 8306 pusop polugsol
IJs Idecr Idelds S Idounduwd gusel Jl spdo 1Usuogd IJs peiu 09sé ez Jdpuobds.
Spdu Jpabd Usso uslule lewpl slgdss I wslole lecpls AD ouwzsd 1Usg9d 1Js [Jwslus.



= Cisco ISE Work Centers - Guest Access

Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components
Endpoints w |dentity Source Seqguence
MNetwork Access Users * Mamea

Guest_Portal_Sequence

ldentity Source Segquencas

Dax< il i
Description A built-in Identity Sequence for the Guest Portal

~ Certificate Based Authentication

E] Select Certificate Authentication Profile

~ Authentication Search List

A set of identity sources that will be accessed in seguence until first authentication succeeds
Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

B 00 ldprzds eds potd IJuosd: s8oe Ipumcdrp wslule lewel pg)d6 Bs pto
lJeuwegspsu IUslgdssu 9 Active Directory geegse glsé wozso BYOD:

= c @ & o httpsy/ tion?from=AUP aes o &

dilvan]n,
cisco Guest Portal

BYOD Welcome
Welcome to the BYOD portal,

Access o this network requires your device to be configured for
enhanced security. Click Start to provide device information before
compaenents are installed on your device,

The following system was detected
Windows
Was your device detected incorrectly?
Select your Device

Windows

=
N

w030 IJb,586 Spdu Jeuwegses Iduinds wudss BYOD JJizoss I vgoss.
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Iluo sup polugs e g IJgbs (w90 BYOD).
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Posture Services g.Js Cisco ISE Configuration Guide
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/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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