I>1)6 2uwle oW ISE

lJe 95,00

sued o3l lJpwows Ulplele IJpuwegses v dd pod)) IJos spdu o sugsel ls g Iy
puwd9d ISE eds wslule 1uosed 1Uesz9s6 eds ISE. w9, grple IUuos9ed Jpzyd rplo
IJo9sé (ISE) pu Cisco lpdluss 1J9Lesd IJlew [Us IJubods JJuosawd pod 1590,
ldpcelBrsu sldpuvouibsu sldgedls.

opw ldpuwlops Lyl b Jiusle Jgpel): pousuw TAC oy Cisco.

WUpebdole Il uss
IJecbdole
CiSCO $92S i Swdlds oo PEH)I96 py 03l p9o9E:

- pod Erplo Jyud 1Jogso (ISE)
- ¢xplo ISE Guest

lJedyule IJpuuegsped
ouwows Idpedsele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1debss Ideldss:

- Cisco ISE: IJl_»o>l, 2.6

Up louvle Upg_Jg,qu IJ_9I_))6 Os o3l IJp e pu L_Jiao_)é |Je9z926 WOS LSSo p&pdso gl os.
u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

pdlebs: sJ9u IUlple pplodlls poblodl pe luoslle ISE IJig)s. spdo JJpse luwegsle
030 IJgbsle eJs zese luosble wyulez 2.x ISE Software ol Jp sSuue eds gJIw 3JJ.

IJodosu

lgwodsle Jdsd JbLo puslvle IUos9d

|J¢Jg:9J|c op euwlule puwedsesu eds ISE CUPUE vleosh ouwesd 1Usgad Ids wilos
IJJosd ese spduop lugile euvlole Josgws p_§$§o6 Jdish 1Jegsdsu sbhwoel. spdy |y
SY9u IJIJsd puwwsel sledsl s guvlol 092951 WOs pEiu 0956 Ehzs pod Active Directory.

Vs o3l IJpeldi swp wg)sW puwle IJIB s slgdsl Ws ISE gl oldwo [Js 1Upezeses 1Jpees>6
euvwdli ALL_ACCOUNTS.



Herbwoerk Acoraa Ly

N A L T e T

Seubdd lBo,)luos: sewss ISE sds edle pepsele Jbdle spdy wesso IJIddle Jol:

T B ST [ T L L] B I VRl BRI o S 1] R TR N AN B g

| =l Ll P L

[+ ] kb el L e

AII_LACCOUNTS (IJIde,lns): suvebse IJddJle IUsso ¢p wessuoe Joso Ipzesgs bbb

2pSE eurlole Idpuwespso Iupsss. wuvdd 18)lyos: S0 Idpuwedspdn SO presesd
0956 lJpwegse ALL_ACCOUNTS lgole B pzeses IJIBle o3o.

Group_ACCOUNTS (IJIse,)los): suvwbse Il IUdso wp wgssuop Jodo IJpzp9ed
bho puwlele IJsosd IJos wp logblgol Lyl wlbs IJIBle po wdw pgpses IJIBle. Luvdd
I8l oS SYIG IpweEs 090 B pze986 0956 o uegse GROUP_ACCOUNTS g ole B
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SELF_ACCOUNTS (IJlwe,)luos): spdo Jyels [dpgsusy Jodo Idezesss 516 eurlole
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» Account Options

Descripion | Account to manage guast users

Change password on mesd login |

* Account Dizsable Policy

Disatle account if date exceeds | 2020-00-21 {vyyv-mm-dd)

v User Groups

ALL_ACCOUNTS (defauk)

o9 IUbgole sldlpcshile 1Jgluos wegpeses IJIBs 030 WS pyldj IJgpd> Guest Access
(9u29d IJosW9) > Portal & Components > pzp9gle IO sJ:



Sponsor Can Manage
Only accounts sponsor has created
- Acoouns crealed Dy membpars of this Sponsor group

® 4 guest accounts

Sponsor Can

b Update guests’ contad information (email, Phone Mumber)
1 Viewsprint guests’ passwords
] Send SMS notifications with guests' cradentials
i" Resel guasts” account passwonds
L Extend guest accounts
[ Delete guests” accounis
[t Suspend guasts” atoounis
] Require sponsor to provide @ reason
Il Reinstate suspended guests’ accounts
[ Approve andview requests from salf-re gistaring guests
® any pending accounts
) Only pending accounts assigned to this sponsor

4] Access Cisco ISE guest accounts using the programmabic interface (Guest REST API)
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ol pu lupple ISE [Js AD wldloedld 1ds 1JbLs> Idessle > puols) Iesss [Jghzss > Active
Directory. 31 Je sJo 83 louoe olJBed: louop 1Js Tz pzldle AD 1Jpclzs.

lowensls Idpzesgle oo AD Idos weogs eds Ideuslole:

S9uoe 03l ldpeld [uolBs puuweése AD |Js peesss Jsd all_accounts.

loedd [Js puld; IJgpd> Guest Access (9,29 IJos9) > Portal & Components (,o)z_J
9pJoule) > pzpsgle IUgpdle> AII_ACCOUNTS Cp 69, 999 IJlg_uolc‘ Jpl 09 p9oe VIS 030
lJuo9.,6.
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Action Uzagi Guidelines Eligitibe Aceount Stales
Eilat Make changes 1o a selocied accoumnt AlL enecpt Saspemsiled, Demied

B esond Email, text, or pnnt acconmnt dedails for the Active. Creatad
selected guests

Extemd Addpst the acoess tnne persod or reactivate the | Active. Created. Expared
w ecbed exipredd @ibesl acconnls

Suspeis Disable the scloctod guest accounts withow | Active. Created
deletimg them from fee svstem

You may be prompled to provide reasons for
spspendmg an aocoumt

Delete Femove the selected gisest sccoqints oo the | All
Crco [SE database

Beset Password Reset the selected guest passwornds bo random | Active. Created
|.'I-I'b\-'l-'|'§.=':ll.|'|-il.l:l'i| ity the RECRE iof Ehe: aocoutm
details,

R eansiate Enabile the selectead suspeended guest acconmts | Suspended, Densed

mnd approve previously densed sccounts,

Hedresh View any changes 1o the desplaved accoums. | Mot applicabile
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Guest Account Purge Policy
Parform an immediale purge of schedule when 10 delete expired accounts

Date of last purge: T dun 19 000000 +

Date of next purge: Sat Jul 04 01:00 w15 30

Purge Now

| Sehedule purge of expired guast 3ccounts
(&) PURge GCOUrs eveny '15 | days (1-355
(3 Purge accurs evary: * i weeks -5

Day of week* * i ¥ -

Timve of purge™ * | 1:00 AM

Expire portal-user informakion after™ * | G0 1-365 days Applies to
« [nadive LOAPRD users
« Unusad guest accounts (where access penod stars from first lagin)

Once expired. accounts will be purged according 1o the purge policy specified above
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E=ndpoint [Senbdy Group List > GuestEndpoinks

Endpaint ||:!l-‘li1.lt‘|l' Group

"Mame GuestEndpoints

Description | jsuest Endpoints Identity Group

Paren Group

Resal

dentity Group Er

dpoints
wwidd | W Remove =

MALC Address Static Group Assgnment

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
11e6-996¢c- 525400b48521

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
ENDPO NTPURGE: El apsedDays EQUALS 30

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action.Profil er Endpoi nt sPurgi ngActi

Guest I nactivityCheck & Guest EndPoi nt sPur geRul eCheck56510592-

2020- 07-09 09: 35: 21, 983 I NFO [ admi n- htt p- pool 20][]
cpm admin. profiler.action.Profil er Endpoi nt sPurgi ngActi
Guest I nacti vi t yCheck

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
El apsedDays EQUALS 30

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
996¢c- 525400h48521

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
996¢- 525400h48521

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
11e6-996¢c- 525400b48521

2

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
Regi st er edl nacti vi t yCheck

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action. Profil er Endpoi nt sPurgi ngActi
Greater than 30

2020- 07-09 09: 35: 26,407 I NFO [ admi n-htt p-pool 13][]

on

on

on

on

on

on

on

on

on

on

on

on

on

EndPoint Profils

the rule type is : REGULAR

::- epPurgeRulelD is :3bfaffe0-8c01-

;- purging description:

;- purging expression:

cbdb- 4e60- abal- cf 415e2d4808

::- EPCondition nanme is :

t he condLabel : ENDPO NTPURGE

are

i:- rulenane is : 3c119520-8c01-11e6-

::- the rule type is : EXCLUSI ON

::- rulenane is : 3c2ac270-8c01-11e6-

::- the rule type is : REGULAR

::- epPurgeRulelD is :3c2ac270-8c01-

::- EPCondition nanme is :

t he condLabel

are : El apsedDays



cisco.profiler.infrastructure. profiling. EPPurgeRul eEvaluator -::- Started to Update the

Chi | dPar ent Mappi ngMap

2020-07-09 09: 35: 26,408 | NFO [admi n- htt p- pool 13][]

cisco.profiler.infrastructure. profiling. EPPurgeRul eEval uator -::- Conpleted to Update the

Chi | dPar ent Mappi ngMap

2020-07-09 09: 35: 26,512 I NFO [admi n- htt p-pool 13][]
cisco.profiler.infrastructure.notifications.ProfilerEDFNotificati onAdapter -::- EPPurge policy
notification.

2020- 07- 09 09: 35: 26, 514 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Requesting purging.

2020- 07- 09 09: 35: 26, 524 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- New TASK is running : 07-09-
202009: 35

2020- 07- 09 09: 35: 26, 524 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Read

profil er. endPoi nt NumDaysOaner shi pToPan from pl atf orm properties: null

2020- 07- 09 09: 35: 26, 524 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Val ue of number days after which
owner shi p of inactive end points change to PAN: 14

2020- 07- 09 09: 35: 26, 525 | NFO [ Pur gel nmedi at eOr phanEPOaer Thr ead] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Updati ng O phan Endpoi nt
Onnership to PAN.

2020- 07- 09 09: 35: 26, 530 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Purge Endpoints for PurgelD 07-
09- 202009: 35

2020- 07- 09 09: 35: 26, 532 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- hostnane of the node ise26-

1. shi vank. | ocal

2020- 07-09 09: 35: 26, 537 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Search Query pagel | astEpGU D.
Endpoi nt Count 4

2020- 07- 09 09: 35: 26, 538 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Endpoi nt AA: BB: CC: DD: EE: FF

I dentityG oupl Daal78bd0- 8bff-11e6-996¢c- 525400048521 identityG oupGuest Endpoi nts el apsedTi ne30
inactivityTi me0 PurgeDel et eStatustrue Call edStationl Dnull Endpoi nt Fet chedFr omCachet r ue

2020- 07- 09 09: 35: 26, 539 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]
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