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= Cisco ISE |\ Policy - Policy Elementsj

Dictionaries Conditions Results

Dictionaries

System Dictionaries

=Q

User Name ~ Description
ACIDEX Profiler ACIDEX dictionary
ACTIVEDIRECTORY_PROBE Profiler ACTIVEDIRECTORY_PROBE dictionary
APIC Dictionary for APIC

CDP Profiler CDP dictionary




= Cisco ISE

' RADIUS Vendors

Dictionaries Conditions Results
I
Dictionaries
=
= &

> L PassivelD

ey Import

Policy - Policy Elements

O Name Vendor ID Description
> L Posture
) Alrespace 14179 Dictionary for Vendor Airespace
> L PROFILER
) Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
Aruba 14823 Dictionary for Vendor Aruba
> LU IETF
= ) Brocade 1588 Dictionary for Viendor Brocade
~ L RADIUS Vendors
> (U Airespace Cisco 9 Dictionary for Vendor Cisco
> L Alcatel-Lucent _ Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM
> L Aruba ), Gisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
I
RADIUS Vendors List > New RADIUS Vendor
Dictionaries
=Q [“ Dictionary Name Packeteer ]
= & Description Disctionary for BlueCoat Packet Shaper
v 3 Radius [* Vendor ID 2334 ]
> L IETF

~ [J RADIUS Vendors
> LU Airespace
» L4 Alcatel-Lucent

> L Aruba

> L Brocade

Vendor Attribute Type Field Length 1

Vendor Attribute Size Field Length 1
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Dictionaries Conditions Results

Dictionaries > ... > RADIUS Vendaors > Packeteer
Dictionaries

e Dictionary [ Dictionary Attributes ]
|

= & Dictionary Attributes
+ £ RADIUS Vendors
. )
SRS O Name ~  Number Type Direction Description Predefi...

> L Alcatel-Lucent
> b Aruba Mo data available
> L Brocade

» L Cisco

» L Cisco-BBSM

> i Cisco-VPN3000
> W H3C

> L HP

>k Juniper

» L Microsoft

» ki Motorola-Symbol

Packeteer

> L Ruckus
= Cisco ISE Policy - Palicy Elements A Ucenzo W
Dictionaries Conditions Results
—
Dictionaries » _. » RADIUS vendors = Packeteer
Dictionaries
- Dictionary Dictionary Attributes
o= o
! RADIUS Vendors
* Attribute Nama® Packetier-AVPair
* i Alrespace
» L Alcatel=Lucent Description Used in order 1o specify Access Level
> i Aruba Enable MAC option
* Data Type STRING - eoieal]
» i Brocade
3 [ Clseo * Birection ouT ~
¥ i Cisco-BBSM [ o 1 (0-255) ]
* L Cisco-VPNI000D
> WH3C Allow Tagging O
* WHP Allow multiphe instances of this stribute in 8 profile [
* L Juniper
* i Microsoft
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= Cisco ISE | Administration - Network Resources
J

Network Devices Network Device Groups ‘ MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Device Profiles

| 4 Add oLy Import L, Cisco Communities Import
—

O Name ~  Description Vendor
O AlcatelWired Profile for Alcatel switches Alcatel
O ArubaWireless Profile for Aruba wireless network access devices Aruba
O BrocadeWired Profile for Brocade switches Brocade
O &k Cisco Generic profile for Cisco network access devices Cisco

NAC Managers

Source

Cisco Provided
Cisco Provided
Cisco Provided

Cisco Provided




= Cisco ISE Administration - Network Resources

MNetwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

—~

MWetwork Device Profile List » New Network Device Profile

Network Device Profiles (

* Name Packeteer

Device Profile for Packeteer

Description

lcon Change icon...

Vendor  Other

Supported Protocols

( RADIUS ]
TACACS+ O
TrustSec O

[ RADIUS Dictionaries ~ Packeteer X J
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= Cisco ISE

——

Network Devices
Default Device

Device Security Settings

Network Device Groups

( Administration - Network Resources]

Network Device Profiles External RADIUS Servers

Network Devices

a by Import t Export
O MName -~ IP/Mask Profile Name Location
@ SPRT 172.18.228... &% Cisco (3) All Locations
E] posturelinux 10.106.36.9... &% Cisco G} All Locations

RADIUS Server Sequences

NAC Managers

@ Delete
Type Description

All Device Types

All Device Types

= C(Cisco ISE

Network Devices
—

Network Davices
Default Device

Device Security Settings

Network Device Groups

Network Device Profiles External RADIUS Servers

Network Devices List » New Netwark Device

MNetwork Devices

Name BlueCoat_PS

Description

10.10.10.10 - & ]

[ i IP Address w TP

[ Device Profile (7] Packeteer ~ D ]
Madel Name wr
Software Varsion ~
Network Device Group
Device Type All Device Types w Set To Default
IPSEC Is IPSEC Device ~ Set To Default
Location All Locations ~ Set To Default

v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Administration - Network Resources

RADIUS Server Sequences NAC Man

Shared Secret sesasnsenes

Show




= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Man)|

Metwaork Devices List » New Network Device
Network Devices
Dafat Davice Network Devices
Device Security Settings

Mame CiscoSwitch1

Description

[EE IP Address .. " IP: 10.20.20.20 I 32 ﬁ]

Device Profile % Cisco

Model Name

Software Version

Network Device Group

Location All Locations W Set To Default
IPSEC Is IPSEC Davice £ Set To Default
Device Type All Device Types

~ Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

[ Shared Secret = sssssssssses Show}
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= Cisco ISE [ Palicy - Policy Elementsj

Dictionaries Conditions

Authentication ’ Standard Authorization Profiles
-

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

(Autharizatiun Prufiles)

Downloadable ACLs [ + Add

O Name Profile

Profiling ?

O Bidirectional_posture_profile #k Cisco (1)
Posture >

O Blackhole_Wireless_Access d Cisco (7)
Client Provisioning >

:] Cisco_IP_Phones ams Cisco O

j Cisco_Temporal_Onboard o Cisco O
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= Cisco ISE

Dictionaries Conditions
Authentication >
Authorization »

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >

Results

Authorization Profiles » New Authorization Profile

Authorization Profile

[‘ Name BIueCoat_PS_ReadWrite]
Description Read Write access for Packet Shaper
* Access Type

ACCESS_ACCEPT i

[Natwork Device Profile |[-| Packeteer v-:i:«J

~ Common Tasks
ACL @

O security Group

~ Advanced Attributes Settings

Policy - Policy Elements

# Packeteer:Packeteer-AVPair ~  access=touch

~ Attributes Details
Access Type = ACCESS_ACCEPT
Packeteer-AVPair = access=touch




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authorization Profiles » New Authorization Profile

Authentication ?
Authorization Profile

Authorization e

Authorization Profiles |,' Hame Cisco_Switches ]

Downloadable ACLs

Description Accnss i Clon switches
Profiling 2
Posture > * Access Type
ACCESS_ACCEPT ~

Cliant Provisioning >

Metwork Device Profile 3% Cisco N

Service Template O
Track Movement mRO)
Agentless Posture O@

Passive Identity Tracking (] (1)

> Common Tasks

~ Advanced Attributes Settings

[:: Cisco:cisco-av-pair e - shell:priv-lvl=15 R ]

~ Attributes Details
Access Type = ACCESS_ACCEPT

disco-av-pair = shell:priv-=15
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Clsco ISE
Policy Sets
Status  Policy Set Name Deseription Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
»
= Cisco ISE Policy - Policy Sets
Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
»




= Cisco ISE

@ Packet Shaper

s Authentication Palicy (1)

(¥) Status  Rule Name Conditions

Q

Policy - Policy Sets

2 DEVICE Network Device Profile EQUALS Packeteer

e Any aulhantication condition =] [BE“'ICE Notwork Davice Profile EQUALS Packateer 1

[-] Datautt

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

“ Autharization Palicy (1)

@ Status  Rule Name Conditions

Q

[-] Autharization for Read Wiits

-] Detautt

Rosults

Profiles

BlueCoat_PS_ReadWri...

A\ License Warning

Default Network Access

Use

=

»  QOptions

All_User_ID_Stores &

Options

Security Groups

Selact from list

DenyAccess Select from list
= Cisco ISE Palicy - Policy Sets A Ussnssaming  Q (@ 53 @
Policy Sets Reset Policyset Hitcounts |
() Status  Policy Sat Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
Q
(=

[-] Cisco Switchas

[ B DEVICE-Network Device Profile EQUALS :-ﬂ.n]

Dafault Network Access| <@ o @ »




= Cisco ISE Policy - Paolicy Sets

] Cisco Switches @ DEVICE-Metwork Device Profile EQUALS Cisco

Authentication Palicy (2)

Status  Rule Name Conditions Use

Autharization Policy - Local Exceptions
Authorization Policy - Global Exceptions

Authorization Policy (1)

Status  Rule Name Conditions Profiles Security Groups

Select from list

a Default DenyAccess Select from list
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