@20 fU USUT U @12USP0 | SE 00 @+
AnyConnect Remote Access VPN @U, U%o FTD
@8V, U...0@20"US@ 802

28U.U...U.gU...00

28U . U...2°0.U. & @8R 38U, GEFPBEBUSTO

@80, U... U, F OSP?

28U, U...UfU Ut@s@? @8V, U... ZPFPFORF U...JO
@8U. @0 fUUSUT

@8V, @+ ... 38U, FR@-USE-US U V. F'Uf30 Uz g U@ U, 0+Uf@© U...0+U" @+
?8U,0 US@sUt@sD?

@8V, 2 fU USU @8R

FTD/FEMC

U..0a+Uf e U...083* UfZ U€ @8U, UtU USPO (ISE)
@80, 22U U, U...Ut @8V, 0@30

sV f @SV € D8V, BEPRP-083; U"2¥0uU,B80Ut08

@8u,U...Uu,0 U...go

USU a1@ U+z°a§ @suU, U...2*UtE UfUSU€USQO© @2UfU USUT @8U,0¥0ud” @80+ 6.4.0
U..Ut "98U,0 U@@82' @'Ut @U@ US@™ FirePOWER (FTD)" U,22UtUS@ ! @©
U...2°0°0®@ U...US VPN U...U,280 U, U...00+Uf 2®@ U...08@° @8U,U+U"US@O (ISE).

@8U, U...0%3-U, @ @802 B8U, @ED3DED3USPO
@8U, U...0%3.U, & D82

@ @S Cisco I'@EUT @ fUUT U, T USUf U...03+U €00 @ @80, U...U" 0809 USD"
?8U,0*08U,USQ©:

¢ AnyConnect Remote Access VPN

« @UfU"USUT VPN U, U, 020, oWt 0@ @0, U% FTD

- 2@ U...082° U 12Uz U...00+Uf ZeF U...082° @8V, UU USZO

@8U, U...UfuU Ut@s22 @8V, U...3%233®7 U...00

Ut @8V, U...2H0, U V... 282 @8V, U B50+@ @0 U€@US Ui@°@8 @8U,U...0°0°Ut0™
2¥U,U%0 O¥0ud 080+080° @8U,8" 0+08U...0- @8U,0°?8U,USQ©:

@ @+Ut@sU...0- @80, T U080 @'Ut @2Ut@ US@™ FirePOWER (FTD) U...Ut Cisco@E
?8U,0¥0u0 08D+ 6.4.0

@ @+Ut@8U...@- Cisco Firepower Management Console (FMC)JE @8U, ¥O@ D8D+ 6.5.0
Microsoft Windows 10 U...@* Cisco AnyConnect Secure Mobility ClientdE @8U, O¥O@ D8D+ 4.7
Cisco | dentity Services Engine (ISE)2E 28U, O¥O@ @8D+ 2.6 U... " Patch 3

... oYUt @8 @8V, V..., U V... @822 @8V, U 08a+@ 30 U€US UL@°08



@80,U..2°2°Ut@" U...Ut @8U,0£8-U2?0© ?8U,U..U"0-U 0 0o U€eUS 3" USSP ! 00
U..0'U...U,USQ0 0®D8u00. 3" @ 0£2* @-U..USP" @8U,0£0-Ui0*00©
28U,U..U02°0°0®0 U...00 U@US Uid°a§ 98U, U...2°0°U1t0~ @ @2Ufu"USUtT
U..U0..2°0"0 (28U € 2°0+0809US). 0¥@°08§ Uf@sUT0° @' @ Uf@2Uf U,USD™

28U, 2°0'@°USU,0CE U 2°0£Uf@~ U...Ut U@UtU...Uf U, U, 2°0£B«US@+ @8U,U...00°U...U,
U,@£US @£U...0+.

@80, 220 FUrUSUt

@8U, @+3U... @8V, 33 3ed-USg-US U, U, & 3'Ufdo U'a*a UéU, 00+UF00
U...0+U"0+ 08U, 0 " USOsUt050?

Win10 with FTD
AnyConnect —_—
outside inside fyusift
| Internet
1 . )
VPN Authentication RADIUS Access-Reques!
1 S 2

RADIUS Access-Accept
cisco-av-pair = url-redirect-acl=<Re
cisco=av=pair = url=redirect=<Redire

DACL (optional)

RADIUS Access-Request/Access-

User redirected to ISE

Posture/Compliance Module downloade
Posture check triggered and repo

RADIUS CoA Push with new set ¢

& Redirect is removed
MNew set of attributes are applied

1. USzrzze@ U... @8U,U...2°aaed U... @8U, 3 2*USZ Cisco AnyConnect U, U, U @iV,
¥U, U%0 VPN @¥U, U%o FTD.

2. USg+@rU, FTD @-U, " U@ U, RADIUS U, @°U, Uf @8U,U...Z3Z33@@ U... @¥U, U%o | SE.
3. US@e@«@+ Ut@° @8 @8U, B-U, & &U, U% D8V, BPUSPSZRI© @8V, U...a%U...@8@O FTD-VPN-

Posture-Unknown @U, U%o ISE. US@+@:U, ISE U,@'U"U, U@ U, RADIUS @ @«U, B8D«<DO
@*U... D8

« cisco-av-pair = url-redirect-acl=fyusifovredirect - Ut@°@§ UtU" @§2°U... U,@8D\U...0©
@80, BUfU... U€US @8U, U @uU"U, (ACL) @8U,2°US @2U... 2°0'0+USU@ Ui



NV N v

@8V, US@8Ut@80° @8U,2°US US@2U... 0¥Q'08@ @© @2U"@-USUTULQs.

* Cisco-av-pair = url-
redirect=https://ip: port/oortal/qate\{\/av?m in\d:Seﬁsi onl dV‘aI ue& Dorta[:27b‘1tgcg’>q-2@§8-11e9-
98fb-0050568775a3& action=cpp - U@°@§ UtU~ @'UtU"@§Ut URL @8U, @°USUSZU. ..
P¥PBED PO BN F-USUT @8V, U...33z2ae@ U... 38U, @ @UST @¥U, USUL.

« DACL =ALLOWED ALL_IPv4 TRAFFIC - U,@8@U...@0 @5V, 23U fU... U€@US
@sU,U@uU"U, (ACL) @8U,U,082"U,00© U,U,@°Ut@*USU, Ui@°Ut @8U,2°U...00
Q¥P®P*USPER+USPO. U6US Utd°0s @8V, 3*USUT@§@+USU @E USPU...
@8U,2°U...080 @~ @-U..USQ' 20+Uf080° U...0+U B+ @8V, US@8UtD80° U€US
U,080!U...00 @8U,2°@UfU... U@US @80, U @uu"U, 28U,2®@28Bu0©
" @8U,U..UtU€@° (DACL)

4. U€US 008U,00 0¥0+@*@sU, U080 ! U..00 @8U,0*@UfU... U€US @8U,U@uU"U,
U,U,@"UtUS@© 08U,0£0°08@°US@© (DACL)QE US@2U... 2°0" @80 U, @-U,0" U @uU"U,
RADIUS/U,@"U"U, @8U,U"@uU"U, U...Ut @£8-U, @°Ut@2USU,, U...80°U"U%0 U280 ! U...00
?8U,2*@UfU... U€US @80, U @pu U, U,U,0 " UtUSO© @8U,0£2°080°US@O© (DACL)

5. 2D 0280 U, @2+U @0 @8U,U...a+Ua+ U...Ut U...33zaed U... 38U, @' U DO
750, de@83@O B8V, 3. FsUiB+USz0 (VPN) U...a U, @8a'0...00 @8V, 23U fU... U@ US
@8U,U@uuU"U, (ACL) @8U,U..00 @ @© U...0U,USOSBE @°@°U... 0¥0'080 @©

22U~ @-USUU+@§ @¥U,U%0 @ U 080 @0 Q¥U...0 @80 @'U..USU, ISE. 22U U€& @+ ISE
AnyConnect Posture Module U"U"2@ @© @8U,2°U"0s8U&U,.

6. 0’00 0@ 052?280, U"UfUSU, @0, U%. 2-U10822 @80, 2:U...USU, @E USU, U U...
2?0, U, 3800328 @ @8V, @ 0B« Ut |SE & O8Paed @8U... @8V, U... D80 USa+. 3'UtD
28U fro @8V € ISE @ Ut@-08@@E US@U... @8U,2°@U,U, U...Ut U...0°3-U,0 " @80?
28U, U 099" @'U,U%0 UtU,0-0© @8U,UtU+@8USQ0©. U€US Uid°ds @sU,U...0«d8U, DE
US@2@U,U, @8U,@'U...USU,, U..Ut U"@-U @ @£US @ @+Ut@8U..0- U...0«@ " @2

U, U...0fo8U €200 08U, 0+08U...0- 08U, 09080+00©. @«U... US@+@*U, @2U,0+USD+
228U, 20 @¥U, U%o ISE.

7. 20t U...28 USZraU, @ U, |SE @V, @:USe+ @80, @@8U, @0 U...Ut @8U, U UfUSU, OE
USU,UU... ISE @ @¥rUSUSa+ a8V, 3o @sU, U"aTat U, 3-U, 33ao @sU, 2wU...U, UtaeUt
UUSzU, U, Ue0" UtU @' RADIUS CoA U...0" @°U...080° @-0 USSP @©. Ui@°U+
?80,U...0+000CE @°UfU Ut 908U, 00 98U,V 092" U..0'9+U"U€@© U USDU...
@80, U"@uU"U, @¥U,U%0 U,080'0" 00 D£D®D+U%o.

- o¥p°@8 UfasUT @suU,U...ged U... U...20 35U U,080E U€o3USa?U...
Q¥0+?*?8U, @8@°U... DACL US@U...0 @~ @8U,U"@uU"U, @8U,Uf@8U...U,,.

- o¥p°@8 UfasUT 28U, U... e U... 2°USs+ U...2U 35U U,0E U a*USoU...
Q¥0+0°08U, @8@°U... DACL US@*U..0 @ @8U,U @uU"U, @8U,U..00 U Q™.

8. US@rUSU, "@ @+Ut@sU...d- @8V, ¥+ @PasU, U082 ' U, @8U,0°0+@'@0 (FTD)"
Q¥0'080” @© ®8U, 22U @-USUt. US@+@°U, FTD @-U,@ " @8U,U"@uU"U, U..Ut @£0-U,
@2Ut@?USU,, DACL U...Ut ISE. US@2U... 0¥0+U€e@8U, U,089 ! U...00 @8U,0*0USU... U€US
@sU,U@uuU"U, (DACL) @8U,U...00 @ 00 @ @-U,2°0© @'U...U, 08U,0° @ Uf@©
?8U,0®080u00 @8U,0 08Ui@+US@O© (VPN).


https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp

N w o~

@8U, @2 fU"USU D@2

FTD/FMC

280,200-U0°20 1. U,U... go¥Ute 250 U...0-U...U @'z UfosaiUosee gsU,d @'Ufoe
U,20U°@sa U... ISE U'@sU, U...0'98U, 7-00 (2¥Ut U g-g 7). 8Ut20, U, @¥U, U%o
Uf280\Ut080° > 0¥0 08000 @80, UfosaiUt > @8U, & @ Ufd0.

Edit Network Object

Name | 1SE_PsH|

Description

Metwork % Host ' Range  Metw
192.168.15.14

Allow Overrides [

28U, ID-U"d0 2. 2¥UTD @8@; U, @83\U...00 U fU... U€US @8U,U@uU"U,, (ACL)

U, 2¥0'080 @© @8U,0°U"@-USUt. @8U1t@2U,U, @¥U, U%. UfDsa' V10802 > O¥D BED+BO©
@80, Ufosa'Ut > U,880'U...00 @§U, U@ U, > U...U" 3@t gsUtU, g+ U@ U U,
o¥2125U€00 U,0580!U...00 950, U 0uU"U, 250,0..U0°0°0'00 U"g?U, g USU...
2§z°U... U,2800U...00 @8V, 23U fU... U€US @8U,U@uU U, (ACL) U,0¥0'?080 @©
@8U,220"@-USUt. US@-@" @£Ut USUSFUUT Ut@°08 08U, 282°U... UtU" UtU€@3Ut
?8U,U..U0"2-U"2" U€US Ut@2USo-0© @°@®U"USU,, ISE.



New Extended Access List Object

Wame .hrusiFo".'rudirudl
Entries (0)

MNo records to display

Allow Owerrides [~

@50, 30@-U" 00 3. ¥ANDEU@ DO O¥0 d®P8U,080° U,080 ! U..00 @8U,B3°@UFU... U@US
@8U,U@uuU"U, (ACL) @8U,U..0'28@ @°U"@-USUIU+@8. @8UTU,0+ UeU U, @8U,0*0+
DHIT1DEU@DO. 30,0+ PB+UfBO B8V, U...B+U G+ @¥U,U% DNS U ISE U"g®U 'BEa U...
@8U, 2¥o\i, 280 U, 080:2°0 @'@8@ UtU... U...Ut o¥@'@80 @0 @80, 2?0 @-USUL.

28U, 2°0...080 @'V, U500 2o+Uf@0 @80, U...0+U g+@E USgeg US Ut @§ @¥U, U%.
27 2PUSU, D¥p'@8a @o @80, 20 B-USUT (USU...UfUT BEUT @UFU Ut 0¥ BRDSU, DS2P
U,a80\0...00 @8V, 23U fU... U€@US 98U, U 0uU"U, BEUfD«B+ 0°00 USO™ @8 B¥B D8
U,22U... @8U,2£U...0+).



Add Extended Access List Entry

Action: X EBlock »

Logging: | Default =]

Log Level: | informational =]

Log Interval: Sec.

| network ML .

Available Networks & (%] Source Networks (1) _Destinat

| 4 Search by name or value | == any-ipva G | = se
= any =
= any-ipvd

" Add to
== any-ipvé ——

ﬁenrull,ciscu.mm it
=2 IPv4-Benchmark-Tests — Destination
&8 1Pv4-Link-Local

= 1Pva-Multicast

= IPv4-Private-10.0.0.0-8

& IPv4-Private-172.16.0.0-12

;I Enter an IP address | [ Add ] |Enter an
Edit Extended Access List Object
Name fyusifovredirect
Entries (4)
1 x BIGCI{ '_é any Any ANy Jﬂ' DM
2 X Block =8 any-ipva Any = 1SE_PSN Any
3 ¥ Block =8 any-ipva =2 RemediationServers
4 o Allow g any-ipvs = any-ipvé Any

Allow Overrides  []

@8V, 20@-U"20 4. 2¥N@5U€00 0'U,0 @0/9'U,@" ISE PSN. @8Ut@2U,U, @¥U,U%o
Ufo80!IUt080° > 0¥D B§0+0© @8U, Ufas@'Ut > U...a-U...U g0 g®U @82 U... RADIUS,
gsUtU, 3+ UeU U, 2¥31358U€ 00 U...0-U..U"0'00 0®U" @80 U... RADIUSBE T«U...
U,U... g0 U€USo+ 8U,082%U...0C U"U,U... @ @2U...UfUSUT @°@@ US@™~ USU,,



2®PsUT08D° B8V, B80®P*USPED+ U @sUTU,0+ U€U U, @£USU,U Ut0O© BD80'D .

Edit RADIUS Server Group

Name:™* ISE

Description:

Group Accounting Mode: Single v

Retry Interval:* 10 (1-10
Realms: v

V' Enable authorize only

¥ Enable interim account update

Interval:® 24 (1-12

V' Enable dynamic authorization

Port:* 1700 (1024

RADIUS Servers (Maximum 16 servers)

No records to display

@80, 3®J-U"JO 5.



U&US 28U, UtosU€3°00 @§U,U...U0€e0°U 8000 C U,U... 3 22U U USA+ @'UtU"@sUt
IP U, ISE PSN@CE U"U...U0€©@°080 RADIUSQOE U000 @~ U@gsa-Utgo U...00 @ 0o U'0a &
@8V, U a8z-U1@0 @sU, Z2US USU...UfUT @8U, U g U, U...Ut @®U, @8U, Ut@§ @¥U, U%. | SE
(USU... o¥rPae@ B8U... U Ut @8V, U d5d-Utdo UfU...0@ @+ U, 3a+U f3O
U...g+U @+ RADIUS) @«U... 38 & U, @83U...00 @8V, U fU... U€US @8U,U@uu"U,

U, ¥2'080 @© @20 @-USUT ACL @8U,2US Z?U... 22U fU USUtTUL@8 U...33a"U, 28.

New RADIUS Server

IF Addre=ss/Hostname:* 192.168.15.13

Authentication Port:* 1812

Key:* T
Confirm Key:* T
Accounting Port: 1813 .
Timeout: 10

Connect using: " Routing |* Spedific Interface @

ZONE-INSIDE
Redirect ACL: ‘ fyusifovredirect ‘

\ Save

@80, 200-U"@0 6. U,U... &"@¥Utd 080 @%3-U...0" @*Ut@sU"USUtT U,U...333g®d U...US
VPN. @sUT2?U, U, @¥U, U% B8V, UfD583IUT080° > O¥a B§0+@© @8V, UfDsDIUT >
U...@-0...0° 21952 @8V, @ UtasU"USUT > @ag-U... 319802 | Pv4. @8U1U, o+ U€U"U,
P¥DTBEU@ OO 0°0-U...0'080° IPv4 U"U,U... &' 000 330 @80, 22U D8DuUSU,,.



Edit IPv4 Pool

Name™ VIPN-172-Fool

IPvd Address Range™|  172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr e.g., 10§2.1.1-10.72.1.150
Maszk 255.255.255.0

Dascription

Allow Overrides [

@ Configure device overrides in the address pool cbject to aveid [P address conflicts in case of objact
is shared across multiple devices

Override (0) - |

| save || [_cancel ||

@8V, 203U 30 7. o¥UtD @83; @22U...30 AnyConnect. @8UT@U, U, @¥U, U%o UfD8BIUTDED >
¥ B83+@© B8V, Uf@s§BIUT > VPN > U...U, U€ AnyConnect. @§UTU, @+ U U U,
2¥21250900 U...U, U AnyConnect@E U"2£d @®U, @82°0... @8U,B2°U... JODE
U"U,U... 3'@Ut@20SU, @8V, @22U0...00 U...Ut @rUt@?USU, & @+@8U. .0~ Cisco Software
U@z @ Utu @t U...U, U@ B g+@0 @U...USU, AnyConnect.



https://software.cisco.com/download/home

Edit AnyConnect File

Name:* AC4T

File Name:* anyconnect-win-4.7.01076-webdeploy-k9. || Browse..

File Type:* AnyConnect Client Image >

Description:

280, 20@-U"@0 8. @8Ut@U, U, @¥U, U%. UfD8D'Ut0s0°2 @38V, 330+ @@USD1» O¥D BSD+DO
@8U, UfBs@'Ut > PKI > @333@-USU, @8V, & Uid80 @e. @s8UTU, T+ UeU U, 3¥I1I35U€ 00
0°0°0-USU,, 85U, 0«U,003E U,U... 37U U€USO+ B8U,080°U...0CE U 080®Q*D+

@' U180 0o U...U U, 2100 B° 05030508 U€US UtU" Q" 98U, 2°@3@-USU,,. @8UtU, 0+
UeuU U, @'U,28U...00 @8U,2°0 U US@ " U...0"U,U...08@° @80, 0 U080 @© U"U,U...

@ @2U"U€US@+ CN.



Add Cert Enrollment

Name™

Description

Certificate Parameters Key  Revocation

Enrollment Type: Self Signed Certificate Pt

.. Commen Name (CM) is mandatery for self-signed certificate that is used in Remote Access VPN, To
~ configure CN, please nawigate to 'Certificate Parameters’ tab.

Allow Owverrides




Add Cert Enrollment

Name™* vpn-cert

Description
CA Information ‘ Certificate Parameters | Key Revocation
Include FQDN: Use Device Hostname as FQDN

Include Device's IP Address:| 10.48.26.99

Commen Name (CN): vpn-cert.example.com

Organization Unit (OU):

Organization (O): example
Locality (L):

State (ST): Krakow
Country Code (C): PL

Email (E):

] Include Device's Serial Number

Allow Overrides ]

@80, 300U 9. @3 @°USU, U...2'38U, @~ VPN U, U, U"gp U, Ut @ @@ . @sUta0, U,
U, U%o @8V, BED-U1323© > VPN > @8U, U U, 21Ut @@ U agsutU, @+ UeU U,
D¥D128U@DO.



Overview Analysis Policies Objects AMP Intelligence
Device Management MAT VPN * Remote Access Qos Platform Settings

Hame Status

@8U, 3eG-U"Z© 10. U,U... '@ U USO+ @8U,080°U..0CE U U€@3Bp SSL

Cartificates

Add a new configuration

Uf@ @+U"@2U"UfU"U, VPNBE U 080®@°@+ FTD @8U,@°US US@?U...

O¥YD*0°0®0 @8U...Ut UFU...0+Uf@? VPN U @s8UtU,0+ @'U, U%0 @8U, @3a8U, US.

Remote Access VPN Policy Wizard

ﬂ Policy Assignment 2| Connection Profile > 3, AnyConnect > 4 ."‘x.':l.>:=c:-cﬂ.l'.'.:-*rt|‘r:-:'.e>> 5,) Summary

Targeted Devices and Protocols

This wizard will guide you throwgh the required minimal steps to configure the Remote Access WPN policy

with a new user-defined connection profile,

Mame:* EmployesyPN

DCrescnption:

VPN Pratocals: W ogsi T

Targeted Devices: Avalable Devices

Last Modified

i Before You Start

Bafore you start, ensy
configuration elements
complete Remote Acce:

Authentication Serve

Configure Realm or
Group to authenticate

AnyConnect Client P

Make sure you ha
package for WPN Clisn
vau have the relevant
to download i during th

Device Interface

Interfaces should be al
on targeted deviges so
used a5 B secunty I
group to enable VPN ac

@8V, 202020 11. 20" U9 USO+ 0§0°U... U...U, U¢ 0°0'0+USU& 05U, 050°0n05U, 3E
U0 VS @eU'@sa U... @80, U...o@sa U,00/a80, U... 0080°0 000E Uaad USD™
@7-U...2 @80, 21Ut@sU USUtT @80, @°US 2U... U fUUSUTUL U... %0 U, B8GE B<U. ..

@8UtU, @+ @U, U%. @8V, @328U,, US.

U...U, 9800.00: U, 08 2?00 & @edsd U... 78U, 23U USU,. UUU" USE @°U,
@-U,g'uUsSuUt U, U, U g U, U,U..*3ed U... U'gsad (U...0+00 U 0800 DO
o 8037 ?8U... UfU,U...g0 U...a+U a+ 38U, V... RAged U... U'U...3+30
2«@8UTU300 & osraraR@ ?sU... UfU,U...00 @8U, U...@+U G cisco).



Remote Access VPN Policy Wizard

e ban Profk

(3) AnyConnect > (a) Access & Certificate > (5) Summary

Conneckion Profile:

Connection Frofiles specfy the tunnel group polides for a VPR connection, These polices petain to creating the tunined
itzalf, how 284 is accomplished and how addresses are assigned. Thay also include user attributes, which are definad in
group palcies.

Conmestion Prafile Ernplay e
Hamer™

This Alme /8 configurd 23 & conneceion Hias, it cin be waed 1o connecr 1o the VPN gty

Authentication, Authgrization & Accounting (AAA):

Spacily the mathed of suthantication [AAA, cerifizates or beth), and the AAA sercers that will be weed for VPH
comnactions.

Authentication Mathod: ARE Onby

-
Authentication Server® | 156 w p- [Realm ar RADIUS)

Autharization Server: Use same authentication serce ™ | @ [RADIUS)

Aseaunbing Sanoar: | I5E w p (RADIWS]

Client Address Assignment:

Cliwrt [P address can be assigned from ASA server, DHCP server and [P address pools. When multiple options are
salacted, 1P address assignmant is tied in the order of 84 server, DHCP server and [P sddrass poal.

L use adk Server (RADIVS only)
Ll Uge DHCP Servere
B Uzs 1P Address Daals

174 Address WPH-1T2-Poesl -

1Pk Address i
Graup Palbsy:
& group policy is & collection of user-arented session attribubes which are assigned to client whan & VEN connection is

astablishad. Salect or create 8 Group Policy abject.

Greup Palisy:® DiltGroPalicy > O
Edit Group Palicy

780, 20@-U"00 12. 38 @ @2°U...3© AnyConnect @8U, 2AUS @U... U fU USUTUIDS
U...3*a"U,28 U"@sutU, o+ U€©U"U, @sU, @3asU, US.



Remote Access VPN Policy Wizard
@ Policy Assignment > @ Connection Profile € AnyConnect

(4) Access & Certificate > (5) Summary

© -
2 U 4 -EE.
smote AnyConnect utside  “ny pevice | INSide

Usar Cleerit

5

okl
AnyConnect Client Image

The VPN gateway can automatically download the latest AnyConnect package to the dient device when the
connectian & inthated. Mimamize connachon setup e by chaosing the appropnate OS5 faor the salactsad packags.

Cownload AnyConnect Client packages from Cisco Software Download Center.
Show Re-order buttons

anyconnect-win-4.7.01076-webdeploy-k3....

Windows »

78U, 2e@-U @0 13. @8Ut@RU, USZR U, @§@+Ut U...Ut BEUS VPN @@+Uf@o U...g+U g+

USUfU Ut U...270°0, 0'0E 2US01eR @' U080 00 0°0°0-USU, oEUT Uf@sut @' uf, e
o°050°0,28 U'a-U,0.U,00 &'e'g” @°U, UF.



Remote Access VPN Policy Wizard

ertificate (%) Summary

(1) mmm)@ Eummmunhoﬂe)@mvﬂnnnm

-
bbb
Metwork Interface for Incoming VPN Access
Select or create an Interface Group or a Secunity Zone that contains the network interfaces users will access for
WFN connections.

Intarfacs froupfSecurty Zone:™

* 3-

¥ Enable OTLS an member interfaces

ZONE-QUTSIDE

Device Certificates

Davice cartificate (also called Identity certificate) identifies the VBN gateway to the remate sccess dients. Select
Lecanbe Bl ooy

& certificate which is used to authen

Cartificate Enrcliment:* wpn-cert

v @

W Encoll the selected cartficate object on the target devices

Access Control for VPN Traffic

All decrypied trafhie i the VPN tunnel s subjected to the Access Contral Palicy by default, Salect this option to

bypase decrypled traffie from the Accass Contral Policy.

ypass Access Contral paliey for decrypted traffic
Pl

his cpbisn Bypagdes bthe Access Co tion, buf VPN

aalied fo V

from AAA perver sre shill

@8V, 20@-U"20 14. 23U, U, U...Ut g€ 220 28U,U...U,000u U @sUtU

D¥UTUID8D.

Remote Access VPN Policy Wizard
(1) mmagment)@mnmummﬂe)@wmm)@m&mm (5]

(=ysapt parrmt-vpn)

filter ACL and subthorissdicn

Summanry

Remaote Access VPN Policy Configuration
Firepower Managerment Canter will configure an RA VPN Palicy with the following settings
Name: EmployesVPN

Device Targets: B 192.168.15.11

connection Prafile: EmployesFi
Connection Alins: ErmployesVFN
A
Authentication Method: A8A Only
Authentication Server: (@8 1SE
Authorization Server: & ise
Accgunting Server: #8 15E
Address Assignment:
Address fram Al -
BHCP Servers: -
Address Pools (1Pva): _':'_H VEN-172Pool
Address Pools (IPvE): =
Group Policy: s DitGrpPalicy

AnyConnect Images: @0 acaz
@ ZONE-OUTSIDE

: Ypn=cart

Interface Objects:

Device Certificates:

ACL dowaloaded

Additional Configuration Requ

After the wizord completes,
cgnfiguration needs to be comph
work on all device targets.

i) Access Control Pelicy Upda

AR nfral rule must
allow WPH traffic on all targetes

i NAT Exemplion

If NAT s enabled on the targ
you must define a
WIFN traffic.

o BHE Configuration
Te resolve hostname speci

Servers or CA Servers, configl
FlaxConfig Policy on the targety

i Port Configuration
S5L will be enabled on port 44!
Please ensure that thess ports
in i or other ser
deploying the configuration.

v, Network Interface Configur

Make sure to add interface f
devices to SecurityZone o
QUTSIDE



28U, 200-U"g© 15. Ut @+ @80, 20U USUT @40, U%. FTD. @800, 0+ UeU U, Ute' o
U"@@ @ FTD 28U, 2°US USeU... o¥zeerp®d w8U...Ut UfU...axUf22 U,U,0 &"Ufo0

@8U, 2RISI@O B8V, B 8UtB+USBO (VPN).

Certificates

Qo5 Platform Settings  FlexConfig

VPN * Remote Access

Device Management MAT

Emp'*JVEEVPN Deploy Policies version:2020-02-02 09:15 PM
T Device Inspect Interruption Type Group Current Vers
2020-02-02 05

Access Interfac || @  wiyop i6p.95.41 AL

CefaultWEBVPNGroup

EmployesVPi

Deploy

Selected devices: 1

U...00+Uf 3@g U...0802 Ufa U¢ @80, U3U"US@O (ISE)

28U, 200-.0°g0 1. U,U... 0% 2°U3U, 0700 USa«pser 25U, UnaTer. @sU1eRU, U, @¥U, U%
OY¥D 08000 > U1, 08U... > O¥D'0 080 Vs> U'012'US00 > 0°00 USD«080?



Posture Updates
(®) Web
* Update Feed URL

Proxy Address

Proxy Port

() Offline

hittps://www.cisco.com/web/secure/spa/posture-update.xml IE

i

HH MM S35

[} Automatically check for updates starting from initial delay 20 = |49 = | 18 ~ every

N
(|

| Update Now || | Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 ;
Last update status since ISE was started Last update attempt at 2020/02/02 20:44:
Cisco conditions version 257951.0.0.0

Cisco AV/AS support chart version for windows 227.0.0.0

Cisco AVIAS support chartversion for Mac OSX  148.0.0.0

Cisco supported OS version 49.0.0.0

28U, 2e3-Ugo 2. U"ar @o @8V, 2?0 asUeU, U...0" @8U,0°0U...USU,. @8Ut@2U,U,,
2¥U, U%o @8V, F3USH§D00© > B'UtDsa@+ @8V, FUSBED@0© > @8V, UtDRasd!d- >
o¥U..0 080 @8U,2'W...USU, >@80,0...U080+@ . @8UTU, o+ UeU U, o¥2T105U€00
U'@a & U...U@sd+d @8U, UUfUSU, U...UtU...U"U, @1 Cisco



Download Remote Resources

[[] Name

[ AgentCustomizationPackage 1.1.1.6

[ ] AnyConnectComplianceModuleOSX 3.6.11682.2

I AnyConnectComplianceModuleOSX 4.3.972.4353
[] AnyConnectComplianceModuleWindows 3.6.11682.2
AnyConnectComplianceModuleWindows 4.3.1053.6145
[ | CiscoTemporalAgentOSX 4.8.03009

[] CiscoTemporalAgentWindows 4.8.03009

[] complianceModule 3.6.11428.2

[] MACComplianceModule 3.6.11428.2

[] MacOsXAgent4.9.4.3

[] MacOsXAgent4.9.5.3

[] MacOsxSPwizard 1.0.0.18

[0 MacOsXSPWizard 1.0.0.21

[] MacOsxSPWwizard 1.0.0.27

[] MacOsxSPWizard 1.0.0.29

[] MacOsxXSPWizard 1.0.0.30

ﬂ T Y o LT T S R .

a Description

This is the NACAgent Customization
AnyConnect OS X Compliance Modul
AnyConnect OSX Compliance Modul
AnyConnect Windows Compliance M
AnyConnect Windows Compliance M
Cisco Temporal Agent for OSX With C
Cisco Temporal Agent for Windows
NACAgent ComplianceModule v3.6.1
MACAgent ComplianceModule v3.6.1
MNAC Posture Agent for Mac OSXv4.9
MNAC Posture Agent for Mac OSXv4.9
Supplicant Provisioning Wizard for M:
Supplicant Provisioning Wizard for M.
Supplicant Provisioning Wizard for M:
Supplicant Provisioning Wizard for M:

Supplicant Provisioning Wizard for M:

L P E T B PR T R T e

hitp://cisco.com/go/anyconnect

78U, 20@-U"@© 3. U,U... @'@Ut@rUSU, AnyConnect U...Ut gU1t@?0SU, & @+@8U. .. 0~

CiscodE F<U... U,U... @'@¥U...USU, Ut @¥U, U%o ISE. @EUTZAU, U, @¥U,U%
@8U, BUSTEFFO > FUTBED@ B8U, BUSPETO > B8V, UtRDED 0 > OYU... 0 B8

@8u, @J...USU,, > @8U,U...U" 080+ .

28UtU, 2+ U@U U, o¥2105U€00 U'gg @ U...U08a+@ @80, U"UfUSU, U...UT
@80, U,2+21@8U, U...0U, US. @E0@@ @+ @@20... Cisco@8U, U...U,&°U...g0 @1U...Ut
@80, U0 ! 000E U 2d @ @2?U...2© AnyConnect U...Ut @8U, U, @3+@1@8U, U...0U, US

U gsuty, g+ U@ U U, o¥a+33a8U,, .


https://software.cisco.com/download/home
https://software.cisco.com/download/home

Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category |C:sm Provided Packages b | !

anyconnect-win-4.7.01076-webdeploy-k9.pkg

i Browse...

¥ AnyConnect Uploaded Resources

MName ~  Type Version Descripton

AnyConnectDesktopWindows 4.7.10... AnyConnectDesktopWindows 4.7.1076.0 AnyConnect S5ecu

@50, 3e@-U" g0 4. ¥Vt @8@; U...U, U@ 0°0'@+USU€ AnyConnect Posture. @8U1t@2U,U,,
@¥U,U%0 @8V, 2°US@8030© > @'Ut080@+ @8U, 23USp§0°00 > 08U, Ut 080\ >
o¥U...0 @80 @8V, @WU...USU, > 28U, U...U' 080+ .

@8UTU, B+ @'V, U% S¥ITD8U€ 00 U"0d & 23U BlISU€ AnyConnect Posture. U,U...
"D D00 &'@+U U UfU U, B8U,B8ARU... U @8U, U BT USTO.

o7 * U, U @8 @872U... @8V, s U... U gNd@?* U U aNIauR @eUS grUtU @sut IP
U U3U...US @2 U...aTUSU€ 95U, 08U50°0 08U é.

ISE Posture Agent Profile Seflings > AC_Posture_Profile

"Mame: || ac posture Profie
Descripliont




Parameter Value MNotes Description
) This i L
PRA retransmission time [120 secs Tah'ﬁ S agaAR pao
) ilure
Discovery host | 1.2.3.4 The server that the agent shou

* Server name rules

need to be blank by default to force
admin to enter a value, ™ means agent
will connect to all

Alist of wildcarded, comma-5e
agent can connectto. E.g. *.ci

Call Home List

List of IP addresses, FQDMs with or
without port must be comma-separated
and with colon in between the IP
addrazs/FO0DM and the port. Example:
IPaddress/FQDN.Port (Port number
should be the same, specified in the
Client Provisioning portal)

Alist of IP addresses, that defi
will try to conmect to if the PSM |
S0ME reason.

Back-off Timer

30 gecs

Entervalue of back-off timer in
seconds, the supported range is
between 105 - 6003,

Anyconnect agent will continue
targets and previously connect

max ime limitis reached

280, 200-U"@0 5. @8U1a?0,U, @¥U, U% @8V, 2PUSPE°@0 > @'Ut08a@+ @8U, 3°USO8T300
> 780, Ut0080\0- > o¥U...0 080 @8V, 2'U...0SU, > 28U, U...U'080+@ U oYU 0 @80
@2 fUUSUT AnyConnect. @8UTU, @+ U U U, o¥a31038U€00 U3 & @0 U USUt

AnyConnect. 3 @ @22U...3© AnyConnect@E U"U,U... @0 U@ USO+ B803U...

25U0,2°050"USUtRE U 00 0~ U'ew 8o osU, 32U"asueU, 95U, UtU...8-USe0oE
U G800+ BED P800 @50, 270 GRUSBW " O¥p'd 080 B8V, 2V, 850+ USB+OE U™ 00 &~
U'a12:U...U, U 05U, 0°0'90:USU¢ UgsuUtU, @+ U U U, 2U0,.



* Select AnyConnect Packagg AnyConnectDesktopWindows 4.7.1076.0
* Configuration Namet| AC CF 47

Description:

Y

DescriptionValue

* Compliance Mudul{l AnyConnectComplianceModuleWindows 4.3.1012

AnyConnect Module Selection
ISE Posture v
VPN[V]
Network Access Managerd |
Web Securitd_]
AMP Enabler_]
ASA Posturel_]
Network Visibilitd_]
Umbrella Roaming Securityd |

Start Before Logon[_|
Diagnostic and Reporting TGOl' I

Profile Selection

* |ISE Postu rt‘ AC_Posture_Profile I
VPN

Metwork Access Manager
Web Security

AMP Enabler

Network Visibility

Umbrella Roaming Security
Customer Feedback

28U, 203U 20 6. B8UTZU, U, B¥U, U% UtUID- > o¥U...0 @80 @8V, @U...USU,
U o¥Ute 080; 2*US080°00 o¥U...0 080 @8U,@1U...USU, . #8UT0, o+ UeU"U,
o*00+USo+ ... 00 B D D+@50- @8V, U,080'0 B0 B£3'U, BSUBE U, U. .
'@ 0"U



AN

©USo+ 08U,080°U..0C U0 @ Ut@ @8U... 28U,2°0 @°U
@2U fUUSUtT AnyConnect @8U, @°US @?U... ¥U 10 @§@aUt U
28U,2°080 " U,00.

U,0CE U 080®D*D+
S

S
US 28U,2®3-U"0©

"ich Identity Services Engine Home + Conbext Visibility » Operaions ¥ Adminisiration » Wark Centers

Podicy Sels Prafiling Pashare Cliant Provisioning ¥ Palicy Elameants

Clhent Provisioning Policy

Define the Client Provisloning Policy to determine whal users will recebve upon login and user sesskon initiation

Far Agent Confguration: sersion of agent, agen! profile. agent complianes madule, and'or agent customizalion package
For Mative Supplicant Configuration: wizard profile andior wizard. Drag and drop nules to change the order

w
Rule Hamea Identity Groups Operating Systems Ciher Conditions Results
| AG_4T_Win Ay Windews Al Cond@ionis) AC_CF_4T
105 Any Apple i0S All Condition(s) Cisco-ISE-NEP
Android Any Android Condstion]z=) Cioco-12E-NEP
Windews Any Windews Al Con@tion]z) CiscoTemporalAgenmi
ndows 4.7.00135 And
WinSFWizard 2.5.0.1
And Cisco-SE-NSP
WMAC 0= Any Mac OSX Condstioniz) CizcoTemporalagenO
SN 4.7.00135 And
MaclsXEPYWizard
2.1.0.42 And Cigoo-ISE-
MNEP
Chromebook Ariy Chrome OS All Congstion(s) Ciseo-ISE-Chrome-
MEF

@8U, 20@-U"20 7. U,U... @'O¥UtD 080 B08U, 30 BX00° 38U, B3USOETD0 > B'UtBSD@
@80, 3USTEDBO© > B8V, @ F+U°D- > @8V, U @a1 > 338U, 3© BsU, @U...asUSgo U...Ut
@80, & @+d8U...0- @38V, B310503+3©. U€US Utd°d§ 98U, U...0«28U,@CE US@U...
QYD @®@ @8U... "ANY_am_win_inst" @8U,U...00 @ U..0°0 " U,28.



cisco  ldentity Services Engine Home » Context Visibility » Operations » Ad

Policy Sets  Profiling Posture  Client Provisioning | «Policy Elements

Dictionaries  ~ Conditions b Results

[
F
e

Library Conditions Anti-Malware Conditions

Smart Conditions

I B . -
. J Edit Add LfDuplicate Delete
Time and Date g T - X

_ MName Description
Profiling
O |ANY_am_win_inst Any AM installation check on
~ Posture [0 ANY _am_win_def Any AM definition check on W
O ANY_am_mac_inst Any AM installation check on
Anti-Malware Condition -
' O ANY_am_mac_def Any AM definition check on M

Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

@8V, 200020 8. @8Ut2RU, U, @¥U, U% @8U, 23USD80°00 > 2'Utosa@+ @8V, 3°USOsa300
> @8V, Ut02080'0- > @80, U D12 > O¥D-D+D83i@§2°2 @8V, U... D8V, -D©O

U Ut @8@; U...2'38U, 3~ 38U, U a1 U€US Utp°@§ @8U,U...0«@8U,BE US@U...
?*@®@-USU@S. USU...UfUT @£UT USUFU Ut 0¥0-0+080; @8U,0¥0uU,280 0+0°08U, 30
Ut@uusSQo.

280, 2e@-U°@0 9. @sUTeA0, U, @¥U, U%. B8V, ZUSDs3:00 > g1 tdsa@+ @sU, 33U SP80330
> 780, U102080'0- > @80, U"d1@t > 28U, U...223-U, &' @822 U0, U... @' P¥UTD O8D;

U...0%0 .U, &' @802 @8U, U0t USZU... o¥PaRa®d @sU... U...a%a-U, @ U..00 &
U...2°3°U, @8 Any AM_INSTALLATION_WIN.



;',,'i,;',; Identity Senices Engine Home » Conbed Visibility » Operations ¥ Administration ¥ Wark Canbers

Policy etz Profiling  Posture  Client Provigioning | = Policy Elements
Dictionaries  » Conditions | ~Resulls

o
¢ Authentication
Requirements
+ Authorization Mame Operating Systems Compliance Module Pogture
-F.H"SS-EIJE' Test Only Condilions Remediafion Aclions
Aol Any_&¢_Definitlon_Mac Hac 05X 3x or eadlier AnyConnad
any&DefRemadiationMa
¢
Any_AS_Installation_Mac Mac 05X 3 or eardier AnyConned

= Remediation Actions
Message Text Only

Any_AS_Definition_Mac Mac 05X 32 or garlier AnvConnad

AnyaSDeRemediationlda

+ Client Provisioning c
Aniy_AM_Install ation_\Win Windows All 4. or laler AnyConngd
Massage Text Only
Any_AM_Drafinition_Win Windows All 4.3 o later AnyConned
AnyAMDeRemedatonyi
n
Any_AM_installation_iac Mae 05X 4.1 0f laler AryConnid

MipsSage Ted Only
Any_AN_Dwfinition_Mac Mac 05X A% or later AnyConned
AnyAMDefRemediabionkl

@8V, 202020 10. U,U... @'o¥Ute @80 @°USpserasar @8V, U012 2°00? @:USDsaPa§0° >
Posture (U"@13US30©). USZAU... o¥@3zraed @sU... UtUTd- @suU, Umaat
28U, 28U @ 2*0+08@9US U,0£US U€©BDp AntiWare U,Ut@ @8U... @20 @°USU,, Windows.

'.::"“‘:!:'.' ety Sarvices Engne [y » Corie

Policy Sets  Profiling Client Provisioning  » Policy Elemanss
Posture Policy
Dafirss the Postune Polsoy by oonfigursng riles bassd on opersting sysbem sndior oiher condithons
3 ) i mg F
Paligy Opticns  Defauti_AntiMatware_Palicy Ay ac G & x or iter Anyonned
_Mno
Palicy Optisns  Defaut_AntiMabvers_Policy Ay Mae OEx 4 X of | mins Tarnpoml Agast
Lime semponsl
n Policy Cptions  Deisull_Antikabvare_Palicy Ay ‘iindew All EET- iy AnyCennect
in
Polioy Options  Cefasiti_AntiMabware_Palicy Ary Windows All 4 x or lter Tempom| Agand
_Win_iermpoml
Palicy Options  Defsut_App\is_Polioy_Ms: sy Mac OEx 4 ¥ of | i AnyConnec

@8U, 2®@-U @0 11. @8U1t@?U, U, @¥U, U%. @8U, @3USPED00 > BUtD8a@+

@8u, 3 SBEDP© > B8V, Utasa'd- > @sU, 22U¢U~USaY > U,U"080 ! U... 95U, 0°0-
UfU... U©US @50, U"@pU"U,, (ACL) @8U,,U,050U,,00 U, U,2°0t020SU,, U a¥U 1D B580;
U,U@saU... @8V, 23U fU... U@US @8U,U"@uuU U, (DACL) U,U..0®3°U,U¢ 008U, D802
osU,U" 090"

U@US Ut@°@s 08U, U...0«@8U,,:
. Posture Unknown DACL - USZU...@ @' @@+Uf@0 @8U, U...@+U @+ @¥U, U%e @+U fBO



U...@+U"@+ DNSU”PSN U" HTTPU" HTTPS.

. Posture NonCompliant DACL - USz+U€¢ @9 @8U,U@uU"U, @¥U, U%o
28U, @ Uf@80° 08U, U€0+0'USO© @8U,8®83u20© U US@U...0 U U,
U,290+Uf@0 U..0+U 0+ @80, ¥Ut@*@+Ut@.

. @8U,2*U...380 U, @-U...US@ U, U @saiU... @8V, 23U fU... U€US @80, U @uU U,
@¥U, U%o @8U,UtU,U, (DACL) - US@U...0 U,@-U...US@' 0+Uf@©
@80, U...0:U"0+ U,208U,00 @8U,2°U"08U6U, U...0" @80, U 090 .

Downloadable ACL List > PostureNonCompliantl
Downloadable ACL

* Name | PostureUnknown

Description

IPversion & |pyga © |pv6 © Agnostic

* DACL Content |1234567F permit udp any any eq domain
8910111 permit jp any host 192.168.15.14
2131415 permit icp any any eq 80
1697181 permit icp any any eg 443
(9202122

2324252

6272829

3031323

3343536

3738394




Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name | PostureNonCompliant

Description

IPversion @ |pya C |pys  Agnostic i

¥ deny ip any 10.0.0.0 255.0.0.0

deny ip any 172.16.0.0 255.240.0.0

3 deny ip any 192.168.0.0 255.255.0.0
B1 permit jp any any

* DACL Content

Downloadsble ACL List > New Downloadable ACL
Downloadable ACL

* Name | Permitall |

Description

IP version {* IPvd = IPvE . Agnostic

* DACL Content permit ig any any|

» Check DACL Syntax

@80, 203-U @0 12. U,U... 0 ¥Ut0 @80 B«U, 80«0 U...U, U@ D§D° 2°0'@+USU¢
u,U,2°0®U"UsU,, U,U,2808U, 2832 @°US@+ U...0"'0+U"U€¢ 00 U,U,U " 393"'0E @°USD+
U..2°U" 98U U,00 U...0" @sU,U 093" U U...2°U" 0sU€U,00 U..0" @sU,U"09a".



U,U,U,US@8U... 2" @°U,Uf@CE @8Ut@2U,U, @¥U,U%0 B8V, 3RUSPEBTO© > BUDSO@+
@80, 2203283300 > @80, Uta30s80'@- > sV, 22U¢U~USaY > U...U, U6 0§0°
0°0®@uUSOu 95U,0°06U"US0Y. U§US U...U,Ué 28U,2°0'0+USU@ Posture
Unknown@E @@ & Posture Unknown DACL @E U U@ 00 @¥D'D80 @O @ @-USUL

@8V, U"'USZ " @E U000 0 @3320"USg 38U, @wU...USU, IE U U, U... U U@ USO+ @§@3U...

U,080'U..00 @8U,2°0UfU... U€US @8U,U"@uU"U, (ACL) U,0¥0'080 0©
@8U,@°U"@-USUT (88U, 2°US @2U... @*UfU"USUTUE @'U,U%o FTD)BE U"00 @~
?8U,0 U 080 00.

Autharization Profiles = New Authorization Profile
Authorization Profile

* Mame || FTD-VPN-Redirect

Description

" Access Type || ACCESS_ACCEPT v

Metwork Device Profile uele CisCD | w | €23

Service Template [

Track Movement [~ ;

Passive |dentity Tracking [~ ;

+ Common Tasks

M DACL Name PostureUnknown

M web Redirection (CWA, MDM, NSP. CPP) (i

Client Provisioning (Posture) ~ ACL fyusifovredirect

valu E



w Attributes Details

Access Type = ACCESS_ACCEPT

DACL = PostureUnknown
cisco-av-pair = urkredirect-ad=fyusifovredirect
cisco-av-pair = urkredirect=https://ip:port/portal/gateway?sessionld=S5essionldValie&portal=27b1bc30-2258-1129-98fh-00505687 7 5a3&acti

©US U..U,Ue 9°0'0+USU@ Posture @°U5p+ U...00" 05U U,0E @2 @ DACL U,U,00
Ut @80, 02U, @¥U, U%. @8V, @' UfB0.

-CI c

Authorization Profiles = New Authorization Profile

Authorization Profile

*Name

FTD-VPN-NonCompliant

Description

*Access Type | ACCESS_ACCEPT

Network Device Profile a Cisco | » | &3

Service Template [

Track Movement G

Passive ldentity Tracking [~ ;

+ Common Tasks

PostureNonCompliant v

¥ DACL Mame

» Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComplant

UeUs U..U,Ue 08U,0°0'0:USU€ @80, U...g20 28UV, U...0" 950, U 090'0E 00 0
DACL U,U,2%U...080 @'@8U, U @ U, @8U,UfD8U...U, @¥U,U% D8U,0 T UfDO.



Authorization Profiles = Mew Authorization Profile

Authorization Profile

* Name || PermitAll |

Description
" Access Tw&i | AcCESS ACCEPT - |
Metwork Device Profile & Cisco | v | &

Service Template |

Track Movement |_ 2

Passive |dentity Tracking l—

* Common Tasks

V¥ pAcL Name PermitAll

 Attributes Details

Access Type = ACCESS_ACCEPT
DACL = Permital

@80, 203U @ 13. U,U... g o¥UtD @380; @30 SP8aRas@? @38V, Pa®U USU, aaR
@80, 330Sp83300© > U...g-U...U 310802 @38V, @33USPSDD§D2 > B8V, 358U & B*0+BsOqUS >

2°US080°00 95U, 0°0®U"USU,,. UfU...a5 USEU... o¥3araed @sU... dasU, @O
U a10WUSa0 @8V, @+@- U @sa?U... U...@-U...U 2o UtU€U, VNP.



abuile - [gentity Services Engine Herma

Folicy Sels Prodilimg Fosiure Chient Provizioning ¥ Folicy Elements

&  Detaut Diefaull policy set

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

W Authorization Policy (18]

Results

Status  Rule Name Conditions Prodiles S

E Session PostureStalus EQUALS Compliam

@  FIDVPN-Posture-Compliant AND Jo  Clsco-VPH3000 CVPN300OMSAPIXDx-Tunnek Group- L S

Mame EQUALS EmployeayvPFhl

T:g Session Fosturestatus EQUALS MonCompliam

FTD-VPM-Posture-MonCompliant = FTD-YPH-NenComplian +
@ - i AND Cigo0-NPHNI000-CVPH 2000 ASAPIXT-Tunnek-Group- -

Mame EQUALS EmployeaviFh

E Session PostureStatus EQUALS Unkndwn

@  FTD-VPN-Posture-Unknown AND g,  Cisco-VPN3000-CVPNI0OOASAPIXTx-Tunnel-Group- SETEEEN Fadied S

Mame EQUALS EmployeayVFh

@8U, 2%V, U, U...Ut @8U, O@D©

PsrraRa V... Uteras @sU,U,@°U... U, Zge0 fUST 2. U, @8V, 2?0 fUrUSUt @@ UfU,
P@USD.

@'U, U%o | SE@E 2®@-U"20 @8U, @3V, U, @8U, BEU U, U%e UTUS RADIUS Live Log.

@8Ut@?U, U, @¥U, U%o @8U, @U...U, US@§@2 > @3@-U, RADIUS Live. UtUTQOSBE

@8V, U...*roe@ U... @EU, USaR V..., UUSZU... @30@ USE UtUa- @sU, @ag®U uUsuy,,
@80, U...220"0, .

il dentity Services Engine

et Vinibiligy ¥ I"'.'-Il.'!._I * Adminntratcn

=RADIUS | ThestCenticHAD Live Logs  + TACAZE  » Tr ¥ Adaps whoodk Conbol  Raport
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@*... U...0-080°U, 00 PUSBEB*DO B8U, Z3d®U"USU, FTD-VPN-Posture-UnknownZE
U Ut2US3-20 U, 2°U, UfBE USBU... ¥D+@3@8U, FTD-VPN-Profile @¥U, U%o FTD.

Overview

Ewvent
Username
Endpoint Id

Endpoint Profile

5200 Authentication succeeded
alice@training.example.com

00:0C:29:5C:5A 08 &2

Windows10-Workstation

Authentication Policy
Authorization Policy

Authorization Result

Default == Default

Default == FTD-WPM-Posture-Unknown

FTO-VFM-Redirect

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Ewvent

Username

20200203 07:13:20.738

20200203 07:13:29.738

fyusifow-26-3

5200 Authentication succeeded

alice@training. example.com

@28V, 20 @8V, U @12t U...2W, U, 0.
NAS IPwd Address 192.188.15.15
NAS Port Type Wirtual

Authorization Profile

FTD-VFHM-Redirect

Posture Status

Pending

Response Time

385 milliseconds

VS, U@+ U,2°0... 78U, Utorosaid- @sU, @0

@MU, U%o FTD.

... 082 @8U, ZUS USZU

... ¥D+PA8U, U8



Result

Class

cisco-av-pair

cisco-av-pair

cisco-av-pair

CACS:000000000000c0005237 o8 18: fyusifov-26-3/388 580500/45

url-redirect-acl=fyusifovredirect

rl-redirect=https:/ifyusifov-28-3. example.com: 8443/ portal
teway*session|d=000000000000c0005237cB 104
rtal=27b1bc30-2e58-11e3-88fb-0050 588 77 bal&action=cpp&
n=0d20f1 cdf40ef3038a7ad8a2258803112

ACS: CiscoSecure-Defined-ACL=#ACSACL#-|P-Posture Unknown-5e37414d

cisco-av-pair profile-name=Windows10-Wordstation

LicenseTypes Base and Apex license consumed

@'U, U% FTD@E U, U, 23U, U, U...Ut @8233@8U, VPN@E USU,UU... '@+U @ UfU U, SSH
g U a2t 38U, U...0+0 @ U'gdUtU€©USD° U 380-Utd0 @0 -G+ @8U, BEU B8U... O+

U, @ @w... g80, Ut@ B8U... 38U, 270 d®USEISE0 B<U... 21@+@T 32U 080uUSU,, VPN-
sessionDB @'U,,U%o AnyConnect. U...Ut U13°@§ @8V, D¥BRB+@SB-BE @V, U, U...Ut

@@ USU, @8V, 2*U...@80° @8V, U...@+@*U, 2o U...UT ISE U, 3-U, 2?00 @U...U,

28U, @U@0 @80, 2e0sa@o @8V, @, @8Ua+US30 (VPN) Ut Ut.

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

User name : alice@raining. exanpl e.com
Index 112

Assigned IP : 172.16.1.10

Public IP 1 10.229.16.169
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel:
Bytes Tx : 15326 Bytes Rx : 13362
Pkts Tx 1 10 Pkts Rx 1 49
Pkts Tx Drop : © Pkts Rx Drop : @

Group Policy : DfltGrpPolicy

Tunnel Group : Enpl oyeeVPN

Login Time 1 ©7:13:30 UTC Mon Feb 3 2020

Duration : @h:06m:43s

Inactivity ! @h:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : 000000000000c0005e37c81la
Security Grp : none Tunnel Zone : @

(1)AES-GCM-256 DTLS-Tunnel:
(1)SHA384 DTLS-Tunnel:

(1)SHA1

(1)AES256



AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Filter Name

DTLS-Tunnel:

. #ACSACL#-IP-PostureUnknown-5e37414d

Tunnel ID 12.1

Public IP 10.229.16.169

Encryption ! none Hashing ! none

TCP Src Port : 56491 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes

Client 0S : win

Client 0OS Ver: 10.0.18363

Client Type : AnyConnect

ient Ver . Cisco AnyConnect VPN Agent for W ndows 4.7.01076

Bytes Tx . 7663 Bytes Rx 0

Pkts Tx : 5 Pkts Rx 10

Pkts Tx Drop : @ Pkts Rx Drop : @
SSL-Tunnel:

Tunnel ID 12.2

Assigned IP 172.16.1.10 Public IP 10.229.16.169

Encryption : AES-GCM-256 Hashing SHA384

Ciphersuite ECDHE-RSA-AES256-GCM-SHA384

Encapsulation: TLSv1.2 TCP Src Port : 56495

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes

Client 0S : Windows

Client Type SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076

Bytes Tx : 7663 Bytes Rx : 592

Pkts Tx : 5 Pkts Rx 7

Pkts Tx Drop : @ Pkts Rx Drop : @

Tunnel ID 12.3

Assigned IP 172.16.1.10 Public IP 10.229.16.169
Encryption 1 AES256 Hashing SHA1
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 59396

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 0 Bytes Rx 12770

Pkts Tx 10 Pkts Rx 1 42
Pkts Tx Drop : @ Pkts Rx Drop : @

Filter Nanme #ACSACL#- | P- Post ur eUnknown- 5e37414d

| SE Post ure:
Redirect URL :
Redirect ACL :

https://fyusifov-26-3. exanpl e. com 8443/ portal / gat enay?sessi onl d=000000000000c0005e37c8:
fyusi fovredirect

fyusifov-ftd-644#



USU...UfUt @8U,2°0, 0, U...Ut UtU@- @3?0"USg @8U,2'0...USU, . @8Ut@R0, U, @¥U, U%
@80, 2'U...U, USp8§2° > @80, 9?0, @80+ USE+ > UtU, 080 @8U, UTUD8USEO
U'@8U, U...2%0°0ea U...USUt > g¥U...0 088 @80, @1U...USU, .

| ek identity Services Engine

b RADNUS  Teresd-CamticMAC LveLagi  # TACACS & Treobleibas! b Adaplive Heftwodk Contal | Rapert

a=
Chent Provisioning @

Froen 2020-02-03 00:00:00.0 10 2020-02-03 QB 14:07.0

Export Summany

¢ My Reporis
= Rlpparty
v Audit
Loaged At Server Event [:1 dentty 3] Endpoini ID
v Dewice Adminisirabon Tedsy j ®
¢ Disgnoalen 20200203 08084 Fyuniitoy. 28-3 Cinier! pedwti ":'..-I:I:I

4
= Endpoints and Ukers _I

Authantication Summany

Cument Acteg Soilng

USU...UfUt @8U, 220, 0, U...Ut "2, 3+0Sg+ @sU, U a0 @sU, @°US @?U... o¥a+@3@sU, Ut
U...Ut AnyConnect. @8U1@2U, U, @¥U, U%. @8U, @'U...U, US@8§@?2 > @8U, @2, @8@+USD+ >

UtU, 28@- @80, UtU1@8USzo U @sU, U...@322a®@ U...USUtT > @aU, USUSU... @sU, U a1 at
o3 UtU, @-0© @8U, UTU1@8USTO.



alaln Hentity Services Engine

CISco Home b Context Visibility

» RADIUS  Threat-Centric NAC Live Logs ¥ TACACS ¢ Troubleshot

[
Posture Assessment by End
Export Summary by P
From 2020-02-03 00:00:00.0 to 20z
¥ My Reports 0
- Heports
k Audit
Logged At St
b Dewvice Administration
X Ty 7]
¥ Diagnostics 20200203 08:07:5...

= Endpoints and Users

Authentication Summary
Client Provisioning
Current Active Sessions
External Mobile Devic. ..
Manual Certificate Pro. ..
FassivelD

Posture Assessment by ...

Fosture Assessment by ...

U, U, 200U, @, U% U...2205z U...Ut @8V, 22U€08@uUSU, @U"U, 02U,8+USo+



?8U0,U"092'0E @8UtU,0+ U9 U U, 22U€B5auUSU,,.

ahals.  dentity Services Engine

Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:13:38.0
Generated At: 2020-02-03 08:13:37.37

Client Details

Username alice
Mac Address 00:0C
IF address 172.1
Location All Lo
Semion 1D 0000(¢
Client Operating System Winde
Client NAC Agen Any
PRA Enforcement a
CoA Recei
PRA Grace Time a
PRA Interval a
PRA Adlion MNiA
User Agreement Status MNotEr
System Mame DESH
System Domain n/a

System User admin

User Domain DESKTOP-I

AV Installed

AZ Installed

AM Installed Windows De

Posture Report

SO0 T.03 60T 50 03

Posture Policy Details

Polcy Hame Enforcament Type Siatus Passed Condiions

|'."¢'h- 1_sntiblateare_Policy_Win Any_AKL_Irstallation_Win hlandatory Famned am_inst_v4_ANY_wendor

O D'F ¥BPRU, D8U... @8U, 20, @+US@+ @0, U%o | SEGE USZU ... 00 USD« @8V, 3O
@8U, U2, U@ US Ut@°0s @8U,U...0«@8U,0CE @@8§U,00 @8U, U090’
U...2°0 28U U,00 U US@2U... 2°0'@°USU, @ U€@' CoA U...0" U..9-U..U"0'0©

?-@ US® 0o U...Ut @80, 2°U...080°.



Time Status Details Hep

Feb 03, 2020 05:07.52.05

Feb 03, 2020 08:07.50.03... n
Feb 03, 2020 07:13:25.74
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Overview

Ewvent

Username

Endpoint Id

Endpoint Profile

5205 Dynamic Authorization succeeded

10.55.218.19 &

Authorization Result

Permitall

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling Station Id
Audit Session Id
Network Device
Device Type
Location

MAS IPv4 Address

2020-02-03 16:58:39.887

20200203 16:58:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded
10.55.218.19

10.55.218.19
000000000000e0005e2385132

FTD

All Device Types

All Locations

192.163.15.15

Authorization Profile

Posture Status

Permitall

Compliant

Response Time

2 milliseconds




v N

€US 28U,U"@uU"U, (ACL) @8U,0-0 US@® @0 U,0¥0'080 @0 @8U,0°U"@-USUt
U @'uUtU"@8Ut URL U,2¥0'080 @© @8U,0°U"@-USU+ U,8-U,2°00 @'U...U,
080,00 Uf@© @8U,0®0280u00© @8U,0,08Uf@+US@O© (VPN) U"U...Ut @20-@ " USU,
AllowAll DACL.

<#root>
fyusifov-ftd-644#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username

al i ce@raini ng. exanpl e. com

Index 14
Assigned IP 172.16.1.10 Public IP 10.55.218.19
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
Bytes Tx : 53990 Bytes Rx : 23808
Pkts Tx 1 73 Pkts Rx 120
Pkts Tx Drop : @ Pkts Rx Drop : @
Group Policy : DfltGrpPolicy Tunnel Group :
Enpl oyeeVPN
Login Time : 16:58:26 UTC Mon Feb 3 2020
Duration 1 @h:02m:24s
Inactivity ! @h:00m:00s
VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 000000000000e@005e385132
Security Grp : none Tunnel Zone : @
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID 14.1
Public IP 10.55.218.19
Encryption ! none Hashing ! none
TCP Src Port : 51965 TCP Dst Port : 443
Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S T win
Client 0OS Ver: 10.0.18363
Client Type : AnyConnect
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 7663 Bytes Rx : 0
Pkts Tx : 5 Pkts Rx 10
Pkts Tx Drop : @ Pkts Rx Drop : @
SSL-Tunnel:
Tunnel ID 14.2
Assigned IP 172.16.1.10 Public IP 10.55.218.19
Encryption 1 AES-GCM-256 Hashing SHA384



Ciphersuite

: ECDHE-RSA-AES256-GCM-SHA384

Encapsulation: TLSv1.2 TCP Src Port : 51970

TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 7715 Bytes Rx . 10157

Pkts Tx 16 Pkts Rx 1 33

Pkts Tx Drop : @
Filter Name

Pkts Rx Drop : @
#ACSACL#- | P- Permi t Al | - 5e384dc0

DTLS-Tunnel:

Tunnel ID 1 14.3

Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES256 Hashing : SHA1
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 51536

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 38612 Bytes Rx : 13651

Pkts Tx 1 62 Pkts Rx : 87

Pkts Tx Drop : @
Filter Name

Pkts Rx Drop : @

#ACSACL#- | P-Perm t Al | - 5e384dcO

fyusifov-ftd-644#

280U fo ?8U€ 08U, O£0®0-080; U 0¥0uU, 050U+08

USU U€© 2+ Ui@°0s @sU,U,2°%U... U...0"U,U"U...08@2 USU...UfUTUS
PYP*P*P®Q ?8U...UtDd8 U,080°0°UfQ 08U BED®D-B8D; @§U,@2UfUUSUT
U @¥ouU,080U+@s.

U, U, 20U, 2, U% *F UeU, 0°U..U" 292" U..Ueouu, U U,280°0°Uf0 08U &
DEP®D-@8D; AnyConnect U™ ISE U"@¥@uU,280U+@80CE @°0U,U, U...Ut Ui@°@8§

@8V, 080+0°0 " @8@-: U...U,@803+Ut@© UtU...d- | SE Posture (U'@12WUSHO U...0@+Uf
e U...0872 @8V, UTUUS@® (ISE)) U, U, pre U post 2. 2.

. UtUeU, 2°08U,0°

P U%o @8V, U...d UfU, 382 B8V, & BSBBBOBE @U@0 fU"USUT UTU@U, spit.
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U,UtU 2822 U, 00+Uf00© U..0+U 2+ U..0'USUT0© UéU,0-0C UeUSo-0 "~ @£Ut
22U...0+ U...0°0°Uf0 U€ 0822 AnyConnect (enroll.cisco.com U"U...29USU¢

28U, 08Uf0°0 08U€) 3'0 " @+ 98U, UtU€U, @ 08U, 0¥005U€2© @¥U,U% 30+UfP©
U..0+U 0+ 08U, US@8Ut@8D* @¥U,U%o ISE U"@8U,U..U"080+0 @8U,0 080®U,USQO©
@8U, D£B®D+U%o.

U, U, 233U, U, U...Ut ZeUSgszrao @sU, UtueU, @'U,U%. FMCOE @£U"U, D80 CE

@80, 2°0U,U, U...Ut UtU1@- @98U,U...0-U..U"@'9© @8U,@°US US@2U...

O¥0*0°0®Q @8U...Ut U,080°0u08U, VPN. @8Ut@°U,U, @¥U,U%. @8V, BE@-U12?00 >
@8y, Uagp"u, @0t @@@ @¥U, U%e VPN,

Owverview  Analysis  Policies Objects AMP  Inteligence

Device Management HAT VPN * Remote Access Qos Platform Settimgs FlexConfig Certificates

EmployeeVFN

Access Interfaces  Advanced

Hame AAA Group Policy

L Dt rpPotscy

Default WEBVPNSroup

1ZE (RADIUS)
ISE (RADIUS)
ISE (RADIUS)

g @@ @°U,UfBE @800, U, @¥U, U%e B8U, UfDSDUTDSD > 0D BSB+BO
@su, Uf@sa!Ut > VPN > UtU1d- @80, U...@-U...U @@ge U agsUty, @+ V€U U, UtUD-
@sU,U...0-U...U g0 @sU, @°US ZrU... 22U fU USUTUT U, U, @ @ Ufa© @8V, O®DSD@O
@8V, @, 38U @+USZO (VPN).



Edit Group Policy
INarme:™ DfltGrpPolicy

Description:

AnyConnect  Advanced
VPN Protocols 1Pv4 Split Tunneling: Allow all traff
IP Address Pooks . : T —
S— IPv6E Splt Tunneling: Allow all traff
DNS/WINS Split Tunnel Netwark List Type: ©© Standard A
ESDR Tunnelng Standard Access List:

DNS Reguest Split Tunneling
DNS Requests: Zend DNS re:

Domain List:

o ldentity NAT

@epedt V..o UfU, 20 280, U...0 23+ 0 fFOOBE BUta U... 8 VPN U... 23z ..U,
US@+@-@ @@+Ufdo U...@+U g+ USgAg+@-U... U.. .0 @8U, ¥P@RU...@8U, U.. .Ut @USa+
P@UST nat U...@eU,. U, @V, Utz°Ut @8U, U...a" UfU, BODE UST-3" O¥UTD 350; NAT

U, U, UtU"USge g @a+@UST U...UtDSaRD .

@8U"U, B80E U, U, U...Ut U,U" 280" NAT U, Ut@°08 @8V, 3-Ut@8@2. @8UTaU, U,

U, U%o @8V, BEF-U1320© > NAT @«U... @8UTU, o+ U@ U U, o¥a10sU€© 00 U,080'0 00
U, ¥UtF 380; U, 38D B0 -3 UST J0.



Overview Analysis Policies RSy«

Device Management NAT VPN + QoS Plat

FTD_11

&8 Filter by Device

# Direction Type Source Destinc
Interface Ob... Interfa

¥ MNAT Rules Before

U US 28U, 0¥0-080+ @8U,U..Ue2°U" 00 E 3°00° @'U,28U...00 @8U,0°@ U USD"
Ufa83'Uta5a2 @38V, U 0803-Ut000E @ @ U...Utd8a-U, 38U, @£U...a8Ut. U€US Utd°0s
@8U,U...0«@8U,0E USQU... 0¥Ut0 080 0¥0 @®@8U, NAT U...Ut @80, U...Ut@-U,80
@8V, 3 B8a®U, USZE @¥U, U% B8V, U...Utd-U, @0 @80, IRD§D+B-USTO.



I Add NAT Rule

MNAT Rule: Manual NAT Rule » Insert: In Category ¥ N
Type: Static v | M Enable
Description:
B Translation  PAT Pool Advanced
Available Interface Objects & Source Interface Objects (1) Destinatl
A, Search by name | :%, ZONE-INSIDE B ok zone

iaw ZONE-INSIDE

ie ZONE-OUTSIDE I SA-ISL:'?::E |
Add to |
Destination

@R &0, @8U... 20 B8V, 27 U USE” 3@+ @-U... 3ODE 00 & U€D8DuUSU,
28U,200U..00 @8U,0£0uU,US@© U280, U...020+0-U...00. @ U...08 B£UTUT NAT
U,U,UtU"US@O@E US@?U... 28U,8U€ 080, @'U,U%0 @8U,U...0u0 @+ U 08U, U 0-Ui00©
@ U Ut @°@°USUSD+:



Edit NAT Rule

MAT Rule: W I

Type: Static v | ¥ Enable

Description:

v Interface Objects " Translation I PAT Pool  Advanc

Original Packet

| Original Source:* any
| COriginal Destination: Address
WPN_Subnet

Original Source Port:

Criginal Destination Port:

g2 30, ?8U...00 @8V, 333 U UST” deUSpsa+@saaU...0%0,0 U...000E 0T &
ZRD8UTDER @8V, 383®@USHsD+ UfU...05 UV U...U 10 U€US Ut@° Ut
?8U,8uU"0+00:



Edit NAT Rule
NAT Rule: Manual NAT Rule W Insert:
Type: Static v | W Enable

Description:

Interface Objects  Translation  PAT Pool

In Category

r Translate DNS replies that match this rule
r Fallthrough to Interface PAT(Destination Interface)
™ 1pve

I~ net to Net Mapping

¥ Do not proxy ARFP on Destination Interface

¥ perform Route Loakup for Destination Interface

I Unidirectional
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