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Thind Pty Vangors

Yendor Instanoes

0 Salpcted
Srhedesh FAsd B Tmsn~ @ Em T e~ @~
Ingtance Namd Viardor Mama Ty Hogtname Connectivity  Status
AMP_THREAT AMP THREAT hiipeVapi amp. sourcalien.com Connpctid Active
QUALYS WA Cruatys WA quaksguard.qg.apps.qualys.oom  Connbctad Active

IJozdd pu lduogs

udbé lJyolss

lJlouold olduveds IJJlgwddsé eo, PEAP (MSCHAPV2).

Network Authentication

Please enter user credentials

| alice |

oK | Cancel

e lole gpdss lebs IJuwgzsoe dpwuods [Js pgd el 1Jgpsd.



) @ Device Security Check x ¥

{' B https:fised]-Jekeample.comE443/ portal ClientProvisionStart.action frem= CLIENT_PROVISION c

CISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect o the network

'B Detecting if AnyConnect is installed and running...

sub,l Jive Jp sup oouse ks guse s zols Ig psd: obdu ISE vouse gpsd
AnyConnect.

Tﬁ Device Security Check x \_-l*

* B https sell - Jelexpmple. concBdd 3 portal’ ClientProvision3tat. action roma CLIENT _PRONTSION ™ B' (oo e

TInr

CISCO Client Provisioning Portal

Device Security Check

Your compuber requings Secunty sofmware o be installed before you can connedt 10 the nebwork

Unable to detect AnyConnect Posture Agent

- + This is my first time here

1. You musl install M_.‘:ﬂﬂﬂidh:l CI1E{H.:|I:IIJ[ desice belore
accessing the network. Click hede 10 downlogd and install
in,"“,,gnnlﬂ

2. After inslallation, AnyConned will automatically Scan your
device belore alln‘mng you access 1o 'he nelwork

3. You have & minutes 10 install and fof e Syslem scan to
camplate

Tip: Leave AnyConned running so i will automatically scan
your désick and connect you faster niod me you Jcoess this
nekwork

M4 vou have 4 minutes 1o install and for he compliance
" check to complete

+ Remind me what 1o do next

See wujsd obosd puwles lesh IJuveds (NSA) sougsde pu zols Igpsd.



R ok ST —

ﬂpenihg_Eihal'iﬁ_anycunnect-';l.:-:e-nﬂwuric—as?stant—wiﬁ-iijﬁf:ﬂe @
You have chosen to open:
(=] _binaries_anyconnect-ise-network-assistant-win-4.2.02075.exe

which is: Binary File (323 kB)
from: https://ise?l-3ek.example.com:B443

Would you like to save this file?

Save File | [ Cancel ]

woup Idbhs woydse ldpdsule 9pdule IJog s IJplbdys.

"Network Setup Assistant

Trusted and Secure Connection

ii You are connected to
ISE21-3ek.example.com
whose identity has been certified. Your
connection to this website is encrypted.

| Comect | Cancel

(e) 2014 Casn Systerrs, [ne. Cace, Caco Systerd and Caco Systens logo are
regatered trademarks of Cisco Systerns, Inc and/or s affiiates in the U.S. and
cartaan other countras.

o e T e g e

o " | Downloading AMP Enabler Service Profile. Please wait... -
4 Time Left: 0 secs (482 Bytes of 482 Bytes copied)
g Transfer rate: 0 Bytes/Sec -

Cancel




AnyConnect Secure Mobility Client Downloader
e [The AnyConnect Downloader is instaling AnyConnect Secure
Mobiity Chent 4.2.02075. Please wait...

&, -

e luwole lJooose: ©99p 1J9zs6 [Jupelsé AnyConnect Posture (9_ogs6 AnyConnect)
Clole Voo IJoglueg.

| 'Y Cisco AnyConnect Secure Mobility Client | B |||

‘System Scan::
Searching for policy server.
This could take up to 30 seconds.

AMP Enabler:
Downloading AMP for Endpoints...

Scanning system ...

AMP Enabler:
Downloading AMP for Endpoints...

pE ©99s) Iy o IJIlpd: 31 Jlpe 0vbs IJuoelsé ,ooglc.l.ékéé. Sluo sup wujsd AMP
UL LSwo pu Ebp sy 1dpess gl @l Vs pdu wg s AMP.



[

¢y Cisco AnyConnect Secure Mobility Client | B S|

Compliant.
Metwork access allowed.

!ﬁ“ AMP Enabler:

nl Downloading AMP for Endpoints...

'Y Cisco AnyConnect Secure Mobility Client e B 3|

Compliant.
Metwork access allowed.

AMP Enabler:
nl Installing AMP for Endpoints. ..

-

Compliant.
Metwork access allowed.

) AvMPEnabler:
nl AMP for Endpoints installed.

sbo, p9od AMP.




S
SOURCE e

g » . Status: Connected
| Scanned: 6/30/2016 5:07:27 PM
Policy:  Audit Policy

About

Jizeoh AMP $ss IJogvgsd swp wujsd uvduvdo EICAR IJpopus WOs pJud Zip. Sop
lJo gl IJeosss 9swpe IJlodig guo IUs ywzlwo AMP.

s 7 M KISK. LAOWTE0Aa TESE TIES DRy T you ang
Opening eicr_com.op ﬁrn not provide any help to remove these files
You have chosen to open: ¥ scanner 1o seek such help.
|, elcar_com.rip
which i Compressed (ripped) Folder (184 bytes)
frome hitps/fsecure.eacarong
What should Fieefox do with this file?
i edcarcom2. zip
@ QOpenwith | Windows Explores (default) 5 308 Bytes
ave File
Do this gutomatscally for files hike this fram now on. ?Hftbﬂ‘ll!iﬂ
308 Byles
Lok || Conce | SOURCE - ™
We understand (from the many emails we receive) that it might be difficult for you to oy wErnlng !
After all, your scanner believes it Is a virus infected file and does not allow you to acc ] Threat Detected
miust refer to our standard answer concemning support for the test file. We are W’"'I'q ,‘_,//
will not provide AV scanner specific support. The best source to get such information 81 o..0880a 7p.part has been detected a5 W32 EICAR.1691.

which you purchased,

Please contact the support people of your vender. They have the required expertise tJ
Headhess 10 say that you thould have read the wser's raanieal first before contacting t

€] 2eof2 o

AMP Cloud

JJozdd pu wBluosd Jogs pedople IJeosss IUgluos wuwelud AMP spdy [guwgsleol.
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‘teal AMP for Endpoints - L L L L
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Dashboard

[dvarwarw Evoraty Hapal Mg

El Fiiter: {Mew] & fiiact n Fitor J

Evart Typm o Tl Dopbntoet + o AR G +

Filamy o R . BTl S R e D 2241

ot Tima = ' Kot Sotwmcrtnd - Hinet m

£ shorrarye-POazampla.com delocied QESOPRa0. sip.part o WIZEICAR 1651 B B B Ousresbion: Hol S 20160830 HESTI0 UTC
Fibe Dot tiews Dpdaction T W ECAR. big!
Cofiiis 1hie Firgsprinn [GHL-25) T ihdbdof felesdss O =
Cortrteenis fbonama T OM0PT i part
Flgpat ALy e A b o Termar QbGP Rl g o
Fik S (B | 184
Parend Fingarpein {SHA-T5E) T IATokE, Mckelicy | =
Paserdl PPl T i dni

Jeruo posd ISE Iy |Ugle oguzsdo: spdud IUluedld [Us IJeuvlule > IJobosdle



atvan]ns
CISCD

AMP for Endpoints

S cednctons (7

Dashiboard  Analysis -  Outbepalk Control - Reports  Managemen - Accounls -

Applications

AMP Adaptor 4d4047de-4791-477d-9551-6a0M 82ae65b
IRF
 Edit @ Devegister
AMP Adaptor feBlelSe-cde8-4d7f-al36-545416aa5674
IRF

S Edit @ Davegister

oo Eplo I IJogss (ISE)

4 Insinlls

Announcements

days) % Support  THolp & My Accoun [ Log Out

o]

These ane applications extermal 1o FirsAMP, such as Souwcafing's Dalenss
Caandar, that you have authorizod b accoss your business' data.

Here you can deauthorize registered applications, thus revoking iheir
access b specific functionality, or you can deregisior the applcations, thus
deauthonzing hem and complalady remaving 1ham rom the FraAlP
SySism

ou can currently autharize Debense Canter appliances to receka
sireaming FinnAMP ovents jof integration with tha Defands Canler.

eJs ISE udwo swpe _)5..§6 w99 IJgoe IJgbs: wedw gpdss lebo IJugzso i3JI Jdozdd pu
o9l @ IJyveds. wezyd lu odys udlbs IJuolss pegld§o. swpe huwld CoA Reauth 9sw e
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Compliancs

Comprommsd Erdpoini

Erodpond Claefcation

COMPROMISED ENDPOINTS BY INCIDENTS

el o ] [

b inalgrdfer g Dl o e Pradedl
BAPALCT LEVEL

Diasvemgirsy  Catastropie;

Chgtesn  pasd [l Taes-

5 Eas KM - Chargs Acfforeaion = DOl Themads B 5
MAC Agdroes LT Userraame Pl Addenss Thepats
= WD A
COAADGIAAINAN mice VLB AT Trenat Dimcinsl

COMPROMISED ENDPOINTS BY INDICATORS
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bl Identity Services Engine Homa + Contexd Visibility ¥ Dpearations * Policy v Administration ¥ Work Cenlers

Endpoints | Metwork Devices
Endpoints - COudAD0: 148048

C0:4A:00:14:8D:4B g H

MAC Address: CO:4A:00:14:8D:4B
1 Usarnama: alice
E Endpaint Profile: WindowsT-Workstation

— Currgnd 1P Address: 10082.148.26
Location:
Attribubes Authantication Thraeats Vulnenabilities
Threat Detected
Typs: INMCIDENT
Savarity: Painbul
Reporied by:  AMP

Reported at:  2016-06-30 11:27:48
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Other Attributes

ConfigVersionld

Acct- Terminate-L e

Event-Timestamp

NetworkDeviceProfile™Name

Device CoA type

Device CoA port

MetworkDeviceProfileld

IsThirdPartyDeviceFlow

AcsSessionlD

Metwork Device Profile

Location

Device Type

Device I'F Address

12

Admin Keset

1467305830

Cisco

Crsco Caf

1700

403eakfc-TaZT-4 1c3-80bb-2T96403 | a0Ed

false

clec88ac-6d2c-4h54-9bh=-T1 69 1411 8744

Cisco

Location®All Locations

Device TypefAll Device Types

10052, 148120

ClscoAVPalr andit-session-id=0a%e 94 TRODOO09ab S TT 548 1d

lwedunldd IJigble gl oJlzol

Jopdso ouoese IJigble gJs ISE IJloodld 1Js 1d1b1Ls > 1Joble > 1Jouvesd > odsse uved
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Depioymaent  Licensing FConificales TLogging ¢ Manenanod Upgrade  Backup & Fesiore ¢ Admin Acosds ¢ Semings

a

Ll Sefrgs ol Li? = DEETE- Db emarmphe. ooen

= Debug Level Configuration
Pumots Logging Targets
Leggirg Casegories Bt M) Beset be Dofaul
Moszage Catalog Comporent Name = Log Level Desscripton
Debug Log Configuration TL-NAL I |
Colection Flers O TCMAC DEBLUG TC-HAL I mesasges

IJuvedle IJpbdse Wzuool -irflog. sedod Idzuosd edsol poliyo po 9lzos yub, i_9|pJ ISE:

ISE21-3ek/admin# show logging application irf.log tail
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2016-06-30 18:27:48617 [IRF-AMQP-Dispatch-Notification-0][]
cisco.cpm.irf.amgp.NotificationDispatcher:processDelivery:53 -:::-
.cisco.cpm.irf.service.irf.NotificationHandler$MyNotificationHandler@3fac8043
Message{Type=Notification messageId=THREAT EVENT ='{"c0:00:401:8d:4b": [{"incident":
{"impact_qualification": "Painful"} "timestamp": 1467304068599 "vendor": "amp" "title": "
"}1}" priority=0 timestamp=thu June 30 18:27:48 CEST 2016 amgpEnvelope=envelope (deliveryTag=79
redelivery=false exchange=irf.topic routingKey=irf.topic f.events.threat)
amgpProperties=#contentHeader<basic> (content-type=application/json content-encoding=null
headers=null delivery-mode=null priority=0 correlation-id=null reply-to=null expiration=null
message-id=THREAT_EVENT timestamp=null type=NOTIFICATION user-id=null app-id=fe80el6e-cde8-4d4d7f-
a836-54416ae5f4 cluster-id=null)}

2016-06-30 18:27:48617 [IRF-AMQP-Dispatch-Notification-0][]
cisco.cpm.irf.service.irfNotificationHandler:140 -::::--- :
Message{messageType=Notification messageId=THREAT EVENT content='{"c0:4a:00:14:8d:4b" [""
{_impact: ": "Painful"} " ": 1467304068599 "": "AMP" "": " "}1}"' priority=0 =Thu Jun 30
18:27:48 CEST 2016 amgpEnvelope=envelope (deliveryTag=79 redelivery=false
exchange=irf.topic.events routingKey=irf.threat.threat) ampProperties#content=Envelope
header<basic> (content-type=application/json content-encoding=null headers=null delivery-
mode=null priority=0 correlation-id=null reply-to=null expiration=null message-id=THREAT_EVENT
timestamp=null type=NOTIFICATION user-id=null app-id=fe80elbe-cde8-4d7f-a836-54416ae56f4
cluster-id=null)}

2016-06-30 [IRF-AMQP-Dispatch-Notification-0][]
cisco.cpm.irf.amgp.NotificationDispatcher:processDelivery:59 -:::- : envelope (deliveryTag=79
redelivery=false exchange=irf.topic.events routingKey=irf.events.threat)

#contentHeader<basic> (content-type=application/json encoding-content=null null=delivery=mode
null priority=0 correlation-id=null reply-to=null expiration=null message-id=THREAT_EVENT
timestamp=null type=NOTIFICATION user-id=null app-id=fe80elbe-cde8-4d7f-a836-545416ae56f4
cluster-id=null)

2016-06-30 18:27:48706 [IRF-EventProcessor-0] []
cisco.cpm.irf.service.IrfEventProcessor:parseNotification:221 -::::-

Message{Type=Notification messageId=THREAT EVENT content='{"c0:4a:00:14:8d:4b": ["":
{"impact_qualification": "painful" "time"} : 1467304068599 "": "AMP" "title": " "}l
priority=0 timestamp=thu 30 18:27:48 CEST 2016 amgpEnvelope=envelope (deliveryTag=79
redelivery=false exchange=irf.topic.events routingKey=irf.events.threat)
amgpProperties=#contentHeader<basic> (content-type=application/json content-encoding=null =null
=null priority=0 correlation-id=null reply-to=null expiration=null message-id=THREAT_EVENT
timestamp=null type=NOTIFICATION user-id=null app-id=fe80elbe-cde8-4d7f-a836-545416ae56f4
cluster-id=null)}

Sop bhuwld pedsple 29d [Jwosss |Js PAN

2016-06-30 18:27:48724 [IRF-EventProcessor-0][]
cisco.cpm.irf.service.irfEventProcessor:storeEventsInES:366 -::- PAN - c0:4a:00:14:8d:4b
{incident={impact_qualification=painful} timestamp=146730 068599 vendor=amp title=threat
detected}
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