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@UALYSGUARD‘ VIRTUAL SCANNER

QualysGuard® Scanner Console
Name: ekorneyc _qualys, LAN IP: 10.62.145.82

Set up network (LAN) =
Change WAN interface =
Disable WAN interface =
Enable proxy =

Reset network config =
System shutdown =
System reboot =

Version info: 3.11.16.5.11.0
Exit this meanu? (¥/M)
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@UALYSGUARU‘ VIRTUAL SCANNER

Personalize
Update in progress 12%
I
Personalize this scanner >  Enter personalization code:
set up network (LAN) =
Enable WAN interface >
Enable proxy =
Reset network config »
Systermn shutdown =
Systemn reboot =
Version info: 3.9.7.5.11.0

Exit this menu? (/M)
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CVSS Scoring

CVSS stands for Common Vulnerability Scoring System, the emerging open standard for
vulnerability scoring. CVS5 scoring provides a common language for understanding
vulnerabilities and threats. When enabled, an overall CVSS score is displayed for
vulnerabilities in scan reports (automatic).

Enable CVSS Scoring
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New Hosts

General Information:

Host Attributes

=

Host IPs

IPs: =

Launch Help
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= x

10.62.148,1-10.62.148. 128

Add to Policy Compliance Module
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Validate IPs through Whois
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Desployrnent Nodes List > ISE21-3ek
Edit Node
Profiing Configuration

Hostname ISE21-Jek
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IP Address 10.62.145.25
tode Type Identity Services Engine (ISE)
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@UAL‘ESGUAR[P VIRTUAL SCANNER

QualysGuard® Scanner Console
Name: ekorneyc_qualys, LAN IP: 10.62.145.82
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Detailed Results

= 10.62.148.563 (ekorneyc-pc.example.com, EKORNEYC-PC)

w Vulnerabilities (6) [F [
P HEEEE 5 Microsoft Windows Remote Desklop Protocol Remote Code Execution Vulnerability (MS12-020)

* RN 3 SSU/TLS use of weak RC4 cipher

(N || 3 Windows Remote Deskiop Protocol Weak Encryption Method Allpwed
N | | 2 NetBIOS Name Accessible

L | | 2 S5L Cenificate - Signatura Verification Failed Vulnarability

L3N | 1 ICMP Timestamp Requast

p Potential Vulnerabilities (1) EE
» Information Gathered (26) @)

loweduuld IJizble 9] oJlzol
ouwoese IJigble gJs ISE
Jopdso wuoest IJigble gJs ISE IJloodld 1Js 1dbLs > IJoble > 1Jouvesd > odsse uved

wuoese IJlRble: 235 £936 TC-NAC 5850 wogss) pdu puross ldyved va-runtime sva-service
lJs ouozse IJIgble

thesle identity Services Enging Homa ¥ Contmd Vishaty b Oyperntors ¥ Poiicy ¥ Vilork Contors

= Sysinm b dgnity Maragemant b Notwork Resources ¢ Devioe Portel Managemen!  poGind Senaces 1 Fiisbd Senvios b PragigiD  * Treonl Contric NAG
Depknynirt  Licending ¢ Contfcates ~Loggng ¢ Manenancsd Upgrade Backup S Restcie ¢ Adwin Accedds ¢ Sefttrgs

]
Local Log Settings Mg List » 153 - Bk eocmenpla.com
Debug Level Configuration
Parmobe Logoing Tangets
Logging Catogonies ) Piat i Deflialt
Mozsage Capiog COMpanent. Mama w LG Lived DusCription
Detuy Log Configuration [ ] | |
Colpction Fiers ) varruntime DEBLG Wulnerabdity Assesement Runtime messages
)} vaeservice S DEBLIG Widnerpbity Arseosment Service meRraoes

IJuwedle Idpbdye Bgusol - varuntime.log. sedud IJzuesd edsol poluiné po 9lzes yulo,
l9le, ISE:

| SE21- 3ek/ admi n#  varuntine.log tail

oJds TC-NAC Docker |)uble Jlg)le IJWezuo Judbs wolss pgsuo.

2016- 06- 28 19: 06: 30823 [ Thread-70][] va.runtine.admi n. mt. Endpoi ntFil eReader -::::- VA Read
Va Runti ne.

[{"operationType": 1" macAddress": " CO: 4A: 00: 14: 8D: 4B" " ondemandScanl nt erval ": "48""i sPeri odi cScanEna
bl ed": f al se" peri odi cScanEnabl edString":"0""vendor| nstance": " 79640b7- 09b5- 4f 3b- 611-

199f b8a4b99" " psnHost Name": 21- 3ek""heart Beat Ti ne": 0"l ast ScanTi nme": 0}]

2016- 06- 28 19: 06: 30824 [ Thread-70][] va.runtime.adm n.vaservi ce. VaServi ceRenoti ngHandl er -
o= VA IMNT:



{"operationType": 1"nacAddress": "c0: 4a: 00: 14: 8D: 4B" " ondenandScanl nt erval ": "48""i sPeri odi cScanEnab
| ed": fal se"Periodi cScanScan4 String":"0""vendorl nstance":"796440b7-09b5- 4f 3b-611-
199f b81a4b99" " psnHost Nanme": " | SE21- 3ek" " heart Beat Ti ne": 0"| ast ScanTi ne": 0}

Suee luvadle IJuoses: sop s zese wslule IJegle Ilpuss B sdsd Iduvs!lé.

2016- 06- 28 19: 25: 02020 DEBUG [ pool -311-t hread-8][]

va. runti nme. adm n. vaservi ce. VaSer vi ceMessagelLi stener -:::- VaSer vi ce:

[{"macAddress": "c0: 4a: 00: 14: 8d: 4b""i pAddress": "10. 62. 148. 63""| ast ScanTi ne": 1476

S["{\"Vul nerabilityld\":\"Q D-90783\ "\ "cvel ds\":\" CVE-2012- 0002 CVE-2012-

0152\ "\ "cvssBaseScore\":\"9. 3\"\"cvssTenporaryScore\:\"7.\"\"VulnerabilityTitle"\: "Wndows
Renot e Desktop Protocol Renote Execution Vulnerability (Ms12-

020)\ "\ "Vul nerabi lityVendor\":\"Qual ys\"}"{\"Vulnerabilityld\":\"Q D

38173\ "\ "cvelds\"\"\"\"cvssBaseScore\":\"9. 4\"\"cvssTenporaryScore\":\"6.
N"\"VulnerabilityTitle\":"SSL - \ "

\"Wul nerabi lityVendor\":\"Qualys\"}""{\"Vulnerabilityld\":\"Q D

90882\ "\ "cvelds\":\"\"\"cvssBaseScore\":\"4.

7\"\"cvssTenporaryScore\":\"4\ "\"Vul nerabilityTitle\":\" W ndows Renote Desktop

\"\"Vul nerabi lityVendor\"Qual ys\"}""\\"Vul nerabilitylD\"\"\": QD

90043\ "\ "cvelds\":\"\"cvssBaseScore\":\"7. 3\"\"cvssTenporaryScore\":\"6.

3\"\"vul nerabilityTitle\":\"SMB SMB

\"\"vul nerabilityVendor\":\"Qual ys\"}"{\"vulnerabilitylD\"\"Q D-38601\"\"CVEi d\": "CVE-2013-
2566CVE- 2015-

2808\ "\ "cvssBaseScore\":\"4. 3\ "\ "cvssTenporaryScore\":\"3. 7\"\"Vul nerabi lityTitle\":\"SSL/ TLS
RC4 \"\"WVul nerabilityVendor\":\"Qualys\"}"]]1]

2016- 06- 28 19: 25: 02127 [ pool -311-thread-8][]

va. runtine. adm n. vaservi ce. VaServi ceMessagelLi stener -::::- VA db LastscanTine: 1467134394000
nac: cO0:4a: 00: 14: 8d: 4b

2016- 06- 28 19: 25: 02268 [ pool -311-thread-8][] va.runtinme.adm n.vaservice. VaAdni nServi ceCont ext

-:::- VA json pri-lan
2016- 06- 28 19: 25: 02272 [ pool -311-thread-8][] va.runtine.adm n.vaservice. VaPanRenoti ngHandl er -
il VA : {CO:4a:00: 14: 8D: 4B=[{"vul nerabilityld":"Q D 90783""cvel ds": " CVE- 2012- 02- 0202

02CVE- 2012- 0152""cvssBaseScore": " 9. 3""cvssTenporaryScore":"7.7""vul nerabilityTitle":"M crosoft
W ndows Renote Desktop Protocol Renote Code Execution Vulnerability (Ms12-

020) ""vul nerabilityVendor":"Qual ys"} {"vulnerabilityl D "Q D-38173""cvelds":""CVSShaseScore:":":
9.4""cvssTenporaryScore":"6.9""Vul nerabilityTitle":" SSL -

""Vul nerabilityVendor":"Qualys"} {"Vulnerabilityld":"Q D

90882""cvssBaseScore":"4. 7""cvssTenporaryScore":"4""Vul nerabilityTitle":"

W ndows" " Qual i tyVendor": ys"} {"vulnerabilityld":"Q D

90043""cvel ds": ""cvssBaseScore":"7.3""cvssTenporaryScore":"6.3""vulnerabilityTitle":"SMB
Signature Disabled SMB Signature Not Required""vul nerabilityVendor":"Qual ys"}
{"vulnerabilitylD:"Q D 38601""cvel ds": " CVE- 2013- 223- 23 66CVE- 2015-

2808""cvssBaseScore": "4.3""cvssTenporaryScore":"3. 7""vulnerabilityTitle":" SSL/TLS RC4

""vul nerabilityVendor": "qual ys"}]

IJuwedle IJos gusop Segueol - Catalyervice.log. sedud Idzuosd edsol poluivsb po 9lzoes
L}.UJD_) |_9|ro_) ISE

| SE21- 3ek/ admi n#  server.log tail

e buld bdo wdsse ldused 1Us 1pezsd

2016-06-28 17:07: 13200 DEBUG [ endpoi nt Pol | er Schedul er-3][] cpm va. service. util.VaServiceltil -
:1- VA SendSysl og systemMvsg : [{"systemMsg":"91019""i sAut ol nsert Sel f Acsl nstance":true"":["TC

NAC. Ser vi ceName"" " TG NAC. Status" VA  ""TGC NAC. Details"" VA ""TC

NAC. MACAddr ess" " C0: 4a: 00: 14: 8D: 4B"" TC- NAC. | Paddr ess" " 10. 62. 148. 63" " TC-

NAC. Adapt er | nst anceUi d" " 79640B- 003 9b5- 4f 3b- 611- 199f b81a4b99" " TC- NAC. Vendor Nane" " Qual ys"" TC-

NAC. Adapt er | nst anceNane" " QUALYS VA"] }]



Swed AdapterMessagelListener JJ 5 >9lis 9 pu 2lJs [Jpuwe IJuo9558 2os Suwos.

2016- 06-28 17:09: 43459 [ Si npl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor. Adapt er MessagelLi stener -:::- :

{" Adapt er | nst anceNane": " Qual ys_VA"" Adapt erI nstanceUi d": "a70031d6- 6e3b- 484a- adb0- 627f 30248ad0"
Vendor Nane: " Qual ys" " Qper at i onMessageText " B 0 0"}

2016- 06-28 17:14: 43760 DEBUG [ Si npl eAsyncTaskExecut or - 2] []

cpm va. servi ce. processor Adapt er MessagelLi stener -:::-

{" Adapt er I nst anceNane": " Qual ys_VA"" Adapt er | nst anceUi d": " a70031d6- 6e3b- 484a- adb0- 627f 30248ad0"
Vendor Nane: " Qual ys"" Qper at i onMessageText": " 0 0 1"}

2016- 06-28 17:19: 43837 [ Si npl eAsyncTaskExecutor-2][]

cpmva. servi ce. processor. Adapt er MessagelLi stener -:::- :

{" Adapt er | nst anceNane": " Qual ys_VA"" Adapt erI nstanceUi d": "a70031d6- 6e3b- 484a- adb0- 627f 30248ad0"
Vendor Nane: " Qual ys"" Qper at i onMessageText " 0 0 1"}

2016- 06- 28 17: 24: 43867 [ Si npl eAsyncTaskExecut or-2] []

cpm va. servi ce. processor. Adapt er Messageli stener -:::- :

{" Adapt er I nst anceNane": " Qual ys_VA"" Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0- 627f 30248ad0"
Vendor Nane: " Qual ys"" Qper at i onMessageText": " 0 0 1"}

seued IJezad eds perd Bisé 1dpgys (QID) 9pesh CVE zovl lds zuw pe edlele CVSS

2016- 06- 28 17: 24: 57556 [ Si npl eAsyncTaskExecut or-2][]
cpm va. servi ce. processor . adapt er Messageli stener -::::- :
{" Request edMacAddr ess": " CO: 4a: 00: 14: 8D: 4B" " scanSt at us": " Assessnent _SUCCESS"" | ast ScanLong": 146713
449 000"i pAddress": "10.62.148.63"" ":[{"Vulnerabilityld":"QD
38173""cvssBaseScore":"9.4""cvssTenporaryScore":"6.9""VulnerabilityTitle":" SSL -
""Vul nerabilityVendor":"Qual ys"}{"Vul nerabilitylD:"Q D90
43" " cvssBaseScore":"7.3""cvssTenporaryScore":"6.3""vul nerabilityTitle":"SVB Signature D sabl ed
SMB Signature Not Required""vul nerabilityVendor":"Qualys"}{"vulnerabilityld":"Q D
90783""cvel ds": " CVE- 2012- 002CVE- 2012- 012- 512
2""cvssBaseScore":"9.3""cvssTenporaryScore":"7.7""vulnerabilityTitle":"M crosoft Wndows Renote
Desktop Protocol Rempte Execution Vulnerability (MsS12-
020) ""vul nerabi lityVendor": "Qual ys"}{"vul nerabilityld:"Q D 38601""cvel ds": " CVE- 2013- 2566CVE-
2015-22 08""cvssBaseScore":"4.3""cvssTenporaryScore":"3.7""vul nerabilityTitle":"SSL/TLS RC4
""vul nerabilityVendor":"Qual ys"}{"vulnerabilityld":"Q D
90882""cvssBaseScore":"4. 7""cvssTi mer Score":"4""Vul nerabilityTitle":

""Vul nerabilityVendor":"Qual ys"}]}
2016- 06- 28 [ Si nmpl eAsyncTaskExecutor-2] [] cpm va.service. processor. adapt er Messageli st ener -

Do | RF {CI)4a00148d4b [{"
{ CVSS Base_Score":9.4"CVSS _Tenporal _Score":7.7}"ti nestanp-4":1 67134394000"":"""":"Qual ys"}]}

2016- 06- 28 17: 25: 01853 DEBUG [ endpoi nt Pol | er Schedul er-2][] cpmva.service.util.VaServiceUtil -

::1- VA SendSysl og systemMsg : [{"systemMVsg":"91019""i sAut ol nsert Sel f Acsl nstance":true"":["TC
NAC. Ser vi ceNane"" " TC NAC. Status"VA ""TC NAC. Details""VA BTG
NAC. MACAddr ess" " C0: 4a: 00: 14: 8D: 4B"" TC- NAC. | Paddr ess"" 10. 62. 148. 63"" TC
NAC. Adapt er | nst anceUi d"" 796440B- OAddr ess 9b5- 4f 3b- 611- 199f b81a4b99" " TC-
NAC. Vendor Name" " Qual ys"" TC- NAC. Adapt er | nst anceNane" " QUALYS_VA"] }]

IJebdJle IJupsdess

IJpuwlds 1. seuod ISE gds odns) IWeé)lo pg CVSS_BASE_SCORE oy 0.0 9
CVSS_TEMPORAL_SCORE ey, 0.0 wsopl 2098 sy Qualys Cloud gl il IJ ogwd
I pdoinds.

I e Jb:

Ioole Idozdd pu lJowd,s, pow Qualys Cloud sedod j9s6 wdlb IJuoed |Jpdoinds. 9og
>3Jdd Jl o)lel gJs ISE.

op Lo wuoese IJigble W catalyervice.log:



2016- 06- 02 08:30: 10323 [ Si npl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor . adapt er Messageli stener -::::- | RF

{"cO0: 4a: 00: 15: 75: c8":[{"Vul nerabi l ity":{"CVSS_Base_Score": 0. 0"CVSS_Tenporal _Score":0.0}"stanp-
4":1 6485905000"title":" """:"Qualys"}]}

Iz J:

IJuwow 9)le J9 5528 CVSS Lo 09 el lu Jsuw Jol udlb yogdd Iy I gJles CVSS Jp sop
wpdsuol Vs Qualys Cloud §od 1o ©@9p vodssu lJpesd pu JlJ Ul sep oujsd
KnowledgeBase IJos wzwss eds psié ouvesd uldlb CVSS IJus wp wpdsuel wed wdssu
IJpzod Jlod p,6. sew edsd IJolds pu wpdsu wuwzsd Ll CVSS oo Yudi zse wp luyble
e 1dpzod eds ISE. spdu IUBsle w3JdY weo ble ullb Iduogwd > 1Joghs,) > 1Jlgsls >
CVSS > v pdsy uywesd ullb CVSS

IJpwids 2. Jl spued ISE gds wolisg po peeses Qualys Cloud. gds I)ép po wbwsd wog
IJogssd Iduoese:

IJpuird J6:

opw pbluds vz IJegasd Idpuoze: 103s szw b 928 Ids wubésd Bzuo VA Uld,ée pu 030
IJzds 96 Jl sep lole ks Oz

Op EHue wuoese IJidble s catalyervice.log:

2016- 06- 28 16: 19: 15401 DEBUG [ Si npl eAsyncTaskExecut or - 2] []

cpm va. servi ce. processor. Adapt er MessagelLi stener -:::-

(:' [ B@®da5e620([311] )" MessageProperties [={} tinmestanp= nuI | nessagel d=nul | userld=null
appld=nul |l clusterld=null type=null correlationld=null Null =Null =application/octet-stream
cont ent Encodi ng=nul | cont ent Lengt h=0 del i ver yMbde=PERSI STENT expi rati on=null priority=0

redel i vered=f al se recei veExchange=irf.topic.va-reports recei veRouti ngkey= del i veryTag=9830
nmessageCount =0] )

2016- 06- 28 16: 19: 15401 [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er Messageli stener -::::- :

{"request edMacAddr ess": " 24: 77: 03: 3d: CF: 20" "scanSt atus": "scan_error""scanSt at usMessage": "

1904: IP ."last ScanTi meLong": 0"i pAddress”:"10. 201. 228. 102"}
2016- 06- 28 16:19: 15771 [ Si npl eAsyncTaskExecut or-2][]
cpm va. servi ce. processor . Adapt er MessagelLi stener -:::::- Macaddr ess: 24: 77: 03: 3d: CF: 20

I P(DB): 10.201.228. 102

2016- 06- 28 16:19: 16336 DEBUG [ endpoi nt Pol | er Schedul er-2][] cpmva.service.util.VaServiceUtil -
::1- VA SendSysl og systemMsg : [{"system\Vsg":"91008""i sAutol nsert Sel f Acsl nstance":true"":["TC

NAC. Ser vi ceName" " " TG NAC. Status"VA Failure""TC- NAC. Detai | s"" : 1904:

1P .""TC NAC. MACAddr ess" " 24: 77: 03: 3d: CF: 20" " TC NAC. | Paddr ess" " 10. 201. 28. 12" "TC

NAC. Adapt er | nst anceUui d" " 79640b7- 09b5- 4f 3b- 611- 199f b81a4b99" " TC- NAC. Vendor Nane" " Qual ys"" TC-

NAC. Adapt er | nst anceNane" " QUALYS VA"] }]

IJzJ:
Suisy Qualys Cloud [Js 1o gosle IP 1Jglue wodbs IJuolss sy pdod Jdpeuwe Idyosss:
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