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ISE 1.2 Remediation Beta ¢® gaixall algy e 1S, )Line i il ddaail ISE 60>9 0 (JIHI 1o
:1.3.19

SOURCE 7= NATION

I K e e

We am in Be process of migrating 5F Mation ko Cisoo forum indasinactare. The naw fonem location s hane: Saurcefre AP Forum
1 vou have a Cisco sugpor fonam usar 1D i should wonoan Fis link. Fnol, please sal up & new user ool

s b

Sourcefire Downloads Saaich Dcnnikeack Sauih
# ISE 1.2 Remediation Bata 1.3.18
Fabrary 6, 2018 | 388 KB | madt
% P i ke & a e [ | b i O] ey Ges [; ; This iial g ] il e Dhekrad B Caanhradon | D -
gL ad s Ervhea acke -~ wl i il TET 1l T nlir Al o il o Sk P G

scalall cuiiy 299 ddanill Glaxgll < Glyzuaill < Slla)l < Slwludl JI Jail

Cwerview  Analysis QSIS Devices  Objects | AMP

ACCEss Lontrm Inkresan « Filias Metwork Liscovary S50 Apphcation Letactors LIsers correlakion Actlons * Modulas

& Success "

Module successhully instalisd

Installed Remediation Modules

Maodule Name Version Description

A T05 il Raiibe 1.0 Bk an TP address inoa Cacn TS roiba

Lo Pl Squn 1.1 Shun a1 IF sddress in the FLIE firesvall

ISE 1.Z Remediakion 1.3.18 Cuaranting IF sddresses using Jdendity Ssrvices Engine 1.3
Himan Remediation 2.0 Parform an Mmap Scan

==t Alinbute valu= L =0 a1 Abinbute YValus

6aa2) IP glgic ;999 oMiall < olxuaill < olel,2Vl < olwludl JI Jail .l as auall Jioll clin] oy
092) REST ks a2 s dglo) aosMI ISE J bVl sboae¥l bl I @LoYl (PAN) duwludl 6,15]
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Edit Instance

Instance Name ise-instance

Module ISE 1.2 Remediation (v1.3.19)
Description

Primary Admin Mode IP 172.16.31.202

Secondary Admin Mode IP [foptional)

Lsername admin

Passwnrd LA L L L LR} ]

Ratyoe to confirm

SYSLOG Logging *) On \__ Off

White List
[an aptronal list of networks )

Create H Cancel J

2\ (a2 lgall) suaall IP Glgic plaiw] oy oS

Configured Remediations

Mo configured remediations available

Add a new remediation of type [Quararltine Source IP v] | Add |

b,V dwlw



oS aSal 6acl ullny sill JlaiVl dyly 9 6aclall 0id Jywis aiy oYl 63230 bl )] 62 o655 L
saclall 6,05] < bliyVl < Sluwludl I Jasl bx0lill o680 (Drop TCP80) Lo LinSs ps il Jowsll

Overview Analysis a0 Devices Objects AMP

Access Controd Intrusion = Flles Metwork Discovery S5L Application Detectors Lisers Correlation Actions »

Policy Managemeant Rule Managemant White List Traffic Profilas

Rule Information

Rule Mame CorrelateTCPE0Black
Fule Description
Rule Group Ungrouped

select the type of event for this rule

a connection event occurs v | | at the beginning of the connection

| @ &dd condition _| | @ Add complex condition J

¥ | Access Control Rule Name w | containg the string v |D.'u|.'-T1:PB|:||

Rule Options

sSnoaze IF this rule generates an event, snooze ford nours el
Inactive Perieds There are no defined inactive pericds. To add an insctive period, click "Add Inactive Period".

8332 duwlow oLinY o lwbudl 8,15] < b,V < cluwbudl I Jasl bVl 2g (5 aclall 03 plasiwl a
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-2 Create Policy

Sort by | State v

ASA

Joleg dnulxall (Sas Layl 59,500l (09 .a85Lanll ISE plaziwY VPN dlesS Jaz, sill ASA (65 i,
‘RADIUS

tunnel - group SSLVPN- FI RESI GHT general -attri butes
addr ess- pool POCL- VPN
authentication-server-group ISE
accounting-server-group ISE

def aul t - gr oup-pol i cy PCLICY

aaa-server | SE protocol radius

i nteri maccounting-update periodic 1
dynamic-authorization
aaa-server |SE (inside) host 172.16. 31. 202
*kkk*k key

webvpn

enabl e outside

enabl e inside

anyconnect - essential s

anyconnect inmage di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enable

tunnel -group-1ist enable

error-recovery disable

(ISE) ay9¢)l waisS oloas o

(NAD) asqdl J Jsoll 5lgz cnoSSs
RADIUS sasS Joz; sl ASA canly aSyidl 65e21 < 6,1] JI Jasl
d8,Siall aSpidl 9 Sl (S

wilbglly ol j2l olalai dxe, dg2l9 Sl (aSS aS a5 < oblag] < pllas < 6] JI Jasl



/0> Home  Operations | v Policy | ¥

&+ Syslem Zgt Identity Management i MNetwork Resources |24 Device Portal Management
Deployment Licensing Certificates Logging Maintenance Backup & Reslore
Settings Adaptive Network Control i

:= Chent Provisioning
FIPS Mode

Service Status Enabled »
Alarm Settings ) i
* gmm
== Profing Save Reset
» [ Protocois

lgdl dlnis dyla> doas b0l 03D _ows (Ll GllaoYly 1.3 hlaoYl Ub rdla>Vs

Jj=Jl DACL

N Jasl g jmall rasnnll lgolaziwl pi 119 gl S (DACL) Jsuosll ($ pSxi aaild clin] J=1 oo
Jujill )l (ACL) Jswos)l d pSxill aasld < Laygsaill < bl < duwluull

Ji=ll Joosidll Gyyes alo

pSill 4osld plasiwl Jioss Gy calo clinl p89 Jugsill waypes wale < ygsall < @iliall < dwwluandl J) Jstis!
163,021 (DACL) isinlly a3l Jouog)l 9

¢ Home Operations|¥  Policy| ¥  GuestAccess

Iﬂ' Authentication iﬂ Authorization Iifl Profiling @ Posture IEH Client Provisioning I; TrusiSec
Diclionaries Conditions m
Results Authorization Profiles = LimitedAccess
( 5) Authorization Profile
N *Mame || imitedAccess |
Gav|E- . N
» B A i Description |
v [ Authorization * Access Type [ ACCESS ACCEPT -
L EMI!‘EHEI‘I.PI‘B‘F'BE
» [ Downloadatie ACLs Service Template o
) ﬁ Inline Posture Mode Profies
b [ Profilng
» [ Poshure
b [0 Clent Provisioning w Common Tasks
v [ TrustSec

* DACL Name DENY ALL QUARANTIME -




Jug3dll acled

ois il VPN olud> guox) JolSIl Jguogll (ASA-VPN) JoVl saclall J9gs . Jigsill cwiacld clin] vy
a, @)l dwo | daSuidl Joac duwl=) ASA-VPN_QUARANTINE éxclall _JI Jgogll piy .ASA e I.D_9|.ga|

933l Jsogll ,udsi pir) Jssll giog 3 Jeall, aminall 0o, Loxie Lgdslan dsle] cuns il (VPN)
(@i

‘sarsddl < awlwdl _J| Jisl aclsall 0id eliy

e —
-’3 Home ﬂp:rnﬂnnu.| L Pn:llnqr| L Gul:qt.ﬂmr_-'u| L Administration | L

]:] Authensication

authonzabon : Prafili ¥ Posture | Clieni Prowisionin = TrusiSec L Policy Elements
Lt & g Y
Authorization Pl}ﬂﬂ}'

Define e Autnanzation Policy by configuring rules based on identty groups and/or other condisons, Drag and drop reles b change the order
For Policy Export go fo Administration = System = Backup & Bestore = Policy Export Page

I'irst Matched Bule Applies =

» Exceplions (0)

Sialus Rula Nama Caonditions {Idantity groupe and alher condibisns) Parmilasions

u AZANYPH guaranline DEVICE Davice Type ECGUALS All Cevice TypasUASA VPN [ Limilsdfcsess
SagsionEPS5katus EQUALS Quaraniine

AEANEN DEVICE Device Type: ECUJALS All Device TypessASA- VPN PemmitfAccess

- " 00 - o __"
2o JSuiy Josy e ueSil ol o gaill puudll 13D (9 daoadall ologleall paciuwl

AnyConnect ASA VPN Jac awl> ey

!’y Cisco AnyConnect Secure Mobility Client =n =R ==

..............

............. +

Connected to 172, 16.31. 100,

172.16.31.100

00:00:09

(@Saidl | JolS Jguo9) DACL (sl 92, dmlzl eliwl, ASA pos,

asav# show vpn-sessiondb details anyconnect



Sessi on Type: AnyConnect

Username : cisco I ndex : 37

Assigned IP : 172.16.50.50 Public IP ¢ 192.168.10.21

Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DILS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHA1
Bytes Tx : 18706 Byt es Rx : 14619

G oup Policy : POLICY Tunnel G oup : SSLVPN FI RESI GHT

Logi n Tinme : 03:03:17 UTC Wd May 20 2015

Dur ati on : Oh:01m 12s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400025000555bf 975
Security G p : none

: DTLS- Tunnel
<some output onmitted for clarity>

Jsogll pazimall @glxe

aS,> > 09 (Joogll dwluw JI Joogll iy http://172.16.32.1 I Jewos)l pasiwmall Jolxy ol 5,20,
:FirePower 6,15 Lol IP ylgic 0 syslog dlw, Jlu,l pig lowdl 9 aslasll oLl )9 40

May 24 09:38:05 172.16.31.205 SFIMS: [Primary Detection Engine

: cbe45720- f Obf - 11e4- a9f 6- bc538df 1390b) | [ AccessPolicy] Connection Type: Start, User)

, Unknown, dient: Unknown, Application Protocol: Unknown, Wb App: Unknown

, Access Control Rule Name: DropTCP80, Access Control Rule Action: Block

: Access Control Rule Reasons: Unknown, URL Category: Unknown, URL Reputation

, Ri sk unknown, URL: Unknown, Interface Ingress: ethl, Interface Egress: eth2
Security Zone Ingress: Internal, Security Zone Egress: External, Security
:Intelligence Matching I P. None, Security Intelligence Category: None, dient Version
,nul l), Nurmber of File Events: 0, Nunber of I|IPS Events: 0, TCP Flags: 0x0)

:NetBI OS Domain: (null), Initiator Packets: 1, Responder Packets: 0, Initiator Bytes
, Responder Bytes: 0, Context: Unknown, SSL Rule Name: N A, SSL Flow Status: N A , 66
,SSL Cipher Suite: NNA, SSL Certificate: 0000000000000000000000000000000000000000
:SSL Subject CN: N A, SSL Subject Country: N A SSL Subject OQU. NA SSL Subject Og
N A SSL Issuer CN: NNA, SSL Issuer Country: N A, SSL Issuer QU. NNA, SSL Issuer Og
N A SSL Valid Start Date: NA SSL Valid End Date: N A SSL Version: N A SSL Server
Certificate Status: N A SSL Actual Action: N A SSL Expected Action: N A, SSL Server
:Narme: (null), SSL URL Category: N A SSL Session ID

:SSL Ticket Id ,0000000000000000000000000000000000000000000000000000000000000000

TCP} 172.16.50.50:49415 -> 172.16.32.1:80} , 0000000000000000000000000000000000000000

FireSIGHT _$ bls ¥l duwluw dlol

iz Uil syslog allu, dlawlg, lgic MUY ax Lily (g1 S ,0) FireSight 6,15Y boli,Vl dwluw s i
1 35,0 o Lgllu)|

:May 24 09:37:10 172.16.31.206 SFIMS: Correlation Event
: CorrelateTCP80Block/CorrelationPolicy at Sun May 24 09:37:10 2015 UTCConnection Type
(FireSIGHT 172.16.50.50:49415 (unknown) -> 172.16.32.1:80 (unknown) (tcp

a9 HTTPS Jac dul> 29 ISE I (Us=l) REST API cleiwl gl 5,0 pasiuy > all 03 9
Lol 2lisally (SSL) @ioll Juogill 331 aial (SLoYl eSall plaziwl) Wireshark (6 (& i eld



{(PAN ay,ls¥l 63lgil

120 1/2.16,31,206 158,16, 31 200 L5wl hEd Client Bella

121 142,16, 20, 175,16, 31 . 206 Lk Sh https = SHD46 [ACK] Seqsl Ack=hlH win=1h516 Len=l |bvel=SEB1ESHSY |Secr=90000
14 142,016,310, 208 14 16,31, 206 L] dud [1CP seguert of a reassenbled Pl

122 172,16, 31 . 202 172, 16,31 .. 206 5wl RE] Serwas Bella, Certificats, Certificate Reguest, Server Hello Dooe

124 172.16,2 .3 172,16, 31 . X CH

b 5 i QBGES = btps [A0K] Seq=nlH Ack=1848 Wins=1mds Len=0  Swal SSAHA10E TSecr=SEalETES S

]
124 172,116,725 . 205 172,16, 31 .4 P S dR0es = hblps [ACK] Seq=21H Ack=2ESE Win=2D4HD | en=0 T Senl SSEAHDNDE TSeor=2E01HE
126 17R 18,3 20a A ) . TR 6 4B0SE = hitps [ACK] Seq=31R Sck=3512 Win=FEE08 | en=0 TSynl=STAHOI0E TSscr=3E016°558
127 1721631 .206 172.16.31. % T 5wl & Certiflicele, Clisnt Hey Sschangs, Chamge Ciphae Spec, Fitishes)
178 1721623 . 200 172.16.31. T 5w 72 Charge Cipher Suer
175 172162 200 172.16.91. 715w 19 Finished
130 1721631 208 175 1A.31. TR &R AR0SE = tlips [ACK] Seq=806 Ack=3571 Win=R3098 | en=0 TSwal =570 TSecr=S91R%550
1721 B 20 :
13 172.016,.230 . 200 172.16.21. TR @6 hilps = 48046 [ACK] Seq=2871 Ac«=1CHS Wit=12790 Len=0 TSeal=389165000 TSeor=97200111
15 1721631 200 172.16.91. HTT= %M 47 RTTR/1.1 208 0K
. - '

T TF T T ¥ T T T I Corrr e
s Smpure Sockets Layer

o TUEel Bacos=d Layss: dppl ocation Data Frotacal: Btip

Cantert Tyae: Applicalicn ala (23

Warsicn: T 5 1.0 [xG300)

Lenglb: Fad
Frorypled dpplicalion Dalar s lee2alsa3ee Ma3eaGne el ar N2 i ciddic 11 7eh 7as, .

!
rilineRy TR TR 1. 15y
TE: dellale HEE MR BT
Coemscticn: TE, classyryn
[ dutharlzation: Basic YaRlgwde ha 2SI
Ihest: 17201591, 203w
UsarohpanT: Libwww-per] /6. 050
Lo
(Full recuest LRT: hitp: /0172, 16.31. 2020 gefensQua rant Anely T20 172, 15.50.50]

ISE dawls; ojla> iy cawaall 1309 (172.16.50.50) o, ai p>leall Lol IP pleie) GET Ulb 8

i Wl daxdleoll aSW Al < blg)l < Jds J] Jas!

Analpsis
Cantean Eaploser Connactines rkrusong v Rigg.w Figens v Ugers v fginerabinies * Correlign = Siatus Custom v Searh

Bockmart Ths Pags

Remediation Status e
Tain Visie of Seevsistions L

Nz Sesrch Conersl e (ESE Search)

Mo e ¥

ERLSNR 28 LSS ar mmelate e Bl Earalmon Isicy =+ dEFITLEL - E B i [
* SEL 95 -2e | fod) i A T M1} e el s Pl o B ORI B () [ieisn o
PagE 1 ol Do ppwing rowe -1 of 2 roes
Wi |1 Dmkne |
Waw k|| [zl |

CoA Jlu,ls Jse el ISE pgs,

:CoA Jlw,| uxy al, ISE prrt-management.log jlaz, .al> o)l 03 w9

DEBUG [RM TCP Connection(142)-127.0.0.1][] cisco.cpmprrt.inpl.PrRTLogger!| npl
send() - request instanceof D sconnectRequest -::::-
clientInstanceIP = 172.16.31.202
clientInterfaceIP = 172.16.50.50
portOption = 0
serverl P = 172. 16. 31. 100
port = 1700
tinmeout =5
retries = 3
attributes = cisco-av-pair=audit-session-id=ac10206400021000555b9d36



Cal l i ng- Station-1D=192. 168. 10. 21
Acct - Ter mi nat e- Cause=Adm n Reset

:(ASA) awll _gii (il NAD _JI CoA clgil dlw, Juw s (prrt-server.log) Jusuisl <99

, DEBUG, 0x7f ad17847700, cnt x=0000010786, CPMSessi onl D=2e8cdb62- bc0a- 4d3d- a63e- f 42ef 8774893
) CallingStationl D=08: 00: 27: DA: EF: AD, RADI US PACKET: Code=40
DisconnectRequest) |l dentifier=9 Length=124

[NAS-IP-Address - value: [172.16.31.100 [4]

[Calling-Station-ID - value: [08:00:27:DA:EF:AD [31]

[ Acct - Term nat e- Cause - value: [Admin Reset [49]

[Event-Ti mestanp - value: [1432457729 [55]

: Message- Aut henti cator - val ue [80]
[ 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00]

,[cisco-av-pair - value: [audit-session-id=ac10206400021000555b9d36 [ 26]
Radi usd i ent Handl er . cpp: 47

13g) Wilaw [)Uaz| ISE.psc Juw i

INFO [admin-http-pool 51][] cisco.cpmeps.prrt.PrrtMnager -:::::- PrrtMnager
disconnect SesSi on=Sessi on CallingStationID=192.168.10.21 FramedIPAddress=172.16.50.50
Audi t Sessi onl D=ac10206400021000555b9d36 User Nane=ci sco PDPI PAddress=172.16. 31. 202

NASI PAddr ess=172. 16. 31. 100 NASPort | D=nul | opti on=Port Def aul t

2lri (Solodl Jayg8il S0 2 Ol way d@dslanll < ollasdl ] JlasYl e

VPN Jac dul> Juail glad o

I dwudl adlais dlasll 03 eS5) Joaodl dwl> Jlail glads JI 6,)Liv)W )leaiv] (sl pasiawall Juw
:(802.1x/MAB/guest wired/wireless

@Ciscnhn}{nnned Secure Mobility Chent IR

[k &y v
The secure gateway has terminated the VPN connection.
The following message was received from the secure

172.16.31. 100 - Connect

:Cisco AnyConnect oM xw _o,e 0 Juolaill

... AM Est abl i shing VPN 10: 48: 05

. AM Connected to 172.16.31.100 10:48: 05

... AM Di sconnect in progress, please wait 10:48: 20

.AM The secure gateway has term nated the VPN connection 10:51: 20

The following message was received from the secure gateway: COA initiated

(J5e) 29220 Jgu09 g0 VPN Joc dul>
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dlarnrdnurad Suppleants ! M zcontigured hatweark Dedees 7 RALILS Drops Slark Stoppa
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Ei] Shum Lue Scuuionu :_ Az or Perzwe Csluirrs - '\-J:-\*\- ad vk ﬂ Rusel Pepeal Zounks Pelreuh ?r_,]
e . status Det. |Pepeat b ety =ndpuirk 1L ‘ sathorzator ooy | suthoration Predies . bBvent
i |
1 - 41 o] qa cis 9 1l LG 21 Sasskon State |5 Starad
B & FALGACLE- PO DAZL Simwnlosd Suceaadad
[ ] o CISCE i 21 DEraul == ASAAPN_quararting  Umitedbocass Autnantizatian sccasdad
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Show vpn- ,ol9VI law dg>19 ol plaziwl ASA e 59320 Jguwg ols Jac dwl> oo gaxil o Say
:sessionDB detail anyConnect

asav# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detail ed

User nane . cisco I ndex : 39

Assigned IP : 172.16.50.50 Public IP : 192.168.10. 21

Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHA1l
Bytes Tx : 11436 Bytes Rx : 4084

Pkts Tx : 8 Pkts Rx : 36

Pkts Tx Drop : O Pkts Rx Drop : O

G oup Policy : PQOLICY Tunnel G oup : SSLVPN FI RESI GHT

Login Tine : 03:43:36 UTC Wd May 20 2015

Dur ati on : Oh: 00m 10s

I nactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400027000555c02e8
Security Gp : none

: DTLS- Tunnel
<some output onmited for clarity>
Filter Name : #ACSACL#-IP-DENY_ALL_QUARANTINE-5561da76
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r oot @ef ence: /var/sf/remediations/ISE_1.3.19# | s
lib_ ise-instance ise-test.pl ise.pl nodule.tenplate_

iy il JA iy 0l bo .uwlid)l e sl (SourceFire (SF o plas pacivy bowwy 2oy L& li®
:var/log/messages/ Jl g, b o, dxuill oSl

[May 24 19:30: 13 Defence SF-1MS[2414]: ise.pl:SourceIP-Remediation [INFQ [2414
quar_ip:172.16.50.50 (1->3 sid:1l) Starting remediation

[May 24 19:30: 13 Defence SF-1Ms[2414]: ise.pl:Sourcel P-Renedi ation [INFQ [2414
quar _i p: 172.16.50.50 (1->3 sid:1) 172.16.31. 202 - Success 200 OK - Quarantined
as admin 172.16.50.50
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ol Uas ISE Jg> dngleal (el VPN 9 guwlis pac suaxs dle id CSCuu41058 (ISE 1.4 ., cisco cl>l
(40l,& Jag, 802.1X/MAB) §la3] dwl> VPN glis ¢\oS,


https://tools.cisco.com/bugsearch/bug/CSCuu41058
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/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
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