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1.4 oy ISE 9 SMS
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SMS whblacl
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HTTP ,.c SMS alg
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:adWl zoldly dnlall oligSall whluol JI il 138 9 65,lg)] wlogleoll i

3.1 ,lxo¥l (Cisco AnyConnect Secure Mobility Client go 7 ,lao¥I Microsoft Windows

3109 15.0.2 d2wo do s oS,y ul plive 3750X sery 6jla> 65l cisco

&>Vl oblusYls 1.3 ol Cisco ISE -

: 65e> VI o> ol o> dloso din S 639>90ll 6362Vl o Aiuoll 138 9 65l logleoll eliw] @
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SMTP wlblag]

FlwJl Ja5 JoSsion Ui oo Jle ISE ssizy ol v 508Ul i wloas sl plasiow] o Saiy ol Jid
:SMTP 0315 < wblag] < pllas < 6)b] I Jaul ool 0053 .aieSs o5 (SMTP) lawwll

N mim
cisco Identity Services Engine /4> Home Operations |1 Policy
._"-'_1 |dentity Management - Metwork Resources (2, Device Portal Management
Deployment Licensing Certificates Logging Maintenance Backup & Restore
Settings SMTP Server Settings
= Client Provisioning " SMTP Server| 10.62.145.48

Endpoint Pratection Service
FIPS Mode
= Alarm Settings
» | Posture
= Profiling
» || Profocols
i= Proxy
TrustSes Sellings
i= SMTP Server

aiiss 91 @83Lan 95 ISE o i9,iSUl 2y il ST Jgsd le 6,28l 0ol 13D giosy ol vy
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Http2SMSy SMTP2SMS clls: ISE e .disme SMS dls (S5 v ISE go SMS closs Jasi S)

oS5 J21 o (gl )] 2l 35) Iaee (39,20 (19 30 inuso laizoSs 3 wlls: g JUid ol 9l Sy
:SMS dlg, < oblag] < el < &yb] JI Jasl .01

% RISRIY Senfces Bngine f% Home  Dperalions | Policy | Guest Aocess v Administrstion | =
e bl.s'turn 1 lbentty Managamant i Metwark Resources [#% Device Portal Management |y peGrid Sanvicas |E5} Faed Service
Daployment Lize:nsing Cartificates Legging Mairdenancs Backup & Restore Admin Accoss
Settings SMS Gateway Providers
= Chenl Provigioning
‘= Endpainl P mtection Sorvice § Edit sfpAdd 3 Dalete
:= FIF= Mada [] SMS Gatewsy Provide... o S5M5 Geteway Provide...  5MS Gateway Provider URL
iZ Alamm Sattings O arl thms, attnet
* P O clickatelViaSMTP
= Pl . - . I R
= ™ [1 Global Default http:ifapiclickatell.com/hittp/sendr
. Profocols °
e O tamokile htkp:fmmeinmobile dEfApL 2 iGety
i Froxy -
. O oOrange orange. net
= TruslSec Sellings | -
BT Exmr Sprint messaging. sprintpos.c...
--------- T-Mo i
EE G I_ [-Mahlle Imomall.het
1= Systam Tme O TheRingRingComparny Ptk e g Tl o s . e iy, Breef
Pollcy Sets [ verizon VIWPLE. comn

SMTP .c SMS él.

ke oblacy ladg dsall Jlze Ja> 5 wsllaall x>l Jaxll usS, SMTP SMS ds, oS oo oic
1.4 120Y1 .CiSCO o dsogll Sloas Jyxo J9guso Jd> (5 SMS 59| 1l 6,le) SMS

doud) 4,9Luo SMTP Clauk dxo y dg>l9 Lai B Ja> dogd 0S5 ((48)18) awnlidYl wlslaeyl plasiwl,
.$message$

(Laso olus clis] xie) oloMedl oloaz dnuilly lgolaim] piy Ll dossl e anol Y] @lu | dagd oiss
apol 0V dagill LD 03D (SMS pMel/cayall pdel) JuaSIl S a0 Lopass ixao oo oSl Jib ald

Page Customizations

Message text:

X~ O

Hello $ui_first_ name$, Your account details: Username: $ui_user_name$ Password: $ui_password$

doill dogerall &Saolipdll Jiladl .SMTP G liulai dxop dg2l9 Lai I Ja> dogd Lopass Loyl (Say
s ol $message$ aoud 1655 aie (Jlall Juw e .$messageFy $mobileNumber$ .o auol xSV
'SMTP dgo> 8 wbll 038 Jlu,| piy sV


/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0

172.16.31. 202 10, 52, 145, 48 IFF Trom:; =t rom3scample,coms, subjsct: Your Guest Bccount Credentials, (textfplain)

[ Freme 15: 425 bytes on wire (3408 bits), 426 bytes captured (3408 bits)
[* Ethernst 1L, Src: Vmware S8:ch:ad (00:0c:259:%5:ch:ad), Dst: Vmware cQ:0D0:01 (00:50:5%5: c0:00:01)
[+ Internst Protocol Varsiom 4, Srce 172 16.31.202 (172.16.31.202), Dst: 10.62.145_ 439 (1452, 145_43)
[+ Transmission Control Frotocol, Src Port: 13072 (13072), Dst Port: smbp (25], Seq: 75, Ack: 241, Len: 250
|+ Simple Mail Transfer Protoccl
= Internet Massage Format
[+ From: <fromiEexample.com=, 1 iltem
[+ To; =to@example.coms, 1 item
Fassage- [ =1H195557249 514328491 18181, JavaMail . iseadminportal piss14=
tubject: Your Cuest Account Cradentials
MIM=-Version: 1.0
[ Content-Type: Lexlfplaing charsel=ull-8
Content-Transfer-Encoding: 7aityrin
| = Line-based text data: text/plain
test template Hells ,rn
text:Your account detadils;yrin
text:ls=rname: zuwtbhrnyrin
text:Password: MO2IAFSEYT\N

(SMS pMe| doaz) Jlall 13D _3) $message$ iad Jlasiw| pisw iVl 16 dhulw sz,

il dgaxll @ 0id .$mobileNumber$ 2 ,LizVI LI ¢ SMTP APl Lai JB Ja> doud e ;51 Jls
tdous)l 01D plaziw| aic Ll pi

~ Internet Message Format

I From: <from@example.com=, 1 item

' To: <to@example.com=, 1 item
Message-ID: <1598789688.71432843368072. JavaMail. iseadminportal@iseld=
Subject: Your Guest Account Credentials
MIME-Version: 1.0

I Content-Type: text/plain; charset=utf-8
Content-Transfter-Encoding: 7bit\rin

= Line-based text data: text/plain

test+template2+666666656Y rn

B9,> JS Loz pi 63lc .message$y SmobileNumber$ ol psio ¢ loww, L_ésu>-i ia>o pgall 0
99, blaisVl iy ($messaged usio plaziw| aie .+ >y ldluiw] pi9 (o Blual) dlopu] a9l
03D cliawl d8Lwoll

o LU Ja> 9 6oazio pusts leingSs pi Ll (SMTP SMS (ClickatellViaSMTP algd a>l9 Jlio JUid
995 piy .($mobileNumber$y $message$ _ioud lac b) aul pudll 03 JS .SMTP o liwai dxop dg>l9
SMTP 350 U8 10 dsollan S5 38 Lilly «dlio] ol udgi9 dlgaxll el bayio oSanll oo il 5 LgloY il

nsill s 09Siw9) L99all 18,35, LAl ingrall pally 68 B,51 b lgio,e iy il el Jlniis] x
(3sall 133 e ] piz Cll g iSOV 2l Sl 281S)

o b Loaud



— Line-based text data: text/plain
apl id:[API+ID]INr\n
user: [USERNAME] Y r\n
password: [PASSWORD]\ ryn
to: 777777777 r\n
mo:1yrin
from: [FROM+NUMBER] \ rin
text:Hello ttt,y\r\n
text:Your account details:\ri\n
text:Username: TODOOODr\n
text:Password: Z:u*DKQ.\r\n

HTTP ,.c SMS alg

HTTP b day b plasiwY SMS HTTP API 551 HTTP2SMS g

m .-:l Idenlity Managamsant i Maksiork Rassuices |J';. Devica Portal Managamant |ug. prGAd Sarvices |z Faad Servica

Dieploymsant Licenging Corlificales Laogging Mainlenance Backup & Reslore Admin Accass

SME Gateway Provnder List > New S5MS Gateway Provuder

SMS Gateway Provider

Sellings
= Clienl Prowisianiong

i= Adapiwe Hetwork Caonlrol SMS Gatawsy Provider Mame: * |

1= FIPS Mode
1= Alarm Settings Select Provider Interface Type:
b [ Foatura l;:' 5SS Email Gateway
= Praliing (2] SMS HTTP APl
v [ Profocaks URL:"
= Praxy
= TrustSes Setings Daba (Lin enopded porion):
= SMTF Sanver
= SMS Galeway
2 Sy b T E Lse HTTP POSET method for data porhon
i= Paboy Seis HTTF POST data conbent bype.
i= ERS Seitings HTTPS Vearname:| |

HTTRS I-"HH-":-'r‘.'l.lli.i.l

HTTFS Hust| |

HTTPS Paort |

(Concel ]

ol dbuludl gg5 Il @8LoYL, i, iV olasdly JlwM dsel Y1 Slawdl JI SMS 960 iy of w <bsle
(80,31 OIS 131) aiall @89 Lglluw| oxy

redasiwl 09$s ol layll olsic JSud o 139 AwalJoaly SMS doxs 3950 e o Jlio Lid
.http://awaljawaly.awalservices.com.sa:8001/Send.aspx

dsol Y Sloloall LD 01D

(SMSSubmitReq) cllaJl g5 -



Username

29,0l dals
Jloxll cailgll 03,

il -
iy lis Y olalzall U D 0id

LoVl ulgisl!

goill

bl &89

a>Nall 6,9

wulasy

BIst]l

bl a8Vl sl
Jrosdl A, 20

(UDH) paziwoll olly ol -
:Jlall 138 5 paciuwall URL glgic oo 13

http://awaljawaly.awalservices.com.sa:8001/Send.aspx?REQUESTTYPE=SMSSubmitReg&Usern
$ame=8&Test&&Password=123456&MOBILENO=$mobilenumber$&MESSAGE=$message

I anlis Yl Jeaxll @lo] pw 38 . gludl URL Glgie (3 dwl 3Vl Joaxll gro> o iy tala>Mo
oYl o3 13] alualuad|

a3Vl Jesxll Jo> ollas>Nall jasy L Lowd
A (20ly Las plaziw| pis daxll cgul) bl)V 3D (9 ,9,0)l dalS9 pastiumall puwl cpains
2SIl g3 o wawall elin] ddac olil wilgll a8, Ja> oo Wilal Joaxall Gilgll pd) 331 e
< Wouall pMe| < J3aall dxtuo Lapass < JbSIl 5o (@900l 13D (o Wilsl dlw JI Ja> ¢ o ok .3

)l Lo < SMS el
:HTTP POST b plxsiw| piy (Uil e i) HTTP POST Colwl plaSiw] S Ay



[] Use HTTP POST method for data portion

HTTP POST data content type:
HTTPS Username:

H-ITPS PaEEWﬂrd‘. SRSEBEEE SR SRR R RS
HTTPS Host:
HTTPS Port: | 443

Slogleall SIS a5, Lie ey .xml/Lj*_..ngi wai/ssle Jio «sgixall g5 5ax9 [POST agy o packians S 13]
SMS 4013 4990 dauwlg, s, 3Vl

wolwV bl Ja> 8 lgolasiw] piy wlogles sl @dlo] o POST glwl go WIe wllJl Ja> pladiw] aiy
GET HTTP _lkJ (URI) x>g0ll 5,lga)l 8,20 dlg 5 GET

LURL: * |ame=EaAdmin&&Passwnrd=123456&MDEILEND=$mﬂbilenumberS&MESSAGE=$message:ﬂ
Hello World ! |

:GET HTTP ol) URI _lc Jlo L Lau$

WMOBTLENG=133 454 T3 HESSAGE=Re]l lo+Daer 15 30 WiAYcurrarcoune+detal 13438 ADsernaneY 3hruuaecld 15 0ATasawords JA+A5ET 4 L5 B -.'q"l'-l_nl lo+Horld+sdl -:'i

Mobll” Jas L8 ologleall Bl ai SI9 (URL Glgie bl 8 $message$ iall plasiwl ai ¥ loxic
:GET HTTP o) (URI) &logleall @8lsn 8,2l (allu,Jl Ja>) dla oo il dge logleall 03D oS5

URL: *| :Reg&Username=8Admin&&Password=123456&MOBILENO=%mobilenumbert&MESSAGE=
| Hello World ! |

:GET HTTP ol) URI _le Jlo L Lou$

Faa N
EMCBILENO=12 3455 THALHEESRGEFHal lp+or La+ 2l 4Hal lp+User A Z2Ch 0AYour+acoount =detall si3ARMAUsarnaTet In+oaser 00 1 0RFassword¥ JA+RSET JR 3BT ]

Jwojill Joo> ol Nall o, L

9 wuwall Qlwx) Joaxall wilgll 09, Jlaiw! pi JURL ulgiss Lasive Gl Jaxl 13 URLAAA Ja>
$messagefy $mobileNumber$ o dogeroll auSuoliyl JlaswIl wllac URL ylgic

X-www-form-urlencoded system/ gulaill dawlg, ,ai0 URL plx Jaisblll Ja>

JoVI alle; .ol luall g olole, (il daa,lall (8 walizy silg (URL juo i oo wlegs JUd Space AA -
0939 .20/ al e 0,049 URL (9 3T 59il8 & 9> 5,308 da>Llue (RFC 1738 dlawlgs saxall)
leolaiuw| a9 + 9,5 d> Lo usiniy (Application/x-www gigois 9,0l pllail e aic) aslil aall
a9Vl Ll oo aliss wsllby ()urldecodes (Jurlencode (W 5Ll pasiwy . pMeiwVl JuwMw clisy
olns pasiwy ISE V9 .20 5u055 oo Yau (+) 3515 o loMeS &b luwll juwo i 9 kaad (RFC 1738)
A 9,8 aslue e piy (oLl Ja> juedind x-www-form-urlencoded/_sulaill



sl plackiw] 91 6 piole URL Olgie bl _$ $message$ siall plasiw] > 8 dla>No
dxaw0) SMS pMe| oo dlwJI Lai o Slogleall 331 piy nsd oLl Ja> 9 $message$
URL olsiey éiis0 dllu Jl Lai Ja> 5 639>0all ollll JS (SMS oMl < dlod! Lauaz

:oYlio L

URL: *

ame=aAdmin&&Password=1234568MOBILENO=%maobilenumbers&M ESSAGE:$messagefd

URL: *

RegilUsername=8Admin&&Password=123456&MOBILENO=$mobilenumber$&MESSAGE=

fmessages |

:GET HTTP k) URI _le Jlo L Lowd

MESSAGE=Hello+Userl2CilAYour+account+detailsi3A%0AUsernamei3b+uuser (013 0APasswordt 3A+35E7 (% 5Bmvvyg |
(POST ol dlawlg, lnas s aiy) GET HTTPS Lolwl acay ¥ 1da>Mo

SV 2l e slazeYl bl go wagall pMe]

bly go (39S 2l oloMel Jlwyl HUS " uaSII" &ilgy e Sguall ollw> clivl poé, SVl paimall s
Dol paziiuall iy dol] slaicYl

Account Infarmatian

Diliver aatificatian .n:.in'n’_l:
Print

I - EMs

I r

Emall

Copy me

Sponee's Email address®
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Lo aigsSs @5 s3I SMTP o JW5 0 cimiall 59,80V 2l wlsie I (io IVl 2l 130 Jl,| i
el cawall L9,V adl olaie JiaSUl L9, o) 1] .m0 & dolastiow] ai o9l A 51 dgs JuiSU )Seon
{(GUI) dsogm )l primsll dgzls) Uasl 138 g5 ISE o1 colucl eLis]

.Unable to send email
855 Sy Jliadl Juw le aloliwl 91 (59,6IY] 2l 138 Joid pinw oIS 13] Lo SMTP o315 zgi 32z
Jass example.com Jtxall 0 59,8IV 2Ll Jilwy Jgus) o>

SMS e slaie¥l obly go Ll e

SlioYl ciSs Ll JuaSUl dcgazo (9 JaSIl 0eSy ol vy ol 138 Jasy (S

Send SMS notifications with guests' credentials

Guest J| Jaisl d3® jusi . Jlaso LoVl 13 e (ALL_ACCOUNTS) dwol ,idYl JweSIl acgazxo Sgixxs
:ALL_ACCOUNTS < (sle,Jl olega=o) Sponsors Groups < (:955) Configure < (vawall Jg09) Access

Sponsor Can

¥ View guests' passwords

¥ Reset guests' account passwords

Extend guest accounts

Send SMS notifications with guests' credentials

Delete guests' accounts

(R KK

Suspend guests' accounts

Require sponsor to provide a reason

%

Reinstate suspended guesis' accounts

2

Approve requests from self-registering guests

Access Cisco ISE guest accounts using the programmatic interface (Guest REST API)

018Vl plaziwl piy WA axe SMS J990 ,LisY HU3 229, V (ol i8l i SMS e ble s boaic
-"Jﬁﬁurladgehﬁq¢8$\dﬁhq‘pr|LﬁDJﬂ§ﬂ

ales < JusSJl Sllgs < (¢2955) Configure < (wwall Jg.o9) Guest Access _JI Jail (waSIl &lgy Lavazsl
:om99 20)l Oguall Ll clivy JawY 5i,0ily J3a0ll dxao Lapass H)Ls L] s agy S, . JsaSIl



w Create Accounts

Guest Types

Create Account for Known Guests

Create Account for Random Guests

Create Account for Imported Guests

Guest Access Information

w Notify Guests

axaall Al oot ol SMS (3a2i0) 3950 3359 lhedl I Gilull o dasill usi 08 oVl 2oll oo



Preview settings
w Settings specific to known guests

Fields to include Required

First name [
Last name [
Email address [
Phone number [

=]

Company [
SMS Service
Provider O

Guests can choose from these SMS providers:
Y|Global Default

[ T-Mobile
[VlaTT
| Werizon

[CIclickatelViaSMTP -
Person being F

visited

Reason for visit [

| Custom Fields... |

[.m [ »

- Settings for known, random and imported
guests

Allow sponsor to tag accounts as belonging to a
group

Allow sponsor to choose notification language
| Include AUP link
[ Require acceptance

ey SAl JuaSIl sa) 985 «Guest Portal Create Account for Known Guest axao jawass >,2xo
:SMS cloMel 0 2y jo) auwmss ,9¢0)l 138 plaziw] piy .Guest Llw> clis] clisl SMS ,9g0 xaxi HLs dlgdl



Create Accounts Manage Accounts (10} Pending Accounts (0} Matices (0]

Cuest type:

Canfractor {detaul)

Warimum devices that can be connecled 5
Naximurn access durabon: 365 days

Guest Information Access Information
Duration:”
Known Eandom Imp=ort
B0 Ciays {Masimum; 368}
Firsi name:
From Date {yyyy-mim-dd) ¢ Frriwm Tirme *
2015-05-17 1306
Lasl nama;
To Date {yyyy-mm-dd) * To Time *
2015-05-14 1303
Email address:
Locatien:
San Jage

Phone number:

Carmpany:

SME provider:
KT

| Glabal Defaul
T-Kobile

ISE & awlxJl (GUI) dwoguwJl paziwall dg2lg Jupy oz g2 5 9l Jowosl alld e SMS dlgs oS loaic
Hlas|

.Unable to send SMS

elits] JloiS| azy e/ )31 God Laill xie SI9 «pasimall eli] xie SMS dlu, Jlu)l pi ¥ :@l2>Vo
. X ko] |
(Ll o) Bgpall ¢g0aiuall

peiblu> clin] Wouall uorimall oy . Wil> duuwall Guest algy ue Wilaki Wowall ollw> clis] oy
duo 31



CI1SCO Sponsored Guest Portal

Create Account

Provide us with some information 20 we can create an account for you.

Username

test

First name

test

Last name

Email address

mgarcarzigheisco.com

Phone number
Company
Person being visited({email)

Reason for visit

fonsll a0 puai e sleiel ol (oLl JSiv) pa@955 i



CISCO Sponsored Guest Portal

Account Created

Use the following information to sign on to the network.

Username: test
Password: o0
First name: test
Email: mgarcarz@cisco.com
Location: San Jose
SMS provider: Global Default

8wl dpaill Jilw 1 9l (59,5IV Al ue 038 slaicVl olly pabus Loyl oSy

< Ll5 dluall iyl dyloy < agiall lloy (c953) Configure < (uawall Jowos) Guest Access J| Jaisl
Wl> Gdzaws cuinee Bgual SMS wllgs 6as glowl) (SIVI Juidl axdo olblag]

..........

v SMS Service Provider v
Guests can choose from these SMS providers:
¥ Global Default -
v T-Mobile
v ATT
_ Merizon .

Guest see providers list only if multiple are selected

pgaile® I slaiel o bly adui) 6550l 038 plaiuwl iy .ol slis] clil SMS L350 3,355 Bguall (S,
dlgazoll



T
CISCO Sponsored Guest Portal

Create Account
Provide us with some information so we can create an account for you.

Username

test

First name
Last name
Email address
Phoene number

43666666666

Company

SMS provider
ATT

Glabal Default
T-Mabile \

Reason for visit

i pand o aidnws eliSay Lllas 13D oS o) ] aJll dxaall (S 59,0 dalS puris pi «Jewill JlaiS] 1y
sl e Loy sUasYl puluiy Ganial plasd| Loyl dliSay dxiall Guis go . J320)l (S (il Jizwid] 2l
16 masll JilwJl ol 9,0yl



v Self-Registration Success Settings

Include this information on the Self-Registration Success page:
v User name
v Password
¥ First name
¥ Last name
¥ Email address
¥ Phone number
v Company
v Location
¥ SMS Service Provider
¥ Person being visited

~  Reason for visit

Allow guest to send information to self using:

. Print
. Emall

. SMS

ixa0 hacl o Y pudll Gaazi a8 (DS oi) dwadl JibuJl ol Lio IV adl e Llal Lgoglus
Ll il

Send credential notification automatically using:

)l Ol clis] el @ld w859 L9l A olgic JBol oy @l 03d 9

piy Loaic (6 isko pastimal] Sy 124) Wilalk ayl o loMeYl Jlu,l oSoy Sl >0l cagiall 39 o 13



pois 0l a2y 10ad jlas] Jlul pisy 9sio e HLl 13D G5 JwaSUl dlawlgy apall paciamall ol olis]

PMeY 5 e Lo Laill Jaesdl
FSIV 2l e il dadlgn

Loyl Sonll o ol 209 . lal Ll Jixuwio pguusil Jizaws Bowall Soy « 3oLl paill (9 2iogo 98 LS
o)l 03 e JuaSUl dadlgo (S

2l (9 2ax0 bli] $99 Laill i) lgde dadlgall oy (o9, ay Al JsaSIl pliwy (@ 03D 9
(oo 955 ol JSUin) 65uall 03D (oS .l Qlws> louinis pi asd ALl 03® (9 (g9 IVl
oblae] < bl Jorumall caall J520 < gl Ollos < 9SS < (vl | Jowogll) Guest Access JI Jail
:aadlgally Wil ulzuuall Bguall dlllas L uSosy (Sl Jouuill dxduo

v Require self-registered guests to be approved

Guest Access > Settings > Guest Email Settings

Email approval request to: | sponsor email addresses listed below -

5pc:n5c:r@example.::c:m|

il Gl slaiel pgiSas il (eMaSUl) JuaSIL aoll _s59,aSIV adl Guolie judgs Lol o
sl _39,iSIVI 2l Sblac] iniuo oo lginsSs oSy Ll @8LoYl olshedl jas; Ll Lo

v Guest Email Settings Identify the SMTP server and specify the email address

SMTP server: 10.62.145.48

Configure SMTP server at:
Administration > System > Settings > SMTP

Default 'From' email address:* | donotreply@example.com |

(®) Send notifications from sponsor's email address (if sponsored)

() Always send notifications from the default email address

(JsaSIl U oo dorin 1nad cuul) Bouall cloMel glgil @15 _le olslaeYl 0id guai

SMS Jibu sl gi9,SIV 3l e caniall s> do Moo elgal

Guest I Jisl (cawo go5 JSI) 13D (050 Lyd bl amMoo elgisl xie Bouall Guoasiall pMel Sy



:Contractor < (cauall £|_9.ii) Guest Types < (wwall Jgo9) Access

f* Home  Operstions |®  Polioy |*  Guest Access|*  Administration |

B Manage Account i settngs

Acoount Expiration Notification
¥ Send accounk expistion notification 3| days befare account expires
iz messages n:
English - Englsh [=]
& Emal
Use custorrization from: | Sef-Registered Guest Portal (def=]

Messagas: Copy text from: | [+]

Your ascount iz Jgoling ©o eXpire in 3 days. Please notify your aponasy oo eEtend your
account now to avoid any delews.

Send test ermall to me at:

emall addrass  send |
Configere SMTE senver 58 Administrabion » Syskems > Settings > SHTP senver
¥ gmMe
Messagas: Copy text from: | EI

TOUY asScount 18 Jolng To eXpire in 3 days. Fleade notliy ¥Your aponasy oo extend your
account now ta awvaid any delays.

Ty [ A U R, 1 N -t [ S T S (Y N
L) characier dmt per message ™ ver 100 oiaraciers reguies muihole meRsages

Send test SMS to me at:

|_.i Qe NUMoer Global Dafzuk * || send

Cifgne SME sendce prowder 3t Ad] T Moble SMS Gateway
ATT

These sponsor groups can create this | Venzan
ClckatalvBEMTR

Sponsor Groups  ALL_ACCOUNTS {default) GRL m’;ﬁe
COWH_ACCOUNTS (default) ThefingRIngCempany

Sprink

1€ PNV 138 alus Sy bl &M Llusll a>Mao elgsl S8 [z (yadleiall o Souiall ga blipw
5] i>) gwall grax) aolaziw] pisws SMS o Lokl ,9all 3axs oSy .i9,iSIV 2l 5i/s SMS
(alixo SMS g0 plaziwl, d 2amyy Wld Jzuus saxall caall oS

o1 J99i ki3] Sl o Jo 1389 LWl (9 LSV ig sl age S| 3200 pansdll Guii S
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Your account is going to expire in 3 days. Please notify your sponsor to extend your account now
to avoid any delays.
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‘> Home  Opesafions | *  Polioy|*  GuestAccess *  Administraton | »

& Identity Managemeant [ Metwork Resourcas [s£ Device Portsl Management |5 paeGrid Services |E3] Feed Semvice
Ceployment Licensing Corbficaies Logpging Maintenance Eackup & Restonz Admin Accoss
Settings Alarm Seltings

_; E::;T:Ir:l:::q e Alarm Configuration

= FIFS Moda

I Alarm Sattings Enter Emall addresses to recelve alarm notification
b Posture

i= Prafling

P Friocois
Py Enler rvllde e-mails separaled wih comrma:

mgarcarz@cisco.com

TisiSae Seltings
EMTE Servor Erter sender e-mail - | ine-alerti@e s ample. com

EME Gabaway

Sigsbam Time
Falcy Sals

ERS Seltings
pund St auiadl o Lo il wiSe ol cuinio

Alarm Settings

Alarm Configuration Alarm Notification

Alarm Name: CA Server is up
Description: CA Server is up
Suggested Actions: A notification to inform the administrator that the CA server is up
&F Status: Enable =~
Submit Cancel

ey SAl >300il awiddl e Jlio (b lowd .agidl i aie 59,i8U] A Jlu| pinw lgheing lgiSas 5,209
‘b,

ISE Alarm : Warning : No Accounting messages in the last 15 mins
No Accounting Start

: Details
No Accounting messages in the last 15 mins

: Description
No Accounting messages have been received from Network Device(s) in the past 15 minutes

for any of the session(s) authorized by ISE Policy Service Nodes

: Suggested Actions



(Ensure RADIUS accounting is configured on the Network Device(s), Check Network Device (s
configuration for local Authorization

*** (This message is generated by Cisco Identity Services Engine (ISE ***
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Authorization: Basic XXXXXXXXXXXXXKXXKKXXX

Accept:a pplication/vnd.com.cisco.ise.identity.guestuser.2.0+xml
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/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_0101.pdf
//www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



