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™ Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth v ACL | ACL-PROVISION Redirect Default =
™  Static IP/Host name | 172.18.124.20
v Airespace ACL Name ACL-PROVISION

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

gisco-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.1.24.20: port/guestportal/gateway session]d =5SessionIdValueBaction=cwa
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™ Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth v

™  Static IP/Host name

™ Airespace ACL Name

¥ Attributes Details

Access Type = ACCESS_ACCEPT
Alrespace-ACL-Name = ACL-PROVISION

ACL |AEL—PRD".-"ISIDN Redirect Default| ™

| 172.18.124.21

ACL-PROVISION

cisco-av-pair = url-redirect-acl=ACL-PROVISION
cisco-av-pair = url-redirect=https://172.18.124.21: port/guestporial/gateway ?sessionld=SessionldValueiaction=cwa
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Status  Rule Name
GuestAccess
DunkelGuestWireless
MaibockGuestWireless
Default

owbiall Jag3ill iy

Conditions (identity groups and other conditions) Permissions
Network Access:UsaCase EQUALS Guest Flaw GuestPermit
Network Access:ISE Host Name EQUALS jesse- DunkelGuestWireless
dunka
MNetwork Access:ISE Host Name EQLIALS jesse- MaibockGuestWireless
maibock
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A

Issuer

* Friendly Name|

iesse-dunkel.rtpaaa.local jesse-dunkel.ripaaa.local,172.18.124,20,172.18.124. 20 #RTPAAA- |

Description |

Subject

Subject Alternative
Mame (SAN)

Issuer

Walid From
Valid To
(Expiration)
Serial Number

Signature
Algorithm

Key Length

Pratocol

CN=jesse-dunkel.rtpaaa.local

DNS Mame: jesse-dunkel.rtpaaa.local

DMNS Mame: 172.18.124.20

IP Address: 172.18.124.20

DC=local, DC=rtpaaa, CN=RTPAAA-SUb-CAL
Thu, 19 Dec 2013 14:00:39 EST

Sum, 20 Jul 2014 13:54:58 EDT
37 80 74 E7 00 00 0O 00 00 14
SHATWIthRSAEncryption

2048

EAP: Use certificate for EAP protocols that use SSLTLS tunneling
HTTPS: Use certificate to authenticate the ISE Web Portals
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WLANSs > Edit

‘jesse-guest’

eneral | Security | QoS | Policy-Mapping | Advanced |

La'yrnrz | Layer 3 | AAA Servers |

Server 1

Server 2

Radius Servers

Radius Server Overwrite interface

™ Enabled

| |Enabled

Authentication Servers Accounting Servers

M Enabled

Select AAA servers below to override use of default servers on this WLAN

| IP:172.18.124.20, Port:1812

:|| 1P:172.18.124.20, Port:1813  + |

| IP:172.18.124.21, Port:1812

= || IP:172.18.124.21, Port: 1813 =+ |
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Semsion State is Starbed
Authanize-Cnly sucneecerd
Cyramic Aurchorzation suocesded
Guesst Authentication Passed
Autrertication sucreeded
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WLANSs > Edit 'jesse-guest

. General | Security | QoS | Policy-Mapping | Advanced |

|'- Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface |_Enabled

Authentication Servers Accounting Servers

™ Enabled # Enabled
Server 1 | 1P:172.18.124.21, Port:1812 + || IP:172.18.124.21, Port:1813  + |
Server 2 | 1P:172.18.124.20, Port:1812 * || IP:172.18.124.20, Port:1813 * |
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Overview

Event 5200 Authentication succeeded
Username DC:AD:T10AAASZ

Endpoint Id DC:-AS:T1:0AAA32

Endpoint Profile

Autherization Profile DunkelGuestWireless

AuthorizationPolicyMatchedRule DunkelGuestWireless
ISEPolicySetName GuestWireless
IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-02-04 10:14:18.78
Recelved Timestamp 2014-02-04 10:14:18.815
Policy Server jesse-dunkel

Event 5200 Authentication succeeded

(9,51 W) dwbus dosdll 038) oYl Gillas o 359 aclall Al Policy Server Jiss| ¢,l6

DunkelGuestWireless T Network Access:ISE Host Name EQUALS jesse-
dunkel
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