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MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

Web Login Page

Web Authentication Type External (Redirect to external server) &
Redirect URL after login
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General

Acoess List Name FLEX_GUEST
Deny Counters 634752
Destination
Seq Action Source IP/Mask IPF/Mask
I Parmit 0.0.0.0 0.0.0.0 UDP
0.0.0.0 0.0.0.0
10.48.66.107 0.0.0.0
P it TCP
e 255.255,255.255 0.0.0.0
!
3 Permit 0.0.0.0 i 10.48.66.107 TCP
0.0.0.0 255.255.255,255

Protocol

Source Port

Any

any

Ay

Dest Port DSCP Direction Numberof Hits

Amy Any ARy 208398 8
Aniy Any  Any 32155

Ay ARy ARY 4532 [~ |
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General

Layer 2 Layer 3

Layer 3 Security = None

v Web Palicy
* Authentication
Passthrough

Conditional Web Redirect

Security QoS

Advanced

AAA Servers

Splash Page Web Redirect

On MAC Filter fajlurel®

Preauthentication ACL

Over-ride Global Config

IPv4 | FLEX_GUEST

Enable

IPvE None

WebAuth FlexfAcl FLEX GUEST
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http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCue68065?referring_site=bodynav

All APs > APcB89c.1d6e.a3cd > ACL Mappings

AP Name APcB9c.1d6e.a3cd
Base Radio MAC bB8:be:bf:14:41:90

WLAN ACL Mapping

WLAN Id 0

WebAuth ACL FLEX_GUEST

_Add |

WLAN Id WLAN Profile Name WebAuth ACL

WebPolicies

ik

WebPolicy ACL | flexacl

_Add |

WebPolicy Access Control Lists

odosu ebe lJpuolb§6 sldodss o 9lJpzluvy s (AAA)
B 03l 1 pelde suisy I po 2915 1deuo1586 sldpzl e 1Us 25p ISE 1Upess pumodl.

 General | Security | QoS | Advanced |

| Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface Enabled
Authentication Servers Accounting Servers
ET Enabled E Enabled
Server 1 | IP:10.4B.66.107, Port:1812 =~ IP:10.48.66.107, Port:1813 = |
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- lesble 1Jpuob 86 > 1) 1Jpveyd
Network Devices

* Name | wLC 7510-2 |

Description | |
* 1P Address: | 10.48.39.88 RAE
Model Name | - |
Software Version | - |

* Network Device Group

WLC | wWLAAAN WLCs | | SetTo Default
Location | Al Lacations | | setTo Default
Device Type | Al Device Types | | set To Default

M S Authentication Settings

Enable Authentication Settings
Protocol RADIUS
¥ Sha rE['j S-E!CI'Et T ShD'H
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debug client MA: CA: DD: RE: SS



debug web-auth redirect enabl e nacMA: CA: DD: RE: SS

debug aaa all enable
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