odosy ISE 3.3 IPsec IJIods Jolesy
IJleoold NAD (I0S-XE)

lJpzogsle

| 9300
el dole 1wl w.sé
leclo olc
lledacle | 22308
lo | wl 6
odose 8.9 IKEV2 [Psec Lo _ol> 86 ol X.509
I lJoglbshb O
©Jose olzod  wio Liale, Jeze,) IOS-XE
~Jasi Lalzolc

wJase TrustPoint

lowosy 1 boble

lowesaly giolys L bl

wdasy 0§ IPsec

2Ja,se alzos wlb, | ial I0S-XE

ooy ISE
wdasy gosly IP g )s ISE
wdasy 0.8 IPsec

e 8.8 o0 | 5
Joz.8.9 o0 IOS-XE
Joz.89 po 1) 026 s ISE



| wed il iz ble gl oJl>ol

lowed ol {zble I0S-XE Izol

lwed ol izble ISE gl_oJlzol
woozsz Lizble J o edse
6 Ilp s po lJizbole 1 glp s ISE
|Jp@)po

SueW o3l IJpwons Jsdse wdysu lousld zols 1Usuesd IJs IJuveds (NAD) 1IJglLo o IPsec
IJILods sluveduuldd Igblise sluodlzol Jolesy peyd £306 1Jossé oo Cisco (ISE) 3.3. spdu
CUIS) 296 p)9) wslule RADIUS Llgwegsle o8 wwbd puclz IJlue,yue IJlgesl 2
(IKEv2) IPsec pu 093¢ IJs p9d€ (LAN-lUs e Js LAN) s 1dezod 9 ISE. Jl sglbs o3l
lJeuwouws 2je wdosu RADIUS.

IJecbdole IJlul jusé
lJeobdulo

w9os Cisco yio oJ9y s pgy96 wldesluose 1Joldss:

* s Eple Juvd 1Jogss (ISE)
* wIdysu pe9d Cisco

* pIlospe IPSec IJglpo

+ p9lospe RADIUS IJglpo

lJpdovlo Idpuwespd

ouwowd Idpedyele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez ldedsule 1Jpbss Ideldse:

* 1Jpe9ed Cisco Catalyst Switch C9200L 1J3s suved IUluosl) 17.6.5 pu Idoyulpe
+ Cisco ldentity Service Engine. |J|_o>l, 3.3
s ublp lJogugsd Windows 10

op logule |Jp&d9p|u Ugl_).)o Bs o3l IJp o pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u.)lu E_PLSE_ Ula_o_)o lJPLJ‘UVC')Po l._9;5 o3l lJPL}‘UUU-) uudﬁ;Su PPL)‘USC (lduleJDS) |.)| Jluu

ped9ple Ivluss

lJo>9 09 oi,o..go lJenswsdsdle ldos ogwegse wgjisé MDS g, Uipoég RADIUS 9 TACACS
e IPsec. §Jsd pu Izdlsg Idos sew 1830l veso IJlgo ol

« op logsle ¢J ISE IJiuods J IPsec |ue ol [Js StrongSwan
* g0 wdgsu IPsec gds 9lzos Cisco ISE: swp lugvle o9 IPsec wsy Cisco ISE 9 NAD
Jolpsu IJleuold. sgo wdsso NAD wvdd puduod opu leshle IPsec IUlodss.


https://www.strongswan.org/

© Spdud wpass pBule pubend puvudl s luuegsle yuoble X.509 Je ols 96 IPsec.
* SpJdu wpdsu IPsec gJs GigabitEthernet1 oo gJIJ 9lzole GigabitEthernetb.

lJosyds) ldyssuws Jdpuvons 09 wgbss puolb 96 Juolsé X.509. )85 Suwpe lJozdl
9luwedulad 1Jigble sluodlzol ds puolb§6 Luolss X.509 B §b. 9szw b sI90 wuozSE
IJizble ppledl wplel Jouols s IUpBlose IJpuie,dé puuwdl pe IJlzedid BEb Bs
el spdu luveesle uduw Iible, JJozdd lsual.

od9so b IKEV2 IPsec ool §6 Luolsé X.509

e ldotbsbs Jduvedo

User NAD ISE

IPSec Tunnel

10.62.148.79 10.48.23.85

802.1X

lLuwe Idegbsbs Jdyveds
od9su 9lzos Luwb, 1UIsle, Jezod IOS-XE
odosu lUslzole

o IJ 10S-XE pclz Jl suvdd Bho wed wgd 3Jd 9lz> $ho eds IJisJ Suwés Juo gudduo.
Sspl sds peld:

interface V1an480
ip address 10.62.148.79 255.255.255.128
negotiation auto

no shutdown
|

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480

switchport mode trunk
!

oldds pU 9293 louold wldubs, U“-’E&“ lJ3s sew luvegsleo Jlugule 9;'9& wwoJé VPN oy
093¢ IJs p9de. spdud luwegsle Idle, ping JJowedd pu IUlouold IdIguluws.

w9y TrustPoint

>é¢Jw in order to GubJdJe IJ IKEV2 Gog: IJ crypto pkiTrustPoint <name> Io, B Jilod oy s
luvdyo. Ssel sds pold:



N LUlebs: 0old bys peesss Joduss Iuvobsle gds zoly I0S-XE. s o3l 1Jpell.
ouwwdde luvos) pdd PKCS12: 91Jss szess eds yvoldo 1Jegss suwduwdwol

crypto pki trustpoint KrakowCA
revocation-check none

luvosyb IJgvoble

seduw inorder to |guwg e IOS-XE 0956 Juolsé pg yudundwol IJ crypto pki |wos)ls
<trustPoint> pkcs 12 <location> JJes <password>ie, Wb luvdow 39 lewsl. Bsel sds pol:

KSEC-9248L-1#crypto pki import KrakowCA pkcsl2 ftp://eugene:<ftp-password>@10.48.17.90/ISE/KSEC-9248L-1
% Importing pkcsl2...Reading file from ftp://eugene@10.48.17.90/ISE/KSEC-9248L-1.pfx!
[OK - 3474/4096 bytes]

CRYPTO_PKI: Imported PKCS12 file successfully.
KSEC-9248L-1#

%h pdlebs: eJs 1€ pu io U,_;hobl{o o€ ebe ubly ldpuwous: oldds oU io uvol>é 0956
IOS-XE wewys £Js 289d SAN plogds weugly FQDN /1P 1JglLo wol. sebdy ISE Luolss
vbs) JJeuesd eds 2d SAN.

JJozdd pu vousw Idgvoble wubvdd Lozse:

KSEC-9248L-1#sh crypto pki certificates KrakowCA
Certificate
Status: Available
Certificate Serial Number (hex): 4B6793FOFE3A6DAS
Certificate Usage: General Purpose
Issuer:
cn=KrakowCA
Subject:
Name: KSEC-9248L-1.example.com
IP Address: 10.62.148.79
cn=KSEC-9248L-1.example.com
Validity Date:
start date: 17:57:00 UTC Apr 20 2023
end date: 17:57:00 UTC Apr 19 2024
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#6DAS.cer

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:



cn=KrakowCA
Subject:
cn=KrakowCA
Validity Date:
start date: 10:16:00 UTC Oct 19 2018
end date: 10:16:00 UTC Oct 19 2028
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#1CA.cer

KSEC-9248L-1#

odysu p9ue IKEV2

s¢do inorder to v IdJo IJ IKEV2 Luslws. IJ crypto ikev2 g, 0 <name> lo, B Giled ouvdsd
luvdyo. Ssel sds peld:

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16
!

odosu wog IKEV2 JJovds,)

s¢de inorder to v dJe 1 IKEV2 Guslyws. 1J crypto ikev2 wslgws <name> o) B Liled
oubdsd luvdye:

crypto ikev2 policy POLICY
proposal PROPOSAL

odysu pdV wgys IKEV2 JJovds,

>¢do inorder to v IdJe 1J IKEV2 I w9y, IJ crypto ikev2 profile <name> lo, B Liled ouvdsd
iu“ubv-

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote fqgdn domain example.com
authentication remote rsa-sig

authentication Tlocal rsa-sig

pki trustpoint KrakowCA



pdlebo: suuwgse ISE wuvdd le)luos 28d CN oy Uolss o9swoe IUglLo6 Jogso IKE
Bs wdly o IKEV2. 9Josl I wow Bs Guwe "oblod 1Jogso v w8 VS pJV e )W
IKEV2: sJ)jpd weas> ug FQDN 9ldB8sped lJpuluved Jdezld 19 FQDN 1UEl o o ISE.

odosu §lisps wpde B 1J9uo9d (ACL) Joyds py9, VPN sle 1lopss
luvogsp Slises 1Usuosd 1desuwesd 19 1Jpuwels Jozass 2598 1Jpas) IJos sew zelswol

Cdognds). Bspl sds pold:

ip access-Tist extended 100
10 permit ip host 10.62.148.79 host 10.48.23.85

S pdlzbé: owegse Slises IJopde Bs 1dyuosd Jeyds ei9) VPN gulysy IP Jdeuos)
9lJgzod wg> NAT.



SUISU pEeIES ©2ISJ

Joas> pre9ed weosd IPsec (pze9ed p&wsds pu wi9esdsdlc IJielo 9lJgslipslo). bed 1le)
crypto ipSec transform-set s 908 IJodssu IUglp. Bspl sds pold:

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

oJd9su Brsbs ouvds) sobbusdol eds slzos

s¢eduw inorder to ¢J 9w |_9 (C_b._Jc;: oUbIS) sbo prgd _9i>é_Jo |J crypto ¢,sbé o uvIdsd iou_9.__u
|J crypto map uledJ oube@J lo). 2o sYowpd beld BHsboé lJogvds): ould weuo IUgsluw
lJos sz weysol Jps bus:

* Sew wdsd ubls) IPsec IJos spdu lgho wozso 2yJds 1Jey9) [dpzess lUsol. 09dle op
I.Jiéjlg I.J')ﬁ.;.;. \5/:6).;, pgop luuile puwles 3006, Jugadss ulbs) IPsec Vs Ib¢ld g sbo
oub9s): bgd IJle, set peer.

© Sew oS peesele Idersd Idpdusds JJluwedsle pe 2096 1dp)9) Idpress. sede in
order to gsuo IJozosd pzeses lu suwelbse Juo luwogpdo g IJ crypto ¢rsbs psgd.
lJpzeses weosd-set ln.

* Stv wedsy pIdé ldpyy) IJos sgo §p|§00|. >¢Jo inorder to g sue pIWE pU9> Slisps J
crypto ¢,sbé prgd. Id match gusly o).

Ssel sds pold:

crypto map MAP-IKEV2 10 ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

coped IJebes Iigs)8 B wbusd pzeses Lrsbs IJoginds) 1Jpe38 puvodl eds slzes.
s¢do inorder to bo 9w o3l IJ crypto map 8o wuvdsd lp):

interface V1an480
crypto map MAP-IKEV2

lJodssu IJuoliss I0S-XE



oul IJ woliss I0S-XE poulz CLI v vdsd:

aaa new-model

!
aaa group server radius ISE

server name ISE33-2

!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author

client 10.48.23.85

server-key cisco

!
crypto pki trustpoint KrakowCA

enrollment pkcsl2

revocation-check none

!
dotlx system-auth-control

!

crypto ikev2 proposal PROPOSAL

encryption aes-cbc-256

integrity sha512

group 16

!

crypto ikev2 policy POLICY

proposal PROPOSAL

!

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote fqdn domain example.com
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint KrakowCA

|

no crypto ikev2 http-url cert

!
crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

!
crypto map MAP-IKEV2 10 ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

!

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480
switchport mode trunk

!

interface V1an480

ip address 10.62.148.79 255.255.255.128
crypto map MAP-IKEV2

!

ip access-1ist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!



radius server ISE33-2

address ipv4 10.48.23.85 auth-port 1812 acct-port 1813
key cisco
!

wdosy ISE
odosu guslu IP gds ISE

Sew wdssu Ideuslo gds 1Uglzos ge1-GES pyu 9lgos yub, Uiglp_)‘ Jl swp >gp ge0l.

interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0
ipv6 address autoconfig
ipv6 enable

~ pdlebs: wop lebs wuvgsd IJobousd wed wdysu guglu IP gds 1Uslzos:
795 8958 wESS) £udlu IP [Js lgho wubgsd éple ISE
od vy Idpolugs pg wEss) guslu IPS YIN[N]: Y

luvosyb guobs ldpwe) 1Jpsws s wo

9030 1Jglb9s plbbJywo Joply 96 ISE L bolss IJubs) 1Upd306 B IJudd 1djpus 1U3s wpe
louvlgoe. lowdd 1Js bLs > uble > Guoble > Luoble p9&9d wol. 1@, Wl lwes)h. lud) eds
lweesluo 9235 Lwolss IJesze 1Jpuosd IJos 988w eds Uivolsd 0956 ISENNOS-XE. wlds pu
weass glus Idlzosh w8é Jdpuol> 86 slgd ISE. 19, eds buwlJ.

= -lube |dentity Services Engine

Administration / System

J Deployment Licensing Certificates Logging Maintenance Upgrade Health Chacks

Backup & Restore Admin Access Setti ngs
[
Certificate Management w Impert @ new Certificate into the Certificate Store
A
System Cernificates
* Certificate File | Browse_ | KrakowCA crt |
.\ Admin Certdicate Node Restart
| Trusted Cartificatos Frigndly Mame

1

F ]

nl

Cartificate Autharity »

Trust for asthantication of Cisco Services

Validave Cartifiest Extonsions

Dwszription

luvos)l guvolé IJuble

loe®d Ids bLe > uble > guoble > Guoble IJouble. 235 £856 pdd Liol>s 9pJ0 pdulz gluo



luvos)b. gas glud IJIgesh pldled IPsec. 169 eds bLuwld.

= Mk ldentity Services Engine Administration / System
] Daploymant Licensing Cartificates Logging Maintenance Upgrade Health Checks Backup & Restora Admin Access Sattings
- Import Server Certificate
Cartificate Managamant B « Salact Nads
Select Nade — %
Systeen Cortificatos
\ Admin Cortificate Node Rostart * Cenificate Fie Browse...  ised32 example com._pem
( * Privote Koy File Browss... | 50332 axempo.com.key
Passward
4
Cartiticats Parindic Chock Se...
A Frigndly Name \PSEC-2
Cartificats Autharity » Alow Wikicard

Usage

"] admin:

| EAP Auihertication
] mapis oTLs: Us
_' | petirid:
_' | 15E Messaging Service:
ls PSEC: Us

SAML

Partal: Use far

et

~ pdlebo: sop cowse Idgvoble gds StrongSwan W9l wg> b zolj IJyesd IJs
IJubods Lopu lesble IPsec IJiLoJss.

odosu ud g IPsec

lowdd 1Js bhs > oble > |esble > oy909dsJle > IPsec > IPsec IJiLoJs. 1u@) W99.8 |uold6.
22 1de®6: IJos couos v IPsec: 98 vodssy euslu IP Cluwegsle Ul Sldee )
IJlo o)l os 991206 IPsec. 235 leshs 1Jpuol> 96 £Js osise Juolyo X.509 9lg e, Lol wble
lJuwolsé lJpowwé.



alalin
cisco

Identity Services Engine

Administration / System

) Deployment Licensing Certificates Logging

Client Provisioning

Maintenance Upgrade Health Checks Backup & Restore

Mative IPSec Configuration > New

1l FIPS Mode

Configure a security association between a Cisco ISE PSN and a NAD.

Security Settings

X rmp— Node Specific Settings
| MDM M i
‘ General MDM [ UEM Settings Salact Node
ise332 o
2 Posture >
NAD IP Address with Mask
Profiling 10.62.147.79/32
nl
Protocols s )
Default Gateway (optional)
10.48.23.1

2 EAP-FAST -

EAP-TLS IPSec Interface

PEAP Gigabit Ethernet 1 v

EAESTIES Authentication Settings

RADIUS

O Pre-shared Key
IPSec w
Legacy IPSec (ESR) o
® X.509 Certificate IPSEC-2 .

| Native IPSec

lJoslws IJIe,)ljoso os wdysy !éo@l_:,g;;. s 1Jglde sy gsblu spdud wdssu gulyo
el oso d5 9lzgod puwegspe IPsec IJlodso: 9ldes w@d9pe voduse puvl) Vs wble
IJouvgsd IJluvluws. Jl sop Ouog 03l 1Jewl) Ws show running-config:

ise332/admin#show running-config | include route
ise332/admin#

<tfroot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO

10.62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.
169.254.4.0/24 0.0.
ise332/admin#

cni-podmanl

0.0
0.0 cni-podman2

esh e 09 eud Iduslusd IJIBe,)luoss BLES 9odss Idpuwly 298! eds ISE: 903l uszdd



IJoi&g_s_, OO wo!

ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0. cni-podmanl
169.254.4.0/24 0.0. cni-podman2
ise332/admin#

0.0
0.0

oJdosu IJlesble 1Jgles Jud s IPsec. odasy leshle 1Jpeds 1Jisds. sew lu ooblud
IJlesble 1Jgles sleshle 1Jeedd IJigJes slesble 1dpyeds IJeluss pg ldlgshle ldos wp
odsuol eds IJzlow IR po wd$ IPsec.

= e |dentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
-
§ Client Provisioning
| I General Settings
Security Settings IKE Version
b 4 IKEv2 v
Alarm Settings
' General MDM / UEM Settings Mode
Tunnel v
2 Posture >
ESP/AH Protocol
1 Profiling es5p Y
"
Protocols s IKE Reauth Time (optional)
86400
o EAP-FAST w
EAP-TLS Phase One Settings
PEAP ; ’ ; " : P
Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
EAP-TTLS
Encryption Algarithm
RADIUS aes256 v
IPSec b Hash Algaorithm
Legacy IPSec (ESR) sha512 ¥
Native IPS
arve i DH Group
GROUP16 A
Endpoint Scripts > Re-key time (optional)
14400

Jwddo ldpyeds IJeluss gpdss lesh 9b§b §o pdb.



el Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
s Client Provisioning Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
'g FIPS Mode Encryption Algorithm

aes256 Wk

Security Settings

).

Alarm Settings Hash Algorithm

( General MDM [ UEM Settings sha512 e
‘ Posture ¥ DH Group
GROUP16 o
Profiling
Al
Re-key time (optional)
Protocols w 14400
i EAP-FAST w i
Phase Two Settings
EAP-TLS
PEAD Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Encryption Algorithm
aes256 ~
RADIUS
Hash Algorithm
IPSec i

shab12 e

Legacy IPSec (ESR)

DH Group (optional)

Native IPSec -
! GROUP16 “

Re-key time {optional)
Endpoint Scripts b3 14400

Proxy
Cancel Save
'S SEMTP Server

oJ9so ud IKEV2 IPsec wpols§6 pdle X.509 1J e il
Pu”vél

e ldotbsbs Jduvedo

User NAD ISE
IPSec Tunnel
ac] 802.1X
50 JJ-: RS
10.62.148.79 10.48.23.85

lLuwe lJogbsbs Jduvods
oJ9su 9lzos Lwlo 1UIsle, Jezed 10S-XE

odosu lUslzole



o IJ 10S-XE pclz Jl syvdd Bho wed wgd 3JdY gles Lo eds IJijJ Suwés Juo gudduo.
Ispl sds pold:

interface V1an480
ip address 10.62.148.79 255.255.255.128
negotiation auto

no shutdown
|

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480

switchport mode trunk
|

AR eu 9293 louold uldubs, U.__,g_:;p lJ3s sew luwegsleo Jlogule L::)‘—lggé JwwJé VPN oy
£99E IJs p9de. spdud luweesle IUle) ping Jdoedd pu lUlouald IUluwlgws.

odysu p9uz IKEV2
>édw inorder to GuvJdJe IJ IKEV2 Lusluwé. IJ crypto ikev2 g, 0 <name> lo, b Uilpd wuvdsd

lpudse. Bsel sds pold:

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16
!

odysu wog IKEV2 JJo s,
s¢do inorder to v IdJo IJ IKEV2 Lusluws: IJ crypto ikev2 Lusluws <name> lo, Bs Lilod

oubdsd lgvdow:

crypto ikev2 policy POLICY
proposal PROPOSAL

odysu pdV wgys IKEV2 JJovlds,

>¢Jo inorder to LuJdJe 1J IKEV2 I udow. IJ crypto ikev2 profile <name> lo, B Jiled ouvdsd
iu“Jﬁv-

crypto ikev2 profile PROFILE



match address Tocal 10.62.148.79

match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

pdlebo: suuwgspe ISE wuvdd le)luos 28J CN oy Uiolss ogswo IUgloe Jogso IKE
Vs wdly o IKEV2. 9Josl I wew Os uwe "wblod 1Jogso gu wE" VS pJV wE S
IKEV2: sJjpd weas> usg FQDN 91J8sp6 lJpuluwed Jdpeeld 9 FQDN 1Jgl e o ISE.

cdose §lises wede B 1ds o] (ACL) Jz,ds a9, VPN 3le 1iopss

lowegse Blises 1J9uo9d 1pes wes 19 1dpuwelé Jopsss 2,96 1deu9) 1Jos sew eplswol
Cldougvds). Sspl sds pold:

ip access-Tist extended 100



10 permit ip host 10.62.148.79 host 10.48.23.85

S pdlzbs: ouuogse Slises Idozde Vs IUsued Jords ey9, VPN golasy IP JJeues)
9ldogzosé w5 NAT.

oJISU pre9es weosd

Joga8s pzeses wzosd IPSEC (pze9es pB8wsds pu wigesdsdle IUiplo slgslesle). bed 1e,
crypto ipSec transform-set Ws 908 lJodssy Idgle. Bspl SIS peld:

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

CdISU rsbs s, yobosdol gds 9lzos

s¢duw inorder to ¢J 9w |_9 E).J-;;: oUbIS) sbo prgd _9i)'a.Jo |J crypto ¢,sbé o yvdsd iuu-JBv‘
IJ crypto map Julpd wuvdsd le). zos sdopd e sbs IJouvds,: ould weuop IJeslow
lJos sge weysol Iz bus:

* Sew wedsd ubls) IPsec IJos spdu lgho wozgso 2yJds 1dey9) ez ess lUsol. 09dle op
IUIG,10 1580 Spdo peop logble puules $306. Jopass ubs) IPsec B ¢l gsbs
wubds) bed 1Jie, set peer.

* Stw o peesele Jorasd Idedesds Jdlpwele ee 2o 1Upass IUpzess. szde in
order to gsuw IJozasd peeses lu suuobss Juo luuagpde pg IJ crypto ¢sbs esgd
IJpzp986 wposd-set o).

* sev o 098 19, IJos see gelswol. sgde in order to gsow p9uwe puds Slises J
crypto ¢,sbé p>gdq IJ match gogly o).

Ispl sds pold:

crypto map MAP-IKEV2 10 ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

copod 1ebss IUles)s B cbusd preses trsbs IJouvds) 1Jee»36 puvedl s glzos.
s¢eduw inorder to bo 9w o3l IJ crypto map 8o wuvdsd lp):

interface V1an480



crypto map MAP-IKEV2

lJoJdosu IJuoliss 10S-XE

oul IJ woliss I0S-XE pdclz CLI v dsd:

aaa new-model

!
aaa group server radius ISE

server name ISE33-2

!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author

client 10.48.23.85

server-key cisco

!
dotlx system-auth-control

!

crypto ikev2 proposal PROPOSAL

encryption aes-cbc-256

integrity sha512

group 16

!

crypto ikev2 policy POLICY

proposal PROPOSAL

!

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23
!

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

!

crypto map MAP-IKEV2 10 +ipsec-isakmp

set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

!

interface GigabitEthernetl/0/23

switchport trunk allowed vlan 1,480
switchport mode trunk

!

interface V1an480

ip address 10.62.148.79 255.255.255.128
crypto map MAP-IKEV2

!

ip access-Tist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!



radius server ISE33-2
address ipv4 10.48.23.85 auth-port 1812 acct-port 1813

key cisco
|

wdosy ISE
odosu guslu IP gds ISE

Sev wdysu IJgugly eds [Jglgos ge1-GES py 9lgoé Lwb, Uiglp_)‘ Jl swp >gp ge0l.

interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0
ipv6 address autoconfig
ipv6 enable

~ pdlebs: wop lebs wuvgsd IJobousd wed wdysu guglu IP gds 1Uslzos:
795 8958 wESS) £udlu IP [Js lgho wubgsd éple ISE
od vy Idpolugs pg wEss) guslu IPS YIN[N]: Y

odosu w9 IPsec

loowd Ids bLs > uble > esble > o)y909d9dle > IPsec > IPsec IJiods. lod) B9 | olds.
22 1dedrsc 1dos wouos v IPsec: 990 wodasy gudly IP Cluweesle IJSule 9ldee )
IJIe,luos 99lz0d IPsec. gx> [esls [Jpol> 86 gds osisé yuolss X.509 glge, uolss ulole
lJuwolsé lJpowwé.



Al
cisco

Identity Services Engine

Administration / System

) Deployment Licensing Certificates Logging

Client Pravisioning

Maintenance Upgrade Health Checks Backup & Restore

Mative IPSec Configuration » New

bl FIPS Mode

Security Settings

Configure a security association between a Cisco ISE PSN and a NAD.

X Alarm Settings Node-Specific Settings
General MDM § UEM Settings
‘ Select Node
ise332 v
. Posture >
MAD IP Address with Mask
o Profiling 10.62.147.79/32
nl
Pratacols %0 Default Gateway (optional)
10.48.23.1
2 EAP-FAST ~
Mative IPSec Traffic Interface
Bl Gigabit Ethernet 1 >
PEAP
EAP-TTLS Authentication Settings
RADIUS
® Pre-shared Key ...
IPSec ~

Legacy IPSec (ESR) O X.509 Certificate

| Native IPSec

lJwsles Il oss os wdysu lgoshs. Ws 1l sy gsblur spdud odssu gwlyo
o)l oo WS 9lzod puvegse IPsec IUlodso: gldos od9e vodwse puvl) Vs wble
IJouvgsd IJluvluws. Jl swope Ouogz 03l 1Jpwl,y Ws show running-config:

ise332/admin#show running-config | include route
ise332/admin#

<ttroot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO

10.62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.
169.254.4.0/24 0.0.
ise332/admin#

cni-podmanl

0.0
0.0 cni-podman2

esb 1g) 09 wud IJuslus IJIGe,luoss BLES 9edasu Idpul $29:8! eds ISE 9031 uusedd



IJoi&g_s_, OO wo!

ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0. cni-podmanl
169.254.4.0/24 0.0. cni-podman2
ise332/admin#

0.0
0.0

oJdosu IJlesble 1Jgles Jud s IPsec. odasy leshle 1Jpeds 1Jisds. sew lu ooblud
IJlesble 1Jgles sleshle 1Jeedd IJigJes slesble 1dpyeds IJeluss pg ldlgshle ldos wp
odsuol eds IJzlow IR po wd$ IPsec.

= e |dentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
-
§ Client Provisioning
| I General Settings
Security Settings IKE Version
b 4 IKEv2 v
Alarm Settings
' General MDM / UEM Settings Mode
Tunnel v
2 Posture >
ESP/AH Protocol
1 Profiling es5p Y
"
Protocols s IKE Reauth Time (optional)
86400
o EAP-FAST w
EAP-TLS Phase One Settings
PEAP ; ’ ; " : P
Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
EAP-TTLS
Encryption Algarithm
RADIUS aes256 v
IPSec b Hash Algaorithm
Legacy IPSec (ESR) sha512 ¥
Native IPS
arve i DH Group
GROUP16 A
Endpoint Scripts > Re-key time (optional)
14400

Jwddo ldpyeds IJeluss gpdss lesh 9b§b §o pdb.



el Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
5 Client Provisioning Configure IKE SA Configuration security settings to protect communications between two IKE daemons.

[(L! FIPS Mode Encryption Algarithm

) aes256 o

Security Settings

/t

flsrmiSettings Hash Algorithm

' General MDM [ UEM Settings shab12 N
‘ Posture ¥ DH Group
GROUP16 o
r_" Profiling
]
Re-key time (optional)
Protocols w 14400
2 EAP-FAST w )
Phase Two Settings
EAP-TLS
T Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Enecryption Algorithm
aes256 ~
RADIUS

Hash Algorithm
IPSec > sha512 ~

Legacy IPSec (ESR)

DH Group (optional)
GROUP16 ~

Native IPSec

Re-key time {optional)
Endpoint Scripts b3 14400

Proxy
Cancel Save
'S SEMTP Server

lJozdd pu lduoes

JJelds o o RADIUS sgpd gy 088 IPsec igveap Iip, test aaa ly wudss ool §6 MAB g
pLol>§6 802, 1X 1JdgJsé

KSEC-9248L-1#test aaa group ISE alice Krakowl23 new-code
User successfully authenticated

USER ATTRIBUTES
username 0 "alice"
vh 0 "vnl"

security-group-tag 0 "000f-00"
KSEC-9248L-1#

IUcedd po I0S-XE

<#root>



KSEC-9248L-1#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.62.148.79/500 10.48.23.85/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:16, Auth sign: RSA, Auth verify: R
Life/Active Time: 86400/1439 sec

IPv6 Crypto IKEv2 SA

KSEC-9248L-1#

show crypto ipsec sa

interface: V1an480
Crypto map tag: MAP-IKEV2, Tocal addr 10.62.148.79

protected vrf: (none)
local ident (addr/mask/prot/port): (10.62.148.79/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.48.23.85/255.255.255.255/0/0)
current_peer 10.48.23.85 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1

#pkts decaps: 1, #pkts decrypt: 1, #pkts verify: 1

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.62.148.79, remote crypto endpt.: 10.48.23.85
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb V1an480
current outbound spi: OxC17542E9(3245687529)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxF7A68F69(4154888041)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 72, flow_id: SW:72, sibling_flags 80000040, crypto map: MAP-IKEV2
sa timing: remaining key lifetime (k/sec): (4173813/84954)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:



spi: O0xC1l7542E9(3245687529)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn id: 71, flow_id: SW:71, sibling_flags 80000040, crypto map: MAP-IKEV2
sa timing: remaining key lifetime (k/sec): (4173813/84954)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(CACTIVE)

outbound ah sas:
outbound pcp sas:
KSEC-9248L-1#

KSEC-9248L-1#show crypto session
Crypto session current status

Interface: V1an480
Profile:

PROFI LE

Session status:

UP- ACTI VE

Peer: 10.48.23.85 port 500
Session ID: 5
IKEv2 SA: local 10.62.148.79/500 remote 10.48.23.85/500

Active

IPSEC FLOW: permit ip host 10.62.148.79 host 10.48.23.85
Active SAs: 2, origin: crypto map

KSEC-9248L-1#

Je2dd oo lduoes e ISE

SpJu 1Jozdd pu 2lds IJudS pu 9lzed Idpuuedse IUyuuyess

= lul |dentity Services Engine Administration / System

[} Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Client Provisioning

Native IPSec Configuration

Jsl FIPS Mode
Security Settings Establish security associations between Gisce ISE Policy Service Nodes [PSNs) and Network Access
'\ Alarm Sattings Devices (NADs) across an IPSec tunnel using IKEv1 and IKEv2 protocols.
Ensura that the IPSec configurations on Cisco ISE and the NADs are the samae.
1 General MDM / UEM Settings
wowsiPage 1 w 1
2 Posturs *
Add
Profiling
nl
[ ISE Nodes MNAD IP Addrass Tunnel Status IPSec Interface Authentication Type IKE Version
Protocols p
: isa33z 10.62.148.79/32 ESTABLISHED GigabitEthemet 1 X508 2
EAP-FAST r

EAP-TLS



Iuwegse IUle, configure ise JJobosd JJoedd pu 2ldsé 1Judd oo CLI (9lzos yul, 1JI9le)

<{froot>

ise332/admin#application configure ise

Selection configuration option

[1JReset M&T Session Database

[2]JRebuild M&T Unusable Indexes

[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics

[6]Display Profiler Statistics

[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[12]Generate Daily KPM Stats

[13]Generate KPM Stats for Tast 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[19]EstabTlish Trust with controller
[20]Reset Context Visibility
[21]1Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation

[25]CTeanUp ESR 5921 I0S Crash Info Files
[26]Recreate undotablespace

[27]Reset Upgrade Tables

[28]Recreate Temp tablespace

[29]Clear Sysaux tablespace

[30]Fetch SGA/PGA Memory usage
[31]Generate Self-Signed Admin Certificate
[32]View Certificates in NSSDB or CA_NSSDB
[33]Recreate REPLOGNS tablespace

[34]View Native IPSec status

[OJExit

34
7212b70a-1405-429a-94b8-71a5d4beble5: #114,

ESTABLI SHED

, IKEv2, 0ca3c29e36290185_i 08c7fb6dbl77da84_r*

Jocal 'CN=ise332.example.com' @ 10.48.23.85[500]

remote '10.62.148.79' @ 10.62.148.79[500]

AES_CBC-256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MODP_4096

established 984s ago, rekeying in 10283s, reauth in 78609s

net-net-7212b70a-1405-429a-94b8-71a5d4beble5: #58, reqid 1, INSTALLED, TUNNEL, ESP:AES_CBC-256/HMAC_S
installed 984s ago, rekeying in 12296s, expires in 14856s
in cl7542e9, 100 bytes,

1 packets

, 983s ago
out f7a68f69, 100 bytes,

1 packets

, 983s ago



local 10.48.23.85/32
remote 10.62.148.79/32

lweduuld IJlgble gl oJlzol
lowod il [2ble I0S-XE 9| oJlzol

cuoese igble JJopdsu

<{froot>
KSEC-9248L-1#

debug crypto ikev2

IKEv2 default debugging is on
KSEC-9248L-1#

debug crypto ikev2 error

IKEv2 error debugging is on
KSEC-9248L-1#

debug crypto ipsec

Crypto IPSEC debugging is on
KSEC-9248L-1#

debug crypto ipsec error

Crypto IPSEC Error debugging 1is on
KSEC-9248L-1#

pzp9ed Jpds pu wuoese IJigble IJglods gJs I0S-XE

Apr 25 18:57:36.572: IPSEC(sa_request): ,

(key eng. msg.) OUTBOUND Tocal= 10.62.148.79:500, remote= 10.48.23.85:500,
Tocal_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0,
protocol= ESP, transform= esp-aes 256 esp-sha512-hmac (Tunnel), esn= FALSE,

1ifedur= 86400s and 4608000kb,

spi= 0x0(0), conn_id= 0, keysize= 256, flags= 0x0
Apr 25 18:57:36.573: IKEv2:(SESSION ID = 0,SA ID = 0)
Apr 25 18:57:36.573: IKEv2:(SESSION ID = 0,SA ID = 0)
Apr 25 18:57:36.573: IKEv2:(SA ID = 1):[IKEv2 -> PKI]
Apr 25 18:57:36.574: IKEv2:(SA ID = 1):[PKI -> IKEv2]

Apr 25 18:57:36.574: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID = 5,SA ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID = 5,SA ID

D:
D:
:Request queued for computation of DH key

D

:Searching Policy with fvrf 0, local address 10.62
:Found Policy 'POLICY'

Start PKI Session

Starting of PKI Session PASSED

[IKEv2 -> Crypto Engine] Computing DH public key,
(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu



Apr 25 18:57:36.574: IKEv2:(SESSION ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID
Num. transforms: 4

AES-CBC SHA512 SHA512 DH_GROUP_4096_MODP/Group 16

5,SA ID 1):IKEv2 1initiator - no config data to send in IKE_S
5,SA ID = 1):Generating IKE_SA_INIT message
5,SA ID = 1):IKE Proposal: 1, SPI size: 0 (initial negotiation

Apr 25 18:57:36.575: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 0000000000000000 Message id: O
IKEv2 IKE_SA_INIT Exchange REQUEST
Payload contents:
SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP)

Apr 25 18:57:36.575: IKEv2:(SESSION ID = 5,SA ID 1):Insert SA

Apr 25 18:57:36.640: IKEv2:(SESSION ID = 5,SA ID 1) :Received Packet [From 10.48.23.85:500/To 10.62.14
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 0O
IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:
SA KE N NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ NOTIFY(Unknown -

Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1) :Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1):Verify SA init message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID = 1):Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from received certificat
Apr 25 18:57:36.641: IKEv2:(SA ID 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for the trustpoint KrakowCA
Apr 25 18:57:36.643: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain for the trustpoint PASSED
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):Checking NAT discovery
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):NAT not found
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Computing DH secret key,
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Request queued for computation of DH secret
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IKEv2 -> Crypto Engine] Calculate SK
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] SKEYSEED cal
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Completed SA init exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Generate my authentication data
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[Crypto Engine -> IKEv2] IKEv2 authentication dat
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Get my authentication method
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):My authentication method is 'RSA'
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Sign authentication data
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting private key
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of private key PASSED
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Sign authentication data
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Signing of authentication data PASSED
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Authentication material has been sucessfully sign
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID 1) :Check for EAP exchange
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID 1) :Generating IKE_AUTH message
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Constructing IDi payload: '10.62.148.79' of type
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieve configured trustpoint(s)
Apr 25 18:57:36.945: IKEv2:(SA ID 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Get Public Key Hashes of trustpoints
Apr 25 18:57:36.946: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of Public Key Hashes of trustpoints PASSE
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):ESP Proposal: 1, SPI size: 4 (IPSec negotiation),
Num. transforms: 3

AES-CBC SHA512 Don't use ESN
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):Building packet for encryption.
Payload contents:
VID IDi CERT CERTREQ AUTH SA TSi TSr NOTIFY(INITIAL_CONTACT) NOTIFY(SET_WINDOW_SIZE) NOTIFY(ESP_TFC_NO,

Apr 25 18:57:36.947: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148



Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 1
IKEv2 IKE_AUTH Exchange REQUEST

Payload contents:

ENCR

Apr

25 18:57:37.027: IKEv2:(SESSION ID = 5,SA ID = 1):Received Packet [From 10.48.23.85:500/To 10.62.14

Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 1
IKEv2 IKE_AUTH Exchange RESPONSE

Payload contents:

IDr CERT AUTH SA TSi TSr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr

25 18:57:37.029: IKEv2:(SESSION ID = 5,SA ID = 1):Process auth response notify

25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Searching policy based on peer's identity 'cn=ise
25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Searching Policy with fvrf 0, Tocal address 10.62
25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Found Policy 'POLICY'

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Verify peer's policy

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Peer's policy verified

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Get peer's authentication method

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Peer's authentication method is 'RSA'

25 18:57:37.033: IKEv2:Validation list created with 1 trustpoints

25 18:57:37.033: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Validating certificate chain

25 18:57:37.043: IKEv2:(SA ID = 1):[PKI -> IKEv2] Validation of certificate chain PASSED

25 18:57:37.043: IKEv2:(SESSION ID = 5,SA ID = 1):Save pubkey

25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):Verify peer's authentication data

25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):[Crypto Engine -> IKEv2] IKEv2 authentication dat
25 18:57:37.045: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Verify signed authentication data

25 18:57:37.047: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Verification of signed authentication d
25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange

25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID = 1):Processing IKE_AUTH message

25 18:57:37.050: IKEv2:(SESSION ID = 5,SA ID = 1):IPSec policy validate request sent for profile PR

25 18:57:37.051: IPSEC(key_engine): got a queue event with 1 KMI message(s)
25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1
25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1,

(key eng. msg.) INBOUND Tocal= 10.62.148.79:0, remote= 10.48.23.85:0,

Apr

Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0,
protocol= ESP, transform= esp-aes 256 esp-sha512-hmac (Tunnel), esn= FALSE,
1ifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 256, flags= Ox0
25 18:57:37.051: Crypto mapdb : proxy_match
src addr : 10.62.148.79
dst addr : 10.48.23.85
protocol : 0
src port : O
dst port : O
25 18:57:37.051: (ipsec_process_proposal)Map Accepted: MAP-IKEV2, 10
25 18:57:37.051: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IPsec -> IKEv2] Callback received fo

25 18:57:37.052: IKEv2:(SA ID 1):[IKEv2 -> PKI] Close PKI Session
25 18:57:37.052: IKEv2:(SA ID = 1):[PKI -> IKEv2] Closing of PKI Session PASSED

25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):IKEV2 SA created; inserting SA into database. SA
25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):Session with IKE ID PAIR (cn=ise332.example.com,
25 18:57:37.053: IKEv2:(SESSION ID = 0,SA ID = 0):IKEv2 MIB tunnel started, tunnel index 1

25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):Load IPSEC key material

25 18:57:37.054: IKEv2:(SESSION ID 5,SA ID = 1):(SA ID = 1):[IKEv2 -> IPsec] Create IPsec SA into
25 18:57:37.054: IPSEC(key_engine): got a queue event with 1 KMI message(s)
25 18:57:37.054: Crypto mapdb : proxy_match

src addr : 10.62.148.79

dst addr : 10.48.23.85

protocol : 256



Apr
Apr
Apr
Apr

25
25
25
25

(sa)

Apr
Apr
Apr
Apr

25 18:57:37.056:
25 18:57:37.056:
25 18:57:37.056:
25 18:57:37.057:

src port :
dst port :
.054: IPSEC:(SESSION ID

18:57:37
18:57:37
18:57:37
18:57:37
sa_dest= 10.62.148.79, sa_proto= 50,
sa_spi= OxF7A68F69(4154888041),
sa_trans= esp-aes 256 esp-sha512-hmac , sa_conn_id= 72
sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0
Apr 25 18:57:37.055: ipsec_out_sa_hash_idx: sa=0x46CFF474, hash_idx=232, port=500/500, addr=0x0A3E944F/
Apr 25 18:57:37.055: crypto_ipsec_hook_out_sa: ipsec_out_sa_hash_array[232]=0x46CFF474
Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (create_sa) sa created,
(sa) sa_dest= 10.48.23.85, sa_proto= 50,
sa_spi= 0xC17542E9(3245687529),
sa_trans= esp-aes 256 esp-sha5l12-hmac , sa_conn_id= 71
sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0

0
0

.054: IPSEC:(SESSION ID
.055: IPSEC:(SESSION ID
.055: IPSEC:(SESSION ID

5) (crypto_ipsec_create_ipsec_sas) Map found MAP-IKEV2, 10

5) (crypto_ipsec_sa_find_ident_head) reconnecting with the sam
5) (get_old_outbound_sa_for_peer) No outbound SA found for pee
5) (create_sa) sa created,

IPSEC: Expand action denied, notify RP

IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IPsec -> IKEv2] Creation of IPsec SA
IKEv2: (SESSION ID
IKEv2: (SESSION ID

5,SA ID = 1):Checking for duplicate IKEv2 SA
5,SA ID = 1):No duplicate IKEv2 SA found

lweduldd Tgble ISE glolzol
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ise332/admin#show logging application strongswan/charon.log tail
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36
36
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36
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36
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03[NET]
03[NET]
13[MGR]
13[MGR]
13[NET]
13[ENC]
13[CFG]
13[CFG]
13[CFG]
13[IKE]
13[IKE]
13[IKE]

received packet: from 10.62.148.79[500] to 10.48.23.85[500]

waiting for data on sockets

checkout IKEv2 SA by message with SPIs 0Oca3c29e36290185_i 0000000000000000_r
created IKE_SA (unnamed) [114]

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

received packet: from 10.62.148.79[500] to 10.48.23.85[500] (774 bytes)
parsed IKE_SA_INIT request O [ SA KE No V V V V N(NATD_S_IP) N(NATD_D_IP)
Tooking for an IKEv2 config for 10.48.23.85...10.62.148.79

candidate: 10.48.23.85...10.62.148.79, prio 3100

found matching ike config: 10.48.23.85...10.62.148.79 with prio 3100
Tocal endpoint changed from 0.0.0.0[500] to 10.48.23.85[500]

remote endpoint changed from 0.0.0.0 to 10.62.148.79[500]

received Cisco Delete Reason vendor ID
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13[ENC]
13[ENC]
13[IKE]
13[IKE]
13[IKE]
13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[ENC]
13[NET]
13[MGR]
13[MGR]
04 [NET]
03 [NET]
03 [NET]
09[MGR]
09[MGR]
09[NET]
09[ENC]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09 [KNL]
09[CFG]

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:2d:30:32
received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:43:2d:52:
received Cisco FlexVPN Supported vendor ID

10.62.148.79 is initiating an IKE_SA

IKE_SA (unnamed)[114] state change: CREATED => CONNECTING

selecting proposal:

proposal matches

received proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/M
configured proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512
selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MO

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

sending cert request for
sending cert request for
sending cert request for
sending cert request for
sending cert request for

checkin IKEv2 SA (unnamed)[114] with
checkin of IKE_SA successful

"CN=KrakowCA"
"DC=com, DC=
"CN=Certificate Services Endpoint Sub CA - ise33
"CN=Certificate Services Node CA - ise332"
"0=Cisco, CN=Cisco Manufacturing CA SHA2"
generating IKE_SA_INIT response O [ SA KE No N(NATD_S_IP) N(NATD_D_IP) CE
sending packet: from 10.48.23.85[500] to 10.62.148.79[500] (809 bytes)

example, CN=LAB CA"

SPIs 0ca3c29e36290185_1 08c7fb6dbl77

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]

received packet: from 10.62.148.79[500] to
waiting for data on sockets

10.48.23.85[500]

checkout IKEv2 SA by message with SPIs 0ca3c29e36290185_1 08c7fb6dbl77da84_r

IKE_SA (unnamed)[114] successfully checked

out

48.23.85[%any]...10.62.148.79[10.62.

<114> received packet: from 10.62.148.79[500] to 10.48.23.85[500] (1488 bytes)
<114> parsed IKE_AUTH request 1 [ V IDi CERT CERTREQ AUTH SA TSi TSr N(INIT_CON
<114> received cert request for "CN=KrakowCA"

<114> received end entity cert "CN=KSEC-9248L-1.example.com"

<114> looking for peer configs matching 10.

<114> candidate "7212b70a-1405-429a-94b8-71a5d4beble5", match: 1/1/3100 (me/oth
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

selected peer config '7212b70a-1405-
using certificate "CN=KSEC-9248L-1.e
certificate "CN=KSEC-9248L-1.example
using trusted ca certificate "CN=Kra
certificate "CN=KrakowCA" key: 2048
reached self-signed root ca with a p
checking certificate status of "CN=K
ocsp check skipped, no ocsp found
certificate status is not available
authentication of '10.62.148.79' wit
received ESP_TFC_PADDING_NOT_SUPPORT
authentication of 'CN=ise332.example
sending end entity cert "CN=ise332.e
IKE_SA 7212b70a-1405-429a-94b8-71a5d
IKE_SA 7212b70a-1405-429a-94b8-71a5d
scheduling rekeying in 11267s
scheduling reauthentication in 79593
maximum IKE_SA Tifetime 19807s
Tooking for a child config for 10.48
proposing traffic selectors for us:
10.48.23.85/32

proposing traffic selectors for othe
10.62.148.79/32

candidate "net-net-7212b70a-1405-429
found matching child config "net-net
selecting proposal:

proposal matches

received proposals: ESP:AES_CBC_256/
configured proposals: ESP:AES_CBC_25
selected proposal: ESP:AES_CBC_256/H
got SPI cl17542e9

selecting traffic selectors for us:
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09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[IKE]
09[CHD]
09[ENC]
09[NET]
09[MGR]
09[MGR]
04 [NET]

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

config: 10.48.23.85/32, received: 10
config: 10.48.23.85/32, received: 10
selecting traffic selectors for othe
config: 10.62.148.79/32, received: 1
config: 10.62.148.79/32, received: 1
CHILD_SA net-net-7212b70a-1405-429a-
using AES_CBC for encryption

using HMAC_SHA2_512_256 for integrit
adding inbound ESP SA

SPI 0xcl17542e9, src 10.62.148.79 dst
adding SAD entry with SPI cl17542e9 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 32 packets

HW offload: no

adding outbound ESP SA

SPI 0xf7a68f69, src 10.48.23.85 dst
adding SAD entry with SPI f7a68f69 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 0 packets

HW offload: no

adding policy 10.62.148.79/32 === 10
adding policy 10.62.148.79/32 === 10
adding policy 10.48.23.85/32 === 10.
getting a local address in traffic s
using host 10.48.23.85

getting iface name for index 22
using 10.48.23.1 as nexthop and ethl
installing route: 10.62.148.79/32 vi
getting iface index for ethl
CHILD_SA net-net-7212b70a-1405-429a-
CHILD_SA net-net-7212b70a-1405-429a-
generating IKE_AUTH response 1 [ IDr
sending packet: from 10.48.23.85[500
checkin IKEv2 SA 7212b70a-1405-429a-
checkin of IKE_SA successful

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]
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