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lIJgbgo 1. luw@d |JsAdmin> AAA > Authentication > AAA+9IZ &) Lségg,a Jdlogsle pzld ouvesd >¢9d
T80

System Tenants Fabrnic Virtual Networking L4 S@nic Opaerations Apps Integrations

Authentication 0 o
AAA LDAR RADIUS TACACS SAML RSA
Pail ilts Histary
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Create Login Domain (2 Tx]

Name: S_TACACS
Realm: TACACS+

Description:

Providers: -

Name Priority Description

euwd9d ouwesd >¢9d APIC

Providers: ]ﬁf i
Name Priority Description
US(:-I(;-(:? an option |v o ‘ |A 0 I
Create TACACS+
Provider

299, APIC TACACS
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Create TACACS+ Provider (2 ]

Host Name (or IP Address): 52.13.89

Description:

Port: | 49 -~

4

Authorization Protocol: ( CHAP MS-CHAP PAP

Confirm Key: | --oeees
Timeout (sec): |5 S
Retries: |1

Management EPG: | default (In-Band) ~ @

Server Monitoring: Disabled Enabled

lesble p9ed, APIC TACACS

Create Login Domain (2 I

Name: S_TACACS
Realm: TACACS+ "

Description:

Providers: w +

MName Priority Description
52.13.89 1



Authentication

AAA LDAP RADIUS TACACS SAML RSA
&+ K.
Host Name Description Port Timeout (sec) Retries
52.13.89

49 5
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= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External

Network Device Groups

‘ All Groups / Choose group v

oY Import (T Export v =

] Name Description

[ -~ All Device Types All Device Types

0 APIC
pzpsele lzojé Lo Js ISE
lJgb9s 2. e 9d |JsAdministration > Network Resources > Network Devices. iéoJAddQ&)§L§ luupe APIC 9809l

IP.slgw, APIC wzo uog IJzol 9gbo [gosl) TACACSH: 9235 JJpd lJp,9) Idpuweised eds
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= Cisco ISE Administration - Network R

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server

Network Devices _ _
Network Devices List > APIC-LAB

Default Device
Network Devices

Device Security Settings

MName APIC-LAB
Description

IP Address .. *IP: 62.188.21 I 32 &
Device Profile & Cisco v O
Model Name ~
Software Version v

Network Device Group

Location All Locations ~ Set To Default
IPSEC No ~ Set To Default
Device Type APIC ~ Set To Default

[ ~ RADIUS Authentication Settings

~ TACACS Authentication Settings

Shared Secret «- Show Retie | ©

Iy, 1Jelogs 1. 9lJglogs 2. JJpeadle 1k, ss.
IJg 96 3. Iquegse IULuuble 1Je92956 £ds 03l IULhoulb o0 Izd ez ISE pg Active Directory:

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-
integration-for-cisco-ise-qui-and-cli.html.
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I IRJssu. IJuoszs os udywol Jpgpesele AD.

lJgb9s 4. (lzoshs) lowdd |Js = >Administration > Identity Management > Groups. iéoJUser Identity Groups 910 9
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= Cisco ISE Administration - Identity

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Groups User Identlty GFOU pS

=Q
= &
Ty Export v

-+ Add @ Delete 1y Import

> [ Endpoint Identity Groups
~  Description

> B3 User Identity Groups Name

O S ALL_ACCOUNTS (default) Default ALL_,

4R APIC_RO @

O

() & APIC_RW

£erES 1Jogso

>lJg 96 5. (Jgoshs) lowdd [Js =Administration > Identity Management > Identity. |y § )Addgl o sisisRead Only
Adminpu g pAdming o wegde. 9p wofssu JJ puwegse JIJ pgesed we lugvlgel s 1Ugbys 4.

Administration - Identity Management

= Cisco ISE
Identities Groups External Identity Sources Identity Source Sequences Settings
—
Users
Latest Manual Network Scan Res... NEtwork Access Users
-+ Add % Change Status oy Import oty Export @ Delete
Status Username ~  Description First N\ame Last Name Email Address User Identity Groups
O B Enabled % APIC_ROUser APIC_RO
APIC_RW

O Enabled ¢ APIC_RWUser

lJg 9o 6. luw9d |Js = >Administration > Identity Management > |dentity Source Sequence. i'aoJAdd‘ 99p wUEHISI
lw e« 91E w,AD Join Pointsinternal Usersp o) 0956 o0 [J8liseé. 12 Treat asif the user was not found and proceed to the
next store in the sequencel >l 0Advanced Search List Settings9l o 9 ) Save.



= Cisco ISE Admi

Identities Groups External ldentity Sources Identity Source Sequences Settings

- "

v |dentity Source Sequence

rearme APIC_ISS

Description

v Certificate Based Authentication

g_— Select Certificate Authentication Profile W

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints iselab
Guest Users Internal Users

All_AD_Join_Points

>
&

~ Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

v Do not access other stores in the sequence and set the " AuthenticationStatus® attribute to " ProcessError”

0 Treat as if the user was not found and proceed to the next store in the sequence

ouwdund puod) 1Jogss

7. luo®d |Js =>Work Centers> Device Administration > Policy Elements> Results > Allowed Protocols. 235 | ol 96,



9853 lwel slJés wooss IUuwplz » CHAP slduplz o MS-CHAPVT oy (§lispé w9099l
lJeuol>§6. 23> e b.

= Cisco I5E

L LTI TR, ldentitias HEACT ||Z‘|IEr'|'Iil'!|I I3|'I'.‘|IJ|'.'I'$ Exl |d Sources Matdark Beagoursas
Condions 3y dioepd Profocois Sarases Ll TRLAL S Profocad

Allowead Protocols
Matwenrk Conditinns »
Mame

Rozults o TACACS Frofosol

PR TN Daasription

TACALS Command Sats

.

TALCKL S Frohiles

~ fAllowed Pratocols

Authentication Protocols

|:|I1|'r' Agthagnpication Protocsks ralevan 1o TACACS ang
dispdaryad.
B fuow PARTASC)

dllow CHAP
Al M S=-CHARPY T

w290999J IUwelz J Tacacs

8. luwWd |Js = >Work Centers > Device Administration > Policy Elements > Results > TACACS Profile. 19
SlugbisaddegosIsy wulel gds Iduwele 1Up9z9:0 WO IJBlispes wpoRraw View. 109).Save
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= Cisco ISE Work Centers - Device £

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Adr

TACACS Profiles » APIC ReadWrite Profile

sonditions >
TACACS Profile
letwork Conditions »
Name
tesults ™ APIC ReadWrite Profile
Allowed Protocols
TACACS Command Sets
Description
TACACS Profiles
Y/
Task Attribute View Raw View

Profile Attributes

cisco-av-pair=shell:domains=all/admin/ 4
Cancel
pJ og s TACACS
Overview Identities User Identity Groups Ext Id Sources Network Resources
I
Conditions > 1
TACACS Profiles
Network Conditions 5
Results N
Allowed Protocols é? Add Trash v
TACACS Command Sets
Nam T D ription
TACACS Profiles O e yne secripdo
[J APIC ReadOnly Profile Shell
[ APIC ReadWrite Profile Shell

pJOle &g s puwdsd TACACS 9 ReadOnly

lJglogs 9. luw9d |Js = >Work Centers > Device Administration > Device Admin Policy Set. (90 wluuvle pgp986 wog
23836098 wudSd luwpe: 9lg e, wae 1Jzolj IUssAPICe o luuilgo Vs 1Ugbgos 1. [ge,TACACS
ProtocollJ3s wpe lugulge WS 1Jgbys 7. Joy9099d9d puwpse wor 9lud Save.
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IUgess 1. Sp wluuble pd wersed wgssd JIJ 0 puwcse puwdsd 98p wogrsS luve
Slews puveede dleds 99 preses puvcede AD Jub)b. spdo luvedle Lingb luolsse pod
APIC. 2o, pdu wg) s Shell lJpulyve WS JJ wog wigsd 9lu9,save.

Autherization Palicy (3)

(@) Swtus  Rule Name Conditions Comman d Sets Shall Profiles Hits  Actions

APIC ReadOnly Pralile

u
=

pJV og)sWd w99 s o TACACS

U280 pu lduors

IJglogs 1. gwed 1U>¢9d IJs 9lzes puwwgse APIC Cluwedsle puwsgle puwgsd Idpuwedse. ia':'.)
¢sh TACACS pu [JBlisps.

User ID
APIC_ROUser
Password
Version 4.2(7u)
Domain
S_TACACS

|||ll||ll
CISCO

ouvesd >¢9d APIC
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Welcome to APIC

What's new in version 4.2(7u)

*

Floating L3out Ul Enhancements:

Docker EE (Kubernetes) container integration * User-defined Ul banner

L4-L7 Services support in vPod » First Time Setup wizard

Backup PBR destination e Simplified L30ut creation

Support for 64 Remote Leaf pairs » EPG to leafs deployment view
View Release Notes

Getting Started Explore Support
What's New in v4.2(7u) Configuration Guides Online Help
Online Videos (YouTube™) Knowledge Base Articles Troubleshooting
View All Tutorial Videos APIC Communities imentati

B Do not show on login ( Review First Time Setup ) Get Started

Suwlds ozsw APIC

Iy 1Jgbbsle 192 Jpuweises bhs 1UE,les B@lb.

= Cisco ISE Operations - TACACS
Live Logs
Ty Export To
Logged Time Status Details Identity Type Authentication Policy Authorization Policy Ise Node Network Devic...
X e Identity ~ Authentication Policy Authorization Policy Ise Node Network Device N
Apr 20, 2023 10:14:42.4.., F APIC_ROUser Authorizat... APIC => APIC Admin RO PAN32 APIC-LAB
Apr 20, 2023 10:14:42.2... a APIC_ROUser Authentic... APIC > AFIC Authentication Pa... PANIZ APIC-LAB

Last Updated: Fri Apr 21 2023 00:14:53 GMT+0200 (Central European Summer Time)

wwedle TACACSH lJpol iy

lwod ol IJIzble 9l odlzol

lJglogs 1. luw9d |Js = >Operations > Troubleshoot > Debug Wizard. i'ao_)TACACS_9|Q,_§_) 99,9 Debug Nodes.



Debug Profile Configuration

Debug Wizard contains predefined debug templates with the help of which you can troubleshoot issues on ISl

e Add e = Debug Nodes

[ Name Description Status

[0 802.1X/MAB 802.1X/MAB DISABLED
[ Active Directory Active Directory DISABLED
[[] Application Server Issues Application Server Issues DISABLED
[:| BYOD poertal/Onboarding BYOD portal/Onboarding DISABLED
[[J Context Visibility Context Visibility DISABLED
[[] Guest portal Guest portal DISABLED
[ Licensing Licensing DISABLED
[0 M™nT MnT DISABLED
[ Posture Posture DISABLED
[ Profiling Profiling DISABLED
D Replication Replication DISABLED
TACACS TACACS DISABLED

odIsu pd wers Idouoese

IJglo96 2. 13, 1Jg @36 1dos ouvade 2rJds 1e,9) slud,save.



= Cisco ISE Operations - Troubleshoot
Diagnostic Tools Download Logs Debug Wizard

Deabug Profile Configuration
Debug Profile Configuration> Debug Nodes

Debug Nodes

Debug Log Configuration

Selected profile TACACS

Choose on which ISE nodes you want to enable this profile.

[ Host Name Persona Role
PAN32 ciscoise.lab Administration, Monitoring, Policy Service PRI[A), PRI{M)
SPAN32 ciscoise.lab Administration, Monitoring, Policy Service, ... SEC(A), SECIM)
] ¥

Cancel Save

02> 88> wuotse Iighle

lJglb9é 3. ¥p vlple l2ovl) 2383 98, vouisd [Juvedlw 1J3l,60perations > Troubleshoot > Download
logs Jpel 09 p9oE:

AcslLogs,2023-04-20 22:17:16,866,DEBUG,0x7f93cabc7700,cntx=0004699242,sesn=PAN32/469596415/70,CPMSession
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