odoss ol ISE 2.4 PXgrid IND 1.6.1

lJpzosslo

| Jp, 9506
lJpobJole |l wlw s

lJodoule | OEdp0
lJodosy

| Jzlbgs 10. udmsu oIled PerId eJs IND
I Jzbgo 11. rogldlgo IND £ Js ISE
| J2196 12. oo jusl 2506 pxGrid £ Jss IND

o288 ool ops
lJe2808 oo ISE
o858 IND

| wod ol IJI?Jolc 9l, ,oJI?oI

Jls909, AssetTag 9 AssetGroup g ISE

NFX YY)

S92z 03l ldpuwows Jsdss wdysy pzyd C.)rolu Uo_950 (ISE) 2.4 9>, IJuuudo lJuouless
1.6.1-4 JJodlpd go, PXgrid (yvoJdsé wobd I._JIUJoroo IJlewso)glwudwld Iablsol
B!UDJICOI SUp UL}UC-.SJ Cisco IND P& pXGrld JUIL}UJ 3uuou rOE.J.9r°|V 23\_] wplu udbo
lJuolsé |Js ISE J§leguw IOTASSET.

IJecbdule IUIguluss
IJeobJulo

9008 Cisco Ly oday Jrsd pe,uds luwluwss wldesluose IJoldss:



. roa)d Cop0 |J03§6 U Cisco
- P28y yveds Cisco I ouless

lJpedsule IJpuuegspd
ouwows Idpedypele 1Jglyo WO o3l ldpuwews 1Js luosble Ido)lez 9ldedsule 1Jebss Ideldss:

- Cisco Identity Service Engine. IJl_»>l, 2.4 P6
- p>8) Iduveds IJuoulgess 1.6.1-4

lJodosu
pebl 333 glds IJpuvess

Manufacturing Device Industrial Network Director ISE pxGrid ISE PSN with pxGrid Probe

35%)

IND pxGrid Registration
- >

. Bulk Download of endpoints via https://<IND hostname>:8910/pxgrid/ind/asset/

=+

If new endpoints are detected, ISE
will create those endpoints

. New Endpoint is discovered on IND
-+ >

< >

otherwise it will be not shared with ISE < >

Endpoint needs to be a pxGrid asset, . Endpoint asset data is shared via pxGrid

PSN is getting the asset data via pxGrid Probe

Endpoint is getting profiled. CoA can be
automatically sent to change the
authorization context if configured

1. uwzdlo IND pg ISE g0, PxGrid IJlosl) 2 gds £956 ISE PxGrid. Idwedle [Jpeble@é oo IND
(application.log):

2019- 05-22 14:31:17,770: 1 NFO gt p281049997- 52711: Pxgri dPubl i sher:: Connect start

2019- 05-22 14:31:17,770: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: Host name: W N2012- AAA

| pAddr ess: 10. 62. 145. 130

2019- 05-22 14:31:17,770: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: pxGid

Rest BaseUr | : https://W N2012- AAA: 8910/ pxgri d/i nd/ asset/

2019- 05-22 14:31:17,770: 1 NFO gt p281049997-52711: PxgridControl l er:: Send Request ServiceRegister
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj

2019- 05-22 14:31:17,770: 1 NFO gt p281049997- 52711: Pxgri dControl |l er:: Sendi ng Servi ceRegi ster
request to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,786: 1 NFO gt p281049997-52711: PxgridControl l er::

Request ={ " nane": "com ci sco. endpoi nt. asset", "properties": {"wsPubsubServi ce":"com ci sco. i se. pubsub
","restBaseUrl":"https://WN2012-

AAA: 8910/ pxgrid/ind/asset/", "asset Topi c":"/topic/com cisco. endpoi nt.asset"}}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Response={"id":"76d4abaf -
9ef d- 4c68- a046- 79e049564902", "reregi sterTineM I 1 i s": "300000"}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl l er:: Send Request ServicelLookup
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj



2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng Servi ceLookup request
to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: PxgridControl l er::

Request ={ " nanme": "com ci sco. i se. pubsub"}

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: PxgridControl l er::

Response={"servi ces":[{"name":"com ci sco. i se. pubsub”, "nodeNane": "i se- pubsub-i se24-
lek","properties": {"wsUrl":"wss://| SE24- 1ek. exanpl e. com 8910/ pxgri d/i se/ pubsub”}}]}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: wsUrl =wss://| SE24-

lek. exanpl e. com 8910/ pxgri d/ i se/ pubsub

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: PxgridControl l er:: Send Request AccessSecr et
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng AccessSecret request
to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,926: 1 NFO gt p281049997-52711: Pxgri dControl | er:: Request={"peer NodeNane":"i se-
pubsub-i se24- 1ek"}

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: PxgridControl l er:: Access Secret recieved

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: Pxgri dPublisher:: dient created

Jpl 09 p9 oz Vs Iduwedle Blee IND Lldouwzsd J assetTopic

2. 589p ISE PSN pg wpdsy Pxgrid Probe cousisd Jesle dus,s po luod pxGrid 19296
(profiler.log):

2019- 05- 22 14:39: 25,817 INFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- New services are: [Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi ¢/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,011 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,011 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- Content: "OUT_OF_SYNC'
2019- 05- 22 14:39: 26,047 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::- Status is :"OUT_OF_SYNC'
2019- 05- 22 14:39: 26, 047 DEBUG [ Profil erl NDSubscri ber Pol | er-56-t hread-1][]
cisco.profiler.infrastructure. probengr.| NDSubscriber -::- Static set after addi ng new services:

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeName=i nd,

properti es={wsPubsubSer vi ce=com ci sco. i se. pubsub, restBaseUrl=https://WN2012-

AAA: 8910/ pxgrid/ind/ asset/, assetTopic=/topic/com cisco.endpoint.asset}], Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi c/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- Content:

{"assets":[{"assetld":"100", "asset Name": "W N2012-

CHI LD", "asset | pAddress”: "10. 62. 145. 131", "asset MacAddr ess": " 00: 50: 56: b6: 46: 87", "asset Vendor ": " VMv
are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si

on":"", "asset HMRevi sion":"", "asset Protocol ": " Net Bl OS", "asset Connect edLi nks":[], "asset CustomAt tri

butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"

101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress": " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:



56: 9c: 3f: 92", "asset Vendor " : "VMnar e", "asset Product |1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi
ceType":"Server", "asset SwRevi sion":"", "asset HwRevi sion":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLi nks":[],"asset CustomAttri butes":[{"key":"asset G oup", "val ue":"Root"}, {"key":"asset Tag", "va
lue":""}]1}1}

2019- 05-22 14:39: 26, 111 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Parsing bul k response
{"assets":[{"assetld":"100", "asset Name": "W N2012-

CHI LD", "asset | pAddress": "10. 62. 145. 131", "asset MacAddr ess": " 00: 50: 56: b6: 46: 87", "asset Vendor ": " VMwv
are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si
on":"" "asset HMRevi sion":"", "asset Protocol ": "Net Bl OS", "asset Connect edLi nks":[], "asset CustomAt tri
butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"
101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress": " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:
56: 9c: 3f: 92", "asset Vendor " : "VMnar e", "asset Product |1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi
ceType":"Server", "asset SwRevi sion":"", "asset HwRevi sion":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLi nks":[],"asset CustomAttri butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "va

lue™: 1131}

3. wp ldoguls L',.&Joé wolso @_)@36 eJs IND (sdjpe Idcn;u'blegé uldbo I.?Joolg_gé luwwdsle
«9w99d9J 9ldl WUl swp weH)sW uybé IJuolss gds luel |uod pxGrid 9Jl wwpe pushJwol g0y
pxGrid o¢g ISE).

wliaile, INDUSTRIAL

cisco’ NETWORK DIRECTOR GO0 2 L

< Back H win2012.example.com

DEVICE OVERVIEW

Name  win2012example.com Device Type  Server
IP Address 10.62.145.72 Protocol NetBIOS
MAC Address  00-50:56:0c:34:02 Group  Root
Vendor  Viware Connected to
puGrid Asset Yos Tag(s) +

4. ooy IND 030 IUpedsele Jg 6 ISE PxGrid

5. sud¥s PSN g, PxGrid probe oo IJuslule (profiler.log):

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr.|NDSubscriber -::- Parsing push notification response:
{"asset":{"assetld":"101", "asset Nane": "wi n2012. exanpl e. conl', "asset | pAddr ess": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue":"SEC TAR"}]}, "opType": " UPDATE"}

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- sending endpoint to
forwarder{"assetld":"101", "asset Name": "w n2012. exanpl e. cont', "asset | pAddress": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue": "SEC TAR"}]}

2019- 05-22 15:20: 40,617 INFO [Grizzly(2)][] cisco.profiler.infrastructure. probengr. Forwarder -
;.- Forwarder Mac 00: 50: 56: 9C: 3F: 92 MessageCode nul | epSource PXGRI DPROBE

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][]

cisco.profiler.infrastructure. probengr. ForwarderHel per -:ProfilerCollection:- sequencing Radius
message for nac = 00: 50: 56: 9C: 3F: 92

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Processing endpoint: 00: 50: 56: 9C: 3F: 92



2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] comcisco.profiler.imEndPoint -
:ProfilerCollection:- filtered customattributes are: {asset G oup=Root, asset Tag=SEC TAG}
2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] cisco.profiler.infrastructure.probengr. Forwarder -
:ProfilerCollection:- Filtering:00:50:56:9C: 3F: 92

2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Endpoint Attributes: EndPoi nt[i d=<nul | >, name=<nul | >]

MAC: 00: 50: 56: 9C: 3F: 92

Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered

Attribute: EndPoi nt Profil er Server val ue: | SE24- 1ek. exanpl e. com

Attribute: EndPoi nt Sour ce val ue: PXGRI DPROBE

Attribute: MACAddr ess val ue: 00: 50: 56: 9C: 3F: 92

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU val ue: VMvare, |nc.

Attribute: PolicyVersion val ue:0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: asset Devi ceType val ue: Server

Attribute: asset Goup val ue: Root

Attribute: asset HwRevi si on val ue:

Attribute: assetld val ue: 101

Attribute: assetl pAddress val ue: 10. 62. 145. 72

Attribute: asset MacAddress val ue: 00: 50: 56: 9c: 3f: 92

Attribute:asset Name val ue: wi n2012. exanpl e. com

Attribute: asset Productld val ue: Unknown

Attribute: asset Protocol val ue: Net Bl S

Attribute: asset Seri al Nunber val ue:

Attribute: asset SwRevi si on val ue:

Attribute: asset Tag val ue: SEC TAR

Attribute: asset Vendor val ue: VMhar e

Attribute: b310a420- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: Root

Attribute: b8e73d50- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: SEC TAR

Attribute:ip val ue:10.62.145.72

Attribute: Ski pProfiling val ue:fal se

6. sup wpdsY lpIdluss H9s6 Iduvsls voslule Lopses



il |dentity Services Engine Home ~ Context Visibility » Operations » Palicy » Administration » Work Centers

Endpoints = Users  Network Devices  Application

00:50:56:9C:3F:92 oz B

MAC Address: 00:50:56:9C:3F:92
1 Username:
E Endpoint Profile: IOT_DEVICE2

o Current IP Address: 10.62.145.72
Location:

(&) Applications Attributes Authentication Threats Vulnerabilities

General Attributes

Description
Static Assignment false
Endpoint Policy I0T_DEVICE2

Static Group Assignment false

Identity Group Assignment  Profiled

Custom Attributes
Y Filter v 0~
Afttribute Name Afttribute Value
x Attribute Name Attribute Value
assetGroup Root

LogicalProfile

assetTag SEC_TAG2

Other Attributes

IJoYdssule

pdlzbé: sdjp logh IJgbsle po 11ds 3 zos Bl Joo oréw Bs 1dzuosd eds 966 glbJs
J AssetGroup g AssetTag Vs |pJluss H9s0 [Juwsld

IJ1096 1. ooy Iduwele Ipeou06 Judbs lJuolss gJs ISE

loodd Ids bbs > bLé 1Jegss > lesble > yuplo u s IJuelss Ipgou0s. $p vodssu ywele
peuo oo (AssetGroup 9 AssetTag) 993! JJuog,s bulo.



hetli Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [EERIC M * Work Centers

b System | - Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b Identities  Groups  External Identity Sources  Identity Source Sequences  ~ Settings

[ <]
User Custom Attributes Endpoint Custom Attributes
User Authentication Settings
Endpoint Purge Endpoint Attributes (for reference)
Endpoint Custom Attributes Mandatory Attribute Name Data Type
PostureApplicable STRING
EndPointPolicy STRING
AnomalousBehaviour STRING
OperatingSystem STRING
BYODRegistration STRING
PortalUser STRING
LastAUPAcceptanceHours INT
LogicalProfile STRING
Endpoint Custom Attributes
Attribute name Type
assetGroup String | =
assetTag String v - Q@
Reset Save

IJghoss 2. odasu wor puuiis pdUle IJogrsd wluwodle uwele pEuou0s

loedd Ids wld; Idged > pouits pdSle IJogrss > wog luuble pddle Iogssd. lod) eds
luolws. wdosy wog puubis pdudle lJog s Idepled JJuos)s bule.



uluili - |dentity Services Engine Home » Context Visibllity » Operations » Poliey + Administration
» Network Access b Guest Access  » TrustSec  » BYOD  ~Profiler  » Posture  » Device Administration  » PassivelD
Overview Ext id A rk Devices E int Classification MNode Config Feeds » Manual Scans  » Policy Elements  Profiling Policles  Policy Sets  » Troubleshoot Reports  » Settings  Dictlonaries
——
Profiling Profiler Policy List > 10T_DEVICEL
[ D J Profiler Policy
- “Name |IOT DEVICEL | Description
vl by
= 4
v [ Profiling Policles Policy Enabled
» : Logical Profiles
* Minimum Certainty Factor | 20 | (Valid Range 1 to 65535)
1 Action | NONE -]
* Network Scan (NMAP) Action | NONE -]
Creale an Identity Group for the policy () ¥es, create matching Identity Group
() No, use existing Identity Group hierarchy
* Parent Policy | NONE 7]
* Associated CoA Type | Global Settings -|
System Type Administrator Created
Rules
If Condition | CUSTOMATTRIBUTE_assetTag_EQUALS... = |Tllan| Certainty Factor Increases v| |zn ol v
| Condition Name Expression
save | [ Resd [cusToMaTTRIB.. )] [EQUALlS  ~| [secTacr |

1Jg9s 3. wpdsu Iduvple 1Upguouod Jluddls pJud 1Jog s

loodd s pild; IJged > pugits pdOle IJogysd > Idlesble > [esble pugiis pdSle
IJog)rsW. uuopu wpdsu IJuwed IJpeuouod Jouwss pdu IJog s wp wpass ¢lud
lJIgwsl.

bl Identity Services Engine

Homae » Contaxt Visibility + Operations } Policy + Administration « Work Centers

» Network Access  » GuestAccess  » TrustSec  » BYOD | ~Profiler  » Posture  » Device Administration  » PassivelD

Overview Ext |d Sources MNetwork Devices Endpoint Classification MNode Confiy Feeds » Manual Scans » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot  Reports
o

~Settings  Dictionaries.

Profiler Settings Profiler Configuration

NMAP Scan Subnet Exclusions

* CoA Type:

Current custom SNMP community strings:

Change custom SNMP community strings:

Confirm changed custom SNMP community strings:

EndFoint Atfribute Filter:

lous Behaviour D

Enable A

Enable A Behaviour Enft

Enable Custom Attribute for Profiling Enforcement:

Save Reset

IJgbgé 4. o038 Uvol>é 0956 IND

senee

Show |

[ | (For NMAP, comma separated. Field will be cleared on successful saved change.)

| {For NMAP, comma separated. Field will be cleared on successful saved change.)

Enabled ;
Enabled i
Enabled

Enabled

loedd IJs Idlesble > pxGrid. 168, eds wujsd yvels .pem IND. se e luvwgsle odo Idiol>s
leole ogwzsd PxGrid: J3JY sze lo sl ISE Gol.
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I ol =
<i5co NETWORK DIRECTOR Settings Ll

pxGrid

Crsers Prasiorm Excrange G (prilad) 5 87 open. scalabie dats-Sharmng and hvedt control plarion
Servicns Engre [SSE) priing cortrofier. This informaton can Ten B keviraged by Biroam secury #

ok SIS OGBSO STt Uieruior KMnitty, etwork, Iy ne) 561 Managermend syitems. Erabine the Seatust Delow BCtviness Top 1ring of 6ropGrt B136tE Cs8Ctvened by 113 Syitem with 5 Cisco kieeaty
810 MOnSor ecurty, SH6Ct ThAats, and B Petwon: polcy. Leam mons haro.

Downioad pom IND ceriicate

IJgb9é 5. wgpsd yuoldd 0956 IND [Js por) ISE 1Jp9e9d wo

I.;.o‘_é.._J IJs Lo > guoble > s Jvoble > Juobsle 098,98 wol. 16 8) 9938 |wasb. 1ud) eds
OuoWIe 923> Uwoldd IND ey 1Jglb9s 3. 1oy eds buwld.

"thatlv |dentity Services Engine Home  » ContextVisbilty  » Operations  » Policy [REHEIM * Work Centers

+System | » ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

~ Certificate Management Import a new Certificate into the Certificate Store

System Certificates * Certificate File  Browse..  ind(1).pem

Trusted Certificates

Friendly Name

OCSP Client Profile

Certificate Signing Requests Trusted For: ;

Certificate Periodic Check Seti... -~ o
Trust for authentication within ISE

¢ Certificate Authori
ty [ Trust for client authentication and Syslog

[] Trust for authentication of Cisco Services

[ validate Certificate Extensions

Description |

Csiomie JEETN

IJg o9 6. Juuble Lol>s J IND

Jlogwegse IND Guolsé Idgpsd IJos wuos) gu ISE CA. gusdl pu .ng-:J. VOly 1Jos8 09 pde pEiu
IND 1Jp9e98 woi J3JY guspl syuvd ISE Jielse PXgrid 1Jgl oo o (loule wolsd TLS) Wlyo
SYI0 09998l wo pu Swd IND.

luodd Ids bbs > @ple pxGrid > gboble. pde 1Jz89d ol JJuos,s bolo. 28J CN IJjlps
Jlo 9)@9 ISE CA o9 o3l Jolsé 0956. pu Idulesé IJpeldss: sge 1>Eld FQDN oo IND 9JJy
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"ieh  Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Seftings Certificates Permissions
—

Generate pxGrid Certificates

| want to * Generate a single certificate (without a certificate signing request) j
Common Name (CN) * ind.example.com
Description

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) j
Certificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) j e
Certificate Password * o

Confirm Password *

IJ¢gb9s 7. oojsd guduwds Idgvoble wouuwsd PKCS12
@ Opening 1558534704560 _cert.zip

You have chosen to open:
' 1558534704 560_cert.zip

which is: ZIP archive
from: https://10.62.145.140

What should Firefox do with this file?
Open with  Archive Utility (default)

' oSaue File

Do this automatically for files like this from now on.

(o)

cancel (L

IJeb9s 8. wegpsd uvduwdé IJuboble gds IND

loedd lJs Idlesble > pxGrid > IJboble 1Jp9¢98 wol. [ud) eJs z3ss. b IUluwpe (ueboe,
Idowdoudd wosl IUlwe £des IND). IJeé 1Ja)9, o 9less e 10gbgs 1.



Upload Trusted Cerlificate »

MName* IND
Password
Certificate * Browse |CMakepathind.example.com_ 3.p12 - X

Upload Cancel

IJgb96 9. odosu gbp IJuog eJs IND

loewdd 1Js Idlesble > g9bpe IJwoz: lu@) eJs zass. I>¢d ISE FQDN ggogly IP Jg 826 ISE
PxGrid.

etliasls. INDUSTRIAL

cisco  NETWORK DIRECTOR Settings > Policy Servers

£ Back to Servers New Server

Protocols
RADIUS @ pxGrid

Hast Nama* P Acdross Doscription

ISE24-1ek. example.com o 10.62.145.140 Li]

IJz 196 10. odose wdled PXgrid gdis IND

loedd IJs Idlgsble > pXGrid gupdsu wdled pxGrid. 168, W98 IJj) "wwssd" i)'a.J low e
|.JE_L§)6‘ .9|u“r° |Jroub.§u.9 (_)5| 09 lu“r° E_p.,f_S.J pxGrid E_-JuS ISE. e ISE |J)§ Op odg@go rouu;_;é|
o0 1JBlispd lJpouwsds Vs z9d Server 1. 16,8, W98 IJoywesd.

arlvenlee INDUSTRIAL x -
cisco NETWORK DIRECTOR Ballings|” > pednid

Enalo pucGrid- Saings

Dewnload parm IND cortcaty

Connect Using the Existing Node
© Reglsswer a Hew Node

ISE Server
Hode Mame * Server 1 Server 2
IND o 15£24-1ekexamg com J o Select  sorver J o



pdlelbs: 95 sop welod Il oo 11 1Js 12 13l wp wpdsuo lesh IUeguwlole 1Uzass6
lJpuwewss [Js Iduveble eJs ISE oJélssl.

wbo lyuwlds IJoldss eds IND gos Idogwesd IJulze:

Message =

pxGrid Node Approval Pending on the pxGrid Server
OK

1Jg1095 11. 91536 IND gJss ISE

loedd [Js bbs > grele PXgrid > zese IJgedle. Sog 1J8lises Idpouwsds "lzelds [Jeslb$6
lJpeJ$6"(1). lud) eds psld$8 1JIJ.

‘il Identity Services Engine Home  » ContextVisbility  » Operations  » Policy [RINLIECIE M * Work Centers

v System ¢ |dentity Management  » Network Resources ¢ Device Portal Management = pxGrid Services =~ » Feed Service v Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

o Enable @Disahle @Approve @ Group , Decline gnehgte - @Refresh Total Pending Approval(1) «

O | Client Name Client Description CapiApprove Al Status Client Group(s)
O » ise-fanout-ise24-1ek Capagﬁ?rér:ulrl-lw, USuny Online (XMPP) Internal
O » ise-pubsub-ise24-1ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
a» ise-pubsub-ise24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-2ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
[0 » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
O » ise-admin-ise24-1ek Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal
O » ise-admin-ise24-2ek Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal
O » ind Capabilities(0 Pub, 0 Sub) Pending

IJgbo9s 12. wubsb £306 pxGrid gJ.s IND

loodd IJs Idlesble > pxGrid. 169, eds cugibghb.



ifiai]e. INDUSTRIAL

cisco NETWORK DIRECTOR Settings >  pxGrid

pxGrid

Enable pxGrid- Activate

ISE Server

Download .pem IND certificate

Node Name* Server 1*

IND ISE24-1ek.example.com

Disable Activate

ooy Id)uwlds Ideldsé eds IND wes IJougush IJulee:

Message X

pxGrid Service is active

OK

IJo2dd pu lduogs
IJoz 8l pu ISE

lowdd 1s bbs > g3ple PXgrid > zese IJgedle. oo 1psde 1o s gpsd IND gdis Tuo Es)
oouod (XMPP) Os zpse IJgpdle 9oguegse IND IJluosl, 2 J pxGrid.



bl |dentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » |dentity Management  » Metwork Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric MAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

o/ Enable @Disable {JApprove @ Group W Decline @Delete v | ¥ Refresh | Total Pending Approval(D) ~

O Client Name Client Description Capabilities Status Client Group(s)
(0 » ise-fanout-ise24-1ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-pubsub-ise24-1ek | Client Name: Not Sortabla Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
] P ise-pubsub-isa24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
] P ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
0 » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-2ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
] » ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
] » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Intemnal
O P ise-admin-ise24-1ek Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal
] P ise-admin-ise24-2ek Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal
] » ind Capabilities(0 Pub, 0 Sub) Offline (XMPP)

b8y B938 gpdle IUgSw: 99, woldss 1o gpsd IND Usso glJs ON sig
/topic/com.cisco.endoint.asset o9 gjc pu lJIbe,ldle.

‘hita’ Identity Services Engine Home  » ContextVisbity b Operations  » Policy [EEFTIWIETSTSNE » Work Centers

» System  » Identity Management  » Network Resocurces  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

All Clignts Web Clients Capabilities Live Log Settings Certificates Permissions
—

RowslPage 25 -| 1 @60 Go 12 Total Rows

 Refresh Y Fiter~ O
Client Name Connect To Session Id Certificate Subscriptions Publications IP Address Status Start time

x Client Name j IP Address j
IND ISE24-1ek ISE24-1ek:181 CN=WIN2012-AAA, ... 10.62,145.130 ON 2019-05-23 08:27
Ise-mni-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa .. fopicicom.cisco.ise.session.intemal 10.62.145.140 ON 2019-05-23 08:28
Ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:183 CN=1SE24-1ek.exa .. Nopic/distributed Nopic/distributed 10.62.145.140 ON 2019-05-23 08:28
ise-admin-ise24-1ek ISE24-1ek ISE24-Tek:184 CN=ISE24-1ek.exa ... Nopicicom.cisco.endpoint.asset 10.62.145.140 OFF @ 2019-05-23 08:28
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:185 No Certificate Nopic/com.cisco ise.session.intemal Nopicicom.cisco.ise session.internal 10.62.145.141 OFF @ 2019-05-23 08:59
ise-admin-ise24-2ek ISE24-1ek ISE24-1ek:188 No Certificate 10.62.145.141 ON 2019-05-23 08:30
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:189 CN=ISE24-1ek.exa ... 127.0.01 OFF @ 2019-05-23 08:30
ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:180 CN=ISE24-1ek.exa ... Nopiciwidcard 127.0.01 ON 2019-05-23 08:30
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:191 No Certificate 4 Mopic/com cisco ise session.intemal Nopicicom.cisco.ise session intemal 10.62.145.141 ON 2019-05-23 09:43
ise-admin-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa ... Mopicicom.cisco.endpoint.asset 10.62.145.140 ON 2019-05-23 08:43
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:193 CN=ISE24-1ek.exa ... 127.0.0.1 OFF @ 2019-05-23 10:04
ise-bridge-ise24-1ek ISE24-1ek ISE24-1ek:194 CN=1SE24-Tek.exa ... 127.0.0.1 ON 2019-05-23 10:09

398 IND

STw ioﬁoooé._] IND |Js gldé In Sync. 9swpe 3JY I3l Jly IJoussd IJpzes olezl eds ISE: 9131 Jp
SYu Jlp)y I3JY 8|y IND Lwolbd B 2lds £3p 1Upjlpus.



wiliarle. INDUSTRIAL

€150’ NETWORK DIRECTOR Ssthguiy:

ISE Server

Mode Hame * Server 1 Server 2

IND ISE24-1 0 oxampie.com

Statistics

Sync.Stalus  InSync Last Syne. Status Probe Time

Mumber of Assets Shared via Last Bulk Request 2 Last Dulk Requast Time
Last Updste Opavation.  Update Last Updste Thme  2019-05-22 20:17:38

Total putirid Asset Count

lweduuld IJizble 9] oJlzol
2lJd 1Upjlews gl 96 Vs gz IJpslpud s IND

S IJluesdld PU ebe ldeslews IJs 1deslews I3l uge Idousisd IJpeges eJs ISE. IND
lJobosy.uvzd bule.

2019- 05- 22 22:09: 06, 902: | NFO. gt p281049997- 53444: Pxgri dConfigMgr:: Pxgrid Statistics Start:: Bulk
Request : bul kRegAsset Count: 2 add: false

2019- 05-22 22:09: 06, 902: | NFO. qt p281049997- 53444: Pxgri dConfigMyr:: Pxgrid Statistics updated::

Bul k Request : Asset Count: 2

2019- 05-22 22:09: 06, 902: | NFO. gt p281049997- 53444: Pxgri dConfigMgr:: Sync Status transition to

I N_SYNC

2019- 05- 22 22:09: 06, 918: | NFO. gt p281049997- 53444: PxG i dServi ceRest Control l er:: getAssets

Conpl et ed

900 |._Jrooro E.')I io §deo |Jroeo.> U E_J rouuddo |u.u|o |Jrou0.,5~_9 IND |J5.§ oubo_)d 0_.9g§o |J|o&o.).
Sl Jo sepdu ISE pu IJouisd Ipzee 9do wuodd IND 10! s 21Js 1desleus. spdod
puiloxs Il wooule Idolds B profiler.log 31 wWuvd IJoujsd 1dezee (e sJdo Win2012-AAA
Slodl Jdzd w9luwbs ISE). Jouvgsd IJouisd IUpzes: spdoud IUgle WeLo W0 PXgrid gds
PSN 99z oo0.

2019- 04- 30 13:59:50,708 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::- New services are: []

2019- 04-30 13:59:50,714 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- NODENAME: i nd

2019- 04-30 13:59:50,714 INFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 04- 30 13:59:50,716 ERROR [Profil erl NDSubscri berPol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::- Unable to get sync statusWN2012-

AAA: W N2012- AAA

j ava. net . UnknownHost Excepti on: W N2012- AAA

at java.net. AbstractPl ai nSocket | npl . connect (Abstract Pl ai nSocket | npl . j ava: 184)
at java. net. SocksSocket | npl . connect ( SocksSocket I npl . j ava: 392)

at java. net. Socket.connect ( Socket .| ava: 589)

at sun.security. ssl.SSLSocket | npl.connect (SSLSocket | npl.java: 673)



at sun.security.ssl.BaseSSLSocket | npl.connect (BaseSSLSocket | npl .java: 173)

at sun.net. Networkd i ent.doConnect (NetworkC ient.java: 180)

at sun.net.ww. http. HtpCient.openServer(HtpCient.java: 463)

at sun.net.ww. http. HtpCient.openServer(HttpCient.java: 558)

at sun.net.ww. protocol . https. HitpsClient.<init>(HtpsCdient.java: 264)

at sun.net.ww. protocol . https. HitpsClient. New( H tpsCient.java: 367)

at

sun. net. ww. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. get NewHt t pCl i ent (Abst ract Del egat eH
tt psURLConnecti on. j ava: 191)

at sun.net.ww. protocol . http. H t pURLConnect i on. pl ai nConnect O( Ht t pURLConnect i on. j ava: 1156)

at sun.net.ww. protocol . http. Ht pURLConnecti on. pl ai nConnect ( Ht t pURLConnect i on. j ava: 1050)

at

sun. net. www. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. connect ( Abst r act Del egat eHt t psURLCo
nnection.java: 177)

at sun.net.ww. protocol . http. H t pURLConnect i on. get Qut put St r eanD( Ht t pURLConnect i on. j ava: 1334)

at sun.net.ww. protocol . http. H t pURLConnect i on. get Qut put St ream( Ht t pURLConnect i on. j ava: 1309)

at

sun. net. www. prot ocol . htt ps. Ht t psURLConnect i onl npl . get Qut put St r eam( Ht t psURLConnect i onl npl . j ava: 25
9)

at comcisco.profiler.infrastructure. probengr.| NDSubscri ber. get Request (1 NDSubscri ber. java: 362)

at comcisco.profiler.infrastructure. probengr.|NDSubscri ber.islnSync(lNDSubscri ber.java: 500)

at

com ci sco.profiler.infrastructure. probengr. | NDSubscri ber. popul at el OTSer vi ceLi st (1 NDSubscri ber.ja
va: 462)

at

com ci sco.profiler.infrastructure. probengr.|NDSubscri ber $Wr ker Thr ead. run(1 NDSubscri ber. java: 441
)

at java.util.concurrent. Execut or s$Runnabl eAdapt er. cal | (Executors. java: 511)

at java.util.concurrent. FutureTask. runAndReset ( Fut ureTask. j ava: 308)

at

java.util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. access$301( Schedul edThr eadP
ool Execut or. j ava: 180)

at

java.util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. r un( Schedul edThr eadPool Exec
utor.java: 294)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 624)

at java.l ang. Thread. run(Thread. j ava: 748)

Jlowpe pubhIds gpse udlb IJuelss pg ISE

sop puhds udlb IJoolss 1Jeszsss £Js IND eg ISE b 3l Jloe gdlps iuosd pXGrid o
"ugp" Vszw lu sY9u guslu MAC pulzl lsuoli 9lJl Wl ISE Jsuw Jssol wslule Jlvss
Jogvle o 9bé yolss.

o |us INDUSTRIAL

<l - ]
i8¢0 NETWORK MRECTOR Operate > Inventary

. WINZ2012-CHILD

DEVICE OVERVIEW
Name  WINZOIZ-CHLD Davice Typs
P ASSeEE 1062145131 Prsloes
MAC Address  COSOSEDEASNT Giroup
Wendor  Vhwase Comnuctid 10

prGrid Assst  Yes Teals)

Jl so98,) AssetTag 9 AssetGroup gJs ISE



O 2lJs g0 w99, AssetTag B §lo. spdu luwepsle vg Tag glbis. weolz IJs luvegsle edlps
lJlplo (9dsuw £dlpd wpss) £bsd) o wedse uldbs [Juoelss.

Associated Device Tags b

No Tags Associated with this device

Add Regular Tag

Select a tag -

Add Security Tag

SEC_TAG1
SEC_TAG2

I3l Jp s9d, JJ e AssetTag g AssetGroup. 89> s3I0 ould Iuwolu pogsss

1. dp sop 0dosu wog luule pdVle ldog)sd wluwasle guele ptuouos (lee 1Uglbgs 1-3
Vs e "ldodssule” pu ldpuwows)

2. uoSEo J9g9s 89w s CSCvn66106 glod wuods6 yuwps EndPoint: szo welbsdo. 9lJ
Slue $89p v IS Iduwele Idpuouos pu ldpuo v, 95pdu pdlebs IUgwed IJelds Ss
profiler.log.

2019-05-22 11:20: 11, 796 DEBUG [ Per si st ent Wr ker-8-18-thread-1][] com ci sco. profiler.i m EndPoi nt
-:Profiling:- filtered customattributes are: {asset G oup=Root, asset Tag=SEC TAR, b310a420- 78a5-
11e9- a189-9ac8f 4107843=Root, b8e73d50- 78a5- 11e9- a189- 9ac8f 4107843=SEC_TAR?}


https://tools.cisco.com/bugsearch/bug/CSCvn66106

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



