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|dentity Service Engine (ISE)

Wireless Lan Controller (WLC) Switch

Access Point (AP)

(]

Normal Client Malicious User
(Wireless MAB) (Wired MAB)
IJoYssule

Sup lple odysule MAB 9 AAA IJouvsbd sds 1dpzad 9 WLC. Jlgwwésle 030 lJpsjéc loug
IJgbsle IJeldse:

IJgdog6 1. Bp wopdso IJIuvd go IUigble.

loedd Ids bLé > uble > Jesble > Jogble pdule IJog yss.

Profiler Configuration
*CoAType: | Reauth| -]
Current custorm SNMP community strings:  eeesse |ﬂ|
Change custam SNMP community strings: | | (For NMAP, comma separated. Field will be cleared on successful saved change.)
Confirm changed custom SNMP community strings: | | (For NMAP, comma separated. Field will be cleared on successful saved change.)

EndPoint Attribute Filter: [ Enapled ;

Enable Anomalous Behaviour Detection: ] Enapled i

Enable Anomalous Behaviour Enforcement: Enabled

Save Reset

suwee IJesh IJIsJ ISE Lldouuld ls pudsd ls 9JJo Jl sop Luwld CoA (s og IUdss
BYb). suwpee IJesh IJelus ISE ohuwld CoA e 1oyl pudsd Juld (9uee [JS,09).



lJgogé 2. odssu wor IJogysd.
I wodysu ywpeo Anomlousbehavior Jiylo WS wog IUwgasd: Jel 09 p9oz WO 1Juo9,)é:

v Exceptions (1)
Status Rule Name Conditions (identity groups and other conditions) Permissions

] Anomalous Client EndPoints:AnomalousBehaviour EQUALS true DEVICE:Location DenyAccess
EQUALS All Locations

Status Rule Name Conditions (identity groups and other conditions) Permissions

|§| MNarmal Client DEVICE:Location EQUALS All Locations PermitAccess

IJo2dd pu lduogs

IJlouold weesd Jluwdds. i_uuo-@,o IJio, ipconfig /all JJs s, eds gwslo MAC JJezed
IJJlpwd s Jol 09 p90e s 1Uues)é:

Wireless LAM adapter Wi-Fi:

LAN Card
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Intel(R) 825741 Gigabit Metwork Connection Properties bt

General Advanced [Driver Details Events Power Management

The following properties are available for this network adapter. Click
the propedy you want to change on the left, and then salect its valse

on the right.

IPv4 Checksum Offload A | @ |CO4AD02145C2
Jumbo Packet

Large Send Offlcad V2 (IPv4) {1 Not Present

Large Send Offigad V2 (IPvE
Log Link State Event
Macdmum Mumber of BSS Queues
Packet Priorty & VLAN

Receive Buffers

Receive Side Scalng

Speed & Duplex

TCP Checksum Offload (IPv4)

TCP Checksum Offload (IPvE)
Transmit Buffers b

OK Cancel

v louold Idpuwegse Idebs spdud j986 Dbeld udbs wolss Vs Bless ldoslule. we>
S3dJcsouod Idpuwegse IUuol) oluuegsle guslo MAC pouozdl.

po IJodls) spdud H3ss Ileuald Ulsds po soues Idoede B 1duveds Idpedss
lJJlwdIsé (WLC). wes 3dYe souad Idpuwegspe Iduol 9085 10 gluc swp oubvgsd CoA
wuvow IJognld Idgpsd és) IUboses. bl Jogsso Iduge CoA lJgle eJs Reauth. wzlsd
udbs 1Juoelss IJleuold p)6 12)s. Blp ISE ogssy yvps AnomalousBehavior LIJwed Js
True vese swblod ISE pg 1J3less IUlsds 95,82 [Upuwedspe.

Logged At RADIUS St...  Details O (dentity © Endpoint ID Authorization Rule Network Device
x Match A ~ | of the folowing rules. Enter Advanced Filter Nam Save -
Looged At ~|  within ~|  custom ~|  From 12/30/2016 8: f@ To 12/30/20168:38 @ + T @
2016-12-30 20:37:59.728 [] a CO4A00:21:49:C2 CO4A00:21:49:C2 Anomalous Client 5w
2016-12-30 20:37:59.704 u Q Cl4400:21:49:C2 SW
2016-12-30 20:37:49.614 u a CO4A00:21:49:C2 CO4A00:21:49:C2 Mormal Client 5w
2016-12-30 20:22:00.193 u a CO:4A00:21:49:C2 CO:4A00:21:49:C2 Mormal Client WLC

Jpl 09 p9 o2 IS IJue9,d: Spdud H3ss IJoluosd ceo udbs Iduolss Vs gdles IJowysy
2986 IJuwsls:



Endpoints CO:4A:00:21:45:C2

fcoanooztaoc2 | © |3
MAC Address: CO:4A:00:21:49:C2
Username: c04a002149:2
| Endpoint Profile: TP-LINK-Dewvice
_g Cumrent IP Address: 192.168.1.38
Location: Location =»All Locations

Applications Attributes Authentication Threats Vulnerabilities
I

General Attributes

Desoiption
Static Assignment false
Endpeoint Policy TP-LIMNK-Device

Static Group Assignment false

Identity Group Assignment  Profiled

Custom Attributes

T Filter = -

Attribute Name Attribute Value

Mo data found. Add custom attributes here.

Other Aftributes

ALA-Server sth-nice
AD-Last-Fetch-Time 1483130280592
Acchnput-Gigawords a
Acct-Cutput-Gigawords a
Ajrespace-Wlan-Id 3
AllowedProtocolMatchedRule MAB
IAn{}maI{}usElEha\ri{}ur true I

Jpol oy Spdu 2309 udbos [Juelss pu Bless Ioslule Jeuwz 030 Iduwps.

Jel 09 p9 oz I 1uo9)6: wogopu J9gd Idpedsple edlps wussw 2$36 Jlbol, g5 1Jgpdle
lJ3s0 S$99e90 werue 03l Iduudsd:

Vulnerability Threat + ]

METRICS - {
Total Endpoints @ Active Endpoints @ Rejected Endpoints & Anomalous Behavior @ Authenti

‘IZ'D 1.!_ oﬂ_i. Oﬂ_x_ 1 |eed




Fitters: | * Anomalous Endpoints

ENDPOINTS @

Type  Profile

home .. vices: [100%]

1 Selected

T + & @ mc-
B mac Address Anomalous Behavior
x MAC Address true

M CO:4A:00:21:49:C2 true

Change Authorization =

ENDPOINT CATEGORIES @

Ol OSTypes  Identty Group

[ =8 ]

tp-i... el : [100%]

Clear Threats & Vulnerabilities Export = Impar ~
IPv4 Address Usemame Hostname
¥
192.168.1.38

MDM Actions -

(=04} NETWORK DEVICES @ =0
Locaton  Type  Device Name
locat.. ona: [100%]
Rows/Page 1 v 1 B
Release Rejecled  Revoke Certificate
Location Endpoint Profile Description oul (e}
Location =+ Al TP-LINK-Device TP-LINK TECHNOLOGI

lwedunldd IJigble gl oJlzol

Jlowednld IJigble sluodlzol $p wopdso wuoest itble pugis pddle lJog,sd: ol
IJoodd s IdbLé > Joble > IJoywesd > odsso uved wuoese IJIgbls.

il |dentity Services Engine

Home

+ Context ility ¢ Operations

+ Policy

w Administration » Work Centers

 System » |dentity Management

Deployment  Licensing

L<]
Local Log Settings
Remote Logging Targets
Logging Categories
Message Catalog
Debug Log Configuration

Callection Filters

» Metwork Resources

» Cerificates

» Device Portal Management

pxGrid Services

» Feed Service » Threat Centric NAC

«Logging » Maintenance Upgrade Backup & Restore » Admin Access » Settings
Mode List = sth-nice.example.com
Debug Level Configuration

Edit [£])Reset to Default

Component Name ~ | Log Level Description

O portalweb-action INFO Base Portal debug messages
O posture INFO Posture debug messages
O previewportal INFO Preview Portal debug messages
@ | DEBUG - |
O provisioning INFO Client Provisioning client debug messages wBave sy

JJews) eds pJ ISE Profiler.log: loedd lJs IJgpdsle > geedle IJoussd > wvedle ouozse
IJIgble. Jol 09 p9 oz Vs IJuo9,d:

el [dentity Services Engine

Home » Context Visibility ~ Dperations » Policy » Administration » Work Centers

» RADIUS  Threat-Centric MAC Live Logs  » TACACS = ~Troubleshoot | » Adaptive MNetwork Control - Reports

» Diagnostic Tools  Download Logs

Appliance node list Support Bundle

ﬁ sth-nice

Log File Description

prii-serverlog.7?

Debug Log Type

prit-serverlog.s
prit-senverlog.9

profilerlog

wboj odo ldwedle weur IUSuoluole pu pJw Profileldog. Jel o). Jlu ISE $l)l gds
IJIuvd g0 1o udbs IJuelss 1o gogly MAC po C0:4a:00:21:49:C2 5> £y bysys 1Jsue9d

profiler Profiler debug messages




wpldbus 1Jose 1U9sse6 91ders6 Jguolisuo NAS-Port. [uol Jluwddsé 9dJduoel wugs) lJs

lseyuw.

2016-12-30 20:37:43,874 DEBUG [EndpointHandlerWorker-2-34-thread-1]1]
cisco.profiler.infrastructure.profiling.ProfilerManager -:Profiling:- Classify hierarchy
C0:4A:00:21:49:C2

2016-12-30 20:37:43,874 DEBUG [MACSpoofingEventHandler-52-thread-1]1]
profiler.infrastructure.probemgr.event .MACSpoofingEventHandler -:ProfilerCollection:- Received
AttrsModifiedEvent in MACSpoofingEventHandler MAC: C0:4A:00:21:49:C2

2016-12-30 20:37:49,618 DEBUG [MACSpoofingEventHandler-52-thread-1]1]
profiler.infrastructure.probemgr.event .MACSpoofingEventHandler -:ProfilerCollection:- Received
AttrsModifiedEvent in MACSpoofingEventHandler MAC: C0:4A:00:21:49:C2

2016-12-30 20:37:49,618 INFO [MACSpoofingEventHandler-52-thread-1]1[]
com.cisco.profiler.api.MACSpoofingManager -:ProfilerCollection:- Anomalous Behaviour Detected:
C0:4A:00:21:49:C2 AttrName: NAS-Port-Type 0ld Value: Wireless - IEEE 802.11 New Value: Ethernet
2016-12-30 20:37:49,620 DEBUG [MACSpoofingEventHandler-52-thread-1]1]
cisco.profiler.infrastructure.cache.EndPointCache -:ProfilerCollection:- Updating end point: mac
- C0:4A:00:21:49:C2

2016-12-30 20:37:49,621 DEBUG [MACSpoofingEventHandler-52-thread-1]1]
cisco.profiler.infrastructure.cache.EndPointCache -:ProfilerCollection:- Reading significant
attribute from DB for end point with mac C0:4A:00:21:49:C2

2016-12-30 20:37:49,625 DEBUG [MACSpoofingEventHandler-52-thread-1]1]
profiler.infrastructure.probemgr.event.EndpointPersistEventHandler -:ProfilerCollection:- Adding
to queue endpoint persist event for mac: C0:4A:00:21:49:C2

9d3JI: swed pdou grple 1d)08l06 IUIEJsSE Ip)le ol 5le Jlosls ppJdul. IJlg)le oul 09 Liuwld
CoA Lule gds IJedssy IUele B lesble IJezdsd 1dpunl IJsol ledle. B poldol sep
wessu lduge CoA gds Reauth 1Jss suwee ISE Llglbé puol> 86 w9bé IJuolsé glglé Idoe 99
eu ld@sles IJos we wdysuol. 030 ldp,d woblo@ pe Vless ldgpsd g, 1Jebss goldoelds
Swpe )9 ool.

2016-12-30 20:37:49,625 INFO [MACSpoofingEventHandler-52-thread-1][]
profiler.infrastructure.probemgr.event.MACSpoofingEventHandler -:ProfilerCollection:- Taking mac
spoofing enforcement action for mac: C0:4A:00:21:49:C2

2016-12-30 20:37:49,625 INFO [MACSpoofingEventHandler-52-thread-1][]
profiler.infrastructure.probemgr.event .MACSpoofingEventHandler -:ProfilerCollection:- Triggering
Delayed COA event. Should be triggered in 10 seconds

2016-12-30 20:37:49,625 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Received CoAEvent
notification for endpoint: C0:4A:00:21:49:C2

2016-12-30 20:37:49,625 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Configured Global CoA command
type = Reauth

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Received
FirstTimeProfileCoAEvent for endpoint: C0:4A:00:21:49:C2

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Wait for endpoint:
C0:4A:00:21:49:C2 to update - TTL: 1

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Setting timer for endpoint:
C0:4A:00:21:49:C2 to: 10 [sec]

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Rescheduled event for
endpoint: C0:4A:00:21:49:C2 to retry - next TTL: 0

2016-12-30 20:37:59,644 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- About to call CoA for nad IP:
10.62.148.106 for endpoint: C0:4A:00:21:49:C2 CoA Command: Reauth

2016-12-30 20:37:59,645 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Applying CoA-REAUTH by AAA



Server: 10.48.26.89 via Interface: 10.48.26.89 to NAD: 10.62.148.106
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