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Win 7 with ACS 5.3
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ok S 10S le CA 655 92w

crypto pki server CA

grant auto

hash shal

eku server-auth client-auth

@>3kan | Loyl 2lizs RSA-SIG 9 .EAP J dyllas palsdl @85kas) gugall plisall plaiiwl Sk Jl zlics
(Jsas|

il PKI o35 9 no shutdown oVl plasiwl CA Soi 08
diggll 65l - 10S
TrustPoint (9559 6lgiall (SCEP) lagud! 63lgidl Uit JoSe59., cuSenic 06 «cll3 s

ip http server

crypto pki trustpoint CA-self

enrol I ment url http://10.1.1.2:80
fgdn 10.1.1.2

i p-address 10.1.1.2

subj ect - name cn=10. 1. 1. 2, ou=TAC
revocati on-check none

eku request server-auth client-auth

lglwig 65lginl] a9skany 09 oS

confi g) #crypto pki authenticate CA-self)
:Certificate has the following attributes
Fi ngerprint MD5: 741C671C 3202B3AE 6E05161C 694CA53E
Fi ngerprint SHAl: 8C99513C 2198470F 7CB58FA2 32D8AA8SD FC31D1ED
Do you accept this certificate? [yes/no]l: yes %
. Trustpoint CA certificate accepted

Rl(confi g) #crypto pki enroll CA-self

%

Start certificate enrollment %

Create a chall enge password. You will need to verbally provide this %
.password to the CA Adnministrator in order to revoke your certificate
. For security reasons your password will not be saved in the configuration
. Pl ease nake a note of it

: Passwor d

: Re-enter password

The subject name in the certificate will include: ¢cn=10.1.1. 2, ou=TAC %
The subject nanme in the certificate will include: 10.1.1.2 %

Include the router serial nunber in the subject nanme? [yes/no]l: no %
The I P address in the certificate is 10.1.1.2 %

Request certificate from CA? [yes/no]: yes
Certificate request sent to Certificate Authority %
The 'show crypto pki certificate verbose CA-self' command %

.will show the fingerprint

#(Rl(config

:Dec 2 10:57:44.141: CRYPTOPKI: Certificate Request Fingerprint M5*
BFSEF4B6 87FA8162 9079F917 698A5F36

:Dec 2 10:57:44.141: CRYPTO PKI: Certificate Request Fingerprint SHAl*



AC13FEA3 295F7AE6 7014EF60 784E33AF FDO4C41D

#(Rl(config

Dec 2 10:57:44.198: %Kl -6-CERTRET: Certificate received front
Certificate Authority

o9l Lolue CN (68, ol vy ail ,Siié AnyConnect 8 aJlls Jilw, e Joaxdl (8 ey oS5 ) I3l
AnyConnect w2 walo 9 leiisSs o3 il IP/hostname

w2 e 9 o3l IP ylgies AnyConnect 10.1.1.2 JBs| i« .cn=10.1.1.2 . JlaJl 13D 9
AnyConnect xml

RADIUS g 10S - AAA 1655

:sauséilly AAA 9 RADIUS @5bas @8s5kas @8skas (e85 JI zlizs

aaa new nodel

radi us-server host 192.168. 56. 202 key ci sco
aaa group server radius SERV

server 192.168. 56. 202

aaa aut hentication |ogin eap-list group SERV
aaa aut horization network eap-list group SERV

ACS J aJoVl dugill
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Wzerg and Idenlily Stomes = Inlersd [denlils Stores = Users = Sreale

Ganaral

MzrnE: Jserd Statuz: Enatled - @
Ceezcriation:

IEErEy Croup A1 Grous | Select |

Fassward Infarmatlan
Pazgword sz
» Conlain 4 - 37 cheractars

# Passeart] Type Itterral Lisers Select
¢ Passrond: P
Confirm Passsord [T

Chanee pass=woard ononest bgn

Usar Infermation
There ae ne additions dentity attriboles cefired for eser remmnes

= Hola wyTnzgEne

Enable Password Informatian
Paszword rmust:

e Dionlain £ - 37 cheracl=rs

Frabie Prssmrrd

anmrn Pessscrd

iz Ll a0V LY "cisco” 49,ell dals 0eSs ol e syl lgl Jball 13D L9 . Jig3il) paskime a8l

General
MName: IKETEST

Description:
Identity Group: All Groups
Password Information

Fassword must;
o Contain 4 - 32 characters

Password Type: Internal Users
Password: ey
Confirm Password: (T XTI E LT

Change password on next login

User Information

10S dlawlg, lglu,|

Status: Enabled ~ ©

Select

Select |

There are no addibonal identity attnbutes defined for user records

= Pola wymagane

< iSuidl I Jaosll < &ligsVly Lozl < agil uolic) cporsimall g3 Laass wle clisl a8 el sz,

(elis] < o3l Lawass olals



IP UlgieS IP ylgic Hlbly (a5LS) puusiall gaill AV 29 JBol pi (Jlall 132 (9 .aSLl o (Jlall 13D (9
i® dogeaall giually gl 2lojl o dasld e jeiell Sou . Juaiall Jrasl) dinsi pisw
http://www.cisco.com/en/US/docs/ios-xml/ios/sec _conn_ike2vpn/configuration/15-2mt/sec-apx-
flex-rad.html

Grperal S Tezks | RADIUS Attributes
Cornimion Tasks AT a2z
Atnbute Type= wala=

Maruially Erinne

Allibule Typre walaz
Framed-P-Address Fud dudness §3.160.100.200
TISCO-2-pRir g ins== route-set=aref (0 11 LG4
fufd
Ichanary lynn =& ILE- - -
RADILE Allriwa KT
Alinibue Typa
aftribiute Valuza
Pola TTELErE

Hnbmit | [anrr]

olaziuw] pi; .Jgog)l dwluw (8 (Juexill) PAP/ASCII 9 (a85Laall) EAP-MD5 acs Jisis clojl «lls sy
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Access Policies = Access Senvices = Default Network Access = Edit: "Dafault Metwork Access®

General | Allowed Protocols |

¥/ Process Host Lookup
Authentication Protocols

P [¥ Allow PAP/ASCI
P Allow CHAP

» Allow MS-CHAP
» Allow MS-CHAPYZ
P4 Allow EAP-MDS

P Allow EAP-TLS

P Allow LEAP

b Allow PEAP

P [T Allow EAP-FAST

Preferred EAP protocol | LEAP - |

subme | | Cance

J b slis] pi Wl 030 9 0dlil o5 $UI Jusill s il sy Jowos)l gl 1o slisly ad
b gozidl Jio35 war,2 wilo 3950 RADIUS Lasl b JS) i3 gdlsall JS 8 NDG:Location
H(aSuidl JI Lol il Jguogll < Jguogll wloas < Jauogll



General

MName; Hule-1 atatus Enabled - B

. ’ The Customize button in the lower right arsa of the policy rules screen cortrols which policy
candiions and results are available harg for Lse in palicy rules.

Conditions
+ MNOG Location:  IF -~ Al Locations Select

Time And Date: -AMNY-

Results
Authorzation Profiles:
FOOL =
Wou may s2lect multiple suthonzadon profles. Atrbutes defined
in muttiple prafiles will use the value from the first profile defined
-
Select |

o S a9slanll e [0 pasiuall oS 131 10S azgo Je )LVl e 15510 o8 ol w

Rl#test aaa group SERV user3 Ciscol23 new-code
User successfully authenticated

USER ATTRI BUTES

"user nanme 0 "user3
addr 0 192. 168. 100. 200
"route-set 0 "prefix 10.1.1.0/24

10S FlexVPN oS5

IP Olgie) bnad awludl elis] aiy .( CSCN59317 g1, ol glics ¥ 28) @9 2hidl IKEV2 gl o gl el
Jiall 13 9 (10.1.1.2) a>lg

crypto i kev2 proposal PROP
encryption 3des

integrity shal

group 2

crypto ikev2 policy 5

mat ch address local 10.1.1.2
pr oposal PROP

sl I oy, pisw s3I IPSEC Ly, cilog IKEV2 Lay,e calo clisly pd o

oSl Jds (9 4y ogo 98 WS (http-url 65lgi Jasin Blay] o 25T

crypto i kev2 profile PROF



match identity renpte address 0.0.0.0

match identity renote key-id | KETEST

aut hentication renote eap query-identity

aut hentication local rsa-sig

pki trustpoint CA-self

aaa aut hentication eap eap-list

aaa aut horization user eap list eap-list |KETEST
virtual -tenplate 1

no crypto ikev2 http-url cert

crypto ipsec transformset transforml esp-3des esp-sha- hmac
crypto ipsec profile PROF

set transformset transforndl

set ikev2-profile PROF

interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile PROF

ACS 1655 9 08Linl pi sl9 «pasimall IKETEST _JI Isbiwl Jaysad! slacl aiy (Jlall 13D 9

Windows ;955

Windows Trust ,_JI CA >l siwl

(laad JoVI el 3319 el 65l uauas o aST) 10S Lo §aanll @250l 65lgis s

R1(confi g) #crypto pki export CA-self pem terminal
:CA certificate %

----- BEA N CERTI FI CATE- - - - -

M | B8z CCAVygAW BAgl BATANBgk ghki G3w0BAQUFADANM wCQYDVQQDEWI DQTAe
FWOxM ExM YxNzMz Mzl aFwOXNTEXM YxNz Mz Mzl aMAOx Cz AJBgNVBAMIAKNBM Gf
MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQCvDRAI HCcr j 42QF HpRuNu4Ey Fr LR8H
ThPanXYV+GdCBnmu53pDl LEOOASEHBY D6DYBXx01EZuDsi ol J7t 2MPTguB+YZe6V40
Jbt ayyxt ZGrF7+eDgReg@HHC394ad QAW 20j gQ uTHeRDTgDJIR8i 5gN2Ee+KCsr 3
G nH UnXb/ | 6Q DAQAB02 MNVYTAPBgNVHRVBAf 8EBTADACQH MA4GALUd DWEB/ WQE+
Aw Bhj Af BgNVHSMEGDAWIBTH5Sdh69g4HAJul LQYLbYHONK 9z z AdBgNVHQAEFgQU
x+UnYevauBwChpS0GC22B9DZPc 8wDQYJKoZl hve NAQEFBQADg YEAD: BLi NXnl +LC
Pl gJOnl / j H5p21 wl zwbPbZcGs Z9"54Qaqgr hmhbHnngKQJI / 20+JPE6p+4nol Cq
VBr xoi X2KYQLOMTESc Pp@XJ9vhGgt 4 Xcx3g20Hhxx FDf p2 XuW hwUOVBd TCnzw
=4vodj 47gEXKI 6pGuzauwdMN1xhkNar ¢

----- END CERTI FI CATE- - - - -

alaS lna=Jlg Windows 9 Notepad 9 asalg "dlgdl 65lgis"9 "eadl 63lgis" yu 59> 00l o521 Fausl
.ca.crt
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Certificate Import Wizard I.ﬂ?-

Certificate Store
Cerkificate stores are syskem areas where certificakes are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate,

Autoratically select the certificate store based on the tvpe of certificate
@ Place all certificates in the Following store

Certificate skare:

Trusted Root Certification &utharities

Learn more about certificake stores

! < Back ” Mext = || iZancel |

AnyConnect XML (au0gi 95

walo clisl, AnyConnect Secure Mobility Client\Profile 094, C:\ProgramData\Cisco\Cisco _,9
13 gualg "any.xml"

<?"xm version="1.0" encodi ng="UTF-8?>
"/ AnyConnect Profil e xm ns="http://schemas. xm soap. or g/ encodi ng>
"xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance
<"xsi:schenalLocation="http://schenas. xm soap. or g/ encodi ng/ AnyConnect Profil e. xsd
<Clientlnitialization>
<UseSt art Bef oreLogon User Cont rol | abl e="true">f al se</ UseSt ar t Bef or eLogon>
<"AutomaticCert Sel ecti on UserControl | abl e="true>
<f al se</ Aut omati cCert Sel ecti on
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySettings>Nati ve</ProxySettings>
<Al | owLocal ProxyConnecti ons>t rue</ Al | owLocal ProxyConnecti ons>
<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >
<Aut oConnect OnSt art User Control | abl e="t rue" >f al se</ Aut oConnect OnSt art >
<M ni m zeOnConnect User Control | abl e="true">true</ M ni m zeOhConnect >
<Local LanAccess User Control | abl e="true">f al se</Local LanAccess>



<Cl ear Smart cardPi n User Control |l abl e="true">true</C ear Snart car dPi n>
<| PPr ot ocol Support >| Pv4, | Pv6</| PPr ot ocol Support >
Aut oReconnect User Control | abl e="fal se">true>
Aut oReconnect Behavi or User Control | abl e="f al se" >Di sconnect OnSuspend>
<Aut oReconnect Behavi or/ >
<Aut oReconnect />
<Aut oUpdat e User Control | abl e="fal se" >t rue</ Aut oUpdat e>
<"RSASecur | DI nt egration UserControll abl e="fal se>
<Aut omat i c</ RSASecur | DI nt egr ati on
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cenent >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndows VPNEst abl i shrent >
<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
PPPExcl usi on User Control | abl e="fal se">Di sabl e>
<PPPExcl usi onServer| P User Control | abl e="f al se" ></ PPPExcl usi onSer ver| P>
<PPPExcl usi on/ >
<Enabl eScri pti ng UserControl | abl e="fal se">fal se</ Enabl eScri pti ng>
Enabl eAut omat i cServer Sel ecti on User Control | abl e="f al se">f al se>
<Aut oSer ver Sel ecti onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi me>4</ Aut oSer ver Sel ect i onSuspendTi ne>
<Enabl eAut onat i cServer Sel ecti on/ >
Ret ai nVpnOnLogof f >f al se>
<Ret ai nVpnOnLogof f/ >
<Cientlnitialization/>
<ServerList>
<Host Entry>
<Host Name>| OSEAP- MD5</ Host Nane>
<Host Addr ess>10. 1. 1. 2</ Host Addr ess>
Pri mar yPr ot ocol >l Psec>
St andar dAut henti cati onOnl y>true>
<Aut hiet hodDur i ngl KENegot i at i on>EAP- MD5</ Aut hMet hodDur i ngl KENegot i ati on>
<| KEl dent i t y>| KETEST</ | KEl dent i ty>
<St andar dAut henti cati onOnl y/ >
<Pri mar yPr ot ocol / >
<Host Entry/ >
<ServerList/>
<AnyConnect Profil e/ >

el 53lgi 53] w5 sl CN=10.1.1.2 JBol uis 68 10.1.1.2 J5] ol oo 5L
ol

ip @313 a2, V) 10S e HTTP 0315 Jiass (0 25T <l SSL VPN platiaw] iy o) o liadl 13 3
"Jsosll e Jgaxll péauvio plaziwl” ._le ai AnyConnect _$ las allu, _aliwd Vlg .(http

User3 clis| pi (JUall 13 (8 . 59,0 dalSy cidlao ey [AnyConnect 9 JLasVl xic



fﬁ;' Cisco AnyConnect Secure Mobility Client = 23

¥PN:
Please enter wour usernarme and passwiord,

[OSEAP-MDS

{_5' Cisco AnyConnect | IDSEAP-MD5

Please enter wour username and passwaord.

=ermame: Userd

Password: seokeokeookokokok

.p)jdhu¢d|hly£¥ﬁ fuq‘eﬂs Ay
-, I

I0S a>90

Rl#show ip inter brief | i Virtual
Virtual - Accessl 10.1.1.2 YES unset up up
Virtual - Tenplatel 10.1.1.2 YES unset up down
R1# show i p route 192.168. 100. 200
Routing entry for 192.168.100. 200/ 32
(Known via "static", distance 1, netric 0 (connected
:Routing Descriptor Blocks
directly connected, via Virtual - Accessl *
Route nmetric is 0, traffic share count is 1
Rl#show crypto i kev2 sa
I Pv4 Crypto | KEv2 SA
Tunnel -id Local Renote fvrf/ivrf Status
none/ none READY 110.1.1.100/61021 10.1.1.2/4500 1
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: RSA, Auth verify: EAP
Li fel Active Tine: 86400/ 94 sec
IPv6 Crypto | KEv2 SA
Rl#show crypto session detail
Crypto session current status
Code: C - I KE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation



X - I KE Extended Authentication, F - |KE Fragnmentation
Interface: Virtual - Accessl
Uptinme: 00: 04: 06
Session status: UP-ACTI VE
(Peer: 192.168.56.1 port 61021 fvrf: (none) ivrf: (none
Phasel_id: | KETEST
(Desc: (none
| KEv2 SA: local 10.1.1.2/4500 renpte 10.1.1.100/61021 Active
Capabilities:(none) connid:1 |ifetine:23:55:54
| PSEC FLOW pernmit ip 0.0.0.0/0.0.0.0 host 192.168. 100. 200
Active SAs: 2, origin: crypto map
I nbound: #pkts dec'ed 1 drop O life (KB/Sec) 4160122/ 3353
Qut bound: #pkts enc'ed O drop O life (KB/ Sec) 4160123/ 3353

.(debug crypto ikev2) cllasVl auai dubis hiSay

j92is9

olSai e eMbM S luwsll Juolis o gaxill liSay VPN dSaiv 9 AnyConnect o doxiiall ol 9
aladiall _aadl Jlas)l

% Cisco AnyConnect Secure Mobility Client | =

'L'.'_{é!&' AnyConnect Secure Mo ility Client

Status Overview sl Priviste Blat -

Freferences | Statitics  Roubs Debals | Frewal

Message Hisbory

Houte Details

Metworks

Secured Routes [IPwd]

Weh Security 10.1.1.0/24

a99 20ll OMSLiall9 32l

oo el aenas 20 221) IKEV2 8 JolSill ag 99 2:90il &5 (9 SHAT 599 aic S -
((lass gglxuall eMas=ll) Cisco CSCtn59317

ACS XML Gy 25 calo 9 9luio o punl 10S d,98 65lgis (9 CN oSy ol vy -

Ll dacgomoll Jaygss plaziwl pacy @dstaall elisl @, 400 a5 il RADIUS AV zlojl plasiwl wa)l 13] -



//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCtn59317

AKEV2 cawogi (9 138 plackiaw] liSoy (Mo

aaa aut horization user eap cached

plazio¥l elsl o 13D oSy A8 . poriuall/icgazall Jagad "cisco" 49l dals Lals Jyg3ill pasiuy -

(aaa authorization user eap |ist SERV (w thout any paranmaters
""CiSCO" )90 dolSy pasiwnS AnyConnect (9 o0 i Sl pasiumall plaziwl Jaseadl Jglxiw Y
paiamall 19,0 dolS eSS Y 29 Lills

Cisco TAC:debug crypto _JI lgasasig Ll diSay (il o> ,2all (@ 03 (JSLine sl > 9 -
DART o> =ad>1> ikev2debug crypto ikev2

Joluwd Vg .(ip http p315 229, V) ip http po5 Judasi ,S3id SSL VPN pasius i o) 13! -
Mool Lo mime plasiwl" x| pMiwls HTTP 635y JlasVl AnyConnect

JWI Jol i
3935 Jac (1055 gy g0l oMel oS3all (oSl udes i
USan &3 OIS La> (NGC) W1 Sl siins plackiawly CisCO 095

L 6,2l dalsinll AR Cluogil e eMbVI o,
http://www.cisco.com/web/about/security/intelligence/nextgen crypto.html

091 -0Sill 13d Glacy cully JhaiwVl 6359 529 Jraell olin o JS ol o 355 NGC (085 Hlis| xie
NGC J el paca) Llas a9 ,b oVgxo dlioy ASR 1000 9 2 JuxJl 0 ISR wlg=g0 oS5 0l

NSA (0 B JlaiVl décgoxo pe> piy AnyConnect 3.1 ,lxol o0 hlicly (AnyConnect wil> le9

o old Olegleo

Cisco ASA IKEvV2 PKI Site-VPN -

I0S e IKEV2 gdgall clas auas -

63lgil a95Lao - | £33l :10S eully JusiwVl 60>9 :FlexVPN / IKEv2: Windows 7 Building-Client -
15.2M&T ,lao)l Cisco 108 .2 ,laol Internet Key Exchange 9 FlexVPN ,-,055 > -

Cisco Systems - olaiiually , gl acal -
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