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Network Devices
* Name| FireSIGHT-MC

Descri ptjnn: |

* IP Address: | 10.1.1.10 /| 32

T ,o@__p_gf_é ia_o)'é IJubo o 1ol 999 wzob zpsE ic,_glg_ I.Jia_o;é. VD)
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Create New Network Device Group... x

Network Device Groups

* Parent | oll pevice Types | Reset to Top Level

* Name | Sourcefire]

Description

* Type | Device Type

3

108y B9 IJwop IJwnodlds a8 1) 92 preses lzoss IJubeds IJos we odasol B
lJgbgo leJlo
* Mebwork Device Group

Location| aj| Locations | Set To Default |

Device Type sourcefire | Set To Default |
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06 ias Jlesl gus wdgsu ¢be RADIUS gds 9226 IJozdpe MC FireSIGHT. Jpe)lzed 9sp0
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~ Authentication Settings

Enable Authentication Semings
Protocol  RADIUS
* Shared Secret | wesssssass [ show

Enable KeyWrap  [] ¢
* [Key Encryption Kay

* Message Authenticator Code Key Shaw

Fay Input Format = ASCIT HEXADECIMAL
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Authentication Policy

Deefing the Authertication Policy by selecting the protocols that 1S should use to commuricats with the retwork devicas, and the identity sources that it should use for authentication.
Policy Type () Seple  (8) Pule-Based

MA3 Ir Wired_MeB OR Allow Protocols @ Default Network Acoess and
‘Winshess MAB
Deefault use Internal Endpaints
Dot 1X o I Wired 8021 DR Allow Protocols @ Default Network Aooess and
Wirghass_H02, 1%
Dzt Lme Guest_Portal_Sequence
Befault Rude (If no match]) Allow Protocnls © Daefauk Netwark Access and use @ Iternal Users

luol98 puwetsp peds |Js ISE

cloodd 1Js b > bhé 1Jo9ss > 09sle > puwodspsu. o) 896 |uolds (Add). Ied luwe
Puv e 99J08 £)9) 398 pELS. LEo wd$> PRRIEIC Idpund e 235 Iunp pre9es pIR9>
9 1b8, W9 edlpd + 2uasle JIUoIOE pzpsesd 228526, Vs 03l IJpild sop eSSy
lJeuweése "sfadmin” [Js 1Jpezesgo |Jpguoues "Sourcefire Administrator”. Luswe yolb
p2p9E8 |Jpuegs psy 030 Lpdd e sV IJogasd 1Jpess B IJebes bulo odsse wog
wg9sJ ISE. b §b §6 pbb.



Metwork Access Users List = sfadmin

Metwork Access User

* Name | sfadmin

Stahus Enabled =
Email
Password
* Password | ssssssss Need help with password policy ? '

* Re-Enter Password [T T]

User Information

First Name

Last Mame

Account Options

Description

Change password on next login [_|

LUser Groups

Sourcefire Administrator
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pold puwcrp Sleds

* Mame

Sourcefire Administrator

Description

* Access Type

ACCESS_ACCEPT

Service Template |

¥ Common Tasks
| PRALDEC FOICY

|| NEAT

|| Web Authentication (Local Web Auth)

| | Airespace ACL Name

E! ASA VPN InternalUser:IdentityGroup -
¥ Advanced Attributes Settings
-~ | Select an item ® | = o

¥ Attributes Details

Access Type = ACCESS_ACCEPT
Class = InternallUser:IdentityGroup

pold puwcp ehes




™ ASA VPN

Advanced Attributes Settings

Administrator

Select an item

Attributes Details

Access Type = ACCESS_ACCEPT
Class = Administrator

cloodd IJs wog > oS 9o dssy uwsluws w99s o 2386 Jeduwle blye Sourcefire.
Suwwse Idpold Idolds i, Device:Device Type Jeblw 96 vog 1Jzol) 1Uss wp wdssuo
B Buwp odosu lz0ss IJuvwds 9pzesele lzojs IUubwds ledlo. e sop l@lo 03l IJuog
opdd g8 wEasd puwdsd Sourcefire IUss cp oIdgsuo lgdle. b gb g pldb.

Status Rule Name

Wireless Black List Defa
ult

Profiled Cisco IP Phones

Profiled Non Cisco TP Ph
ones

Sourcefire Administrator

CWA-PSN1

] CWA-PSN2

o9 sy wog wble Sourcefire

Conditions (identity groups and other conditions)

Blacklist Wireless_Access

Cisco-IP-Phone
MNon_Cisco_Profiled_Phones

DEVICE: Device Type EQUALS All Device
Types# Sourcefire

Metwork Access:ISE Host Name EQUALS
isel2-psni

Metwork Access:ISE Host Name EQUALS
isel2-psn2

Permissions

Blackhole_Wireless_Acoess

Cisco_IP_Phones

MNon_Cisco_IP_Phones

Sourcefire Administrator

CWA-PSN1

COWA-PSNZ

c Gp wouwesd 1Usgod 1Js 9258 IJozdp FireSIGHT MC sluedd 1Js Iduble > ppds > blys
IJpuwedrp. o) eds edles IJowsse puolbdsd ouvesd [Usged. 108y 998 15, +luuble
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Authentication Object

Authentication Method RADIUS =
Mame * ISE
Description

Primary Server

Host Name/IP Address * 10.1.1.254
Port = 1812
RADIUS Secret Key sesssnsens

Backup Server (Optional)
Host Name/IP Address |
Port 1812

RADIUS Secret Key

c oo Buwe Idpedele 1Jgluos o RADIUS. bed uduvJs 1Jiss-25 av-pair B pyue IJoue
IJeeley Jluwe Idpzeses Idpedss Sourcefire IJos yusope pblodeol JJsuesd lJs 9lzed
lJeuweéde ld)uwspess (GUI). s ol ldpeld: swp wessy Class=User Identity
Groups:Sourcefire Administrator value gJs pzp9e6 pn99d Sourcefire. 030 o 1J8Sp6 IJos
SW9p ISE Lhzleol Jzje pu Access-ACCEPT. [goshsl 235 39) puvedsp 1Ve)luos
JJpuwedsresu ldeuobd edsop lUsso Jsuw Jrsop pzesele 1JBs6 25 pesus. lud) 998
eldb Je b 1Jodssu 19 luodd IJs Buve Idoedd bule Jizoul IJpuol> 86 pg ISE.



RADIUS-Specific Parameters

Timeout {(Seconds) 30
Retries 3
Access Admin

A

Class=User Identity
Groups: Sourcefire Ad ministral:url

Administrator

A
Discovery Admin

A
External Database User

A
Intrusion Admin

A
Maintenance User

.
MNetwork Admin

A
Security Analyst

A
Security Analyst (Read
Only) A
Security Approver y

Access Admin
Administrator
Discovery &dmin
External Database User

Default User Role

oo gled ouoWdss IJsuosd [Js Shell. Isgd §lisps pudods wdlods JJpuuogspsu
Jodses eduwle god Shell/SSH.

Shell Access Filter

Administrator Shell Access  |userl, user2, user3
U=er List




wpdsu IJpuobys IUghess

Izl lope ol steps in order to pJdue puol> 86 Ehesé eds IJ FMC:

1. lvodd Ids IJoble > pgds > ywslywé IJoble.

2. o 3_)5) Iquol)éé IJé_IJt.sé g_.J..s I.,J.Jgaé |J6L).U_)g5

4. dp Uur" 5u a)ro | E RA S LJlouo 9.

5. 9p u?_n_9]o 1Juog slglo ubudd lJuoz £Js Uaol_,
Access Control Preferences )

Status Enablad &
Aocess List
Audit Log Settings P
Dashboard Default User Role JL‘:I _:',‘11':_'_' )
Databass External Database User
DNS Cache Shell Authentication | Disabled &
Email Motification CAC Authorization Disabled &
* External Authentication

Intrusion Folicy Preferances Nama ﬂlll:ﬂlltbﬂ Method Server:Port lﬂcwh"
e n ISE RADIUS  10.1.1.254:1812 no [

Login Banner

Netwark Analysis Pollcy Prefenences
SNMP

STIG Complanos

Tirme ‘.‘n}' A hran Easn

User Interface

Vulnerabilicy Mapping

Save Policy and Exit Cancel

IJozdd pu lJuogs

- JlReoh puobBs IUpuwcse pdlud ISE $p Lldoprs) Ids Suve pedele IJIRoWL
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Additional Test Parameters
Iser Name sfadmin

Password iillbiiilil

*Required Field

Save Test Cancel

- Jewe volisg puob@s IUlRe ol luedd Ids duve oo IRl 918, B8 [Uuwope
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Test Qutput
Show Details -

chack_auth_rafiss: szllser: sladmin

HADIUS config file: fwar/amp/OPMTHT Igls/radiuschent_O.canf

radiusauth - respanse: |Lser-Name=sfadmin|

radiusauth - response: |Sate=ReauthSession: DacleBcb 0000006530 F4856]

radlusauth - response: |Class=Llser [dentty Grounps: Sourcefire Adminissmator|

radiusauth - response; |Class=CACS: bacSeBeb000I006539FaE06: sl 2-panl/ 191969385/ F|

“sfadmin” RADIUS Authentication D&

eheck_iE_radivs_membser atlhib match feund: [Class=User Identity Groups: Sourcelire Administralos| - [Oless=Leer [dentily Groups: Sourcelire
Administratgr] TreeE e

roke_bee 2et] Beal39- 11 df-a02a-4 2 c66a3h36:

User Test

- pu 9lzod IJpwwese IU)uu9pess (GUI) IJgluod wlslé ISE. [oo&J IJs IJgpdsle >
lJeuob§s JJozldd pu welz loul euohb@s Ideuweise Iy Guivdo.
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e w8 o wwimin SR e ID-0C Sourefire Acmin Lier [enthy Grospe . WobApgRratis meli-gan Rstrersiommn
W15 AT AT D o wmmin SourTErEID-0C Liser ety Grospe. mel3-oan Rgtrentiomson ¢
W15 DAL I o o wmimn Sourcere D00 Uiser [clentiy Grospe. LIEE ] Rtherticason £
VLM 15 DB B o wnimn FEROC Sourefirs Admin Ly [denthy Growpe. HebAppfratis melZand Autterticason
WL 15 AT TH o wninn FEROC Sourefirs Admin Ly [dentby Growps. HebAppfratis mel3an Autterticason
et enmes B o wninn FROC Sourmefirs_icimin Hethppfstis  melZmnl Ratherricaeon
WL 15 ETEI I o wntnn SROC m12an Fstherricason |

lwedunldd IJigble gl oJlzol

- g lgooh puob§8 1dpumetse pdlud ISE: sy, IJebl IJolds [Js e30 wblud pdolz
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& Error x

Test Failed: Bind failed. Please verify your
Authentication Method Specific parameters.

- pu 9lgos Iquu¢3'3>,o lJruw9pss (GUI) JbLs ISE: luegd !J.,snng_pJ..slo > lJpol>96.
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Overview

Event 5400 Authentication failed
Username sfadmin

Endpoint Id

Endpoint Profile

Authorization Profile

ISEPolicySetName Default
IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-06-16 20:01:17.438
Recelved Timestamp 2014-06-16 20:00:58.439
Policy Server ise12-psni
Event 5400 Authentication failed
Fallure Reason 22040 Wrong password or invalid shared secret
Resolution Chqdi the Device shared secrel in Administration > Network Resources > Network
Davices and user for credentials.
Root cause Wrong password or invalid shared secret
Username sfadmin
User Type User
Endpoint Id
Endpoint Profile
IP Address
Identity Store Intemal Users
peJyplo dlo yodé
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