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Edit Rule 3:135921:5 iView Documentation, Rule Comment)

Message |IMAP Altriurm Software MERCUR IMAPD NTLMSSP command handling rn4

Attermpted Administrator Privilege Gain |1r|
[ fications

Classification

Action

Protocol tep |-

Direction Directional ||

Source IPs |ar|1-,f | Source Port |an3,f |
Destination IPs  |$HOME_NET | Destination Port 143 |

Detection Options

reference

url,secunia.comfadvisories/24596

reference

bugtrag, 23058

reference

cwe, 2007-1578

metadata

engine shared, soid 3|13921, service imap

| ack |~ | Add Option l Save As Mew J
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@ Success »

Successfully created new rule "IMAP Altrium
Software MERCUR IMAPD MTLMSSP command
handling memory corruption attempt"

Edit Rule @: 1000000 1T iview Documentation, Rule Comment)

Message IMAP Altrium Software MERCUR IMAPD NTLMSSP command handling me

Atternpted Administrator Privilege Gain |-r|
Edit Classihcations

Action pass|w
Protocol tep |‘r|

Classification

Direction Directional |-r|
Source |Ps any Source Port Ay
Destination 1Pz |$HOME_MET Destination Port  |143

Detection Options

reference

reference

reference

metadata

|ack |* || Add Option Save Save As New

290l 6228 (405

raall pglie e Ll 19,0 4,5 00l dnwliall plxdYI dwluw 9 el doll a0 saclall uas Loy
9,a)l 6268 Sad) wlolasl 03D gul Agisa> Ll dg>gll

20 Jloz L Bod Lal Jakaill < Jewogll $ aSill < lwludl JI Jail il Jalail g Joass .1
Lol Jaladl

sl saclall B 20 U351Vl el 6 acledll §o8 Ll aclgall ansld | sxl saclall adlio| .2
659 Ll el elisy sacla)l Ao s a8 a5 acledll LSVl &1 sa>.dmaill g0 (O lilw adasy
obusdl 3a 899 Lal a3l LS agll ologles



Sledl e clwsdl i is b Lasl .3

auall oo Gaxil

saaoll IP Gleis) 63axall saclall 0ig) wlasl sl elinl pac o 3Tl cdg)l Jasd sl 1>Vl édle oy
Saxoll 4>l 9l

le>Nol9 ellasVl BLiSiwl

oSl lig) lg>Noly clasVl Blisiwy 65320 wlogles Hl> g5 ¥



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



