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luweedlple, REST-API 9 SNMP 908 pJod I weduls 1Jigbole ol oJlzol.

IJecbdule IUIgul usé

IJecbJule

pe,96 lJpoez 1wl uss 9 REST-API 9 SNMP.

lJedyule IJpuuosped

Up louble Uro(C_Jg,qu IJ_9IJ)6 WOs o3l IJpwews pu I.Jiaoy’i 1J 092926 WS wSiS6 pgpdso gluoo.
u>|u aro&e Ulao_,o U,ouuua),oo -_95 03l |Jr0u.0uu) uu-J_9..su prou.uja (Idujluos) Bl Jlpo

ouvows Idpedsple 1Ugl)o s 03l IUpuwews IJs luoshle Ideslez sldpdsole 1debse Ioldso:

- Firepower 11xx

- Firepower 21xx

- Firepower 31xx

- Firepower 41xx

- oy blyé Firepower (FMC). IUlosl) 7.1.X

- uble IJogbgsd IJ8led JJoyuwe s Firepower (FXOS) 2.11.1.x
- 0325y golj Firepower (FDM) 7.1.x

- wyulpe IU>Ble Los woss> Firepower 7.1.x

- ASA 9.17.x

Sedd pu p9luovsle IJegus) IJsks§ 9ldbledss JJobss)

Suvs) sl 1delds [Js wdsso wely) Iddgud. sywb Idess, Ields I9 lesh welys 1dwyud
oSU E_OngSu cosS !)l duu.J Ia) |JCO|J$u: '~9L5|°‘JU .J.JlE_OJO |.J|a)g5 IU uu_9.J;S |.J|ro_)

sy IJdlodss Jdobys) lJs wdsso uble IJpzeses. sose JI odaso vble ldpzeses
ozpSE €8> FTD pogid pgl Jzolj pubb$s sles. 598, wble 1Jpzesgs JJ ywosds 9)les
lJlwesle Jegolj sles (IJIsL)6 9lds ez WS o ds) 958156 Lwed [Jpgldes slded)l) B o)
PUEDO.

WO o3l ldpwows swp luwwgsle oo IJogws)le wldoubd:

CJlelzs IJeldss 1 weles IJw i

- Jdlodss Jdobss) Is Idozese
VIS wewe Ideldle Jl w9, |pdluss ezl pu LPT6 LOSSs |_9 elJo 1Jegws,) IJuslis 8
slélodss Jdobys). eds wwosd IJpeld: Jl $9z> lp) c2dd Jodsso FTD Idpuwodd. we»
o ole wousiss IJpzesele IUpuwedds suglss Ilglold slgwowsld IJigbld puvo§logs wuvdd
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IJlolzs IJgldsé Jogré IJogdpe FMC

Spdo Ie2dd po odsss 921U 1Jesd, Ields Joess Icede B hs IJosdd (FMC)
clowegsle 00 IJgshle:

- 9lzgod puwegsp FMC
- 9lz06 Lwlo, I9lo, FMC

- bdo 9lzod w,pzé wbousdle REST
- pdW Iweduld igble FMC 9| oJlzol

9lzod pywegdp FMC

lowg o030 IJglbsle JJwpdl pu wdssy FMC glds 1wy 9zldwo gds 9lzos puweése FMC:

1. 1o, Joble > IJodled > IJ|oles 1JglJsé:

Classic Licenses

Firepower Management Center ]
Iélllslélclul — P . , g & ) Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @m @ GClobal ' admin v
1
Configuration Lagging Monitaring
Cloud Services Realms Identity Sources High Awvailability aStreamer Host input Cllen1 ~ Users Security Analytics & Logging Audit
- Domains Syslog
. .- : - o 2 Heaith i
Select a role for this Management Center and specify peer details to setup high availability. I IM & Statistics
secureX [0 Monitor
Raole For This FMC: Updates Falicy kit
‘s Standalone (No High Availability) Evets Backup/Restore
Primary Liconses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Expart
Secondarny

Data Purge:

2. 0299 pu 29) FMC. Ws o030 IJzlJo: Jl sop wdssu 1w, IJglds 9ogpd FMC B wJdysy

puv o8




Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @Q @ Giobal | admin v

alln Firepower Management Center
cisco t t t High Avadability

Peer Manager

Cloud Services Realms Identity Sources High Awailability eStreamer Host Input Client Smart Software Manager On-Prem

Select a role for this Management Center and specify peer details to setup high availability.

Role For This FMC:
» Standalone (No High Availability)

Primary

Secondary

B zlds odasy w9, eld: sop &0 Il 1Jpedss sldugsé:

I(I_ll L‘élc;' Flf.e pow.er Manag_e ment t_-':en ter Q Cverview Analysis Policies Devices Objects AMP Intelligence Deploy P ¢ @ Global | admin¥
Peer Manager
Cloud Services Realms Identity Sources High Awvailability eStrecamer Host Input Client Smart Software Satellite

% Switch Peer Roles &b Break HA Il Pause Synchronization
Summary Systern Status
Status & synchronization task is in progress Local Remote
Active = Primary Standby - Secondary
Synchronization @ ok (10.122.148.122) (100122.148.123)
. 10.122.148.122 Operating System Fire Linux 05 7,1.0 Fire: Linux OS5 7.1.0
Active System P 5
{ HA synchronization time @ Mon May 23 15:09:36 2022 )
Saoftware Version 7.1.0-90 7.1.0-30

Standby Systern 10,122.148,123
Star Sys 7 4

ik { HA synchronization time : Mon May 23 15:25:14 2022 ) Model Glsco Firapewar Management Cisco Fimpower

Center 4600 Management Center 4600

9lz0é Lulo, I9le, FMC

lowg 030 IJgbsle JJoedd pu wdsso FMC glds 1Josd; seldeo s 9lzoé Ll 1Uisle, (CLI)
J FMC:

1. 1Jsuesd IJs FMC g, SSH s louold 9226 1doedp.

2. §p woubgsd IJie, expert &eo $p woubésd e, sudo su:

> expert

admin@nctl: ~$ sudo su

Passwor d:

Last login: Sat May 21 21:18:52 UTC 2022 on pts/0
fcl: / Vol ume/ hone/ admi n#

3. 8p woubgsd IUle, troubleshooting_hade.pl 923> IJ¢.sl, 1 show ha info of FMC. G.s 2lJé g3
odosu 1o, IJelds: sop erup ol Il

fncl:/ Vol une/ hone/ adm n# troubleshoot_ HADC.pl
Frxxkkkxxxxkkkxx  Troybl eshooting Utility *xxxxsskrxxxss 1 Show HA Info Of FMC



Execut e Sybase DBPi ng

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations History (ASC order)
Last Successful Periodic Sync Tine (Wen it conpleted)
Print HA Status Messages

10 Conpare active and standby device |ist

11 Check nmnager status of standby m ssing devices

12 Check critical PM processes details

13 Hel p

0 Exi t

© 00 ~NO O WN

Rk S S S O O O

Enter choice: 1
HA Enabled: No

VO gldo wdssu Idegws) Idelds: sop g0 03l IUIE)lz:

fncl:/ Vol une/ hone/ adm n# troubleshoot_ HADC.pl
kkkhkhkkkkhkkhkkhkhkkkkhkkkk Troubl eShOOtI ng Utl | | ty kkkkhkkkkhkkhkhkkkk*k
1 Show HA Info Of FMC

Execut e Sybase DBPi ng

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations Hi story (ASC order)
Hel p

EX|t R R I b Sk b O R R R Rk b O kR R Ik O R O b

oo ~NO O WN

Enter choice: 1

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Status out put: vnsDbEngine (systemgui) - Running 29061

I'n vmsDbENngi neSt atus(): vnsDbEngi ne process is running at
/usr/local/sf/liblperl/5.24.4/ SF/ Synchroni ze/ HADC. pm | i ne 3471.

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Rol e: Active

pdlebo: u_9§ UJ9§U elds 1Jesled,ye spdy i SYu J>3_) 9220 Idogdp s IUble 1Upldss
(FMC) 39, Iguluws 19 eluss: 9zlJs IUlguagslbactive s .

FMC REST-API

loog 030 lJgbsle JJozdd pu odsu FMC glds Idess) slddlodss Jdolbys) seldwe g
FMC REST-API. | ucgsle £psd REST-APL Ges o3l IJpeld: sop luwegsle ourl:

1. bdo 505 pLob Y6 pes):

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. lweese 105 1depss B o3l Ilpveedle JJews) eds UUID IJglue wldeeld IJgesps:



# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool
{ "items": [
{

"name": "Global",

"type": "Donmin",

"yuid": "e276abec-e0f2-11e3-8169-6d9ed49b625£f"

3
{
"nane": "d obal / LAB2",
"type": "Domain",
"uui d": "84cc4af e- 02bc- b80a-4b09- 000000000000"
3
{
"nane": "d obal / TEST1",
"type": "Domain",
"uui d": "efOcf3e9-bb07-8f 66-5c4e- 000000000001"
3
{
"nane": "d obal / TEST2",
"type": "Domain",
"uuid": "341a8f03-f831-c364-b751- 000000000001"
}
1,
"links": {
"self": "https://192.0.2.1/api/fnc_platform vl/info/domai n?offset=0& init=25"
3
"pagi ng": {
"count": 4,
"limt": 25,
"offset": O,
"pages": 1
}

odlebé: sop luuegsle IJzse | python -m json.tool" oo uduwds 1Jisle, Jouuwsd IU1Elz
wupel JSON 909 lgoshs.

3. iu.u-.';v?_)p UuiD lJaluo vlJPald |J‘c‘_ro_9p§ L9§ 03l |J|wQEJ|pZ

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/integration/fmchastatuses' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

WO gldo g30 w9y Ideswd) Idglds: sop 800 o3l IJIE)lz:

{
"links": {},
"paging": {
"count": O,
"limt": O
"of fset": O,
"pages": O
}
}

WIS elds edosy 1wy Idelds: sop gru2 o3l 1JIEle:



"items": [
{
" fmcPrimary”: {
"i pAddress": "192.0.2.1",
"role": "Active",
"uui d": "de7bfc10-13b5- 11lec- af af - aOf 8cf 9ccb46"
b
" fmcSecondary": {
"i pAddress": "192.0.2.2",
"role": "Standby",
"uui d": "a2de9750-4635- 11lec- b56d-201¢c961a3600"
b
"haSt at usMessages": [
"Heal t hy"
1,
"id": "de7bfcl0-13b5-11ec- af af - aOf 8cf 9ccb46",
"overal |l Status": "GOOD',
"syncStatus": "GOOD',
"type": "FMCHASt at us"
}
1,
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ e276abec- e0f 2- 11e3- 8169-
6d9ed49b625f /i nt egr ati on/ f nthast at uses?of f set =0&l i m t =25"
b
"paging": {
"count": 1,
"limt": 25,
"offset": O,
"pages": 1

}
pJ luwed sl Izble FMC gl oJlzol

lowg 030 IJglbsle JJwz 9l pu wdssy FMC glds 1w, 9zldwo Vs pdud iu.uodu;blu_é i'a]olc
FMC sl_oJlzol:

1. 18ce pJb lpuwaduld IUigble ol odlzol sluwdd IJs Ipeeds <filename>.tar/results-
<date>—xooxx/command-output

2. lvoe 1Jpedws usr-local-sf-bin-troubleshooting_hadc.pl -a.output:

WO 2ldo &30 vy IJwgw,) IJelds: sop g)u2 03l IUJIE)lz:
# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put's

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output"
Qut put of /usr/local/sf/bin/troubl eshoot_HADC pl -a:

$VARL = [
"Mrror Server => csnEng',
{
'rcode' => 0,
"stderr' => undef,
"stdout' =>'SQ Anywhere Server Ping UWility Version 17.0.10.5745
Type Property Val ue
Database MirrorRole NULL

Dat abase MrrorState NULL



Dat abase Partner State NULL
Dat abase ArbiterState NULL
Server Ser ver Name csnEng
Pi ng dat abase successful.

}

I
(systemgui) - Wiiting

HA Enabled: No
Sybase Dat abase Name: csnEng
Arbiter Not Running On This FMC.
Not In HA

VO gldo wdssu Idegws) Idelds: sop g0 03l IUIE)lz:

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put s

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output”
Qut put of /usr/local/sf/bin/troubl eshoot_ HADC. pl -a:
Status out put: vnsDbEngi ne (systemgui) - Running 9399
I'n vmsDbENngi neSt atus(): vnsDbEngi ne process is running at
/usr/local/sf/libl/perl/5.24.4/ SF/ Synchroni ze/ HADC. pm | i ne 3471.
$VARL = [

"Mrror Server => csmprimry',

{

"stderr' => undef,

‘stdout’ =>'SQ Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Val ue
Database MirrorRole primary
Dat abase MrrorState synchroni zi ng
Dat abase Part ner St at e connect ed
Dat abase ArbiterState connect ed
Server Ser ver Nanme csmprimry

Pi ng dat abase successful.

'rcode' => 0
}
I

(systemgui) - Running 8185

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Role: Active

Sybase Dat abase Name: csmprimary
Arbiter Running On This FMC.

Peer |s Connected

Illzs IJglJss J FDM
Spedu ldezdy pu wdssu 9glds 1wy, Idelds J FDM Cluwegsle oo IUgshle:

- 9lgod pweg>e FDM
- bdo 9lged wyped wbosdle FDM REST



- 9lz0é Lwlo, 1Jisle, b s FTD
- lgwelbJlg FTD SNMP
- pdW Iwe Juld igble FTD gl oJlzol

9lzod pwug>p FDM

JJozdd po odssu FDM glds 1Jessd) seldeo gds slzos puwcese FDM: c288 pu IJogs,)
IJelds eds 1duoses Isssuvss. Os 2lds g3p wdoso I, Ields: Jl sop odisu Sspd
IJo9ews) IJgls:

nmim ; il a1l E == - . admin
Firepower Device Manager o il i @ @ ;
cisco pow vianad Monitoring Policies Objects Device: FPR1120-1 = : Administrator
Madeal Software VDE Intrusion Rule Update Cloud Services High Avallability CONFIGURE
Cisco Firepower 1120 Threat Defanse 7.1.0-90 354.0 20220519-1116 3 Not Registered | Register Mot Conflgured

No interface named “inside”

d Intermet

== DE@@ O
BeE® oo

Mo interface named "outsida”

Interfaces Routing Updates Systermn Settings
Connected There are no static routes y Gsolocation, Ruls, VDB, System Upgrade, Management fAccess
Enabled 3 of 13 Security Intelligence Feeds Logging Settings

DHCP Server | Relay
View All Interfaces > View Configuration > View Configuration > erver |/ Relay

DDNS Sernvice
DNS Server

Management Interface

Hostname

Smart License Backup and Restore Troubleshoot
DATS
Evaluation expires in 89 days No fites created yat

Time Senvices

View Configuration > View Configuration > RECQUEST FILE TO BE CREATED See more

VO 2lJs ©dssu 536 1Jw9d; IJBls$: swp &Hue wdssy 9boly gpsle IJobs, IJpedss
sldoesss JJogdo eds Idlgbld:



clsco Pl LAY d Monitoring Policies Objects Device: FPR1120-1 . Administrator

Model Software VDB Intrusion Rule Update Cloud Services High Awallability
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116 Not Registered | Register Primary Device: Act Pear: Star

Neo interface named “inside”

No interface named "outside”

Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, Iar Ascess

Enabled 3 of 13 Security Intelligence Feads

View All Interfaces > View Configuration > View Configuration »

Smart License Backup and Restore Troubleshoot

View Gonfiguration > View Gonfiguration 3 RECUEST FILE TO BE CREATED: See more

FDM REST-API

lowg 030 IJgbsle JJwz 9l pu wdssy FDM glds 1wy, gzldwoe o) bdo FDM REST-API.
luwwgsle gpsd REST-APIL. W 03l IJpeld: sop luvwisle curl:

1. bdo e puob B8 ppsi:

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Ciscol23" }'
'https://192.0.2.3/api/fdm/latest/fdm/token’

{

"access_token":

" eydhbGciOiJIUzZI1INiJ9.eyIpYXQiOjE2NTMyMDg1lMjgsInN1YiI6ImFkbWluIliwianRpIjoiMjI1YWRhZWMtZD1hYS0
XMWVJ LWESMMEtMjk4YjRj ZTUXNMIJIiwibmImIjoxNjUzMjA4ANTI4LCI1leHAIOFE2NTMYMTAzZMjgsInJlZnJdlc2hUb2t1bkV
4cGlyZXNBACI6MTY1MzIXMDkyODU20SwidGI9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTNmMZDA3ZjMtZDg
XZS0XMWV]jLWESMmMEtYzk5N2UXNDcyNTMOIiwidXN1clJdvbGUiOiJSTOXFXOFETUlOIiwib3JpZ2luljoicGFzc3dvemQiLCd
1c2VybmFtZSI6ImFkbWluIn0.ai3LUbnsLOJTN6exKOANSEGS5QTD6L-ANAd_1V6TbFe6M"

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken"

"eyJhbGeci G JI Uzl INi J9. eyJpYXQ O E2NTI zOTQXN; ksl nNLYi | 61 mFkbW ul i wi anRpl j oi MGUONG xYzQ ZDI OM OxMW
Vj LTk4ZWMt YTI | OTl KZGMAMN2YO! i wi b j oxNj UyMzkOMTYSLCII eHAI G E2NTI zOTYLN ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFOI j oxNf UyMzk1OTY5MDeWLCIyZWZy ZXNo@91bnQ O 0xLCIO0b2t | bl R5cGUi G JKVIRf UmvVntmvzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVnM gt Y2MBMCOXMAWj LTk4ZWMt Zj KAODEXN] Nj ZW W i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3JpZ2
luljoi cGzc3dvenQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO-i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!

"token_type": "Bearer"

}
2. JJo2dd po odssu 1Josd, Ields: luwegse Gsed Ises IUpess JJsuesd B o3l
Iluogdlp:

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZIINiJ9.eyIJpYXQiOjE2NTMyMDg1lMjgsInN1YiI6ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYS0xMWV
jLWESMmMEtMjk4YjR3j ZTUNmMIJ IiwibmImIjoxNjUzMjA4ANTI4ALCIleHAiOjE2NTMYMTAZMgsInJ1ZnJI1c2hUb2t 1bkV4cGl




YZXNBACI6MTY1MzIxMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTNmMZDA3ZjMtZDgxZS0
XMWV LWESMMEt Yzk5N2UxXNDcyNTMO0IiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L~-ANd 1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/ha/configurations’

WO gldo £30 wdgsy IJwgws) IJelds: swp g)02 03l IUIE)lz:

{
"items": [
{
"version": "issgb3rw2lixf",

"name": "HA",

"nodeRole": null,
"failoverlnterface": null,
"failoverNane": null,

"primryFail overl Pv4": null,
"secondar yFail overl Pv4": null,
"primaryFail overl Pv6": null,
"secondar yFail overl Pv6": null,
"stateful Fail overlnterface": null,
"stateful Fail over Nane": null,
"primaryStateful Fail overl Pv4": null,
"secondarySt at ef ul Fai |l over| Pv4": nul |,
"primaryStateful Fail overl Pv6": null,
"secondarySt at ef ul Fai |l over Pv6": nul |,
"sharedKey": null,
"id": "76ha83ga-c872-11f 2- 8be8-8e45bb1943c0",
"type": "haconfiguration",
"links": {
"self": "https://192.0.2.2/api/fdm v6/devices/defaul t/hal/configurations/76ha83ga-c872-
11f 2- 8be8- 8e45bb1943c0"
}
}
1,
"pagi ng": {
"prev': [1],
"next": [],
"limt": 10,
"offset": O,
"count": 1,
"pages": O
}
}

VO gldo wdssu Idegws) Idelds: sop gru2 03l IUIE)lz:

{
"items": [
{

"version": "issgb3rw2lixf",
llnamell: llHAll’
"nodeRole": "HA_ PRIMARY",

"failoverlnterface": {
"version": "ezzafxobccti 3",

nanme": ,

"har dwar eNarme": "Ethernet1/1",

"id": "8d6c4ldf- 3e5f-465b-8eba- d336b282f 93f ",
"type": "physicalinterface"

b

3. JJeedd po 2lJs 1Jesd, 1Jelds: iuveese o3l IUlpwegdle:



# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzI1INiJ9.eyJpYXQiOjE2NTMyMDg1MjgsInN1YiI6 ImFkbWluIliwianRpIjoiMjI1YWRhZWMtZD1hYS0XMWV
jLWESMmMEtMjk4YjRj ZTUXNmMI IiwibmImIjoxNjUzMjA4ANTI4ALCIleHALIOjE2NTMYMTAZMjgsInJ1ZnJI1lc2hUb2t 1bkV4cGl
YZXNBACI6MTY1MzIxMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTNmMZDA3ZjMtZDgxZS0
XMWV LWESMMEtYzk5N2UxXNDcyNTMO0IiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L~-ANd 1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default’

WO gldo g30 wdgsu IJwgws) IJelds: swp g)02 03l IUJIE)lz:

{
"nodeRol " : nul |,
"nodeState" : "SINGLE_NODE",
"peerNodeState" : "HA_UNKNOWN_ NODE",
"configStatus" : "UNKNOMN',
"haHeal t hSt at us" : "HEALTHY",
"di sabl edReason" : "",
"di sabl edTi nestanp” : null,
"id" : "default",
"type" : "hastatus",
"links" : {
"self" : "https://192.0.2.3/api/fdnm v6/devi ces/ defaul t/operational/ha/status/default”
}
}

VO gldo wdssu Idegws) Idelds: sop gru2 03l IUIE)lz:

{

"nodeRole": "HA PRIMARY",
"nodeState": "HA ACTIVE_NODE",
"peerNodeState": "HA_STANDBY NODE",
"configStatus": "IN_SYNC",
"haHealthStatus": "HEALTHY",

"di sabl edReason": ""

"di sabl edTi mestanp": "",

"id": "default",

"type": "hastatus",

"links": {

"self": "https://192.0.2.3/api/fdm v6/devi ces/ def aul t/ operati onal / ha/ status/default"

}

}

9lz0d Lulo, 1Jisle, b FTD

lowe IJgbsle 1J9lre Ws IJBuwe.
lowelbJlg FTD SNMP

lowe IJgbsle 1J9lse W IJBuwe.
o luwed sl Tzble FTD gl odlzol
lowe IJgbsle 1J9lse W IJBuwe.

099 Vlisd 98ludsé wbas) p3eds O wyulee FTD



SpJdu IJozdd pu zldé 9odysy FTD glds lJo9ws) sldslodse JJobys, wluwegsle oo
lJgshlo:

- 9lz08 ulo, IJisle, b FTD

. FTD SNMP

- pdW Ipwe duld igble FTD gl oJlzol
. 9|306 PUVLEI P FMC

. FMC REST-API

- 9lgod pweg>e FDM

. FDM REST-API

- 9lzod puwegse FCM

- 9lz06 Lwlo, 1Jislo, (CLI) oo Fxos
. FXOS REST-API

- pJ FXOS Chassis Show-tech

9lzoé b, 1Jisle, B s FTD

loog 030 IJgbsle JJezldd pu wdsso FTD glds Idwsws,) slddlodss Jdebys) seldee eds
5206 Lulb, 1Jigle, s FTD:

1. luwegse 00 IJgsble JJsuosd 1Js slzes yulo; 1JIgle, (CLI) IJglu06 o FTD el o9l pe
IJoble IJlgwlgus 99008 IJouiy:

- 9029d SSH IJpolyiny [Js FTD - zpse IJIob 08 1wl wssd

- 1J9u09d pu 9lzes yulo, IUlsle, (CLIY Jogsé wede FXOS (Firepower 1000/2100/3100) pu
eJlJ logold 1Jie, ftd

- 1Jsu09d pw 8lzed Lwlb, Isle, (CLI) uble IJo g sd FXOS o, 1Jisle, (Firepower
4100/9300):

I vo9uosd 1Uogrs IJuplss <x> [9236 [Joedpltelnet] cse spod X pgyd [Jdees: p

I wu9uosd ftd [instance]: pse Yo 1dpesd 31 Lodo Wb JJuiy pogss Idpesdle

- oldogwos Jiobes IJLusld Blis@ IJu,eé (FTD) Uglu_éojlu'oggé‘ SpeJdu 1Jouoed IJpwluiy
IJs SSH |Js wuulee Ibuwld Slis IJuwsgs (FTD) 19 5u09d 5228 IJozdpe pu wovlez
hypervisor lg 9lzoé pwegsp lduwelod

2. pu led 1Jozdd pu odosu 92lds weles BSuvd FTD. $p wouuésd Isle, show running-config
failover gshow fail over state ¢ Js 9lzo6 yulo, 1Jlgle, (CLI).

B 2lds g3 sy welys IJdyvd: sep eruo o3l IUIle:

> show running-config failover
no failover
>show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Secondary
Disabled None
O her host - Primry

Not Det ect ed None
====Configuration State===
====Conmuni cati on State==

Vs 2lds edssu wely IS Lvd: sop g0 o3l U1 le:



> show running-config failover

fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1

failover replication http

failover link failover-link Ethernetl/1

failover interface ip failover-link 10.30.34.2 255.255.255.0 standby 10.30.34.3

>show failover state

State Last Fail ure Reason Dat e/ Ti ne

This host - Primary

Active None
O her host - Secondary

St andby Ready Conmm Fail ure 09: 21: 50 UTC May 22 2022
====Configuration State===

Sync Done

====Conmuni cati on State===

Mac set

3. Jdozldy pu odssu peeses FTD gzldeoli 9o voubgsd IJisl o, show running-config cluster
9show cluster info g Js 9lzodé Julo, 1Jl9le, (CLI).

B 2lJs g2p wdosu wble IUpzeses: sop erue o3l IRl

> show running-config cluster
>show cluster info
Clustering is not configured

B 2lds wdssu wble ldpzeses: sop ey o3l Ul

> show running-config cluster
cluster group ftd_clusterl

key *kk k%

local -unit unit-1-1

cluster-interface Port-channel 48.204 ip 10.173.1.1 255.255.0.0
priority 9

heal t h-check holdtine 3

heal t h-check data-interface auto-rejoin 3 5 2
heal t h-check cluster-interface auto-rejoin unlimted 5 1
heal t h-check system auto-rejoin 3 5 2

heal t h-check nonitor-interface debounce-ti ne 500

site-id 1
no unit join-acceleration
enabl e

> show cluster info
Cluster ftd clusterl: On
Interface node: spanned
Cluster Menber Limt : 16
This is "unit-1-1" in state MASTER

1D 00

Site ID 1

Ver si on ©9.17(1)

Serial No.: FLML949C5RR6HE
CCL IP :10.173. 1.1

CCL MAC : 0015.c500.018f
Modul e . FPR4K- SM 24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: NA

O her nenbers in the cluster:



Unit "unit-2-1" in state SLAVE

I D 1

SiteID : 1

Ver si on :9.17(1)

Serial No.: FLM2108VOYGrSl
CCL IP :10.173.2.1

CCL MAC : 0015. c500. 028f
Modul e : FPR4K- SM 24

Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last |eave: 14:02:31 UTC May 20 2022

pdlzbé: IJsl, 1)t umsd 9guwo) IJoedp o ud ywol.
FTD SNMP

lowg 030 IJglbsle JJwz 9l pu wosiss 9zlds FTD gldso 1Jw9ewd,) glddlodss JJwbss) v
w9999 SNMP:

1. olds eU wId9sy SNMP}Q(M{J@QO. Jdeuesd eds woulpe FTD IJpesl) po FDM: Lze 1Js
oJ9sy SNMP ol wod iled 1Ebliso 9] odlzol gJs FirePOWER FDM JJzuosd gds gbgle

!Jod}@g. JJzuosd eds wyulez FTD 1Jesl) woluwbs FMC: Lze 1Us wdasy SNMP g s
lzo36 FirePOWER NGFW Jgbsle IJodgsu.

2. JJoedd pu wdysu gzlds welyy Wuvd FTD: $pe wluwoldlg OID
1.3.6.1.4.1.9.147.1.21.1.1.

B 2lds e300 odosu wely) IJSuvd: sop gHue o3l IUIRle:

# snmpwalk -v2c -c¢ ciscol23 -On 192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit (this device)"
SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER. 3

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.6 = I NTEGER 3

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER. 3

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1. 4.4 = STRING "not Confi gured"

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.6 = STRING: "Failover Off"

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Failover Off"

WO 2lds edssy wely) IJdvd: swp g5u2 03l IJIEle:

o
.
N
.
(&}

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192. .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit (this device)" <-- This
device is primary

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit"

SNWPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = |NTEGER 2

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER. 9

SNWPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER 10

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "fover Ethernetl/2"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Active unit" <--

Primary device is active
SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Standby unit"

3. JJeedd po odss uble 1Upzeses szldeo: $p wluwebdle OID 1.3.6.1.4.1.9.9.491.1.8.1.

B 2lds g0 ©dasu wble lJpzeses: sop 0o o3l Ul


/content/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

# snmpwalk -v2c -c ciscol23 192.0.2.5 .1.3.6.1.4.1.9.9.491.1.8.1
SNMPv2-SM ::enterprises.9.9.491.1.8.1.1.0 = | NTEGER 0

OS 2ldé wdssy uwble 1Jpzesed 9JIu 390 wpdsuor Swe &0 o3l IJI)le:

# snmpwalk -v2c -c ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 0 <=-=- Cluster status, disabled
1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 0 <=-- Cluster unit state, disabled
1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGCER 11

1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd_clusterl" <==- Cluster group name
1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <=-- Cluster unit name
1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <-- Cluster unit ID

1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <=-- Cluster side ID

O 2ldé wdasu wble Ipzeses 9o pdsue 955 puuess cuvésde sup gruo o3l UGl

# snmpwalk -v2¢ -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 INTEGER: 1 <-- Cluster status, enabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 16 <-- Cluster unit state, control
unit

.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER 10

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd_clusterl" <-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <=-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <-- Cluster side ID

JJzwosd £Js piss pu ldpedsple 29 I9 ol o, 1Jogsé (OID) Ize |Js Cisco-Unified-
Firewall-MIB.

pJ luwcd sl Igble FTD gl odlzol

lowg odo IJglosle JJepdd pu wdssy elds 1wy, Idslis g sldblodss Jdelbys) Os pdwd
Iveduules igble FTD gl oJlzol:

1. 18ce pJ lpuwaduuld IUigble sl odlzol sluwdd IJs 1eed> <filename>-troubleshooting
tar/results-<date>—xoooo/command-output.

2. 1o 1Jpedws usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

# pwd
/' ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s
# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output'’

3. JJdozdd pu wdssu oely Iduivd seldeo wzdd pu uve show failover.

WO gldo £30 wdssu wely JOUvd: swp &0 o3l IJIE)lz:

Failover Off
Fai | over unit Secondary


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Fai | over LAN Interface: not Configured

Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maxi num

MAC Address Move Notification Interval not set

B 2ldé wdssu welys Idduvd: swpe &0 o3l IJIE)lz:

Failover On

Failover unit Primary

Fai | over LAN Interface: fover Ethernetl/2 (up)

Reconnect tinmeout 0:00: 00

Unit Poll frequency 1 seconds, holdtine 15 seconds

Interface Poll frequency 5 seconds, holdtine 25 seconds

Interface Policy 1

Monitored Interfaces 1 of 1291 nmaxi num

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.17(1), Mate 9.17(1)

Serial Nunber: Qurs FLM2OO6ENOUR93, Mate FLM2O06EQFWAGG

Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active
Active tinme: 161681 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornmal (Wiiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active tinme: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornmal (Wiiting)

slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)...

4. JJdoz 9l pu wdasu pzesed FTD geldwoli Hlze Suwpe show cluster info.

B 2lds g2p wdasu wble IUpzeses: sop erup o3l IRl

------------------ show cluster info ---------c-cccea---
Clustering is not configured

Vs glds wdosu uble 1Jpzeses sopdsuo: swp &) 03l IUJIE)le:

------------------ show cluster info -----=-=-----ccee---
Cluster ftd_clusterl: On

Interface node: spanned
Cluster Menber Linmt : 16

This is "unit-1-1" in state MASTER

I D 0

SiteID : 1

Ver si on 19.17(1)

Serial No.: FLML949C5RR6HE
CCL I P :10.173.1.1

CCL MAC : 0015. c500.018f
Modul e : FPR4K- SM 24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022



Last | eave:

N A

O her nenbers in the cluster:

Unit "unit-2-1"

1D

Site ID
Ver si on
Serial No.:
CCL IP

CCL MAC
Modul e
Resour ce
Last join :

Last | eave:

in state SLAVE

1

1

9.17(1)

FLM2108V9YG/S1
10.173.2.1

0015. ¢500. 028f

FPR4K- SM 24

20 cores / 44018 MB RAM
14:02: 46 UTC May 20 2022
14:02: 31 UTC May 20 2022

9lzod pwegdp FMC

loog odo IJgbsle JJezdd pu wdyso FTD glds [dessd,) sldsdledss JJobys) szldeo gds
9lzod pwegsp FMC:

1. g, IUizes6 > |sy6 1Jizo6:

CISCQ  Overview

Nams

é_c:cs-s po_r_nroﬂed L{wrsral_nsln_cs_ -
Mpli-:atlll?r] S1alis1|c.s

J\Bj?licannn 51a-tis1|cs. -1.?._1 o)
COITMII.DH _Sumn:\ary

Da!lsllaa Dasnuoaru
p_mailad.l)as_r_'boqud 1.3:.0.0? .

F!Ias Da:shboa:d .
S_oculiwllnlall_lclafam?e S:atisﬁcls .

Summary Dashboard

sl Firepower Management Center

Z Device Management

Device Upgrade
MAT

Gos

Platform Settings
FlexConfig

Cernificates

Overview Analysis Policies ’_I Dcwccs| Objects AMP Intelligence
—

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubdeshooting

Site 1o Site Monitoring

Deploy Q @{} @ Global | adminw

Troubleshoot

File Download
Threat Defense GLI
Packet Tracer

Packet Capture

admin

admin

admin

admin

admin

admin

‘admin

Mo Mo
No No
No No
Mo Mo
Mo Mo
Mo Mo
No Yas

Create Dashboard

masw
masw
Easw
Easw
s
s
Fasw
Fasw

Fasw

2. JJozdd pu wdsso FTD elds 1Jwsd) sldSlodss Jdolss)lze Idedupdle gldsé
lJo9es, 19 1Upzpges. Ws elds €30 929> Is puopl sop wubgsd FTD ws odssu puvedd:




Firepower Management Center
'I':ll';c'lr_;' P i Q . Ovarview Analysis Policies Devices Objects AMP Deploy Q @Cﬁ @ LAB2) admin¥
—
Deployment History
Wiew By: Damain -
MI{5] ®Emor(0) ® Waming (0) Offine (0)  ® Normal (5) Deployment Pending (0] ® Upgrade (0) @ Snort 3 (5) Q Search Device | Add v |
—
cllanes A
Name Miode Version Chassis Liconsos Access Control Policy Group
~ LAB2 (3}
o fil_cluster? (2) -
H
10.62.148.188{Contred) Snort 3 . ) FP4120-5:443 ' .
10 63 186164 Firepower 4120 with FTD 7.1.0 B 5ocurity Module - 1 (Container) Base, Threat
10.62.148.191 Smon 3 KSEC-FPRA100-6 cisco com 443 .
B Firepower 4120 with FTD 7.1.0 B ity Module - 1 (Container) Base, Threat acp
ftd_ha .
¥ o
fed_ha_1(Primary, Active) Snort 3 r KSEC-FPR4100-3:443 . .
10.62.148.89 Firmpowar 4150 with FT0 - 7.0.0 B security Module - 1 (Container) Bass, Threat sep
ftd_ha_}{Secondary, Standby) Snort 3 firepower-9300 cisco.com 443 i
0 5> a3 Firepower 8150 with FTD 7.1.0 B codinity Module - 1 (Container) Base, Threat acp
bt i et Firepower 2120 with FTD 7.1.0 NiA Base, Thieat acpl i

3. JJozdd pu 2lds 1dus, 1USls S 98ledss Idebss) Bs woolez Ibusld Slis$ 1duw,gé
(FTD) 8p w922 29, 1U9226 wsu B9uwsw. 3l Jp s ould 29, 9dp sIu FTD ziel oo wble
pee9gs 19 crlyy Wuvd: sepd wovlee IJbusld Sl 1duw,es (FTD) Os cdssu puwedd:

alials Firepower Management Center

ciseo Ovarview Analysis Policios Davices Objects AMP Daploy Q @{:& @ LAB2) adminv

Deployment History
View By: Damain -

Al (S) ® Error (0) & Warning (0} CrfMline (0) ® Nomal {5) Deployment Pending (0) ® Upgrade (0) ® Snont 3 (5) Q, Search Device m
ollapse A
Nama Moda Varsion Chassis Licensos. Access Control Policy Group
< LABZ (3}
g ::tﬂ_s:::mr\ (25 PE
S Firepower 4120 with FTD 7.1.0 1 (Container) Base, Threat

10.62.148.191 Snon 3

AR Firepawer 4120 with FTD 7.1.0 B E2E0 Moot - Base, Threat acpl
b ”-:’hn;vanah‘hn g
Snort 3 Finepower 4150 with FTD 7.1.0 H &ch“{”ﬂdule ;"I[.éml.amer:- Base, Throat acpl
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FMC REST API

B 030 Ipgzle. wgs ftd_ha_1. ftd_ha_2. ftd_standalone. ftd_ha. ftc_cluster1 i_wple Iz06 $loJs
JJodrs..___so o0 Sod ldpuwegse. Jl ouvs) odo IJluwpele [Js IJwosise 19 IJzlJs [Jwedso gldse
lJe9ws) sldslodss Jdobys,.

lowg o030 IJglbsle JJwz 8l po wdssu FTD glds 1Jess,) sldbledss Jdebys) seldeo go)
FMC REST-API. | qucgsle £ psd REST-APL s o3l lJpeld: sop lveesle curl:



1. bdo ,e5 PP Y8 pps):

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. 22> 1Jpeld 1dss seess eds [eols. VOs pebp luwogdlple REST APL Yoy pedes Ideeld
I5lpsé. luwegsp lU)e) ldppess BOs ol IUlguwogdle Jiguesls 8lispd [Jpeldle:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

{
"itens":
[
{
"nane": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84ccd4afe-02bc-b80a-4b09-000000000000"
}

3. luwegse UUID Jdpeld JJlgweedle g0 uvedlo 1Jizejé 1pz36 908,08 1Jzols 1Je9zs [peas:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/v1l/domain/84cc4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool
{
"items": [
{

"id": "796eb8£f8-d83b-1lec-941d-b9083eb612d48",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ donai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
},
"name": "ftd_ha_ 1",
"type": "Device"
},

4. JJoedd po wdssu wels IJeuivd: luvegse UUID 1Jgluo ldpeeld o UUID 1Jgl 0
wlJzoli/ldzlass pu 1Ugb9s 3 s o3l IUluwegdle:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£8-d83b-11ec-9414-b9083eb612d8' -H 'X-auth-access-
token: 5d8l17ef7-fl2f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool

"containerDetails": { "jid": "eec3ddfc-d842-l1llec-al5e-986001c83f2f",
"name": "ftd_ha",
"type": "DeviceHAPair"

b

5. JJoedd pu 2lds zley IUBGud: Iuuaése UUID IUgloo wldpzld 9 DeviceHAPair UID oy



|Jak§54uﬁ§oM|kaQ&Jbi

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-
000000000000/devicehapairs/ftddevicehapairs/eec3ddfc-d842-1lec-al5e-986001c83£f2f' -H 'X-auth-
access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

"primaryStatus": {
"currentStatus": "Active" 7
"device": {
"id": "796eb8f8-d83b-1lec-941d-b9083eb612d8",
"keepLocal Events": fal se,
"name": "ftd ha 1"

},
"secondaryStatus": {
"current Status": "Standby",
"device": {
"id": "e60ca6d0-d83d-1llec-b407-cdc91a553663",
"keepLocal Events": fal se,
"name": "ftd ha_ 2"

}

6. JJozdd pu wdosu wble Idpzeses: luvaése UUID IJgl Lo wldeeld 9 UUID 1J¢l o
wldzoli/lJzlass pu IJgbys 3 Vs o3l IJluwogdle:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/3344bc4a-d842-11lec-a995-817e361f7ea5' -H 'X-auth-access-
token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool

"containerDetail s": { "id": "8e6188c2-d844-l1llec-bddl-6e8d3e226370",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi cecl ust ers/ftddevi cecl uster/ 8e6188c2- d844- 11ec- bdd1l- 6e8d3e226370"
H
"name": "ftd_clusterl"”,
"type": "DeviceCluster"

b

7. JJozdd pu elds wble 1Upzpe9es. Iuuegse UUID 1Ugl o wldezld o UUID 1Jglo0
JzolilJzl9s6 po 196 6 B o3l IUlwegle:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-
000000000000/deviceclusters/ftddevicecluster/8e6188c2-d844-1lec-bddl-6e8d3e226370' -H 'X-auth-
access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool
{
"control Device": {
"devi ceDetail s": {

"id": "3344bc4a-d842-1llec-a995-817e361f7ea5",

"nane": "10.62.148. 188",

"type": "Device"

H
"dat aDevi ces": |
{
"devi ceDetail s": {
"jid": "a7ba63cc-d842-1llec-be51-f3efcd7cd5e5",
name": "10.62.148. 191",



"type": "Device"

}
1.
"id": "8e6188c2-d844-1lec-bddl- 6e8d3e226370",
"name": "ftd clusterl",
"type": "DeviceC uster"

9lz06 pwg>p FDM

lowe IJgbsle 1Jgl)e WS IdBuwe.
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lowe IJgbsle 1Jgl)e WS IdBuwe.
Sleod puuuspe FCM

02938, 9lzoé puwegse FCM gdis FirePOWER 4100/9300 9 FirePOWER 2100 pg ASA B.s 5 o¢
IJoble [l el ws.

lowg o030 IJgbsle JJdwp 8l pu 2lds 1wy, IJVls g sldéledss JJobys) bs FTD gJs 9lzod
puwwede FCM:

1. JJozdd pu eldé weley Wuvd FTD. w2l pu 8spd Lweé HA-ROLE Bs Lowdzs IUizo ;6
lJpulb 956!

Overview Interfaces WRGITTNSINTLEN Security Engine  Platform Settings

Logical Device List {1 Container in
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pdlelbs: cubs) Iouwess Idpuwadds 1Uezls,s Jeg s IJzols IJpubds IUs wdssy
lJzols IJpulbys JdosIdd: 9dsuw wdosu welyy wunvd FTD.

2. JJoedd pu wdasu pre9ed FTD geldwol w280 pu ldouwess IUpzegs 99500 uwps
CLUSTER-ROLE .5 100556 "liz03s lJpulobuss"
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P
§ T344beda-0842- 11605005 81 7eT61 (el

9lz06 Lulo) 1Jisle, (CLI) oo Fxos

Sw9d,) wdgsy FTD glds 19w, 9ldbdledss Jdwlbys) sldez 9l pu ldelds eJs CLI J FXOS
s Firepower 4100/9300.

lowg o3 lJgbsle JJoedd pu wdse FTD elds 1w oldélodss JJobss) geldwe eds
51206 Lulb, IUsle, (CLI) J FXOS:

1. $p wlogble louold 9238 ©edpe 19 190999 bbuds Iiely (SSH) wldosdd.

2. Jdoedy puelds "lde9es) Idelds" W FTD. $p woybgsd IJio, scope ssa. &p 0 _
woubgsd Bogsd IJubly <x>Jdowssd IUs Bogs pesus ese seed "wolee IUbuwld Blisé
lJuwyeé (FTD)" souvesd 1Jle, show app-instance expansion:

firepower # scope ssa
firepower /ssa # scope slot 1
firepower [/ssal/slot # show app-instance expand

Application Instance:
App Nane: ftd
Identifier: ftdl
Adm n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Contai ner
Turbo Mode: No
Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Val ue

firepower-mgnt-ip 192.0.2.5

ha-l an-intf Et hernet 1/ 2

ha-link-intf Et hernet 1/ 2

ha-role active

ngnt - url https://192.0.2.1/

uui d 796eb8f 8- d83b- 11ec- 941d- h9083eb612d8

3. JJozdd pu wdssu preses FTD seldool $p woubgsd IJle, scope ssa . p $p voubésd
|Jlo, show logical-device <name> detail expansion . g s& sIJ9u [Jluwpe 09 [uwpe IJzol) lJpulb 9.



9lJls, show app-instance. w258 po 12z veol 80 Bugs pesws:

firepower # scope ssa
firepower /ssa # show logical-device ftd_clusterl detail expand

Logi cal Devi ce:
Name: ftd_clusterl
Descri pti on:
Slot ID: 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

firepower /ssa # show app-instance
App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftd_clusterl 1 Enabl ed Online 7.1.0.90 7.1.0.90
Cont ai ner No RP20 In Cluster Master

FXOS REST API

Sop 38p FXOS REST-API ¢J.s FirePOWER 4100/9300.

loog 030 IJgbsle JJozdd pu wdssy FTD glds 1Jws) sldsledss Jdebys) szldee gu)
bJo FXOS REST-APL. [uogsle £ psd REST-APL s o3l 1Jpcld. sop luveisle curl:

1. bdo Le) pueb Y6 pps):

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login’

{

"refreshPeriod": "0",

"t oken": "3dba916cdfb850c204b306al38cde9659ba997da4453¢cdc0c37££b888816c944d"
}
2. JJoedd pu elds wrley Suvd FTD: Igwegse e Idppss 9089 IJpud B o)l
|L“L)0Cb£u“p:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997da4453cdc0c37££fb888816c944d!
'https://192.0.2.100/api/slot/1/app-inst"’

{ "smAppl nstance": [ { "adm nState": "enabl ed", "appDn":

"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1G3",

"appNane": "ftd", "cl earLogDat a": "avail abl e",

"clusterQperational State": "not-applicable", "clusterRol e": "none",

"currentJobProgress": "100", "currentJobState": "succeeded",

"currentJobType": "start", "depl oyType": "container", "dn": "slot/1/ app-

inst/ftd-ftd1l", “errorMsg": "", "event Msg": ,

"execut eCnd": "ok", "ext ernal | yUpgraded": "no", "fsmbDescr": "",
"fsnmProgr": "100", "fsnmRnt | nvErr Code": "none",

"fsmRnt | nvErrDescr": "", "fsnRrt I nvRslt": "", "fsnBt ageDescr": ",



"fsnBtatus": "nop", "fsmilry": "0", "hotfix": "",
"jdentifier": "ftdi",

"operational State": "online",
"r easonFor Debundl e": "",
"resourceProfil eNane": "RP20",

“runni ngVersion": "7.1.0.90",
"SmAppAttribute": [
{
"key": "firepower-ngnt-ip",
“rn": "app-attribute-firepower-ngmt-ip",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
firepower-ngnt-ip",

"val ue": "192.0.2.5"

H
{
"key": "ha-link-intf",
“rn": "app-attribute-ha-link-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-1ink-intf",
"val ue": "Ethernetl/2"
H
{
"key": "ha-lan-intf",
“rn": "app-attribute-ha-lan-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-lan-intf",
"val ue": "Ethernetl/2"
H
{
"key": "mgnt-url",
“rn": "app-attribute-mgnt-url",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
mgmt -url ",
"value": "https://192.0.2.1/"
H
{
"key": "ha-role",
"“rn": "app-attribute-ha-role",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-rol e",
"value": "active"
H
{
"key": "uuid",
“rn": "app-attribute-uuid",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
uui d",
"val ue": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"
}

1

3. JJozldd pu odosy wble pze9eé FTD. luuegsp peyd Idzols IJpulbds B o3l
IJlpwegdle:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997das453cdc0c37££fb888816c944d’
'https://192.0.2.102/api/1d/ftd_clusterl’
{
"snlLogi cal Device": [
{

"description": "",



"dn": "ld/ftd_clusterl”,
“errorMsg": "",
"fsnmDescr": "",
"fsmProgr": "100",

"fsnRmt | nvErr Code": "none",
"fsnRt | nvErr Descr": "",
"fsmRmtInvRslt": "",

"fsntt ageDescr™: "",

"fsnStatus": "nop",
"fsnrlraskBits": "",
"fsnry": "0",

"ldMode": "clustered",
"linkStateSync": "disabled",
"name": "ftd_clusterl",

"operational State": "ok",
"slotld": "1", "snCl ust er Boot strap”: [ {
"ccl Network": "10.173.0.0", "chassisld": "1",
"gat ewayv4": "0.0.0.0", "gatewayv6": "::", "key": "",
"mode": "spanned- et her channel ", "name": "ftd_clusterl",
"net maskv4": "0.0.0.0", "pool Endv4": "0.0.0.0",
"pool Endv6": ":: ", "pool Startv4": "0.0.0.0",
"pool Startvée": "::", "prefixLength": "", "rn": "cluster-
boot strap”, "siteld": "1", "support Ccl Subnet ":
"supported”, "updat eTi nest anp": "2022-05-20T13: 38: 21. 872",
"urllink": "https://192.0.2.101/api/ld/ftd_clusterl/cluster-bootstrap"”,
"virtual | Pv4": "0.0.0.0", "virtual | Pv6": "::"
} 1, ...

4. JJozdd pu 2ldé wble pze9es FTD. Iqucgse o3l IUlpuegdle:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997da4453cdc0c37££fb888816c944"
'https://192.0.2.102/api/slot/1/app-inst"’
{
"smAppl nst ance": [
{
"adm nState": "enabl ed",
"appbDn": "sec-svc/app-ftd-7.1.0.90",
"applnstld": "ftd_001_JAD19500BABI YA3OO658",
"appNane": "ftd",
"cl earLogData": "avail abl e",
"clusterOperationalState": "in-cluster",
"clusterRole": "master",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"depl oyType": "container",

"dn": "slot/1l/app-inst/ftd-ftd_clusterl",
“errorMsg": "",

"event Msg": "",

"execut eCnd": "ok",

"ext ernal | yUpgraded": "no",

"fsnbDescr": "",

"fsnmProgr": "100",

"fsnmRmt | nvEr r Code": "none",
"fsmRnt | nvErrDescr": "",
"fsmRnt I nvRslt": "",
"fsnttageDescr": "",
"fsnStatus": "nop",

"fsmlry": "0",

"hotfix": "",

"identifier": "ftd clusterl",
"operational State": "online",



"r easonFor Debundl e": "",
"resourceProfil eNane": "RP20",
“runni ngVersion": "7.1.0.90",

pJ FXOS Chassis Show-tech

Sedu IJozdd pu 2lds 9odasu wulez FTD 391Uy, 1JVlis$ slddledss Jobss) Ss
pJ9 show-tech 1Jglo wosdd Firepower 4100/9300.

lowg 030 lJgbsle JJozdd pu 2ldé sodssy Slodss ldesuwes sldes, Idelds s pdd
show-tech 1J¢lo wosdd FXOS:

1. lJouwws Jlueshle FXOS 2.7 sldloshle IJizse. ldee IJeJwd sam_techsupportinfo s
<name>_bc1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

clJouwes JJlposble Iduwlo@s: ez 1JeJwd sam_techsupportinfo o.s
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar.

2. JJoedd pu elds welys IJSuvd: 0288 pu Bsps uwes harole oo [JS0rs [pps6 S
lJ 9w e 'show slot expand detail":

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl1_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo

“show slot expand detail’
Sl ot :
Slot ID: 1
Log Level: Info
Adm n State:
Qper State: Online
Di sk Format State:
Di sk Format Status: 100%
Clear Log Data: Available
Error MsgQ:

Application |Instance:
App Nare: ftd
Identifier: ftdl
Admi n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Cont ai ner
Turbo Mode: No
Profile Nane: RP20
Hot f i xes:
External Iy Upgraded: No
Cluster State: Not Applicable
Cluster Role: None
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error MsgQ:
Current Task:

App Attribute:



App Attribute Key: firepower-ngnt-ip
Val ue: 10. 62. 148. 89

App Attribute Key: ha-lan-intf
Val ue: Ethernetl/2

App Attribute Key: ha-link-intf
Val ue: Ethernetl/2

App Attribute Key: ha-role
Value: active

App Attribute Key: ngmt-url
Val ue: https://10.62.184.21/

3. JJezdd pu odssu pzeses FTD: 02l pu BSpd uwpd IJauog luwdd IUdezs 1dpesss B
lJouwpe 'show logical-device detail expand':

“show logical-device detail expand’

Logi cal Devi ce:
Name: ftd clusterl
Descri pti on:
Slot ID: 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Cl uster Bootstrap:
Narme of the cluster: ftd_clusterl
Mode: Spanned Et her channel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0
I Pv4 Netrmask: 0.0.0.0
| Pv4 Gateway: 0.0.0.0
Pool Start |1Pv4 Address: 0.0.0.0
Pool End | Pv4 Address: 0.0.0.0
Cluster Virtual |Pv6 Address:
I Pv6 Prefix Length:
| Pv6 Gat eway:
Pool Start |1Pv6 Address:
Pool End | Pv6 Address:
Last Updated Ti mestanp: 2022-05-20T13: 38: 21. 872
Cluster Control Link Network: 10.173.0.0

4. JJoed pu elds uble 1dpzesesd Os FTD. w2dl pu Bsps Ssp uvele 2ldd ublp IUpzeses
939 ublp 1Jpep9ed Lopu [JOwzs IUpesre Vs IJuw e 'show slot expand detail':

“show slot expand detail’

Sl ot :
Slot ID: 1
Log Level: Info
Admin State: K
Qper State: Online



Di sk Format State:

Di sk Format Status:

Cl ear Log Data: Available
Error Msg:

Application Instance:
App Nare: ftd
Identifier: ftd_clusterl
Admi n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Native
Turbo Mode: No
Profil e Nane:
Hot f i xes:
External ly Upgraded: No
Cluster State: In Cluster
Cluster Role: Master
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Cl ear Log Data: Available
Error Msg:
Current Task:

ledlussd 99 Vlis 96 98luJsd whbys) p30ds Jegsh ASA

Sedu IJezdd pu 2lds 9odssy ASA elds 1dess) sldéledss Jdobys) oluweisle oo

- 9lz08 Lulo, 1Jisl o, ASA

- luwobdle ASA SNMP

- pJuw ASA Show-tech

. glaoé PUVLEI P FCM

- 9lz06 Lwlo, 1Jislo, (CLI) oo Fxos
- FXOS REST-API

- pJ9 FXOS Chassis Show-tech

9lzos gub, 1Jisle, ASA
lowg o030 IJglbsle JJwzdl pu wdssy ASA glds 1Jw9ws; slddledss Jdobys) eds ASA CLI:

1. iu:,c,'@,o 030 lJgsble JJsuesd 1Js 9lzos yulo, 1UI9le, (CLIY IJgluos o ASA 90881 JJuble
IJlwlws 9902¢ 1doui:

- 9029 Telnet/SSH IJpul i, 1Js ASA gJs FirePOWER 1000/3100 9 Firepower 2100 s
suwoe IJeel :

- 1J9u09d pu 9lzes yulo, IUisle, (CLIY J9gsé wedpe FXOS gJs FirePOWER 2100 s 908
IJoble Idiuslgus sldlouold o ASA oy ¢JIJ 1Jie, connect asa

- 1IJsuo9d pu FXOS CLI g, IJisl e, (Firepower 4100/9300):
I wvo9uosd 1Uogre IJuplbss <x> [9236 IJogdpltelnet] cse spod X pgyd [JOezo: wp
e wo9osd asa



- oldouwos Jee,d 18,10 ASA glJJ'oloJ..g‘guogJ SSH IJeuliny IJs ASA I9 9,09J 9236
IJoedpe pu wuulez hypervisor lg glzes puwegse Iduweled

2. pu led 1Jozdd pu odosu 92lds welys Suvd ASA: Bp woubésd i9le) show running-config
failed over gshow failed over state ¢ Js 9lzoé _wlo, IJl9le, (CLI) J ASA.

B 2lds e300 odosu wely) Ul sop gHue o3l IUIRle:

asa# show running-config failover
no failover
asa# show failover state

State Last Fail ure Reason Dat e/ Ti ne
This host - Secondary
Disabled None
O her host - Primry

Not Detected None
====Configuration State===
====Conmuni cati on St ate==

B 2ldé wdssu welys Idduvd: swp &Hup o3l IJIE)lz:

asa# show running-config failover

fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1

failover replication http

failover link failover-link Ethernetl/1

failover interface ip failover-link 10.30.35.2 255.255.255.0 standby 10.30.35.3

# show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Primary

Active None
O her host - Secondary

St andby Ready Comm Fail ure 19: 42: 22 UTC May 21 2022
====Configuration State===
Sync Done

====Conmuni cati on State===

Mac set

3. JJeedd pu odaso ublp pzeses ASA szldoo. §p woungsd IJisle, show running-config
cluster gshow cluster info g Js 9lgoé Lulo, 1Jl9le, (CLI).

B 2lds g2p wdasu wblp IUpzeses: sop erup o3l IRl

asa# show running-config cluster
asa# show cluster info
Clustering is not configured

Vs 2lds odssu uble ldpzeses: sop erue o3l IJILlR:

asa# show running-config cluster
cluster group asa_clusterl
key *kkk*k
local -unit unit-1-1
cluster-interface Port-channel 48. 205 ip 10.174.1.1 255.255.0.0
priority 9
heal t h-check holdtinme 3
heal t h-check data-interface auto-rejoin 3 5 2
heal t h-check cluster-interface auto-rejoin unlimted 51



heal t h-check system auto-rejoin 3 5 2
heal t h-check nonitor-interface debounce-tine 500
site-id 1

no unit join-acceleration

enabl e

asa# show cluster info
Cluster asa_clusterl: On
Interface node: spanned
Cluster Menber Linmit : 16
This is "unit-1-1" in state MASTER

I D 0

SiteID : 1

Ver si on :9.17(1)

Serial No.: FLM2949C52321T

CCL IP :10.174.1.1

CCL MAC : 0015. c500.018f

Modul e : FPR4K- SM 24
ASA SNMP

lowg 030 IUgbgle JJowzdd pu wdssu ASA glds IUwsws; sldidledss JJdwbss, e edld
SNMP:

1. olds e wd9sy SNMP 9o pdsue.
2. 00 led 1Jezdd po odasu welss IJBusd sluwebllg 1JelJs. sop 1dozdd po

0ID.1.3.6.1.4.1.9.147.1.2.1.1.1.
B 2lds g0 sy welys IJOubd sep eruo o3l Ul

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit"

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit (this device)"
SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER. 3

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.6 = I NTEGER 3

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER 3

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "not Confi gured"

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.6 = STRING: "Failover Off"

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Failover Off"

B 2lds edosu welys IJSuvd: sop gruo o3l Ul

# snmpwalk -v2¢ -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit (this device)" <--
This device is primary

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit"

SNWPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = |NTEGER 2

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER. 9

SNVPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER 10

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "fover Ethernetl/2"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Active unit" <--

Primary device is active
SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Standby unit"

3. JJeedd po odsss uble 1Upzeses szldeo: $p wluwebdle OID 1.3.6.1.4.1.9.9.491.1.8.1.

B 2lds g0 ©dasu wble lJpzeses: sop 0o o3l Ul



# snmpwalk -v2c -c ciscol23 192.0.2.12
enterprises.9.9.491.1.8.1.1.0

SNWVPv2- SM : :

= INTEGER o0

.1.3.6.1.4.1.9.9.491.1.8.1

OS 2ldé wdssy uwble 1Jpzesed 9JIu 390 wpdsuor Swe &0 o3l IJI)le:

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.12

.6.1.4.1.9.9.491.1.8.1.
.9.9.491.1.8.

INTEGER:
| NTEGER:
INTEGER:
| NTEGER:
STRING:
STRING:
INTEGER:
INTEGER:

0

1

0

11
"asa_clusterl"
"unit-1-1"

0 <-- Cluster unit

1

P

Cluster

Cluster
Cluster
ID

Cluster

.1.3.6.1.4.1.9.9.491.1.8.1
<==- Cluster status,

disabled
unit state, disabled

group name
unit name

side ID

O 2ldé wdasu wble Ipzeses 9o pdsue 955 puuess cuvésde sup gruo o3l UGl

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.12

.9.9.491.1.8.1.1.0
9.491. 1. 8.
9.491.
9. 491.
9.491.

.1.
L1, . 9.
.1. .9.
L1, . 9.
.1. .9.
.1. .9.9.491.
. 1.

.1.

wwwwwwww
O‘IOIO‘IO‘ICDOICDOI

.1.
L1,
.1.
L1,
.1.
.1.
.1.
.1.

p p p p h p h p
BFRRRPR P H

INTEGER:
| NTEGER:
INTEGER:
| NTEGER:
STRING:
STRING:
INTEGER:
INTEGER:

1

1

16

10
"asa_clusterl™
"ynit-1-1"

0

1

.1.3.6.1.4.1.9.9.491.1.8.1

Cluster

Cluster

Cluster
Cluster
Cluster
Cluster

status, enabled

unit state, control unit

group name
unit name
unit ID
side ID

JJzwosd £Js piss pu ldpedsple 29 I9 ol o, 1Jogsé (OID) Ize |Jes Cisco-Unified-

Firewall-MIB.

pJ ASA Show-tech

1. Jdozdd pu odssu welyy Wuibd ASA gzldeer w2 9d pu Suwpe show failover.

WO 2ldo e300 wdssy welyj Idvd: sop gyu2 03l IJIE)lz:

Failover Off

Fai | over unit Secondary
Fai | over LAN Interface:
Reconnect tinmeout 0:00:00

Unit Poll frequency 1 seconds,
Interface Pol
Interface Policy 1

not Confi gured

hol dti me 15 seconds

frequency 5 seconds,

Monitored Interfaces 3 of 1292 naxi mum

MAC Address Move Notification Interva

hol dti me 25 seconds

not set

WO 2lds edssy wely) IJdvd: swp g5u2 03l IJIEle:

Failover On
Failover unit Primary


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Fai |l over LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00: 00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1291 maxi num
MAC Address Move Notification Interval not set
failover replication http
Version: Qurs 9.17(1), Mate 9.17(1)
Serial Nunmber: Qurs FLM2OO6EN9ABL11, Mate FLM20O6EQZYO02
Last Fail over at: 13:45:46 UTC May 20 2022
This host: Primary - Active
Active time: 161681 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.17(1)) status (Up Sys)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.17(1)) status (Up Sys)

2. Jdogdl pu wdesu uble IJezesd szldwoc w8l pu Yumwpe Show cluster info .

B 2lJs g3p wdosu wble IUpzeses: sop erue o3l IRl

—————————————————— show cluster info ------------------
Clustering is not configured

B 2lds odasu wble ldpzeses 9opdsuo sop gruo o3l IRl

—————————————————— show cluster info ------------------
Cluster asa_clusterl: On
Interface nobde: spanned
Cluster Menber Limt : 16
This is "unit-1-1" in state MASTER

I D 0
Site ID : 1
Ver si on ©9.17(1)
Serial No.: FLM2949C52321T
CCL I P :10.174.1.1
CCL MAC : 0015. c500. 018f
Modul e . FPR4K- SM 24

3'I3_o<"> puwugdp FCM

lowe IJgbsle 1Jgl)e WS IdBuwe.
9lzoé gub, 1Jisle, (CLI) po Fxos
lowe IJgbsle 1Jgl)e WS IdBuwe.
FXOS REST-API

lowe IJgbsle 1Jgl)e WS IdBuwe.
pJ FXOS Chassis Show-tech

lowg 1Jgbsle 186 B IUGuwp.



IJo2d3 pu uee b IJeelss

9u2E 22b gelss FTD

SUS) 9,28 ol Ieplsé lJs odasy eal) eplsd pozo l9 Ludls.
Spdu IJoedd pu 9uoe 2o 2elsd FTD clpwesle IUgsble Idoldss:

- 9lz0é Lwlo, 1Jisle, s FTD

- wyulpz FTD Show-tech

. 9|3_06 PUVEI P FMC

. FMC REST-API

- 9lzgod puwugse FCM

« 9lz06 Lwlo, 1JIsl o, (CLI) oo Fxos
. FXOS REST-API

- pJ FXOS Chassis Show-tech

pdlebé: Jl s>8p FDM Iy og 1Jiodlos.

9lz06 Lulo, 1Jisle, B FTD

lowg 030 IJgbsle JJozdd pu 9,28 2ol 2plsé FTD gds sleos yubo, 1Jlsle, (CLI) Bs FTD:

1 lgwogse 030 IUgsble JJauosd IUs slzes uwlo, Uisle, (CLI) 1Jglu06 o FTD wpel se9lidé pe
IJoble IUlgwluws 99008 1Jogiv:

+ 9,09J SSH IJpuluiny |Js FTD - zpse 1Jiobes 1l ul uss

- 1Js o9d pw Slzes Lul, 1Jisle, (CLIY J9zaé wpde FXOS (Firepower 1000/2100/3100) o0
el logald 1Jie, ftd

- 19 09d pu 8lzes Lwlb, Isle, (CLI) wble IJoubgsd FXOS g, 1Jisle, (Firepower
4100/9300):
Gp w9 1U9ers IJuplbsd <x> [9228 1oz dpltelnet]: zse sped X pey9 1Jpu 93 900
el

louod w ftd [instance]s pse sYgo Idpesd 3l yods Wb JJuyiv) pogss Idpesdle.

- Mogwws Jiobpes IUbuld Slss 1duwnes (FTD) IISesluoss: spdo 1dsoosd Idewluin
IJs SSH Ids w,olez Idbuwld Slis§ IJuw,es (FTD) Is s009J 9228 Idozde pu wovlee
hypervisor lg 9lzoé pwogspe [duwzlod

2. JJozdd pu suoe 23l IJzelss: $p vouvésd IJio, show firewall ¢ Js CLI (slzoé Lulo,
1Jisle):

> show firewall
Firewall mode: Transparent

oJ luweduslad Izble FTD gl odlzol

lowg 030 IJgbsle JJoedd pu 9,28 231 eplsé FTD B pJud Iuwad il Igble FTD



sluadlzol:

1. 18z pd Iuwedyild IJigble 9l odlzol slowdd lJs IJped> <filename>-troubleshooting
tar/results-<date>—xooxx/command-output.

2. 1o IJpedws usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

# pwd
/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s
# cat 'usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output'

3. JJwedl pu9u2e 2ol gplsé FTD w8l pu Yuwe show firewall:

—————————————————— show firewall --------=----—c----
Firewall mode: Transparent

9lzod puwegdp FMC
lowg Igbsle Ideldss Jdezdd po 9uoe 2L zelsé FTD gds slzos puvegse FMC:

1. lge, Wizejsé > |syé IJizesé:

i Firepower Managemen nter '
Iéllslélt;l i EDO (:‘ __a age € tce te Overview Analysiz Policies | | Devices Objects AMP Intelligence Deploy Q P{} @ Global | adminw
> | |DG\‘ICC Management VPN Troubleshaot Create Dashboard
Device Upgrade Site To Site File Download
Name NAT Remote Access Threat Defense CLI
) =00 QoS Dynamic Access Policy Packet Tracer
Aceess Controted User Statisties ) e ]
Platform Settings Troubleshooting Packet Captire
FlexConfig Site to Site Monitoring
Application Statistics =
™ Q F
Certificates LBarss
Application Statistics (7.1.0) admin Mo Mo ke N ]
Connection Summary admin [ Mo Ile N ]
Detailed Dashboard _ adrmin No Mo =N |
DmallcdowhbWJdF_'.O.OP addman N No o .
Files Dashboard adrmin No No "o Fu
Security Inlulllgenl?o Statistics _ admin No Mo m Q f i
Summary Dashboard _ admin Mo Yas o F 5

2. ©2d8 pu lJouwpsle 1Upszes Io I idlds:




Firepower Management Center -
ol P Wianag Overview Analysis Policies Devices Objects AMP Deploy O @ER{F @ LASZ | adminv
—
View By Domain
Al(5) ®Emor(0) ®Waming{0)  OMine(6)  ®Nommal(5) © DeploymentPending (0}  ® Upgrade (0} @ Snort 3 (5) Q, Search Devica [ Add - |
1 ! L !
LABZ (3)
fd_chuster] (2) %
" Cluster 73
10.62.148.188(Control)  Snort 3 HFEe - g FPA120-5:44 _—
145 108 | : Firepower 4120 with FTD 7.1.0 B cocmity Maduie - 1 (Container) Base, Threat

el ?‘.‘.‘."_?.I Firepower 4120 with FTD. 7.1.0 _fiemipd e Y Ly Bass, Threat
) :jl‘:l;_l:..;&lv.!'.nls'lly £
ezt Pamma] Froponer 150w P10 710 BUCEEIRA G ey e, T
fad_ha ;-'|:1'..m.;<i|.\.-,- hm:.cl:;i-,-: Snort 3 Firepowar 4150 whh FTD 900 = ;;II;:I.:|.:‘;.5-.;U_or]||Ic- . .'c;c_-“,-...}-;.,; S
Ild._s.tnrlaalona- ot Firepower 2120 wath FTD - 7.1.0 NiA Base, Threat sepl g

FMC REST-API

lowg 030 IJgbsle JJdoz 9l pu 9u2e 2ol eelss FTD go, FMC REST-APL. |yuwéslp gp5J
REST-API. W o3l ldpeld: sop luvegsle curl:

1. bdo ,e5 pLeb 86 pps):

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token

< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. 225 IJpeld 1J3s szoss eds Igols. Os pebp luwogdliple REST APL wdgy pedes IUprld
!J_jlp.,f_sé. |uuC'J'a.)p |J_)p_j |Jpp§J 39S o3l |J|,_)»QE_J||0 Jlgve)sls g§|§5{°6 |Jpa|J|QZ

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. luwegse UUID Jdpeeld JJlgweedle g0 uvedle 1Jizess 1pz336 908,38 1Jzols 1Je92s 1 pess:

# curl -s -k -X 'GET' ‘'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:



5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool
{
"items": [
{
"jid": "796eb8f8-d83b-11lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
b
"name": "ftd_ha_1",
"type": "Device"
b

4. i._,uo'@lo UUID Jdpezld 9 UUID IJgluo wldzolsi/ldzlass pu 1Jglogs 3 s o3l IJlguegdle
9wV puU Bspes ftdMode:

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£f8-d83b-11ec-941d-b9083eb612d8' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

{

"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514",
"nane": "acpl",
"type": "AccessPolicy"
I8
"advanced": {
"enabl e0GS": fal se

b,
"description": "NOT SUPPORTED',
"ftdMode": "ROUTED",

9lzod pwegdp FCM
SpIdu IJozdd pu 9uoe edb Ideelsé J FTD gds Firepower 4100/9300.

lowe IJgbsle [Joldss Jdozdd po 9028 23l eelsé FTD gds 9lzos puwegse FCM:

1. sy Izl Idpubds eds Lodz6 Iizess IJpulb dss:

Overview Interfaces |[Ehi[==1] Devices| Security Engine  Platform Settings System  Tools

Help  admin
& Refresh 3 Add =
Legical Device List {1 Containar instance) 77% (66 of 85) Coras Avadable
ftdi Standalons Status:ok . | E | 3
Application Wersion Resource Frofile Management IF Gateway Management Port Status
* o 7.1.0.90 P20 10.62,148,59 10.62,148.1 Ethesmatl/ 1 @ orine @& c
Interface Name Type Attributes
| (= TE— data Clust it appiic.ab
=] - S Fi 06214889
Ethematl/3 e e : Ethernet1/2
+ Ethernet1/2
+ hitps:i/10.62.184.21f
HA- ROLE  active
i + T96ehErE-dB50-1 1ec-341 0-D083e D61 206

2. lu,y eds i@&ﬁoé lJobosd 99zuo 9028 b Idgelss Vs edlps Idowssy lesblo:



view Interfaces EEGIEINEINTLEY Security Engine  Platform Settings

Editing - ftd1
Standalone | Cisco Firepower Threat Defense | 7.1.0.90
Cisco Firepower Threat Defense - Bootstrap Configuration

T
1| P o T ~

Ethernetl/2 _j
Permit Expert mode for FTD SSH yis »

=i ik SESS0ONS;

Ethernetl/4
Search domains: 500,00

Etharmatl/s e

Ethernetl/7 "

4 DNS Servers: 8888 |

Etharnatl/B =
Fully Qualfied Hostname: a
Password: Sat: Yes FTD - 7.1.0.90

Ethamatl/l

Confirm Fassword: Click to configura
Registration Key: Sat: Yes

Confirm Registration Key:
Firepower Management Center IP: 10.62.184.21

Firepower Management Center NAT ID:

Eventing Interface: ot
Hardware Crypto: Enabled g
| devlcton  veen e B T
3 Fo 7.1.0.90 ] fthamati/1 cebrg
oK. Cancel
Interface Name Sri
En\emmuz data
BEetnemery= data

9lzoé gub, 1Jisle, (CLI) po Fxos
SpJu IJoz8d pu 9u2e edb Ideelsé J FTD gds Firepower 4100/9300.

lowg 1Jgbyle IJoldss JJozdd po 9028 22l 2elss FTD gdis 9lzos yulo, 1Jisle, (CLI) Juble
IJouigsd FXOS:

1. 8p wluuvle louold 9236 wpdpe I9 SSH LldosId.

2. 9p vldowssd Ids ublg SSA: &p Gp wldowssd IJs IJgoly IUpulb 8 1Jpzss &p 9p
voguesd |Jip , show mgmt-bootstrap expansion . 9oz 99 U BSpeé Uwped 2ol
|Jgels6_mode:

firepower# scope ssa
firepower /ssa # scope logical-device ftd clusterl
firepower /ssal/logical-device # show mgmt-bootstrap expand

Managenment Confi guration:
App Nane: ftd

Secret Bootstrap Key:
Key Val ue
PASSWORD
REG STRATI ON_KEY

I P v4:
Slot ID Managenent Sub Type | P Address Net mask Gat eway Last
Updat ed Ti nest anp

1 Firepower 10. 62. 148. 188 255. 255. 255. 128 10. 62. 148. 129 2022-05-
20T13: 50: 06. 238

Boot strap Key:
Key Val ue



DNS_SERVERS 192.0. 2. 250

FI REPOAER_MANAGER | P 10. 62. 184. 21
FIREWALL_MODE routed

PERM T_EXPERT_MODE yes
SEARCH_DOVAI NS ci sco.com

FXOS REST API

Swp >gp FXOS REST-API ¢ Js FirePOWER 4100/9300.

lowg o030 IJglosle JJwp 8l pu 9uo€ 23l 2elso FTD gy bdw FXOS REST-APL. |gueéslpe
gpsd REST-APL. W5 03l IUpeldc swp luwwgsle curl:

1. bdo e puob 36 pps):

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23'
https://192.0.2.100/api/1d/£ftd_clusterl

{

"refreshPeriod": "0",
"t oken": "3dba916cdfb850c204b306al38cde9659ba997da4453¢cdc0c37££b888816c944d"

)
2. lguee perd IJzols Idpubds B o3l IJlgwoedle 90288 pu Gsed pbcly
FIREWALL_MODE:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997dad453cdc0c37£fb888816c944"
https://192.0.2.100/api/1d/ftd_clusterl

{ "key": "FIREWALL_MODE",

"rn": "key-FI REWALL_MODE",

"updat eTi nest anp": "2022-05-20T13: 28: 37. 093",

"urllink": "https://192.0.2.100/api/ld/ftd_clusterl/ ngnt-
boot strap/ ftd/ key/ Fl REWALL_MODE",

"value": "routed"

b

pJd FXOS Chassis Show-tech

SeJdu ldezdd pu oot 2ol Idzelss J FTD Vs pJwd show-tech IJgl o o Firepower 4100/9300.
lowg o030 IJglbsle JJwz 8l pu 9uo€ 23l zelso FTD Ws pJud show-tech IJ¢gl o wosdd FXOS:

1. lJouwws Jlueshle FXOS 2.7 sldloshle IJizse. ldee |JeJwd sam_techsupportinfo s
<name>_bc1_all.tar/ FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

NJouwos JJluoshle 1J1Es e I ee |JeJd sam_techsupportinfo Wo.s
FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar.

2. 5288 U Sure 'wIunsE oSluosd IJzels Ipubds’ Lopu 1dpersd 1peas sldSers:

# pwd
/var/tnp/ 20220313201802_F241-01- 11- FPR-2_BCl1_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo



“show logical-device detail expand’
Logi cal Devi ce: Name: ftd clusterl

Descri pti on:

Slot ID: 1

Mode: C ustered

Qper State:

Tenpl ate Nane: ftd

Error Msg:

Switch Configuration Status:

Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Boot strap Key:
Key: DNS_SERVERS
Val ue: 192.0. 2. 250
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FI REPONER_MANAGER I P
Val ue: 10.62.184. 21
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FIREWALL_MODE
Value: routed
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

9o &b gelss ASA
SpIu U8 pu 9uoe 22 2elsd ASA Cluwoole lJgsble Ideldsé:

- 9lz08 Lulo, 1Jisl o, ASA

- ASA Show-tech

- 9lzgod puwegse FCM

- 9lz08 Lulo, IJislo, (CLI) oo Fxos
- FXOS REST-API

- pJ FXOS Chassis Show-tech

9lz06 Lulo) IJisle) ASA

lowe Idgbsle Idoldsé Jdowgdl pu 9u2€ b gpelsdé ASA gJs 9lgos wb, |._Ji_9|,o) (CLI) ASA:

1. iu:,c,-@,o o030 IJgshle JJsuosd 1Js 9lzos ulo, 1Igle, (CLIY IJglos o ASA 50881 JJuble
IJluwlows 99028 1Joui:

- 9,09 Telnet/SSH IJpul i, 1Js ASA gJs FirePOWER 1000/3100 9 Firepower 2100 s
9uee IJeols ;

- 1J9u09d pu 9lzes yulo, IUisle, (CLIY Jozsé wedpe FXOS gJs FirePOWER 2100 s 9 08
IJoble 1Iuslgus sldlouold o ASA oy ¢JIJ 1Jie, connect asa

- 1Jso9d pu FXOS CLI g, IJisle, (Firepower 4100/9300):
Ip wu9uesd 1U9erd 1Juplsd <x> [9236 [Jugdp|telnet]: pse spod X pgyd [JBwzé: Sp
Ip wu9osd asa

- Moowes Jperd 16100 ASA Ibloss: 9,09 SSH I puluiny s ASA Iy 509 9226



IJoede o0 wyolez hypervisor I9 glzos o wegse Iduuelusd
2. 9p vouvesd IJlp, show firewall ¢ Js 9lzos ywlo, 1JI9le, (CLI):

asa# show firewall
Firewall mode: Routed

pJb ASA Show-tech

JJuezdd pu 9uog edb zelsé ASA w8l pu Suwe show firewall:

—————————————————— show firewall --------------e---
Firewall mode: Routed

Sleod puuuspe FCM

loog IUgble 1Uglyre B IUGuwe.

9lzoé yub, 1Jisle, (CLI) po Fxos

lowg 1Jgbsle 1Uslyss B IUBSuwp.

FXOS REST-API

lowg 1Jgbsle 1Uslyss B IS wp.

pJuw FXOS Chassis Show-tech

lowg 1Jgbsle 1Uslyss B IUBSuwp.
lJozdd po wog v lJposd

ould woglu Juouiy pesd Iobosy:

pesd iuads - suwetse IJpesd IWIuads zese 1desb (9296 1Jpeldes 1derdiss 931956
lJsuosd Ideubsliss (RAM) 9o uwlzé 1J8r00) JJ9zrs Iduplossler,d Idlelur vose spdud

Souse pasd luods sles BEb.

posd IJeless - suwcoe posd 1Jel9ss pre9es eSS U 9L 19208 IJuelbsélped
Iiplo. sop 38 ledloss IJposdle IJpogsss B@b J FTD IUss wop bhoo woluulbs FMC.

908 €8y 036906 JASA Iy FTD IJ3s wop blyoo woluwlbs FDM.

cdose pisd 9,28 12196 p3gge Bl J FTD gds Firepower 4100/9300.

$edu IJozdd pu we vuiy Idposd wluwegsle oo lJgsble:

- 9lz0é Lwlbo, 1JIsle, s FTD
- wyulez FTD Show-tech

- 9lzgod puwegspe FMC

- FMC REST-API



- 9lzgod puwegse FCM

- 9lz06 Lwlo; 1JIsl o, (CLI) oo Fxos
. FXOS REST-API

- pJ FXOS Chassis Show-tech

9lz06 Lwlo) IJisle,y B FTD

lowg 030 1Jgbosle JJozdd pu w9g wuiy pesd FTD eJs slzos uwb, IJisle, (CLI) 1J¢l 06 o
FTD:

1. luwogsp 0do IJgsble Jdsoosd 1 9lzes b, IJislo, (CLI) 1Jgloé o FTD wpl se9ldd
pe IJoble IJlgulgus 99008 1Joiv:

- 9029 SSH IJpuluiny IJs FTD - zaase IJiobps 1igwlpuss n
- 1J90,09d pu 9lz0b Luls, Isle, (CLI) oble IUe ugsd FXOS go, 1Jisle, (Firepower
4100/9300):
Gp w9 U9 IJuplsd <x> [9228 oz dpltelnet] e se spod X gy IJBwzs: &p Gp
wo9uesd ftd [instance] ese sJou lJposd 31 ods VWb Jduyi) pwess ldposdle.

2. 8p woubgsd IUle, show version system 9 bz o I vl Lluuegsle 5@ Bepd SSP
Jduwduwde. Bl Jlue 1Jzless 092956 Vs o3l Iduwl e W ywsgpd FTD WS 9 0e IJzloss:

> show version system
------------------- [ firepower J--------------------

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uul D . 3344bc4a-dB842- 1lec- a995-817e361f 7eab
VDB version : 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Conpi |l ed on Tue 30-Nov-21 18:38 GMI by buil ders
Systeminmage file is "diskO:/fxos-|fbff-k8.2. 11.1.154. SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Slot Number: 1 (Container)
2JU Iwednlyd Tsble FTD 9] odlzol

lowg 030 IJgbsle JJoedd pu e LUy posd FTD Bs pJud Iuwe duldd Tgble FTD
sluedlzol:

1. 18cz pd luueduild IJigble ol odlzol sluwdd lJs Ipeds <filename>-troubleshooting
tar/results-<date>—xooxx/command-output.
2. lveg IJpedws usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

# pwd
/ ngf wl var/ common/ r esul t s- 05- 22-2022- - 102758/ conmand- out put s



# cat 'usr-local-sf-bin-sfcli.pl show_tech support asa lina_cli_util.output'’
3. vzl pu ldunlo) Clgwedsle Jdp Boed SSP JJuwduwds. I3l Jlue 1Jzlesé 092956 WO ol
IJgwloy Suwseed FTD B 9o 1Uzloss:

------------------- [ firepower J---------cm-mmmomn--

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uJl D . 3344bc4da- d842- 11ec- a995-817e361f 7eab
VDB ver si on . 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Conpi | ed on Tue 30- Nov-21 18:38 GMI by buil ders
Systemimage file is "diskO:/fxos-|fbff-k8.2. 11.1.154. SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up tinme 3 secs

SSP Slot Number: 1 (Container)

9lzoé puweg>p FMC
lowg odo IUgbsle Jdoz 9l pu w9g wuy posd FTD gds 9lzos puweéspe FMC:

1. 120, 12056 > b1ys I JIzo;6:

; Firepower Managemen nter "
Iéll.slélt;l . BDO e i age & ICE te Overview Analysis Policies | | Devices Objects AMP Intelligence Deploy Q @{} @ Global | admin ¥
D [Device Management VPN Troubleshoot GCreate Dashboard
Device Upgrade Site To Site File Download
Name MNAT Remaote Access Threat Defense CLI
Gos Dynamic Access Policy Packet Tracer
Access Controlled Uiser Statistics =
fi] ra
t t 1 statist Flatform Settings Troubleshooting Packet Capture Barss
Appilication Statistics FlexConfig Site 1o Site Monitoring
W]
Certificates Barss
Application Statistics (7.1.0) admin Mo Mo e ]
Connection Summary admin Mo Mo Fase
Detailed Dashboard _ admin Mo Mo E Q F i
Detailed Dashboard (7.0.0) admin No No [l ]
Files Dushbou!_d ; admin No No o #Fw
Security Inlulllc_aen;o Statistics _ admin (] No E Q f i
Summary Dashboard admin o Yes |l NP ]

2. 0299 pu £p95 IJosIJ. I3l Jluw 1J219s6 092956 Vs Iduwlo) Y wsep wuvgsd FTD Ws
Suoe Ielyss.




ir er Ma r
"cll's'élc'" Firepower Ma nagem_em Center Ovanview Analysis Policies Davices Objects AMP Deploy Q Gm{} @ LAB2 )\ admin¥
—
Domain v
Al (5 SE {0} & Wai [{v] Offine: (0] & N al (5 Deployment Pendl o) ® Upgrade (0] ® Snort 3 (5) Q, Search Dewvieo
() rror {0) ming (0) o (0) arnal (5) aplyment Panding { pgrade (0) nor [ ada v |
L ol P "
~  LAB2 (3) -~
frd_chuster? (2) .
" Gluster s

10.5?.1:-5_158-1:.:,«1 ) Firopower 4120 with FTD 7.1.0 =] &ET:FTQGBJIL_TVE-G_l Base, Threat
1062140197 Firapower 4120 with FTD 7.1.0 Base, Theaat
llill‘u;llli\.'n.nls.".\a 4
'_’d-'_“_-_‘:t_p'i'"“"' Actha) IR Firepawer £150 with FTD 7.1.0 Base, Threat
'_"'"""'_'?"5"‘.“'““'"" Standty) SIS Firepawer 4150 with FTD 7.1.0 Base, Threat

FMC REST-API

lowg 030 IJgbsle Jdozdd pu weg wuy posd FTD go,) FMC REST-APL. |yuwgslp gp5J
REST-APL. W o3l lJpold: swp luwwgsle curl:

1. bdo e pueb 86 pps):

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token

< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. 225 IJpeld 1J3s szoss eds Igols. Os pebp luwogdliple REST APL wdgy pedpes IUprld
!J_jlp.,f_sé. |uuC'J'a.)p |J_)p_j |Jpp§J 39S o3l |J|,J»QE_J||0 Jlgve)sls g§|§5{°6 |Jpa|J|QZ

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. luwegse UUID Jdpeeld JJlgweedle g0 uvedle 1Jizess 1pz336 908,38 1Jzols 1Je9es [ pess:

# curl -s -k -X 'GET' ‘'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-£f12f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool

{

"items": [



"id": "796eb8f8-d83b-1lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"

b,
"name": "ftd_ha_ 1",
"type": "Device"

b,

4. lguegsp UUID 1gloo wldeeld 9 UUID IJglue wldeols/lJzloss oo 1Jglogs 3 B ol
lJlgwoedlp 90288 pu 9sped isMultilnstance:

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£f8-d83b-11ec-941d-b9083eb612d8' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

"name": "ftd_clusterl",
"isMultiInstance": true,

9lzoé puucg>p FCM

JJoedd eu w9E L psd FTD: 0288 pu §ised wed pdd oeasd ey B IJlzoss
lJeulb 9s6. I3l Jp odu [J9spd Blhgd B uwswp ouvesd FTD ws 9 og 1Jgloss:

Overview Interfaces ERGLIL=INsEINTSEY Security Engine  Platform Settings System  Tools Help  admin

Lagical Device List {1 Contalner instamce) 57% (26 of 45) Cores Avalable

frd_cluster Clustered Statusiok

Application version Resource Profile Management IF Gateway HManagement Fort Status

o

1o 7.1.0.96 a2 10,62.148. 108 10,62, 198,120 Ethamany/1 [ Jp— &0 e

9lzoé b, 1Jisle, (CLI) oo, Fxos
lowg 030 1Jgbsle JJoedd pu w9e wuy posd FTD gds 9lzosé Lwlb, 1Jisle, (CLI) J FXOS:
1. 8p wluuble louold 9236 wpdpe I9 SSH Lldosdd.

2. 8p Lldowssd lUs ubld SSA 98, wouuésd Ui, show app-instance. ¢p w288 pu €095
uu IJuse 1Uglue o FTD 1dpess luwaoobl [Us 1Jeowds 9ldps yu:

firepower # scope ssa

firepower /ssa # show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftd_clusterl 1 Enabl ed Ml ine 7.1.0.90 7.1.0.90
Container No RP20 In Cluster Mast er

FXOS REST API



lowg 0do Idgbyle JJwe 9l pu weg vuy posd FTD pu gJld bdo FXOS REST-APL. |guwgsle
gpsd REST-APL. B o3l IJpeld: swp luuegsle curl:

1. bdo e pLeb 86 pps):

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://10.62.148.88/api/login'
{

"refreshPeriod": "0",

"token": "3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d"
}

2. 22 1d,p) IJppss 90608 Idund B o3l IJluweedle 90289 pu Sspo deployType:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££fb888816c944d’
https://192.0.2.100/api/slot/1/app-inst

A "smAppl nstance": [ { "adm nState": "enabl ed", "appDn":
"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1G3",

"appNane": "ftd", "cl earLogData": "avail abl e",

"clusterQperational State": "not-applicable", "clusterRol e": "none",
"currentJobProgress": "100", "currentJobState": "succeeded",

"currentJobType": "start", "deployType": "container",

oJud FXOS Chassis Show-tech
lowg 030 IJglbsle JJwz 9l pu 9u2e 2ol gpelss FTD Ws pJwd show-tech 1Jgl o wosdd FXOS:

1. oldouwwsd Jluosble FXO0S 2.7 sldlueshle Idizse. e IJeJwd sam_techsupportinfo s
<name>_bc1_all.tar/ FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

NJouwos JJluoshle 1Jlgs e ldee | eJd sam_techsupportinfo Wo.s
FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar.

2. 0288 pu Juwe 'show slot expand detail' JJwzo 1Jees36 9ldeg yud:

# pwd
/var/tnp/20220313201802_F241-01-11- FPR-2_BC1_al | / FPRM_A _TechSupport/

# cat sam_techsupportinfo
“show slot expand detail’

Sl ot :
Slot ID: 1
Log Level: Info
Admi n State:
Qper State: Online
Di sk Format State:
Di sk Format Status: 100%
Cl ear Log Data: Available
Error Msg:

Application |Instance:
App Nare: ftd
Identifier: ftd_clusterl
Admi n State: Enabled



Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container

IJozdd pu 9uoe uwsld ASA
S8 ASA 1Jisole 1Ulzbss 9lJpwesss IJgusldle. Jlssgpe FTD 9 og 1duwsld IJeogss.
Spdu ldozdd po weg Iduwsly wluwedsle IJgsble IJoldss:

- 9lz06 Lwlbo, 1Jigle, ASA
- ASA Show-tech

9lz06 Lwlo, I1Jisle, ASA
lowg 030 IUgbsle JJdozdl pu s uwsld ASA geJs ASA CLI:

1. iu:,o'@,o 030 IJgshle JJsuesd 1Js 9lzos yulo, 1UIsle, (CLIY IJgluos o ASA 90881 JJuble
IJlwlpws 99028 1doiv:

- 9029 Telnet/SSH IJpul i, 1Js ASA gJs FirePOWER 1000/3100 9 Firepower 2100 s
suwoe IJeel :

- 1J9u09d pu 9lzes yulo, IUisle, (CLIY J9gsé wedpe FXOS gJs FirePOWER 2100 s 908
IJoble IJiuwlgus sldlouold o ASA oo ¢JIJ I1Jle, connect asa

- 1IJsuo9d pu FXOS CLI g, IJisl e, (Firepower 4100/9300):
I vo9uosd 1Uogrs IJupbss <x> [9236 [Jogdpltelnet] e spod X pgyd [JBezo: wp
Ip wvusosd asa

s ldogues Jeeyd 18,luo ASA 1Jblo)s: 9,09J SSH 1Jeului, 1Js ASA 19 9,09J 926
lJozdpe oo wyulee hypervisor lg 9lzos puwegspe lduveled
2. 9p vouvesd IUle,) show mode gJs 9lzodé Lo, 1JIgle):

ASA# show mode
Security context nbde: multiple

ASA# show mode
Security context nbde: single

pJ9 ASA Show-tech

lowg 030 IJglbsle JJwzdl pu 9u0e uwvsld ASA Vs pJd ASA show-tech:

1. w2l pu Yuvpe show context detail s pJwd show-tech. s o030 IUzlJo: I 908
lJuvsle pogss oyl J9zges uwslile pugssé:

Context "system", iS a systemresource
Config URL: startup-config
Real Interfaces:



Mapped Interfaces: Ethernetl/1, Ethernetl1/10, Ethernetl/11,
Et hernet 1/ 12, Ethernet1/ 13, Ethernetl/14, Ethernet1/15,
Et hernet 1/16, Ethernetl/2, Ethernetl1l/3, Ethernetl/4, Ethernetl/5,
Et hernet1/6, Ethernetl/7, Ethernetl/8, Ethernetl1l/9, Ethernet2/1,
Et hernet2/2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet?2/6,
Et hernet2/7, Ethernet2/8, Internal-Data0O/1l, Internal-Datal/1l,
Managerent 1/ 1

Cl ass: default, Flags: 0x00000819, ID: O

Context "admin", has been created
Config URL: diskO:/adnin.cfg
Real Interfaces: Ethernetl/1, Ethernetl/2, Managenentl/1
Mapped Interfaces: Ethernetl/1, Ethernetl/2, Managenentl1/1
Real | PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000813, ID: 1

Context "null", is a systemresource
Config URL: ... null
Real Interfaces:
Mapped I nterfaces:
Real | PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000809, ID: 507

IJoedd po 9uoe FirePOWER 2100 Ll uogsle ASA

spJdu wubésd Firepower 2100 pg ASA G e 1disole 1JelJss:

- 95208 IJuble Iiuwluws - wp odosu pedele IJouvgsd IJluuluuss slesble slzos 1Jize 6
WS FXOS. wouopw o3o Ileshble wess) 2ldo 1Jeuussd JJslzole.: wdysy EtherChannel.
NTP. [s1,6 IJuo9): 9lJpsss. Spdu luwewgsle slzoé 95w FCM Is FXOS CLI Jodgsy FXOS.

» 9008 IJzols (IJISe,lUos) - suwee 9u2e 1ol Jdpuwetsesu wodsso zese IJuvsluvle
Bs ASA. Jl o9, |J1 JIsle, 1 pc @306 po Slzed Lulb, 1JIsle, (CLIY Jouble lJoyuésd

FXOS.

Swp ldozdl pu 9uog Firepower 2100 pg ASA Cluuwwgsle odo lJgshlw:

- 9lz08 Lulo, 1JIsl o, ASA
- 9lz06 Lwlo, 1Jislo, (CLI) oo Fxos
- FXOS Show-tech

9lz06 Lulo, IJisle, ASA

lowe Idgbsle IJoldss Jdowgdl pu 9,28 FirePOWER 2100 og ASA ¢Js ASA CLI:

1. igwoise Telnet’SSH JJs o |Js ASA gJ.s FirePOWER 2100.

2. 8p wouvgsd IJle, show fxos mode £ Js 9lzos yulo, 119l

ci scoasa(confi g)# show fxos mode
Mode is currently set to plaftorm

9uog IJeols:



ci scoasa(confi g)# show fxos mode
Mode is currently set to appliance

pdlebs: B 19 o poess IJuusléle: sea, IUie, show fxos mode s IJuble Iy sl
admin.

9lzoé b, 1Jisle, (CLI) oo Fxos

lowe IJgbsle 1Jeldss JJopdd po suoe FirePOWER 2100 pg ASA gJ.s slzos ulo, 1Jigle,
(CLI) woble IJougsd FXOS:

1. lguegsp Telnet/SSH JJs o9 lJs ASA gJ.s FirePOWER 2100.

2. §p woUivgsd IUle, connect fxos:

ci scoasa/ adm n(confi g)# connect fxos
Configuring session.

Connecting to FXCS.
Connected to FXOS. Escape character sequence is 'CITRL-~X .

pdlelbs: B 19 o poess IJuusléle: seaw, IUie, connect fxos B Lwsld IJpusdsd.

3. 8p wouvgsd IUle, show fxos-mode:

firepower-2140# show fxos mode
Mode is currently set to plaftorm

9uog IJeols:

firepower-2140#show fxos mode
Mode is currently set to appliance

pJud FXOS Show-tech

lowe IJgbsle 1Jeldss JJepdd po suoe FirePOWER 2100 pg ASA (s oJd show-tech
IU¢loo wosdd FXOS:

1. Wog pJuw tech_support_brief 9.5 <name>_fprm.tar.gz/<name>_FPRM.tar

2. 0288 pu Suwpe 'show fxos-mode”:

# pwd
/var/tnmp/fp2k-1_FPRM
# cat tech_support_brief

“show fxos-mode"
Mode is currently set to platform

suoe 1Jzol:



# pwd
/var/tnmp/fp2k-1_FPRM
# cat tech_support_brief

“show fxos-mode’
Mode is currently set to appliance
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https://tools.cisco.com/bugsearch/bug/CSCwb94424
https://tools.cisco.com/bugsearch/bug/CSCvn31622
https://tools.cisco.com/bugsearch/bug/CSCwb97767
https://tools.cisco.com/bugsearch/bug/CSCwb97772
https://tools.cisco.com/bugsearch/bug/CSCwb97751
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
/content/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



