lwed il i'a]olc lU>Oole g0 wods>
FirePOWER gldw e [Jeog>> ASA 9l odlzol

S92z 03l ldpuweows Jsdss wudss IUsVle Los wosss Idbl@e IJulyse (FTD) sebosyd zolj
Ilelo IJ8led JJedsod (ASA) ddow [dewess Idpuwedd o ldessesdsd (PIM).

IJecbdole IJlul gusé

lJeobdolo

P96 w9zso IP 1wl wss.



lJpdouvlo Idpuweispd

op logble Uro(C_.Jgfolu |J_9|J)o WIS o3l IJpwews pu Ulao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu apgse |JICOJO |Jpwua)p0 k9.5 o5l |.,J|.OL)AJuu) uqu_SgSu PPU"’SC (|k9u_)|u0g5) |)| !Jluu

ouwowd Idpedyele 1Uglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1Jebss Ideldss:

« Id>lg Jo> IJeoesss Cisco Firepower 4125, 1J] o051, 7.1.0.
* oy blyé Firepower (FMC). IJlo>l, 7.1.0.
« wulee 2ol IJlely IJBlod JJedsd pu Cisco. IJluesl, 9.17(1)9.

ped9ple luwlymss
lwlgwslo wozse IJud [Jeoess

¢ lebé w9zso 1Jzpe IJizhbs vz Iszos loule lgls wozso Iduw IJpwess JJeip wes gu
lJpu03).

© 0d9p 12036 Lvuds IJue Ipwess (zalu Iz plsslldpszole. 9pl 1Us 3J9) Llglhé wozso
IJzie ev lehs wozse Ideuwl IJeduws (RPF). Jizb o lghs wozse Idpuwh IJeduws
(RPF) Jsuve os udwol lghse w9zso IJpuwl)y IUgduws (URPF) IJos sop luvegslpol WOs
oo Jighs Jpug lugle pesus po lJozele. spdu wrass lehs wozse Ipuwh 1Je s
(RPF) JlJsé w@9p wlelss wozso e o IJpwes vessl eu ldpuos) pu ldsleole IJos
2938 IS puvododle IJod IJpoess. 939,50 IUiuuluus 09 pug 2ddle pu9) IJoslole
9ueplu wuoest puvble 298 1Up)9).

© Sew9s w99l IJo Ipwess pod PIM gds 3 9blisd jissuwss:

1. 1de o9, £ 9lz06 1210 (191206 UG 0 JJpu0s,).

2. ||.=JE_CJ_9J eJds 9lgolo e Idwslule pu 1Ughe Ideyowbd oodd§ oo pogss oz (slzole
oelo lzojé IUluweduld).

3. IUlzoBlb wuvz)ys 1o Idpeess (Iuplds iy [51Js W&o IUubz,8).

* SpJdu lugnle Jbzyd L& pugdd guosluwel Lluwegsle lexs IUb,sVosu lJoldsosy:
lJsodle Iduppuss (IJbsolu sldevose) 13 lJsuodle Iduosses (uesde [duvew).
Suvwgde 9u2e PIMIdede s (PIM-DM) s odle Jopuss wsuel suwegse 9,20 PIM
IJewole, (PIM-SM) guodle wosses.

* spdolo odsu et oo ldpwess pune,ds 19 puwo w8 IJs puo):

Couwepse Wigvzl [euie,ds pboge Gdbs 1o dle (RP) ssusl) IJsol gds luol (%
G) 2o G = peses Idoe Idpwess IP.

- woload Uluielh IJpgeps eds 1dpuos) Bs 1deuos) 9l ouwetse wa9esdsd RP.
9op pdlebool I (s g) 2 S = guslo IP Jpuosi/éhse ldws Idpcgss.

o wpldglehe wozso lJow lJpugss: K :

CSumeede 9uee wundse ldod Idpwess Js pues, (ASM) IJIusel, IJpgbe,ds (. G)
25 Spdo Jis puosy buwld s 1o [Jpoess.
- suwepap 1ot Iecess pe3 Ideuos, (SSM) Iigizl, 13ksps g Idpuoss (S: G)



9ubl g IP 232/8.
- wuliss IJloglo (BiDIr) o9 u9g pu Idubz)d lJpuue,ds (* G) g wp) eyJdé o9y JJ
Pu puweds IJoede 9puwess ldoslule gw) RP.
© Spdu odase udbs IUlJedle 9 lgoshel uluuagsle leas Idbysdos Ieldsesy:
- RPIJelow
- Auto-RP
- 1Jp9zo bootstrap (BSR)

pdéo laole PIM

9 2¢ PIM Do L}UC)O Nler9su IGMP >gp ASA/FTD
U)o
. IJluosl)
lJsoe ldpoule . !
J,I;’Tl\é;le P loee |loee (*5 G) s0)|[IJlsdNluosl,  |louee
IJelos/Jelde
IJ!uo)l_)
g PIM |
Isjojd Ji Ji (v ) IJloJ/NJlosl,  |[JIF
- Jelos/delde

. IJluosl)
e PIM &ole :
fﬁeb VSR lluge floge (*sls) IJlsJ/NJluos,  |luge
e IelosNJelJe
9,08 IJo
|Jr°k"l&-).) PC? ,Jl .JI (u&h J) ::JJ!LJlj-)l_) .JI**

lJpue>, (SSM) J
PIM

*Auto-RP = spJdo JzuJs )9, wslole Auto-RP 1Je)9,
** Jl spdu o sdgu ASAIFTD zolj pu Idpseds IUigs,6

pJeue wdssu RP

odysu v9bé IJIJogle ASA/FTD




Auto-RP Jesddu sedo Jorde pag) pumass ldoede
wsluw b uge 9JJu Jsuw >gp C-RP

% pdlzbo: od IJwse Vs iwodublgé i'a]olc lJoo [dpwgss 9luodlzoli po lJpeoe JJ{:_I..%&
lJzue9d eds w6 9l oo eds pebl IUoe IJpwgss. gds 9zo [doerssy Vs 1z IUbus:

Sew o wg s

- pl 0939 2oL 1Jzplss WS pebb IJow [Jpogsst

- o0 09 vliso IUyiss v

- p0 09 pyund Y938 Ido Idpoess (IP 1dpuos) 9pze9es IJoe IJpoess IP)S
- pU 09 puwodod W@ IJue IJpoessS c
- od Ussd pildd pg pwess Ideede (IGMPPIM) Iy puwess Idoslole (6386 IJww

lJpwgss) udwos

lJpewuaslo/ldpouosle

IJIizoooble IJuioz
ol o T pozo 1Jgkoss 1iaJss - ¢098 pouods puluing weuo>) J8 e9)
o logsv .
lJoo [Jpogss.
p9z0 U5 1UIgs)6 - 0§bs 5,09 puods puluivyé
¥ wS uldbe IJIJogle
>Jduy, PIEO PESU
SPT W28 18u2) Pl
RPT b6 udbs 1UlUedle (RP) Lizys 1 sl
lel>s wogso IJpuwly Ideduws|lelss wogso IJpuwly Ideduws
38 $lisps 1Uslzo6 [J ols)s




e Sless pedsple wozse 1w Idpegs
MFIB Ilesd pedyple lghs wozso IUoe IUpogs>
ASM IJoo IJpegss Jis puos)
s low b p9zo Bootstrap
SSM lJoo lJpogss e 1dpuos)
P9IE puvh uwse
SP ol wlbose
CP u9bé lJogde
PPS IJzjeo Vs IJelouss

IJpops 1-9,08 PIM IJpcuole, (RP 1IJelos)

|Jpabb
FTD ASA
H1 192.168.1.x/24 192.168.103.x/24 192.168.104.x/24 192.168.2.x/24 H2
.100 .50 —@_ 50 61 g 61 50 *@_ 50 .100 :
bo1.205 Kl P01.206  G0/0.206 60/0.207 e1/4 K E1/2 ,
o INSIDE OUTSIDE RP QUTSIDE INSIDE —
LoD 198.51.100.1 . .
server (source) client (receiver)
230.10.10.10 Po1.207 |-60 192.168.105.x/24
NET207 , NET207

B wodosy ldsuoe Idpcole, J PIM Jdod 1dpogss Bs ldpsbb g R1(198.51.100.1) J RP.
lJeJ

wJdosy FTD:



Firewall Management Center
Devices [ NGFW Routing

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Manage Virtual

Overview Analysis Policies Devices Objects Integration Deploy
—
Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)
Protocol MNeighbor Filter Bidirectional Neighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router

enerate older 10S compatible register messages(enable if vour Rendezvous Point is an 10S router)

Global v

Add Rendezvous Point -]

Rendezvous Point Multi; | Rendezvous Point IP address:*
RP_198.51.100.1 v | +

Use bi-directional forwarding

I ) Use this RP for all Multicast Groups I

Use this RP for all Multicast Groups as specified
below

Standard Access List:*

Cancel m

5 List Point

Jl spdu wdysy ASAFTD Jogzsoe Jew w)y9w9ded IGMP 9 PIM W o w IU99w:

Error - Device Configuration

A PIMRP and IGMP Forward can not be configured together!
Both PIM RP and IGMP forward are configured at the
device(FTD4125-1) !

PIM RP and IGMP Forward can not be configured together!

PIM RP and IGMP forward cannot co-exist. Please unassign PIM policies

lJodyso IJoleg eds FTD:

<ttroot>




firepower#

show runni ng-config nmulticast-routing

mul ticast-routing

<-- Multicast routing is enabled globally on the device

firepower#

show runni ng-config pim

pi m rp-address 198.51.100.1 <-- Static RP is configured on the firewall
firepower#
ping 198.51.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.1, timeout is 2 seconds:

(NRRN <-- The RP is reachabl e

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

eJds 2ol gelss ASA: ould wdssu ppled:

<#root>
asa(config)#

mul ticast-routing

asa(config)#

pi m rp-address 198.51.100.1

od9su RP (e9zo Cisco):

<#root>
ip multicast-routing

ip pimrp-address 198.51.100.1 <-- The router is the RP



interface GigabitEthernet0/0.206
encapsulation dotlQ 206

ip address 192.168.103.61 255.255.255.0

i p pi msparse-dense-node

ip ospf 1 area 0

!

interface GigabitEthernet0/0.207
encapsulation dotlQ 207

<-- The interface participates in nulticast

ip address 192.168.104.61 255.255.255.0

i p pi msparse-dense-node

ip ospf 1 area 0
1

interface Loopback0

<-- The interface participates in nulticast

ip address 198.51.100.1 255. 255. 255. 255

<-- The router 1is the RP

i p pi msparse-dense- nbde

ip ospf 1 area 0

lJozdd

<-- The interface participates in nulticast

routing

routing

routing

o2dd pu puwess Idogde Vs Idow Idpogss gJs FTD gus €30 929> 2096 o9y Jdoo Idpogss

(1Jeouwdsu 19 1dpuwedodsv):

<#root>
firepower#
show piminterface

Address Interface

192. 168. 105. 60 NET207

<-- PIMenabled on the interface

192.168.1.50 I NSI DE
0.0.0.0 diagnostic
192. 168. 103. 50 CUTSI DE

lJozvd pu zsulu PIM:

PIM Nbr HeTllo DR
Count Intvl Prior

on 1 30 1

There is 1 PI M nei ghbor
on 0 30 1

off 0 30 1

on 1 30 1

DR

this system

this system
not elected

192. 168. 103. 61

<- -

<- -

PI M enabl ed on t

PI M enabl ed on t



<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.105.50 NET207 00:05:41 00:01:28 1 B
192.168.103.61 OUTSIDE 00:05:39 00:01:32 1 (DR)

seJu RP g0 0bl§ pzeses IJwe IJpcgss Lidedo:

<#root>
firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info

224.0.1.39/32%* DM static O 0.0.0.0

224.0.1.40/32%* DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/8* SSM config O 0.0.0.0

224.0.0. 0/ 4* SM config 2 198. 51.100.1 RPF: OUTSI DE, 192. 168. 103. 61 <-- The nult
224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0

Stw9s 239d puwb 2db 1depelsé eds weue IdbeldIe g6, 3o Iduedé (239.255.255.250 o9
w290999J 1ol 1Jgse6 ldouwsl (SSDP) Idpuweise pu Sod ldpssdso pod Mac OS 5
Microsoft Windows):

<#root>
firepower#
show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.255.250), 00:17:35/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.103.61
Immediate Outgoing interface Tist:
INSIDE, Forward, 00:17:35/never

$S92> w99 PIM Lo gylu Idzelss 9 RP:



<#root>
firepower#

show pi m t unnel

Interface RP Address Source Address

Tunnel 0 198.51.100.1 192. 168. 103. 50

<-- PIMtunnel between the FTD and the RP

Jpl spJdu 956 9§ PIM gJs z29d louold 23l 1z plse:

<#root>
firepower#

show conn all detail address 198.51.100.1

PIM OQUTSI DE: 198.51.100.1/0 NP Identity Ifc: 192.168.103.50/0,

<-- PIMtunnel between the FTD and the RP
, flags , idle 16s, uptine 3nBs, tineout 2n0s, bytes 6350
Connecti on | ookup keyi d: 153426246

lJoedl pu 2ol epelssé ASA:

<#root>
asa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.105.60 NET207 2d21h 00:01:29 1 (DR) B
192.168.104.61 OUTSIDE 00:00:18 00:01:37 1 (DR)
<#root>

asa#

show pi m t unnel
Interface RP Address Source Address

Tunnel 0 198.51.100.1 192. 168. 104. 50



<-- PIMtunnel between the ASA and the RP

RP (e9z0 Cisco) IJoz 88 pu RP. ould wgo pepstele IJoe IJpogs> J SSDP g Auto-RP:

<#root>
Routerl#
show ip pimrp

Group: 239.255.255.250, RP: 198.51.100.1, next RP-reachable in 00:01:04
Group: 224.0.1.40, RP: 198.51.100.1, next RP-reachable in 00:00:54

lJezdd wern ledlo Idpuvede 0 92920

N LUlebs: isle, 23], 1zl 1Ups p26 Bes 03l IJGuwp Blods Jdobousd 10dled eds ASA 5

FTD.

sodOs IJASA ,uwlds w8, eur9ss IGMP gsuubis beldle (0 g) Jwusesdsd IGMP g lo

IJpowly:

<#root>
asa#

show i gnmp group 230.10. 10. 10

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.10. 10. 10 I NSI DE 00:01:15 00:03:22 192.168.2.100

S89p 22b 2elss ASA Clogble puvly Jeeeses IJoe Idpees:

<#root>
asa#

show nroute 230.10.10.10

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

<- -

Host 192. 168. 2. 100 r epotr



(*, 230.10.10.10)
, 00:00:17/never,

RP 198.51.100.1
, flags: SCJ

<-- The nmroute for group 230.10.10.10
Incom ng interface: QOUTSIDE

<-- Expected interface for a nulticast packet fromthe source. If the packet is not received on this int

RPF nbr: 192.168.104.61

I medi ate Qutgoing interface list: <-- The AL points towards the rece
I NSI DE, Forward, 00:01:17/never

oopid gpdsé wpdd 18)s pu 2ol Ieplss W 1)1z pelolo PIM:

<tfroot>
asa#

show pi m t opol ogy 230.10. 10. 10

(*,230.10.10.10) SM Up: 00:07:15 RP: 198.51.100.1 <-- An entry for multicast group 2:¢

JP: Join(00:00:33) RPF: OUTSIDE,192.168.104.61 Flags: LH
INSIDE 00:03:15 fwd LI LH

% edlebé: I3l Je sJu Jedb) [dgplss puwly wgy RPsbo, 13,1z wuoese Uiéblc PIM o uJ
lJoge o RPF

Suvd veo RPF B [ole ouoese Iighls PIM:

<#root>
asa#

debug pim

IPv4 PIM RPF | ookup failed for root 198.51.100.1 <-- The RPF | ook fails because ther

IPv4 PIM: RPF lookup failed for root 198.51.100.1



IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:

*,230.10.10.10) Processing Periodic Join-Prune timer
*,230.10.10.10) J/P processing

*.230.10.10.10) Periodic J/P scheduled in 50 secs
*,230.10.10.10) No RPF neighbor to send J/P

AN MM

B 21J6 1Jp9l 886 e JJ Uvse: syuwd 2o 1zpelss Huwlds PIM Join-Prune |Js RP:

<tfroot>

asa#

debug pi m group 230.10.10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

Pl M

(*,230.10.10.10) J/P scheduled in 0.0 secs

[0] (*,230.10.10.10/32) MRIB modify A NS

[0] (*,230.10.10.10/32) NULLIF-skip MRIB modify !A INS
[0] (*,230.10.10.10/32) OUTSIDE MRIB modify A NS
(*,230.10.10.10) Processing timers

(*,230.10.10.10) 1/P processing

(*,230.10.10.10) Periodic J/P scheduled in 50 secs

(*,230.10.10.10) J/P adding Join on OUTSI DE

sbo, 1JIJedlb o Huwlisd PIM Join see Lhusldol IJ 158586 958556 PIM Hellos JJ 30
Eloss. suwese PIM oy9e9ds [P 224.0.0.13:

(R [{ip-sre==192.168.104.50 &8 Ip dst==224.0.0.13) &k (pien group == 230.10.10.10)

Ho.

Frame 7:
Ethernet
Internet

v Protocol
oele ....

Tima Delta Source Destination Protocel Identification Length | Group Info
7 35.484328 9.000000 192.168.184.50 224.0.9.13 PIMv2 ex1946 (647@) 68/230.106.10.16,230.10.16.18 Join/Prune
19 95.411896 69.087568 192.168.104.50 224.0.9.13 PIMv2 ex4a00 (18944) 68(239.10.19.10,239.10.16.19 Join/Prune
31 155.419479 68.887583 192.168.104.58 224.08.9.13 PIMw2 ex4860 (18528) 68 239.10.19.10,230.10.16.12 Join/Prune

68 bytes on wire (544 bits), 68 bytes captured (544 bits)

II, Src: Cisco fe:1d:8e (@@:be:75:f6:1d:8e), Dst: IPvamcast _@d (01:09:52:00:00:0d)
Protocol Version 4, Src: 192.168.104.58, Dst: 224.8.8.13

Independent Multicast

= Version: 2

. 8911 = Type: Join/Prune (3)
Reserved byte(s): e@
Checksum: @xgSebb [correct]
[checksum Status: Good]

~ PIM _Options

L Ef‘ﬂllln e}
Group @: 238.10.10.16/32

Upstream-neighbor: 192.168.1e4.61 | |he upstream neighbor
Reserved byte(s): oe

Hum Groups: 1

Holdtime: 218

w

A PIM lJoin for group 230.10.10.

=

0

ins: 1

v IP address:|198.5‘1.1ae.1f32 (5wR)| The RP address

Address Family: IPva (1)

Encoding Type: Native (@)

Flags: @xe7, sparse, WildCard, Rendezvous Point Tree
Mmasklen: 32

Source: 198.51.1@0.1

Num Prunes: @



p odpst: gled ouoWso g)u0 Wireshark: (ip.src==192.168.104.50 & ip.dst==224.0.0.13) & &
(pim.group = 230.10.10.10)
- 192.168.104.50 o9 z>l) IJzplss IP 1Jgluo wolzos 1UE 9z (wes zb PIM JJws>w9)
-224.0.0.13 05 pgpe9csd oo Idpegss J PIM zse sop huwld 9uodle PIM 9o §uuseleol
- 230.10.10.10 os pgpoed IJoe Idpwgss IJos uyund Jol PIM Join/Prune

Sd9p RP Uluuile puwly (0 g). Jlgb 1ue wlbyl Jese 9295 Is g9bsp weae Bl 1dslzos 1Usl)ss gldss:

<tfroot>

Routerl#

show i p nroute 230.10.10.10 | b \(

(*, 230.10.10.10), 00:00:27/00:03:02, RP 198.51.100.1, flags: S <-- The nroute for the nulticas

Incom ng interface: Null

, RPF nbr 0.0.0.0 <-- No incoming multicast stream

Qutgoing interface list:

G gabi t Et her net 0/ 0. 207
, Forward/Sparse-Dense, 00:00:27/00:03:02

<-- There was a PIMJoin on this interface

98pJu wposd 3JY eds Idues IJolds:

0("% 55500 ASA (= 230 10.10.10)
H1 PIM Join
. < IGMP Report
— - —d—
: P01.205 P01.206 - E1/4 K 4 E1/2
y h QUTSIDE INSIDE
3 INSIDE OUTSIDE lEGABEE1 4004
server 192.168.1.100 Pol.207 client 192.168.2.100
(multicast source for 9 60 (multicast receiver)
group 230.10.10.10) NET207

—

L op luvedle ©@osy IGMP gJs ASA.
L oop luolds puuly (% G).
- Souwd IJASA PIM ol HuwlJs 1 1J RP (198.51.100.1).

s ded RP uulds Ilouople 95005 pusl, (*: G).

A WODN -

B¢ Idyde vdwo: Jl w9ps by§ B wuler IULuwld Slis@ Iduwses (FTD) ulboyl Jese 9295



odsy IGMP Iy PIM Join:

<{froot>

firepower#

show nroute 230.10.10.10

No mroute entries found.

IJozdd pu lduoes o buwld IJghe Josd @ Idoe [decgss

Sewed FTD gds wx @ Idoe Idpegss pu H 3..5.._,>i gpdsé wwesd PIM Clgwegsle RP. syuwd
FTD ,uwldo ywed PIM Jdw o IJiab@ lJs RP. s)uvd RP uwlds lusople PIM [Js p9zo 1JE 9o
IJisJss (FHR): 309 FTD B 030 1J2lJs: JJlugoele [s uvzrd 1w Idpoes. op souwd suwlds
lsslod wuwesd.

<tfroot>

firepower#

debug pi m group 230. 10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10
firepower#

IPv4
IPv4
IPv4

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10) RPF changed from 0.0.0.0/- to 192.168. 1. 100/ | NSI DE

PIM:
PIM:
PIM:

[0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=20,c=20)
[0] (192.168.1.100,230.10.10.10) Signal presenta on INSIDE
(192.168.1.100,230.10.10.10) Create entry

<-- The FTD receives a nulticast streamon INSIDE interface for group 230.10.10.10

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

Pl M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

(192. 168.

(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
(192.168.
[0] (192.
[0] (192.
[0] (192.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100, 230. 10. 10. 10)

1.100,230.10.10.10)
1.100,230.10.10.10)
1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

Connected status changed from off to on
10/32) OUTSIDE MRIB modify NS

10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify !NS

10/32) MRIB modify !DC

Start registering to 198.51.100.1

Tunnel0 J/P state changed from Null to Join
Tunnel0 FWD state change from Prune to Forward
Updating J/P status from Null to Join

J/P scheduled in 0.0 secs

10/32) INSIDE MRIB modify NS

Set SPT bit

10/32) MRIB modify NS

10/32) OUTSIDE MRIB modify !A

10/32) INSIDE MRIB modify A INS

<-- The FTI



IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

[0] (192.168.1.100,230.10.10.10/32) TunnelO MRIB modify F NS
[0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB modify !SP
[0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=2,c=20)

J/P entry: Join root

192.168. 1. 100 group: 230.10.10.10 flags: S

(192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Null to Join
(192.168.1.100,230.10.10.10) OUTSIDE FWD state change from Prune to Forward
[0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify F NS

(192.168.

J/P entry: Join root:

(192.
(192.
(192.
(192.
(192.
(192.

168.
168.
168.
168.
168.
168.

J/P entry:

(192.168.
(192.168.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

1.100,230.10.10.10)

1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
Join root:
1.100,230.10.10.10)
1.100,230.10.10.10)

10.10)
10.10)
10.10)
10.10)
10.10)
10.10)

168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

OUTSIDE Raise J/P expiration timer to 210 seconds

192.168.1.100 group: 230.10.10.10 flags: S

OUTSIDE Raise J/P expiration timer to 210 seconds
Processing timers

J/P processing

Suppress J/P to connected source

Suppress J/P to connected source

Tunnel0 Processing timers

192.168.1.100 group: 230.10.10.10 flags: S

NET207 J/P state changed from Null to Join
NET207 FWD state change from Prune to Forward
10/32) NET207 MRIB modify F NS

NET207 Raise J/P expiration timer to 210 seconds
10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

10/32) NET207 MRIB modify !SP

10/32) NET207 MRIB update (f=9,c=20)

J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S

(192.168.
(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.

(192. 168.

(192. 168.

(192.168.
(192.168.
[0] (192.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

1.100, 230. 10. 10. 10)

1.100, 230. 10. 10. 10)

1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.

.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.
.100,230.10.

10.
10.
10.
10.
10.
10.
10.
10.

10)
10)
10)
10)
10)
10)
10)
10)

PR RPRRRRRR

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

OUTSIDE J/P state changed from Join to Null
OUTSIDE FWD state change from Forward to Prune
10/32) OUTSIDE MRIB modify !F INS

10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

10/32) NET207 MRIB modify !SP

10/32) NET207 MRIB update (f=9,c=20)

OUTSIDE Processing timers

Recei ved Regi ster-Stop

Stop registering

Tunnel0 J/P state changed from Join to Null
Tunnel0 FWD state change from Forward to Prune
10/32) Tunnel0 MRIB modify !F INS

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Received Register-Stop

Tunnel0 Processing timers

10/32) INSIDE MRIB update (f=22,c=20)

10) Signal presenta on INSIDE

Set alive timer to 210 sec

10/32) INSIDE MRIB modify !SP

10/32) INSIDE MRIB update (f=2,c=20)

<-- The FTI

<-- The RP ¢



Howlds uwzd PIM o 5uwlJs PIM oz pd wslole UDP og pedsple Guzd PIM:

A [pim.type in (1.2}

No. Time Delta Source Destination Protocel Tdentification Length  Group Infor

[ 23 15.829023 8.000015 192.168.1.100 236.10.10.10 PIMv2 ax9802 (38914). 142 Register
24 15,829623 9.000000 192.168.1.100 230.10.10.10 PIMv2 ex9992 (39179).. la82 Register
25 15.829653 9.000038 192.168.1.180 236.18.10.18 PIMw2 @x9a@2 (39426).. 1482 Register

| | 26 15.829653 8.008000 192.168.1.100 230.10.10.18 PIMv2 oxobe2 (39682).. 1402 Register |
27 15.833224 8.983571 198.51.108.1 192.168.183.58 PIMv2 ex187c (4220) 56 230.16.10.10,236.10.18.18 Register-stop
28 15.833468 @.886244 198.51.188.1 192.168.183.58 PIMv2 ex187d (4221) 56 238.16.18.16,236.18.16.18 Register-stop
29 15,833681 8.008213 198.51.100.1 192.168.1083.50 PIMv2 exlave (4222) 56 220.10.10.10,230,10.10.10 Register-stop
39 15.83391@ 8.008220 198.51.108.1 192.168.103.520 PIMv2 ex1e7f (4223) 56 230.10.10.10,236.10.18.18 Register-stop
31 15. 834189 8.908199 198.51.168.1 192.168.183.58 PIMv2 0x1088 (4224) 56 230.16.10.10,2360.10.18.18 Register-stop
32 15.836092 8.881983 198.51.188.1 192.168.183.58 PIMv2 oxi1eaf (a239) 56 239.19.190.10,230.106.16.10 Register-stop
33 15.836306 8.008214 198.51.1808.1 192.168.183.580 PIMv2 axlaoe (4248) 56 230.10.18.16,236.108.18.16 Register-stop
34 15. 836535 0.088220 198.51.108.1 192.168.103.58 PIMv2 ax1901 (4241) 56 239.10.10.18,230.10.18. 18 Register-stop
P o neasmo soe sa aon s fma e smn e s s PP T e mme s s am mmm s am e P

w

Frame 26: 1402 bytes on wire (11216 bits), 14@2 bytes captured (11216 bits)
Ethernet II, Src: Cisco 33:44:5d (f4:db:es:33:44:5d), Dst: Cisco fc:fc:d8 (4c:de:35:fc:fc:da)
862.1Q Virtual LAN, PRI: @, DEI: @, ID: 206

r r jon 4, Src: 192.168.103.58, Dst: 198.51.100.1

e

@018 .... = Vers

... 9001 - Typed negister (1)

Reserved byte(s):

[checksum Status: Bad]
» PIM Options

HuwlJs 1s Bl euwzsd PIM:

Nlpmipeinf12y |
o Tirne Delta Source Degtination Protocol Identification Length  Group Inif
23 15.829623 @.808815 192.168.1.188 230.19.18.18 PIMv2 @x9882 (3891&)_. 1482 Regi ster
24 15.829623 B.000000 192.168.1.100 230.10.106.10 PIMy2 @x9992 (39170).. 1402 Register
25 15.829653 D.000032 192.168.1.1890 230.10.18.10 PIMy2 0x9a02 (39426).. 1402 Register
26 15.829653 0.008000 192.168.1.180 230.16.16.10 PIMv2 @xabez (39682). 1482 Register
27 15.833224 9.883571 198.51.180.1 192.168.123.58 PIMv2 ex1evc (4220) 56 230.10.10.10,230.10.18.18 Register-stop |
28 15.833468 B.000244 198.51.108.1 192.168.163.58 PIMv2 exievd (a4221) 56 238.10.10.10,230.16.10.16 Register-stop
29 15.833681 @.8082132 198.51.188.1 192.168.183.58 PIMv2 axlerve (4222) 56 238.19.19.1@,230.16.18.10 Regis‘ter‘-stop
3@ 15.83391e B.00@229 198.51.180.1 192.168.183.58 PIMv2 ax1e7f (4223) 56 23@.1@8.1@.1@8,230.10.10.18 Register-stop
31 15.834189 B.000199 198.51.100.1 192,168,123.58 PIMv2 Bx1080 (4224) 56 238.18.18,10,236,18.18.18 Register-stop
32 15.836892 B.801983 198.51.100.1 192.168.183.58 PIMv2 ax1esf (4239) 56 230.10.10.18,230.16.10.10 Register‘-stop
33 15.836306 @.808214 198.51.188.1 192.168.183.58 PIMv2 ax1898 (dldB) 56 230.10.19.10,230.10.18.18 Regi s‘ter‘-stop
34 15.836535 B.008229 198.51.108.1 192.168.103.50 PIMv2 exlesl (a241) 56 238.108.10.10,230.10.10. 18 Register-stop
. P A mmss s s As e amm n e P PP Fe s dm aa s amm am A sa ey pe——
» Frame 27: 56 bytes on wire (448 bits), 56 bytes captured (448 bits)
» Ethernet II, Src: Cisco_fc:fc:d8 (4c:ae:3s:fc:fc:ds), Dst: Cisco_33:44:5d (fa:db:e6:33:44:5d)
» §082.1Q Virtual LAN, PRI: &, DEI: @, ID: 286
» Internet Protocel Version 4, Src: 198.51.100.1, Dst: 192.168.103.58@
+ Protocol Independent Multicast
8018 .... = Version: 2
Reserved byte(s): @@
Checksum: @x29be [correct]
[Checksum Status: Good]
» PIM Options

p odese: Jeue ouwesd PIM 9, wlisd ls@lod ouwegsd PIM W $b gJs Wireshark: spdod
lgvegsle glod wuoWso IJg)o: PIM.type W {1 2}

seued 23l 1Jzelss (e9z0 1JEo96 IUIRs)8) eds w28 1w Idpuess eds Idslzes B IUgbe:
98wl cussd uvzs Ideuwh IUIBue) (SPT) U 9lzeé NET207:

<#root>
asa#

debug pi m group 230.10.10. 10



IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4
IPv4
IPv4
IPv4

<-- A PIM Join nessage

IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:

PIM:

PI M

(*,230.10.10.
(*,230.10.10.
(*,230.10.10.
(*,230.10.10.

[0] (192.

[0] (192.

10) J/P processi

168.1.100,230.10.10.

168. 1. 100, 230. 10. 10.

IPv4 PIM: (192.168.1.100,230.10.10.10)

IPv4

PIM:

[0] (192.

168.1.100,230.10.10.

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10)

<-- The SPT swi tchover starts fromthe

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
(192.168.

Set SPT bit

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

[0] (192.
[0] (192.
[0] (192.
(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.

(192. 168.

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

10) Processing Periodic Join-Prune timer

ng

10) Periodic J/P scheduled in 50 secs
10) J/P adding Join on OUTSIDE

is sent fromthe interface QUTSI DE

10/32) OUTSIDE MRIB update (f=20,c=20)

10) Signal presenta on OUTSI DE

Create entry
10/32) OUTSIDE MRIB modify NS

RPF changed from0.0.0.0/- to 192.168. 105. 60/ NET207

interface QUTSIDE to the interface NET207

Source metric changed from [0/0] to [110/20]
10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS
10/32) INSIDE MRIB modify F NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify INS

10/32) MRIB modify !DC

Updating J/P status from Null to Join
J/P scheduled in 0.0 secs

10/32) NET207 MRIB modify NS

10/32) OUTSIDE MRIB modify !SP

10/32) OUTSIDE MRIB update (f=2,c=20)
10/32) NET207 MRIB update (f=28,c=20)
10) Signal presenta on NET207

<-- The SPT bit is set

10/32) MRIB modify !SP
10/32) OUTSIDE MRIB modify !A
10/32) NET207 MRIB modify A INS

1.100,230.10.10.10)RPT Updating J/P status from Null to Prune
1.100,230.10.10.10)RPT Create entry
1.100,230.10.10.10)RPT J/P scheduled in 0.0 secs

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.

Set alive timer to 210 sec
10/32) NET207 MRIB modify !SP
10/32) NET207 MRIB update (f=2,c=20)

1.100,230.10.10.10)RPT Processing timers
1.100,230.10.10.10)RPT /P processing

1.100, 230. 10. 10. 10) RPT J/ P addi ng Prune on QUTSI DE

A PI M Prune nessage is sent fromthe interface QUTSI DE

PIM: (192.168.1.100,230.10.10.10)RPT Delete entry
PIM: (192.168.1.100,230.10.10.10) Processing timers

<-- The r



IPv4 PIM: (192.168.1.100,230.10.10.10) J/P processing
IPv4 PIM: (192.168.1.100,230.10.10.10) Periodic J/P scheduled in 50 secs

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10) J/ P addi ng Join on NET207

<-- APIMJoin nessage is sent fromthe interface NET207

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=22,c=20)
IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on NET207

IPv4 PIM: (192.168.1.100,230.10.10.10) Set alive timer to 210 sec

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=2,c=20)

ouoese leble PIM g Js FTD gos 2396 1dpe9d:

<#root>
IPv4 PIM: J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM (192.168.1.100, 230. 10. 10. 10) NET207 J/ P state changed from Null to Join
<-- APIMJoin nessage is sent fromthe interface NET207
IPv4 PIM (192.168.1.100, 230. 10. 10. 10) NET207 FWD state change from Prune to Forward

<-- The packets are sent fromthe interface NET207

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify F NS
IPv4 PIM: (192.168.1.100,230.10.10.10) NET207 Raise ]/P expiration timer to 210 seconds
IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO Processing timers

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=9,c=20)
IPv4 PIM: J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S
IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Join to Null

IPv4 PIM (192.168.1.100, 230. 10. 10. 10) OUTSIDE FWD state change from Forward to Prune

<-- A PIMPrune nessage is sent fromthe interface OUTSI DE

el FTD wpgyd wie wussd SPT:

<{froot>



firepower#

show nroute 230.10.10. 10

Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:06/00:03:23, flags: SF

T <-- SPT-bit is set when the sw tchover occurs

Incoming interface: INSIDE
RPF nbr: 192.168.1.100, Registering
Immediate Outgoing interface list:

NET207, Forward, 00:00: 06/00: 03: 23

QUTSI DE, Forward, 00:00: 06/ 00: 03: 23

Tunnel0, Forward, 00:00:06/never

WO wolss pz9d SPT. sep £)u2 9lgos NET207 Wb Vs jsw FTD:

<#root>
firepower#

show nroute 230.10.10.10

MuTlticast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

<- -

<- -

C - Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:28/00:03:01, flags: SFT
Incoming interface: INSIDE
RPF nbr: 192.168.1.100
Immediate Outgoing interface Tist:

NET207, Forward

, 00:00:28/00:03:01

Both interfaces are shown ir

Both interfaces are shown ir



<-- The interface NET207 forwards the nulticast stream after the SPT sw tchover

eJs p9zo 1Jgb9s 1Jigs,6 (ASA). swp wESSY 9236 wo SPT ls ol:

<#root>
asa#

show nroute 230.10.10.10

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 01:43:09/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.104.61
Immediate Outgoing interface Tist:
INSIDE, Forward, 01:43:09/never

(192.168. 1. 100, 230.10.10.10)
, 00:00:03/00:03:27, flags: SJ

T <-- SPT switchover for group 230.10.10.10

I nconi ng interface:

NET207 <-- The multicast packets arrive on interface NET207

RPF nbr: 192.168.105.60
Inherited Outgoing interface Tist:
INSIDE, Forward, 01:43:09/never

IJpz9d pu 9lzos ASANET207 (IJpsze pu 1Jgless Iisds 103s $le wldozsd): sop Luw!d
Huwldé yul PIM |Js zols 1w (FTD):



[ [{pim.group == 230.10.10.00) && pim.type == 3) && (ip.src == 152.168.105.50)

No. Time eRa Source Destination Provocel Identifscation Length  Group Info

| 282 61.891684 0.020080 192.168.195.58 224.8.8.13 PIMv2 exlc?l (7281) 68 230.19.16.16,230.10.10.182 Join/Prune
1873 120.893225 59.001541 192.168.105.568 224.8.8.13 PIMv2 ex6Bac (26796) 68 238.10.19.10,230.10.10.10 Join/Prune
1174 188.894766 62.201541 192.168.185.58 224.8.0.13 PIMv2 exedfs (3576) 68 230.19.18.16,238.10.10.182 Join/Prune
1276 248.896387 6@.081541 192.168.185.58 124.0.8.13 PIMv2 ox6858 (26712) 68 238.10.19.18,230.10.10.10 Join/Prune

£

» Frame 2@2: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
» Ethernet II, Src: Cisco fé:ld:ae (@d:be:75:f6:1d:ae), Dst: IPvdamcast_od (©1:00:5e:00:06:ad)
> Internet Protocel Versiom 4, Src: 192.168.105.58, Dst: 224.08.8.13
w Protocol Independent Multicast
@018 .... = Version: 2
L. aais - Typ: oinverane G
Reserved byte(s): @@
Checksum: @xfied [correct]
[Checksum Status: Good]
~ PIM Options
» Upstream-neighbﬂr:
rReserved byte(s): o9
Hum Groups: 1
Holdtime: 218
» Groun @
s|Group @: 238.10.10.10/32 |
~INum Joins: 1|
»|IP address: 192.168.1.100/32)(S)
Num Prunes: @

eds 1Jglzoo 1Ughzso swp huwld yuwlds codse PIM |Js RP Jls@lod wx @ ldow Idpeogss:

[ W [{ip.src == 192.168.104.50 &b pim.type == 3) && (pim.group == 230.10.10.10) &k (pim, e == ) |

Mo, Time Delta Source Destination Protecol Identification Length  Group Info
ELS‘JIEEB 0.900006 192.168.104.58 224.8.0.13 PIMV2 ©x3as6 (14934) 68 239.108.10.10,230.10.10.1¢ Join/Prune |
2818 1137.915409 1076.023741 192.168.184.50 224.0.8.13 PIMv2  exlacf (6863) 68 239.19.10.10,230.10.10.10 Join/Prune
5124 1257.917183 120.801694 192.168.184.50 224.8.0.13 PIMvZ ex@bs2 (2898) 68 239.18.12.10,238.10.10.18 Join/Prune

Frame 282: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: IPvamcast_ed (81:08:5e:80:00:0d)
Internet Protocol Version 4, Src: 192.168.104.58, Dst: 224.0.0.13
Protocol Independent Multicast
0018 .... = Version: 2
. 8811 = Type: Join/Prune (3)
Reserved byte{s): @@
Checksum: @xfse2 [correct]
[Checksum Status: Good]
v PIM _Options
>[Up5treamvneighbor: 192.163.19&.61'
Reserved byte(s): @@
Hum GI"-DI.IPS! 1
Holdtime: 21@

£ v oW

~ Group 8
}[Eﬂgup @: 230.10.10.18/32 |
Hum Joins: @
v Num Prunes: 1
> IP address: 192,168.1.108/32 (SR)

IJozdd pu 2pds )9, PIM:

<#root>
firepower#

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 1lw2d



Received

Valid PIM Packets 53934
Hello 36905
Joi n- Prune 6495
Regi st er 0
Regi ster Stop 1501
Assert 289
Bidir DF Election 0
Errors:

Malformed Packets

Bad Checksums

Send Errors

Packet Sent on Loopback Errors

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version
Packets Received with Incorrect Addressing

Sent
63983
77023

494

2052

362

0
0
0
0
0
0
0

<-- PIM Joi n/ Prune nessages

<-- PIM Regi ster nessages

<-- PIM Regi ster Stop messages

JJoz80 pu 33 1dgip Idos wew peldeoel Bs Idpush IUolbse pdlod IJpuwb Iduwsse

ro,_§|.__;J U6 L_JC;E_&JPZ

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:
MCAST_FP_FROM_PUNT
MCAST_FP_FORWARDED
MCAST_FP_TO_SP

MCAST_SP_TOTAL
MCAST_SP_FROM_PUNT
MCAST_SP_FROM_PUNT_FORWARD
MCAST_SP_PKTS
MCAST_SP_PKTS_TO_FP_FWD
MCAST_SP_PKTS_TO_CP
MCAST_FP_CHK_FAIL_NO_HANDLE
MCAST_FP_CHK_FAIL_NO_ACCEPT_IFC
MCAST_FP_CHK_FAIL_NO_SEQ_NO_MATCH
MCAST_FP_CHK_FAIL_NO_FP_FWD
MCAST_FP_UPD_FOR_UNMATCH_IFC

2712
94901
1105138
1107850
2712
2712
537562
109
166981
567576
223847
131
313584
91

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of

multicast packets punted from CP to FP
multicast packets forwarded in FP

multicast packets punted from FP to SP

total multicast packets processed in SP
multicast packets punted from CP to SP
multicast packets coming from CP that are for
multicast packets that require slow-path atte
multicast packets that skip over punt rule an
multicast packets punted to CP from SP
multicast packets failed with no flow mcast_h
multicast packets failed with no accept inter
multicast packets failed with no matched sequ
multicast packets that cannot be fast-path fo
times that multicast flow's ifc_out cannot b



duve wslus 9o el seae glbgs wibye:

(*, 230.10.10.10)@

ASA A (*,230.10.10.10)
— g

H1 e PIM Register+Data R1
Multicast stream (Data) ; i R M IGMP
e INSIDE PIM Prune INSIDE

y \ RP QUTSIDE
SN 198.51.100.1

server 192.168.1.100 g—D‘“a . client 192.168.2.100

(multicast source for NET207 ! _ NET207  (multicast receiver)

group 230'10_10'103 < PIM Join (SPT Swm:_hwer)

1. syuwd Idpuosye IJuoliss (H2) o @),y IGMP JJluoele [Js ey Idoe IJpogss
230.10.10.10.

. SW9p p9zo lJEb9s IJigs,6 (ASA) IJss o9 PIM DR Llouule 1¢lJ (*. 230.10.10.10).

- Souwd ASA Huwlds PIM Join uz9 RP JJpeze9es 230.10.10.10.

. S99 RP Clugwule IJ]>¢lJ (% 230.10.10.10).

cSouwd b e wslule ey @ ldoe IJpogss.

- 889 FTD woupese 2ie Idoe Idpugss B huwlisd uwed PIM ss,uudel (1Moo IUlelss)
IJs RP. gus 030 IJu9bé: s, RP I Jrso golj luwoduld uyvlb 95i8d Jouwdd gjpe
lJow lJpwgss 9syuwdol [Js Jpuwegod.

- Syuwd RP Huwlds losople PIM [Js FTD Jdlouopele 1Us vy Ideo IJpogss.

- Suuwd RP HuwlJé |s@led ywed PIM |Js FTD.

- $oowd FTD 0088 v puga Iuads (U 9z wuppso PIM) ves RP.

LSS p9zo IJebos IUigs,6 (ASA) Iu 1Upuos, (192.168.1.100) Jsso puwly 1B od pu 9lzod
NET207 9swsl £pds6 w29sd. luo syuwd Huwldé sub PIM s zols IJwe (FTD).

1. syuwd 1Jpszo pu IUgbos 1Jigs,6 Huwldé wudse PIM |Js RP.

12. 889, FTD Llgls wozso wrd @ Idow Idpwgss ue9 9lzes NET207. suwdd ASA pu

lJuve)o Idpuue,dé (Uugyé RP) [Js IJuvg)6 1deuoo, (SPT).

o b WN

O O 00 N

IJpopd 2 - ©d9su p9zo wu9w9dsd PIM (BSR) IJwposs
il wsle BSR

. BSB (RFC 5059) 09 1Jsé w& pogss Jpuwess ldoede ouwedse w90999d PIM 9o ez
Jdlzesé wogde pedsple RP wubddrsulpsds.
. u&&slu BSR:
RP IJe,uuz (C-RP): zolj s)8> Iv sJ9u RP.
- pyubz BSR (C-BSR): zobs sy 1o s9su BSR ssedu g0 pzesele RP Jizojs ig)s.
- BSR: zolj suwéw BSR o0 wsu IJgsss po C-BSRs. 9oy Ilueélole wlgds
lsoss Wb Blusw IJedluos.
© peeoed Iwlez IUIEJspss: Blisps wzese Iwlez IUIEJsess sisdssleol.
- 1p: s LlJlgesh Izols wolew bbus 19Jsss B wy9e9ded IJeszso Ipdlzs.
- uwlJs BSR PIM (81)¢8): 5 wlJs PIM 1Jp ucésed B leosl) BSR.
- yuwlJs BSR PIM (gl558): 5uwlJs PIM s e Luwldol [Js 1P 224.0.0.13 9oz09s £Js
oeJ9ele RP 9 BSR.

Jsso gpd BSR



1. 1Jsé lowgly bsr.

oo JJ C-BSR ,_ulisJ PIM BSR B1,¢8 weuss edis 19J9.56. Ws89; IJzols Lolew 1JisJosé
IJedis! (Bused IJzols Ilzoslbss os igds eoslo IP) wldloctlule ssuowe 09 BSR. Jl wdse
B IJizos whuwld suwlisd BSR BLgs 0,6 ig)s.

C-BSR (p:100)
G CRP (p-mm ~ C-BSR (p:70)

‘ BSR election
C-BSR (p:200)

C-RP (p: 1D'EI'} C-RP (p:0)

R — -

T - .
F 7 R

o2w9s uwldo BSR IJpwegsps Vs Idgpdss IJlocgless eds pedyple i9J3§<"> C-BSR v $b:




A pim.type == 4

Mo, Tima Oelta Source Destnation FProtocol
2 6.437481 B.008000 192.168.183.58 224.0.8.13 PIMv2
B 66.643725 68.286324 192,168.183.58 224.0.8.13 PIMv2
13 126.858814 68, 206289 192,168.183.58 224.08.8.13 PIMv2

» Frame 2: 52 bytes on wire (416 bits), 52 bytes captured (416 bit
Ethernet II, Src: Cisco_33:44:5d (f4:db:e6:33:44:5d), Dst: IPvam
882,10 Virtual LAN, PRI: @, DEI: @, ID: 286
Internet Protocol Version 4, Src: 192.168.1603.56, Dst: 224.0.8.1
Protocol Independent Multicast
2818 .... = versiom: 2
. 8188 = Type: Bootstrap (4)
Reserved byte(s): @@
Checksum: @xdaad [correct]
[Checksum Status: Good)
~ PIM Options
Fragment tag: @x687b
Hash mask len: @
BSR priority: e
» BSR: 192.168.183.50

£ o e

Identificatian Length  Group
ax2748 (1&343] 52
8x1559 (5465) 52
exod3iz (3378) 52

5)
cast_©d (91:00:5e:90:80:0d)

3

Jeyuo yuwlisd BSR s Wireshark: iuuo'@,o gled oWV s0 IJg o 03l: pim.type ==

Inifo

Bootstrap
Bootstrap
Bootstrap

2. & @90 C-RPs Lluuld Huwlisd BSR JJoe 1z 1Js BSR 1Jos wzoss s 19J9s6 C-RP

lJgluod wol:

C-BSR (p:100)
C-RP (p:100)

——

C-RP

I am the BSR

C-BSR (p:200)
C-RP (p:100)

C-BSR (p:70)

C-RP

h

E —
ﬁ -*--

-.;l;--

e ) ]
EE—_—€—€_—_—_—M___—_——_—"™—____"_——n"—""_"—.« ﬁ

C-RP (p:0)

»owlds RP JJe,in:




| A [pmnype sa 8

|
lig. Time Deka Source Destnation Frotocol Idemification

Length  Growp Infa
35 383. 703125 9. 000000 192.0.2.1 192.168.183.50 PIMv2 axdca (19624) 69 224.9... Candidate-RP-Advertisement |

£

» Frame 35: 68 bytes on wire (488 bits), 6@ bytes captured (48@ bits)
» Ethernet II, Src: Cisco_fc:fcid8 (4c:de:35:fc:fc:da), Dst: Cisco_33:44:5d (fa:db:e6:33:44:5d)
» 882.1Q virtual LAN, PRI: @, DEI: @, ID: 206
» Intermet Protocol Version 4, Src: 192.9.2.1, Dst: 192.168.103.58
v Protocol Independent Multicast
ae1e .... = Versign:
. 1008 = rype:%ndidate-np-nduerti;emnt & |
Reserved byte(s):
Checksum: 8x3263 [correct)
[Checksum Status: Good]
~ PIM Options
Prefix-count: 1
Priority: @

I'*’ RP: 192.8.3.1 I

Address Family: IPva (1)
Encoding Type: Native (@)
Unicast: 192.8.2.1
Iv IEI‘OUF @ 224.9.9.8/4 I

Address Family: IPwa (1)
Encoding Type: Mative (@)

> Flags: oxge
Masklen: 4
Group: 224.9.8.8

Jeruo suwlisd BSR s Wireshark. Iowegse glod ouodsé IUg, o o3l: PIM.type ==

3. 589 oy Ible 1JBls S (BSR) wodass preses wilee Ibble Idplodse (RP) sllgdio gool
Jeese 1039 10p219,6 Jon9o9dsd 1Ls 10woss Iigwlwss (PIM):

C-BSR (p:100)
C-RP (p:100) C-BSR (p:70)

—
g™ =
RP-set
C-BSR (p:200)
C-RP (p:100) C-RP (p:0)

—g— ﬁ =
E RP-set

RP-set
RP-set




| (ip.srec == 192.168.105.60) 85 (pim.type == 4) |

M, Time Dalta Source Dastination Fratocol Edartification Length  Group

| 152 747.108256 1.801297 192.168.105.60 224.0.8.13 PIMv2  @xabec (3052)
<

Inifiy
84 224.0.0.0,224.0.8.8  Bootstrap |

Frame 152: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II, Src: Cisco_33:44:5d (f4:db:e6:33:44:5d), Dst: IPvdmcast_ed (01:00:5e:00:00:ad)
802.1Q virtual LAN, PRI: &, DEI: @, ID: 207
Internet Protocol Version 4, Src: 192.168.185.68, Dst: 224.0.8.13
Protocel Independent Multicast
ee1e .... = version: 2
Reserved byte(s): @@
Checksum: @x264f [correct]
[checksum Status: Good]
~ PIM Options
Fragment tag: @x2412
Hash mask len: @
BSR priority: 188
» BSR: 192.8.2.2
v Group 8: 224.0.9.8/4
Address Family: IPva (1)
Encoding Type: Native (@)
» Flags: exee
Masklen: 4

[Ty | |

Priority: @

e

(1 ]
> RP 8: 192.8.2.

> RP 1: 192.0.2.2
Holdtime: 158

Reserved byte(s): @@

Reserved byte(s): @@

fl. oa_k{oJ lJegzoleleslo 1dzelss eds pzeoesd lplele IUgelss (RP) souwge RP Igwe bl lJs
lod 1Jlsdssle:



C-BSR (p:100)
C-RP (p:100) C-BSR (p:70)

| use R6 as RP since
has priority 0

| use R6 as RP since
has priority 0

—e— o ——
ﬁ

T

,oC;JDJ;_;lQ |.J|.oo|.o<">

8p wodysy C-BSRs 9 C-RPs JJJ o3l IJpgblb:

C-BSR pricrity 100
C-RP priority 100
lo0 182.0.2.2

B2 INSIDE  192.168.2.x/24
ASA 4

NET207 _5 192.168.104.x/24 -
OUTSIDE |

192.168.105.x/24 192.168.3.x/24

NET207 g0
61
—@_ INSIDE
50 61 ST
FTD -’ - - -—_l_-i..P R‘I
Smmmmm OUTSIDE  192.168.103.24
lo0 192.0.2.1
C-BSR priority 0 C-BSR priority 0

C-RP priority 0




Joso 1Jpopd: Sgw v sedu FTD g0 wbwo J-BSR gJs 1J9lzos IUghzsé wisdoss BSR 0.

lJzJ

oJsso FMC J FTD:

L Firewall Management Center ~ ) .
P Onarview Analysis Policies Devices COhjects
FTD4125-1
Cisco Firepower 4125 Threat Defense

Intarfaces Inline Sats DHCP

Manage Virtual Routers

® Configure this FTD &5 a Candidate Bootstrap Router (C-BSR)
Wirtueal Interiace:*
ECMP OUTSIDE v
OSPF Hashmask Length
OSPFv3 0
EIGRP Priority:
RIP 0
Paolicy Based Routing
~ BGP Configure this FTD as Border Bootstrap Router (BSR) (optional)
1Py
Py
Static Route Interface

* Multicast Routing

IGMP
PIM

lJodosu 1J3s wp ugmyo:

multicast-routing
|

pim bsr-candidate OUTSIDE 0 O

IJodoso eds 1dizosé 1J1E)s:
R1

ip multicast-routing

ip pim bsr-candidate LoopbackO 0

ip pim rp-candidate Loopback0

1

interface Loopback0

ip address 192.0.2.1 255.255.255.255
ip pim sparse-mode

1

Enable Multicast Routing [Enabling Multicast Routing checkbox will enable both IGM)

Protocol Meighbor Filter Bidirectional Neighbor Filter Rendezvous Points

v all Interfaces.)

Request Filter

Enable BSR

! PIM is also enabled on the transit interfaces (e.g. G0/0.203, G0/0.207, G0/0.205)

Bootstrap Router




OBy IJubse Lldouwws JJghe bl R2.9JJu g lsdssle pgodds JUpdss C-BSR 5 C-RP

ip pim bsr-candidate LoopbackO 0 100
ip pim rp-candidate LoopbackO priority 100

eJs ASA ould Wb multicast v dd gl SpIdu. 903l Spdu PIM gds gpse 1Uglzole:

multicast-routing

lJozdd

R2 09 BSR IJpucie wbyl JJisdoss IJeJsl:

<#root>
firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information

BSR Address: 192.0.2.2 <-- This is the IP of the BSR (Rl | 00)

Uptime: 00:03:35, BSR Priority: 100

Hash mask length: 0
RPF: 192.168.1.70,INSIDE

<-- The interface to the BSR

BS Timer: 00:01:34
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask Tength: 0

sop lgosh R1TJRP bl Jbos lsdsss:

<#root>
firepower#

show pi m gr oup- map



Group Range Proto Client Groups RP address Info

224.0.1.39/32* DM static 0 0.0.0.0
224.0.1.40/32% DM static 0 0.0.0.0
224.0.0.0/24%* L-Local static 1 0.0.0.0
232.0.0.0/8* SSM config 0 0.0.0.0
224.0.0.0/4

SM
BSR
0
192.0.2.1

RPF: OUTSIDE,192.168.103.61

<-- The el ected BSR
224.0.0.0/4 SM BSR 0 192.0.2.2 RPF: INSIDE,192.168.1.70
224.0.0.0/4 SM static 0 0.0.0.0 RPF: ,0.0.0.0

S ouwlisd BSR Jdwzdl pu lehbs wozse Ideuwb Idgduws (RPF). spdud wpdsy debug
pim bsr Jdweg 99 pu 3JY:

<#froot>

IPv4 BSR: Received BSR message from 192.168.105.50 for 192.0.2.2, BSR priority 100 hash mask Tength 0
IPv4 BSR:

BSR nessage

from 192.168.105.50/

NET207
for 192.0.2.2

RPF fail ed, dropped

<-- The RPF check for the recei ved BSR nessage fail ed

BlJow orgw BSs wEss) 9lzoo lelo wozso IJpuwl) IJeduws (RPF) WOspdud wdso puwl)
Slow. Bs o3l ldpeld: s@wd o) 1Uzplss Huwlisd BSR ey IP 192.168.105.50:



Danvice Routing Interiaces Irlire S5 DHCP

Sourca NMeterork RPF Address Source Interfnce

Add Multicast Route Configuration @

Souncl MNetwark:*
| bsr_192.0.2:2 r | 4+
nierface
- Address
RPF Ackdngss:"

| 192.168.105.50

B .
LHETance

<ffroot>

firepower#

show run nroute

mroute 192.0.2.2 255.255.255.255 192.168.105.50

<#root>
firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information
BSR Address: 192.0.2.2
Uptime: 01:21:38, BSR Priority: 100, Hash mask Tength: 0

RPF: 192.168. 105. 50, NET207

<-- The RPF check points to the static mroute
BS Timer: 00:01:37
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask length: 0

IUTl6 sop Gusd Huwlisd BSR gdis 9lz06 NET207. sJJo sop luvdlb Huwlsd BSR g 1UsleJ:



<ffroot>

I Pv4 BSR Received BSR nessage from 192.168.1.70 for 192.0.2.2, BSR priority 100 hash nask |l ength O

I Pv4 BSR BSR nessage from 192.168. 1. 70/ 1 NSIDE for 192.0.2.2 RPF failed, dropped

I Pv4 BSR Received BSR nessage from 192. 168.105.50 for 192.0.2.2, BSR priority 100 hash mask length O

<-- RPF check is K

S wopdsu IUJoilb Llgwesle Idoowg eds b Idzelss 50288 pu Js st pelded
SuwlisJ BSR:

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 276 bytes]
match pim any any

capture CAPO type raw-data trace interface OUTSIDE [Capturing - 176 bytes]
match pim any any

Swp luole louoldle PIM gds el IJgelss: Jsl sdje puve IJlouoldle oldeyve JIs seruo
|LJCHJHJE|DEL19PLJ pLéstéi

<#root>
firepower#

show conn all | i PIM

firepower# show conn all | include PIM

PIM OUTSIDE 192.168.103.61 NP Identity Ifc 224.0.0.13, idle 0:00:23, bytes 116802, flags
PIM NET207 192.168.104.50 NP Identity Ifc 224.0.0.13, idle 0:00:17, bytes 307296, flags
PIM NET207 192.168.104.61 NP Identity Ifc 224.0.0.13, idle 0:00:01, bytes 184544, flags
PIM NET207 192.168.105.50 NP Identity Ifc 224.0.0.13, idle 0:00:18, bytes 120248, flags
PIM INSIDE 192.168.1.70 NP Identity Ifc 224.0.0.13, idle 0:00:27, bytes 15334, flags

PIM OUTSIDE 224.0.0.13 NP Identity Ifc 192.168.103.50, idle 0:00:21, bytes 460834, flags
PIM INSIDE 224.0.0.13 NP Identity Ifc 192.168.1.50, idle 0:00:00, bytes 441106, flags
PIM NET207 224.0.0.13 NP Identity Ifc 192.168.105.60, idle 0:00:09, bytes 458462, flags

firepower#
clear conn all addr 224.0.0.13

8 connection(s) deleted.
firepower#



clear cap /al

<#root>
firepower#

show capture CAPlI packet-nunber 2 trace

6 packets captured

2: 11:31:44.390421 802.1Q vlan#205 P6

192.168.1. 70 > 224.0.0.13
ip-proto-103, length 38

<-- Ingress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

ResuTt: ALLOW

ETlapsed time: 4880 ns
Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Elapsed time: 4880 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP Toad balancing

Result: ALLOW

ETlapsed time: 9760 ns

Config:

Additional Information:

Destination is Tocally connected. No ECMP load balancing.
Found next-hop 192.168.1.70 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

Elapsed time: 4392 ns

Config:

Additional Information:

Phase: 5

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW



ETapsed time: 4392 ns
Config:

Implicit Rule
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 18056 ns
Config:

Additional Information:

Phase: 9

Type: MUILTI CAST <-- The multicast process

Subtype: pim

Result: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 10

Type: MULTICAST
Subtype:

Result: ALLOW

ETapsed time: 488 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20008 ns

Config:

Additional Information:

New flow created with id 25630, packet dispatched to next module

Result:
input-interface: INSIDE(vrfid:0)
input-status: up



input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 76616 ns

151 o loudlb 2506 PIM wuuww Buid lghs oozse Ipuly IJedums (RPF). Blo IJoowe
S9AC-

<#root>
firepower#

show capture NET207 packet-nunber 4 trace

85 packets captured

4: 11:31:42.385951 802.1Q vlan#207 P6

192.168. 104. 61 > 224.0.0.13 i p-proto-103

, length 38

<-- Ingress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 11224 ns

Config:

Additional Information:

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Phase: 4



Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 3416 ns

Config:

Additional Information:

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Result:

input-interface: NET207(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Time Taken: 25376 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: franme 0x0000558f240d6el5 fl ow (N

<-- the packet is dropped due to RPF check failure

oo Epdsle luudlb soldedlb 239J ASP 25 RPF 100l b Js:

<#root>
firepower#

show asp drop

Frame drop:

Reverse-path verify failed (rpf-violated) 122
<-- Multicast RPF drops
Flow is denied by configured rule (acl-drop) 256
FP L2 rule drop (12_acl) 768

JJedlb 1Jzie Ies sop lusdlbel wuvow Bud RPF:

<#root>
firepower#

capture ASP type asp-drop rpf-violated

<ffroot>

firepower#



show capture ASP | include 224.0.0.13

2: 11:36:20.445960 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 38
10: 11:36:38.787846 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 38
15: 11:36:48.299743 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 46
16: 11:36:48.300063 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 46

puozsé luwad ol IJIgble 9] olzol

CEOp> puorss Iuwad il Igble ol 1Jzelss sluodizel wudd Hissuws eds 29, b 1Jzelss
VOs pebb IJoe IJpogss. 030 $lisps wldgbsle 1Uesos wol Jlgwed il IJigble 9l odlzol:

1. 8p st wdluosd 9,09 IpuudJs slg,luool. 2lod wupssd IJubld [Js punldd
puw9s Idoede (IGMP/PIM) 19 puwess IJuslule (086 IJo [Jpaess).
2. o IJpobdole IJluwlguss 1UI5less Jloweduuldd Tgble IJoe 1dpagss sluodlzel eds 23l
lJzelss os wsosE pebb 1o Idece. eds18d wdrs veole lds cersd:
« 39 b Ideplss B pebb IJoe IJpwess - FHR 9 LHR 19 RP 19 59, 9 wsb 3.
* glgole 1Usged slJg sz JJuw IUpwgss Idpee98ed eds 2ol 1Ueelss.
¢ i) wS.
* eubdsu IP Jpuos) 1desuud.
* guldsu IP IJgluos wpgpstle IJod Idpegss 9ol 1Jgzos.
* povodudle @ ldow ldpogss.

3. wedss v Iduggse JJuo Idpwess - IJuggse IJgdss I_9 pwen lJow J PIM:

* 1Joseso pogss Idos JJie Uisds - $99) ouvesdl dsulesds! Jdpuosd 9ssum
IJeszso poes o, g0s odssu IJeszse poes o Jdze IJlsds: sepd ASA
J9dsd Jeu9wadad IGMP. 0ol oo Idpeuihyds 1ddleds B wozso Idoe [dpwess: s89pe
ASA Clglxs w9gso yuwlisd IGMP |Js pogo 1o IJpogas JJor 8. 9lUd3s s89p olesh
ouwdsp vslule Idow IJpogss. Jogsss wozso 92 IJdgu. iu.u(_)é.)lo |Jip_) show igmp
interface 908z o ISy wy9w9d9d bbLé pzpsgle IUlue,ue (IGMP) JJiele:

<ttroot>

firepower#

show i gnp interface

inside is up, line protocol is up
Internet address is 192.168.2.2/24
IGMP is disabled on interface
outside is up, line protocol 1is up
Internet address is 192.168.3.1/24
IGMP is enabled on interface
Current IGMP version is 2
IGMP query interval 1is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:



IGMP Timit is 500,
Cumulative IGMP activity: 0 joins,

QW forwarding on interface inside

currently active joins: 0
0 leaves

ICGMP querying router is 192.168.3.1 (this system)

op wpdsu PIM eds IUslzole: 9pg 509 Jp sop cluvsuw edidle 1Jesb:

<#root>
firepower#

show piminterface

Address Interface PIM
192.168.2.2 inside on
192.168.3.1 outside on

firepower# show pim neighbor

No nei ghbors found.

Nbr Hello DR DR

Count Intvl Prior

0 30 1 this system
0 30 1 this system

Jlswp sgp lels w9zso PIM-SM/Bidir 9 IGMP Ws oOw [J9dw.

loo suvobse Jlsuvdd gsb ped IUguslu:

<#froot>

%Error:

s lIJugeso pogss oo J PIM - ses 1Jogeso pogss ldoe J PIM o9 Iduui,) I._Ji-:J&_) ows9gl.
S>8p b Idgplss JJI oo PIM-SM 9 PIM ¢ uliss Idlogle. PIM-SM o9 w)9w9d9d wozso
Jdoe Ipoess suvotse Sless pedsple wazsoe IJue IUlebs 1lgwlouss Iy §less
peJ9ple w9280 pudLoJs wige Idud IUpeess. s89p wluuile Lug)d pube,Js lelbss
lUlogle pozsyd Bs udbd wzpse (RP) 9126 JIJ pzeses o pogss 9589e leosbsl
Clogble Iubeh 1800, push JIJ o) v pugs. B 9508 IJoui, o3l seds eduw 9,08
STUB: s99p lJpuwcrpau £hé vodasy odasu euslu RP 9suubs 21 IJzelss gpdsle

oeley PIM g 1Jlzos6 IJolbs,é:

<#root>
firepower#

show run pim

PIMSMBidir and | GW forwarding are not supported concurrently



pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group Range
224.0.1.39/32%*
224.0.1.40/32%*
224.0.0.0/24%*
232.0.0.0/8*

224.0.0.0/ 4*

224.0.0.0/4

firepower#

show pi m nei ghbor

Neighbor Address
192.168.2.1
192.168.3.100

Proto
DM

DM
L-Local
SSM

SM

SM

Interface
inside
outside

Client
static
static
static
config

config

static

Groups
0

0
1
0

[

Uptime

00:02:52 00:01:19 1

RP address
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
10.10.10.1
0.0.0.0

Info

RPF:

RPF:

inside,192.168.2.1 <---

,0.0.0.0

Expires DR pri Bidir

00:03:03 00:01:39 1 (DR)

4. 5288 pu wd9su ewdlu IP IUElLo o RP glpdluss 1Uguosd:

<#root>
firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group Range
224.0.1.39/32*
224.0.1.40/32*%
224.0.0.0/24*
232.0.0.0/8*

224.0.0. 0/ 4*

224.0.0.0/4

<tfroot>

firepower#

Proto
DM

DM
L-Local
SSM

SM

SM

Client
static
static
static
config

config

static

Groups

o R O

[EEY

Info

RPF:

RPF:

i nsi de, 192.168.2.1 <---

,0.0.0.0

RP address is 1(

RP is 10.10. 10.



show pi m gr oup- map

Group Range Proto Client

224.0.1.39/32* DM static
224.0.1.40/32* DM static
224.0.0.0/24* L-Local static
232.0.0.0/8* SSM config
224.0.0. 0/ 4* SM config
224.0.0.0/4 SM static

A wedsy Jl spdu ig SY9u o) IJgplss RP 9FHR s [ sleo.

5. 1oz dd pu IJusloz IJluoldss 90861 Usg, ol Iz plss Wb pebb IJue IJewess 9lg)luo

I p s Jé.

* ozdd pu ldo 1Juww 80 JJslzos. swpe luwegsle 030 IJslgos Joppsu 2y9é p9) IJwe
lJpwess 1Ugle 513 2e9dé PIM 9 wld 25pé 1o IUIzbs |Js RP J pg peesgsd wo PIM-

register:

<#froot>

firepower#

Groups RP address

0 0.0.0.0
0 0.0.0.0
1 0.0.0.0
0 0.0.0.0
1 192.168.2.2
0 0.0.0.0

show interface detail | b Interface Tunnel 0

Interface TunnelO "", is up, line protocol is up

Hardware is  Available but not configured via nameif

MAC address 0000.0000.0000, MTU not set

IP address unassigned
Control Point Interface States:

Interface number is un-assigned
Interface config status is active

Interface state is active

firepower#

show pi m tunne

Interface RP Address
Tunnel0 10.10.10.1

* “éaufo LJPL)Ublﬁﬁ

Source Address
192.168.2.2

Info

RPF: Tunnel 0, 192. 168.2.2 (us) <---

RPF:

,0.0.0.0

“

us

”

near



<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:00:07/00:03:22, flags: SFT
Incoming interface: inside

RPF nbr: 192.168.2.1, Registering <--- Registering state

Immediate Outgoing interface Tist:
outside, Forward, 00:00:07/00:03:26

Tunnel 0, Forward, 00:00:07/never <--- TunnelO is in AL, that indicates raw traffic is encapsul ated

e pl syvadpe 23l 1Jzelss 25eo PIM pg Lo lsi@lu IJoguzsd woe [51Jé Tunnell oy lJob.
908> 3JY 598 2ol Izelsd gpdss IUdouwds 9souwd 096 019, 19dsé JJoe IJpoess e
Slzos IJe,9e:

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:07:26/00:02:59, flags: SFT
Incoming interface: inside
RPF nbr: 192.168.2.1
Immediate Outgoing interface Tlist:

out si de, Forward, 00:07:26/00:02:59

s lJozny pu &sble wzd PIM:

<tfroot>



firepower#

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 00:13:13

Received Sent
Valid PIM Packets 42 58
Hello 27 53
Join-Prune 9 0
Regi st er 0 8 <--- Sent to the RP
Regi ster Stop 6 0 <--- Received fromthe RP
Assert 0 0
Bidir DF Election 0 0
Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing 0

s 1Jozdd pu lJodlb 2508 PIM JJuo IJizhbs wso 2o 1Jzelss 9 RP:

<#root>
firepower#

capture capo interface outside natch pimany host 10.10.10.1 <--- RP IP

firepower#

show capture cap

4 packets captured

1: 09:53:28.097559 192.168.3.1 > 10.10.10.1 ip-proto-103, length 50
2: 09:53:32.089167 192.168.3.1 > 10.10.10.1 dip-proto-103, length 50
3: 09:53:37.092890 192.168.3.1 > 10.10.10.1 dip-proto-103, length 50

4: 09:53:37.095850 10.10.10.1 > 192.168.3.1 ip-proto-103, length 18

<o oo

<o - -

Unicast to RP

Uni cast fromRP



c ogpse ldptizle IJluolvss (X XXX 08 pze9ed lJoe [Jpogss y.y.y 09 rpip). 959,08
weet Jusloe el §dsds:

<#froot>

show conn all protocol udp address x.x.X.X

show | ocal - host Xx. X. X. X

show asp event dp-cp

show asp drop

show asp cluster counter

show asp table routing y.y.y.y

show route y.y.y.y

show nroute

show piminterface

show pi m nei ghbor
show pimtraffic

show i gnp interface

show nfi b count

* OepSE Tied Sleod Idw e ldpoess IUEle 98w luvslb ASP.

<tfroot>

capture capi interface



buf fer 32000000 mat ch udp host X host Z <--- (ingress capture for nulticast UDP traffic from host

capture capo interface

buf f er 32000000 mat ch udp host X host Z <--- (egress capture for multicast UDP traffic from host >

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for multicast |

s Huwlisd syslog - IJP&,QIQ lJuwlisgd os 302015 9 302016 9 710005.
T.) wS

* o2l po elds 1o 80 JJslzes. sop luvagsle 030 1Uslzes Jouopsu 296 w9 IJwe
IJpwess 1Ugle 31¢d 209J6 PIM 9L wld 2506 IJwe 1dizhbs 1Js FHR J pg 0SSy wo lsdld
PIM:

<#root>
firepower#

show interface detail | b Interface Tunnel 0

Interface Tunnel O "", is up, line protocol is up

Hardware is  Available but not configured via nameif
MAC address 0000.0000.0000, MTU not set
IP address unassigned

Control Point Interface States:
Interface number is un-assigned



Interface config status is active
Interface state is active

firepower#

show pi m tunne

Interface RP Address Source Address
Tunnel O 192. 168. 2. 2 192. 168. 2. 2
TunnelO 192.168.2.2 -

<#root>
firepower#

show nroute

MuTlticast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(*, 230.1.1.1), 01:04:30/00:02:50, RP 192.168.2.2, flags: S <---

I nconming interface: Tunnel O

RPF nbr: 192.168.2.2
Immediate Outgoing interface Tist:

out si de

, Forward, 01:04:30/00:02:50

(192.168.1.100, 230.1.1.1), 00:00:04/00:03:28, flags: ST S <---

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:

*Gentry

S, Gentry



out si de, Forward, 00:00:03/00:03: 25

- 1Jozdd po esble PIM:

<#root>
firepower #

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 02:24:37

Received Sent

Valid Pl M Packets 948 755
Hell o 467 584
Joi n- Prune 125 32
Regi st er 344 16
Regi ster Stop 12 129
Assert 0 0
Bidir DF Election 0 0
Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing O

* ogpse ldptizle IJluolvss (X XXX 08 pze9sd lJow [Jpogss y.y.y 09 rpip). 959,08
weee Jusloe el §dsds:

<{froot>

show conn all protocol udp address x.x.X.X



show

show

show

show

show

show

show

show

show

show

show

show

conn all | i PIM

| ocal - host x. x. X. X

asp event dp-cp

asp drop

asp cluster counter

asp table routing y.y.y.y

route y.y.y.y

nroute

pi minterface

pi m nei ghbor

igmp interface

nfib count

* 0epSE Tied Sleod Idw o Idpoess IUEle 98,0 luvslb ASP:

<{froot>

capture capi interface

buf f er 32000000 match udp host X host Z <---

(i ngress capture for nulticast

UDP traffic from host



capture capo interface

buf f er 32000000 mat ch udp host X host Z <--- (egress capture for multicast UDP traffic from host >

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for nulticast |

« Syslog - IJpg le IJublisgs os 302015 9 302016 9 710005.
Jo

&3 vesu ldleool) IUgbsle 1Jp3dg,6 Bs Idduwe 1JEluo  lole IUgpdso IJlWe,)loso
sgpdsle Iz o IUluolvss IJeldss:

. Jpouble:

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:23:30/never, RP 10.10.10.1, flags: SCJ <--- C flag means connected receiver

Incoming interface:

i nsi de



RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de

, Forward, 00:23:30/never

(192.168.1.100, 230.1.1.1), 00:00:36/00:03: 04,

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Inherited Outgoing interface list:

out si de

, Forward, 00:23:30/never

(*, 230.1.1.2), 00:01:50/never, RP 10.10.10.1,

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de

, Forward, 00:01:50/never
(192.168.1.100, 230.1.1.2), 00:00:10/00:03: 29,

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Inherited Outgoing interface list:

out si de

, Forward, 00:01:50/never

* pzesele IGMP:

<{froot>

fl ags:

fl ags:

fl ags:

SIT <---

SCQ) <---

SIT <---

J flag indicates switchover to SPT, T flzc

C flag neans connected receiver

<--- J flag indicates switchover to SPT



firepower#

show i gnp groups detail <--- The list of 1 GW groups

Interface: outside

G oup: 230.1.1.1

Uptime: 00:21:42

Router mode: EXCLUDE (Expires: 00:03:17)
Host mode: INCLUDE

Last reporter: 192.168.3.100 <--- Host joined group 230.1.1.1

Source 1ist 1is empty

Interface: outside

G oup: 230.1.1.2

Uptime: 00:00:02

Router mode: EXCLUDE (Expires: 00:04:17)
Host mode: INCLUDE

Last reporter: 192.168.3.101 <--- Host joined group 230.1.1.2

Source 1ist 1is empty

s leuolissle gyds py9, IGMP:

<#root>
firepower#

show ignp traffic

IGMP Traffic Counters
ETlapsed time since counters cleared: 1d04h

Received Sent
Valid IGMP Packets 2468 856
Queries 2448 856
Reports 20 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0

Bad Checksums 0



9l o, luweduld Igble PIM gl oJlzol (9,86 IU vz w)

lJgows

show running-config multicast-
routing

Jp&r96 ol 3l wp wpdsu wogsoe lJoe IJpwess gds el)
lJgpelsé

e punb ldogvgsd

Jdlbllg eds ldpuwble lJolows [dos wp odssuel gds
eob IJeelss

show running-config pim

Jdlbdlg eds odsso PIM gds zoly 1dzelss

show pim interface

Jpe)96 glzole 2ol Idzelss IJos we wpdsy PIM gdsol
9zsulu PIM.

lbol, 2, PIM

J9s6 zsulu IJ PIM

show pim group-map

Jous peestle ldoe Idpcess Idpeswd |[Js RP

show mroute

JJlbJlg £Js 259 wozse o IUpoess 1Udle]

show mroute 230.10.10.10

Jdlbdle eds 229d 1o [Jpogds Jpzpsgd v pogdd
PESUO

w99 show pim

Jpe) 96 ol 3l Uy ould 69§ PIM wpe lugbloe wsu 2ol
lJzplsé 9 RP

e Vs goldsu IJedluosd
rp_ip_address

Jpe )96 ol Bl Yly ould loyold (0§ PIM) wp loilgo
wsu b IJzelsé 9 RP

e busdszsl pim

Jerwe [ple busdses! PIM Jzsl, 1Jzelso

debug pim

s&up wuorse IJigble o3l zpse Huwlisd PIM pu 2ol
IJzelsé 9ldso




debug pim group 230.10.10.10

s&rup wuoese Iigble o3l zese suwlisd PIM pu 9lds 220
lJzplsd Jpzesed oo lJpogss |Upes>é

& s 09, PIM

Jdllbdlg gds leuolissle 29d huwlisd PIM Id e e dpd
9l eruwdo

Ibol, g315 Lble IJpze9e6 ASP

JJo2dd pu £33 1Jge Idos cpe peldzool B 1dpuwl)
Idobse pslod Idpuul Iduwse pdlod wdbs Iozde

Ibol, |w§llo ASP

Jeuuloss JIs zlle Iduwdob eds puwess Idwlee eds
22b 1Jzelsd

eds L9uu£> CAP sbuslgds vove
pbloys ls

JJedlb 250 IJoe IUpogss J PIM sogdool 1Ugl 06
wldesed eds 2ol 1Jzelss

lJo Wl 9lzes CAP LI wowe
ololu 86 UDP posud 224.1.2.3 s

JIJedlb 388 1doe 1dpoess [psed 9oedwo

show pim bsr-router

JJozB8d pu pu 09 pozo BSR IJpuwie

Iboly JIs IJeulysy 224.1.2.3

JIbol, louold Idoe Ipeess IIuod

show local-host 224.1.2.3

Jibol) logoldle 1o Idpogss Idolog/ldzd,s

Jeiss po 1dpedsele 29 1Jedlb 23l IJzelss. Sl

FirePOWER sooog 1z 06

euvIdJlo ro&;_9g.'9c">
89> IJwe IJpcgss Firepower:

- Jl s3gp IPV6.

s [Jow Idpegss PIMIIGMP g5, o389 eJs 1Jglzole WOs pubb§o 2o 1Jp)9,) (EMCP).

+ Jlspdu o sdsu 22l 1zelss peledl Jonsesdsd RP 9w 9e9dsd FHR.

« s&uo IJle, show conn all |oolJle 1Josss JJuo Ipagss Béb. Jlbel, louold IJus
lJewess Ided,s/ldeluss iuuc,'@,o IJio, show local-host <group ip>.



https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

PIM &) pecps eds Nexus Igluo olddewsse, lduvgos VPC

I3l zlade wuivy wels) PIM s Nexus VPC 9zl 1Jzplsor WuwsIdw ould 2> Nexus Jel 09
PP oul:

lJosld) L e3g906 JJe9zs0 g0 80ld e IO | o 56 I, 06 Nexus |l wl_w.sé

o0 9206 uwlby NGFW. )5 Vs IUIJodlb pg woog o3l Idluvdlb:

<ffroot>

Result:

input-interface: NET102
input-status: up
input-Tine-status: up
output-interface: NET102
output-status: up
output-line-status: up
Action: drop

Drop-reason: (no-ntast-intrf) FP no ntast output intrf <-- The ingress nulticast packet is dropped

Swed) eds b 1Jgplss [Yeld ouwzsd RP:

<#root>
firepower#

show nroute 224.1.2.3

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 224.1.2.3), 01:05:21/never, RP 10.1.0.209, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 10.1.104.10
Immediate Outgoing interface Tlist:
Server_102, Forward, 01:05:21/never

(10.1.1.48, 224.1.2.3), 00:39:15/00:00:04, flags: SFIT
Incoming interface: NET102

RPF nbr: 10.1.1.48, Registering <-- The RP Registration is stuck

Immediate Outgoing interface Tlist:
Tunnel0, Forward, 00:39:15/never


https://www.cisco.com/c/ar_ae/support/docs/ip/ip-routing/118997-technote-nexus-00.html
https://www.cisco.com/c/ar_ae/support/docs/ip/ip-routing/118997-technote-nexus-00.html
https://www.cisco.com/c/ar_ae/support/docs/ip/ip-routing/118997-technote-nexus-00.html

pulb 1Uszod €5y 38906

Il spdud s> pub$s lplo 9206 J8less woz IJezdp Vs 1dsuesd IJes wblud 298 p)9)

lJow |Jpwgss:

- Firewall Management Center

| FTD_Access_Control_Policy

Enter Description

Rules Securnty Intelligence HTTP Responses Logging Advanced

Crvenview Analysis Policies Devices Objects

Misconfiguration! The Dest Zones must be empty!

Eilter by Davice ¥ Search Rules

Source Souwes Daowt
g Name i Dest Zones et [ VLAN Tigs Usars

|~ Mandatary - FTD_Access_Cantrel_Peiey (1-1)
1 allow_mulscast INSIDE_ZONE OUTSIDE_ZONE 224123

| + Detault - FTD_Access_Control_Policy (-)
r tian, Add Rubs or Add Categary

903l 098 ls ol Vs sJsd puveése FMC:
[E Book Contents =4

Book Title Page

> Getting Started with Device )
Configuration Clustering

> Device Operations

> Interfaces and Device Settings Additional Guidelines

“~" Routing

Applican_.

Imegration

Dest Posts

Depley G @ & @ maolers

Analyze Hit Counts

Prefilter Pobicy: Default Prefiter Policy

URLs

L

adminy | {5l SECURE

Inheritance Settings | Policy Assignments (0

SSL Palicy: |

p-' o Show Rule Conflicts @ -+ Add Categony + Add Ruile

Source
Dymamle
Atiribetes

In clustering, for IGMP and PIM, this feature is only supported on the primary unit.

Destinanl...
[
Atributes

Static and Default Routes

Virtual Routers

QOSPF
BGP

RIP
Multicast

Policy Based Routing

Configure IGMP Features

s PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.

+ Do not configure FTD to simultanecusly be a Rendezvous Peint (RP) and a First Hop Router.

Aetion

© Allow

ReRB o= @AW o

A~ Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group is not created when enabling
multicast routing for the reserved addressess.

» You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface (see Configure
ECMP PIM Protocol), disabling the multicast routing and PIM does not remove the PIM configuration. You must remove (delete)
the PIM configuration to disable the interface.

= You must configure an access control or prefilter rule on the inbound security zone to allow traffic to the multicast host,
such as 224.1.2.3. However, you cannot specify a destination security zone for the rule, or it cannot be applied to
multicast connections during initial connection validation.

IP hosts use IGMP to report their group memberships to directly-connected multicast routers. IGMP is used to dynamically
register individual hosts in a multicast group on a particular LAN. Hosts identify group memberships by sending IGMP

rs

né Identity Policy: None

Jlsouopu 2ol 1deelss juulisd PIM wglo p9zole 1UEDL e wuweww HSRP

10

192.168.1.x/24

HSRP IP .1

inside outside

Multicast client

route outside 0.0.0.0 0.0.0.0 192.168.1.1

R1

R2

172.16.1.1

Multicast
source

B 030 IJzldé: sdou Jaob Idzelss puwly 18e)luos v wo9wsdsd o)l Idlgweesls Iduwse



(HSRP) IP 192.168.1.1 921,6 PIM pg lJeszose R1 9 R2:

<#root>
firepower#

show run route

route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

Sews b IJzelss eds el PIM s 1Ughz 9ldslzes 1Jpelbss IP gJs R1 9 R2:

<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.1.1 outside 01:18:27 00:01:25 1
192.168.1.2 outside 01:18:03 00:01:29 1 (DR)

Jl 8890 231 Iz plss whuwld suwlds PIM Join |Js vwds Idoe. ses0e ey wuoese gble PIM
debug pim o3l 1JI3lz:

<#root>
firepower#

debug pim
IPv4 PIM: Sending J/P to an invalid neighbor: outside 192.168.1.1

Subsy) RFC 2362 |Jis 1o "ldpsze Souwd suwlds sobloodse 29586 1Js JJ pele) ppss Jlgls
9zso ldeuwb Ideduws (RPF) p ool oI I5¢ld (S.G) 5(7:G) 9(**RP)". swp Luwld Huwlisd
Ilooopelelldouus Béb Il JIu 2l lehs wozso ldeuuly Idgdus (RPF) 21, PIM.

JJz> pu ldedds: sedo Jdpuwcse lgolds beld puwb wlow eds 2ob IJzelss. sew lo
Suvsy Idpzo [Js les guslus IP Jglgod 1Jpe9zo: 192.168.1.2 [9 192.168.1.3. 9156 pl sJ9u HSRP
09 IJpszo IJuub IP.

pCJJZ

<{froot>


https://datatracker.ietf.org/doc/rfc2362/
https://datatracker.ietf.org/doc/rfc2362/

firepower#

show run nroute

firepower#

nroute 172.16.1.1 255. 255. 255. 255 192. 168. 1. 2

ol o 1J u.u!dg, lowolosds puwele wirss wuvdsd Yo Vs pJdluc J IU RPF Lo sebs ol
IJzelse IJlesodss [Js |J multicast we Uiy blgds instead of unicast wg s bleds pu |J ASA
9Syuwd IJ PIM ,wldsé poli,é [Js pelyy 192.168.1.2.

%p._]labé: IJeuwh IJelow |Js 2> ol sozly) Blisse o)) HSRP. o b,)l Jio lJeuwh s¥ed
tbgo wldso 3|;36 Q9L§Jon JE-:J.J p2p9e06 euslu/Bule Idgvedo. Bl wuvde 1Jgbys IJoldse
IJpz236 S Il route Iy Iuove swes) 1d9uesd Idsol: SJu soze 2ob Izelss 1Js 1deszo
IJTE).

Jlseow) 2o Idzelso LHR gospl Jl sy DR W pdbe 1w Jo 1Jppdso
(LAN)

192.168.1.x/24

inside

- i
— 4 \
Muilticast client 172 16.1.1
T Multicast
a source
3

S2e9s 231 IUzelss eds RT Jzs,lo PIM B pdlog [Juvods IJppdss (LAN). R1 o9 PIM DR:

<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir

192.168.1.3 i nsi de 00:12: 50 00:01:38 1 (DR



Il & odds bdu louoele IGMP po IUg psd: BJo suowe 2 Iz plss 09 LHR.

Sbo) IJpuwly 8spo ¢ldss luoldss JIJudb 9ool gdles cudse:

<#root>
firepower#

show nrout e

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:06:30/never, RP 0.0.0.0,
flags

.S

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface Tist:

inside, Null, 00:06:30/never <--- OL has inside and Nul

Jezed edb Idepelsé LHR: spdy jslbé i_9J3§6 lJ9lzos DR.

<#root>
firepower#

interface G gabitEthernet0/0
firepower#

pimdr-priority 2

firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir



192.168.1.3

i nsi de 17:05:28 00:01:41 1

SEHL2 lo) wuoese Igble PIM debug pim o3l IJIg)lz:

<tfroot>

firepower#

debug pim

firepower#

IPv4 PIM (*,230.1.1

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

Pl M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(*,230.1.1.

(*,230.1.1.
(0] (*,230.
(*,230.1.1.
(0] (*,230.
1.

(*,230.1.
(*,230.1.
(*,230.1.
(*,230.1.
(*,230.1.
(*,230.1.

1) inside Start being last hop <--- Firewall considers itself as the lasp hop

1) Start being last hop

1) Start signaling sources

1.1.1/32) NULLIF-skip MRIB modify NS

1) inside FWD state change from Prune to Forward
1.1.1/32) inside MRIB modify F NS

1) Updating J/P status from Null to Join

1.1) J/P scheduled in 0.0 secs
1.1) Processing timers

1.
1
1

1) J/P processing

.1) Periodic J/P scheduled in 50 secs
.1) No RPF interface to send J]/P

oo blds IJedles [Jos wp oubds ol 9 Null oo ldpuwul):

<{froot>

firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires
Interface state: Interface, State

(*, 230.1.1.1), 16:48:23/never, RP 0.0.0.0, flags:

SCJ

Incoming interface: Null



RPF nbr: 0.0.0.0
Immediate Outgoing interface list:

inside, Forward, 16:48: 23/ nnever

2ol Ieelss suvdb e IJoe Idpoess cuveow Wuvd IJopdd pu lehs wzso
IJeuwly Idedms

192.168.1.x/24 21602 xcs

outside inside

-_— [
Multicast client Multicast
source

route outside 192,168.2.0 255.255.255.128 192.168.1.100

WO oo IJzlJs. Swp luwilb 250 UDP JJwo IJpwgs vuwew Vuvd RPF 2o szwss 2ol
lJeplso eds puwl) 1o, weassl pe IJYule 255.255.255.128 s, 1Uglzos 1UELzs6.

<#root>
firepower#

capture capi type rawdata trace interface inside match udp any any

firepower#

show captureture capi packet-nunber 1 trace

106 packets captured
1: 08:57:18.867234 192.168.2.2.12345 > 230.1.1.1.12354: udp 500
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
ETapsed time: 2684 ns
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW



ETapsed time: 2684 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 8296 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: drop

Time Taken: 27328 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: franme 0x0000556bcb1069dd fl ow

(NA) /NA

firepower#

show route static

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 192.168. 2. 0 255.255.255.128 [1/0] via 192.168.1.100, outside

ebo, gpdsle 1Jodlb [uwdlb ASP suou IJluwdlb 13s @p lowolde pu $ud RPF:

<tfroot>



firepower#

show capture asp

Target: OTHER

Hardware: ASAv

Cisco Adaptive Security Appliance Software Version 9.19(1)
ASLR enabled, text region 556bc9390000-556bcd0603dd

21 packets captured

(rpf-viol ated) Rever

12354: udp 500 Drop-reason: (rpf-violated) R

1: 09:00:53. 608290 192.168.2.2.12345 > 230.1.1.1.12354;: udp 500 Drop-reason
2: 09:00:53.708032 192.168.2.2.12345 > 230.1.1.1.
3: 09:00:53.812152 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R
4: 09:00:53.908613 192.168.2.2.12345 > 230.1.1.1.

esble Buid 1gls wozso ldpuuly IJgduus (RPF) B jslss |21z MFIB:

<#root>
firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics

7 routes, 4 groups, 0.00 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)

Goup: 230.1.1.1

RP-tree:

Forwarding: 0/0/0/0, Other: 6788/6788/0

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:

Forwardi ng: 0/0/0/0, Other: 6812/6812/0 <--- RPF failed counter increased

12354: udp 500 Drop-reason: (rpf-violated) R



sJpu led B luadle Suvd 1Joedd o lehs wozsoe IJpusl IJeduws (RPF). Tes IJgsble o9
Llds Idpuwh, IJeloo.

B 2ld 30 929> Ieiss po Bubd IJozdd po lehs wozse Ieuwly Igduvs (RPF). cop lehs
wozso 1Uzip 96555 g3l lgbo IJwgzso Ws 13,1z MFIB:

<#root>

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0IF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168. 2. 2,

Forwar di ng: 1033/ 9/528/ 39

, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: 0

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168. 2. 2,

Forwar di ng: 1044/ 10/ 528/ 41

, Other: 0/0/0

<--- Forward counter increased

Tot. shown: Source count: 1, pkt count: 0

JI 899 2ob Idepelss wlugule PIM Join o wossd PIM IJs yuz)é 1dpeues)



:
192.168.34.x/24 192.168.47 x/24 192.168.67 x/24 192.168.6.x/24

3 A g 4 7 Bl 7 I 6 g 6 100
. _ﬁ outside dmz Rl ﬁ !
Multicast client R4 Fw R6 Multicast
< 7 | inside 6 source

5 il——i 5
192.168,57 x/24 RP 192.168.56 x/24

WO odo Idglder sede 2o IJepelss 1deuwl 029 puos)y Idee Idpeess go) 9lzes DMZ R4 > FW >
R6. wsupl sI90 puwly 2yJ6 1der9) IUlsdsé pu ldpues) IJs IJgpsd 09 R6 > RP > DW > R4:

<#root>
firepower#

show route 192. 168. 6. 100

Routing entry for 192.168.6.0 255.255.255.0
Known via "ospf 1", distance 110, metric 11, type intra area

Last update from 192.168.67.6 on dnz, 0:36:22 ago
Routing Descriptor Blocks:
* 192.168.67.6, from 192.168.67.6, 0:36:22 ago, via dnz
Route metric 1is 11, traffic share count is 1

S99p R4 Lode wodsd SPT ghuwld Huwlds sob PIM IJElLo6 wldeuos) s 19uesd IJs
gowo wudsd SPT. s zal) Idzplss Jl swp wwssd SPT Ul szwss Ideuwl) (SG) eds edlps T:

<#root>
firepower#

show nroute

MuTticast Routing Table



Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:00:05/00:03:24, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface list:
outside, Forward, 00:00:05/00:03:24

(192.168.6.100, 230.1.1.1), 00:00:05/00:03:24, flags: S

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface list:
outside, Forward, 00:00:05/00:03:2

S&L2 ey wuozse lgble PIM debug PIM b loople PIM 2 1J3s op wddso po IJobs, R4 -
J (*:G) 5(S:G). Luwd 231y IJzplss bdo PIM Join JJezesd (*:G). 98 ivd B bhuwld by gluo

NJpuo3) wuon IJzol, £s) IJuolJz 192.168.67.6:
<#root>
firepower#

debug pim

IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st

IPv4 PIM J/P entry: Join root: 10.5.5.5 group: 230.1.1.1 flags: RPT WC S <--- 1st PIMjoin with root

IPv4 PIM: (*,230.1.1.1) Create entry

IPv4 PIM: [0] (*,230.1.1.1/32) MRIB modify DC

IPv4 PIM: [0] (*,230.1.1.1/32) inside MRIB modify A

IPv4 PIM: (*,230.1.1.1) outside ]/P state changed from Null to Join

IPv4 PIM: (*,230.1.1.1) outside Raise J/P expiration timer to 210 seconds
IPv4 PIM: (*,230.1.1.1) outside FWD state change from Prune to Forward
IPv4 PIM: [0] (*,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (*,230.1.1.1) Updating J/P status from Null to Join
IPv4 PIM: (*,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: (*,230.1.1.1) Processing timers

IPv4 PIM: (*,230.1.1.1) 1/P processing

IPv4 PIM: (*,230.1.1.1) Periodic J/P scheduled in 50 secs
IPv4 PIM: (*,230.1.1.1) 1/P adding Join on inside

PIMjoin to tt

C

IPv4 PIM Sending J/P message for neighbor 192.168.57.5 on inside for 1 groups <--- PIMJoin sent fror

IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st

PIMjoin to tt



IPv4 PIM J/P entry: Join root: 192.168.6.100 group: 230.1.1.1 flags: S <--- 1st PIMjoin with

IPv4 PIM: (192.168.6.100,230.1.1.1) Create entry

IPv4 PIM: Adding monitor for 192.168.6.100

IPv4 PIM: RPF lookup for root 192.168.6.100: nbr 192.168.67.6, dmz via the rib

IPv4 PIM: (192.168.6.100,230.1.1.1) RPF changed from 0.0.0.0/- to 192.168.67.6/dmz
IPv4 PIM: (192.168.6.100,230.1.1.1) Source metric changed from [0/0] to [110/11]

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) MRIB modify DC

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) inside MRIB modify A

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside J/P state changed from Null to Join

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Imm FWD state change from Prune to Forward
IPv4 PIM: (192.168.6.100,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (192.168.6.100,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) dmz MRIB modify NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Raise J/P expiration timer to 210 seconds
IPv4 PIM: (192.168.6.100,230.1.1.1) Processing timers

IPv4 PIM: (192.168.6.100,230.1.1.1) J1/P processing

IPv4 PIM: (192.168.6.100,230.1.1.1) Periodic J/P scheduled in 50 secs

IPv4 PIM: (192.168.6.100,230.1.1.1) J1/P adding Join on dmz

IPv4 PIM Sending J/P to an invalid neighbor: dnz 192.168.67.6

<--- Invalid neighbor

sIo@, |8)lz I9le, show pim neigbour |Js R6:

<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.47.4 outside 00:21:12 00:01:44 1
192.168.57.5 inside 02:43:43 00:01:15 1

e wpdsy PIM gds 9lzos gol) [Jgplssé dmz:

<#root>
firepower#

show piminterface

Address Interface PIM Nbr HeTllo DR DR
Count Intvl Prior

192.168.47.7 outside on 1 30 1 this system



192. 168.67.7 dnz on 0 30 1 this system

192.168.57.7 inside on 1 30 1 this system

e websd PIM gJs 9lzoé RG:

<tfroot>
R6#

show i p interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 192.168.6.1 YES manual up up
GigabitEthernet0/1 192.168.56.6 YES manual up up
GigabitEthernet0/2 unassigned YES unset administratively down down

G gabi t Et hernet 0/ 3 192. 168.67. 6 YES manual up up
TunnelO 192.168.56.6 YES unset up up

R6#

show ip piminterface G gabitEthernet0/3 detail

GigabitEthernet0/3 1is up, line protocol is up
Internet address 1is 192.168.67.6/24
Multicast switching: fast
MuTlticast packets in/out: 0/123628
Multicast TTL threshold: 0

PIM disabled <--- PIMis disabled

Multicast Tagswitching: disabled

lJzd 09 wpdsu PIM gds 1Uglzoé GigabitEthernet0/3 g Js R6:

<#root>
R6(config-if)#

interface G gabitEthernet0/3

R6(config-if)#

i p pi msparse-node

R6(config-if)#
*Apr 21 13:17:14.575: %PIM-5-NBRCHG: neighbor 192.168.67.7 UP on interface GigabitEthernet0/3



*Apr 21 13:17:14.577: %I M 5-DRCHG DR change from nei ghbor 0.0.0.0 to 192.168.67.7 on interface G gabit

S89e 20 IJzelss vovose gdles Tildos wuvs) lJs oossd SPT:

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:26:30/00:02:50, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface Tist:
outside, Forward, 00:26:30/00:02:50

(192.168.6.100, 230.1.1.1), 00:26:30/00:03:29, flags: ST

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface Tist:
outside, Forward, 00:26:30/00:02:39

2ob IJeplsé suvob 1Jegsp 1IU8JsJs IJi_9J5 lJos ouveed 2> pedd [duwsh

gwpl suvode b Izplss IUyub IUlsd po zas> multicast wsl) Wb FP. peldzs lolbds o IJ cp
swwobse Juo cbdoo. Vs oo IJzlds sdJp I FP 1,0l |Us IJ cp gu bys@ SP (FP > SP
> CP) JJgpdslo IJlgoldso:

+ ¢JE1uad waosd Bs FP wsu Idestd Bbo sldosss Gho.

* gpdslo 0rdd luolBss ¢luos Cldod ldpoess ped IJozdd pu Lo lehs wozso
lJeuwb IJeduws (RPF) sogdsd PIM (B 2lds ol I31 Uiy gsl) 1z elss o9 FHR) 98z 0
o b 9l |Us 3J9.

o Jogble bgld (SG) wlgwwgsle IJglzole 1Jgl)s6 9ldols,o Ws z29d IJpeuwl).

c Jogvle logold ologldew Os FP oo 1Jglzole 1Ugl)se 9lduolse.

Jeie U 2plsd puvess Idogde: sz2o wab 1Jzelsé slkdsl pead 1dzie IJos sop loadldel |Js
cp.

Sop luwdlb IJge Idos coelys Ideesd wluvedsle wow luwdlb perd IJotds o



<#root>
firepower#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 2062

luweese IJle, show asp cluster counter JJoz 8 pu £33 2ip oo Idpwes IJos sop wzsool
IJs CP oy SP:

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:

MCAST_FP_FROM_PUNT 30 Number of multicast packets punted from CP to FP
MCAST_FP_TO_SP 2680 Number of multicast packets punted from FP to SP
MCAST_SP_TOTAL 2710 Number of total multicast packets processed in SP
MCAST_SP_FROM_PUNT 30 Nurmber of nulticast packets punted fromCP to SP <--- Number of
MCAST_SP_FROM_PUNT_FORWARD 30 Number of multicast packets coming from CP that are forwarded
MCAST_SP_PKTS 30 Number of multicast packets that require slow-path attention
MCAST_SP_PKTS_TO_CP 30 Number of multicast packets punted to CP from SP
MCAST_FP_CHK_FAIL_NO_HANDLE 2650 Number of multicast packets failed with no flow mcast_handle
MCAST_FP_CHK_FAIL_NO_FP_FWD 30 Number of multicast packets that cannot be fast-path forwarded

iuuot.)ro IJi o, show asp event dp-cp punt JJozdd pu £33 1dgipe Vs Blises luebly FP > CP.
9pe>d 15 wlusé:

<#root>
firepower#

show asp event dp-cp punt | begi n EVENT- TYPE

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE
punt 24452 0 24452 0 10852 1402
mul ti cast

23800 0



23800

0 10200

1402

pim 652 0 652

ewpl sop wewss IJeusl) slousle IUlouoldle IUluadldolug B FP. wop lelhd wozso Ieie
WOs FP Jgjie pu Idlouoldle 1Je9z9ss. Vs odo IJzlJs: Jl sduod FP I,ob [Js 1 cp.

Js s89p 23 1Jzelss wpeldes 1z Isds Josd @ ldos IJpoess 1dzsssS

epl suwodod b IJeplss 1Uzge IJisds Josldd zass JJow IJpegss B DataPath. 99,0

2ob Ideplss ologls odo Idlg)lele:

1.1Je2dd pel 131 Ilu woe Uil suwee wIJese.

2. sdYp lyob [ds Idep gu byss pp) fP.

3. suywis loyald iqu§ wsu 9lzole 1Jpesgd 99lgole [Jogsé:

<#root>
firepower#

show capture capi packet-nunber 1 trace

10 packets captured

1: 08:54:15. 007003 192.168. 1. 100. 12345 > 230.1.1.1.12345

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.2.1 using egress ifc

inside

udp 400



Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 8

Type: QOS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: MILTI CAST

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: FLOW CREATI ON

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 19, packet dispatched to next nodule <--- New fl ow

Result:
input-interface: inside



input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up

Action: allow

Syslogs:

<tfroot>

firepower# Apr 24 2023 08:54:15: %ASA-7-609001: Built Tocal-host inside:192.168.1.100
Apr 24 2023 08:54:15: %FTD-7-609001: Built Tocal-host identity:230.1.1.1

Apr 24 2023 08:54:15: %TD 6-302015: Built inbound UDP connection 19 for inside:192.168. 1. 100/ 12345 (192

SY9y o3l IJlouold pyissl WBs eele |Jip_) show conn all:

<#root>
firepower#

show conn all protocol udp
13 in use, 17 most used

UDP inside 192.168.1.100:12345 NP Identity Ifc 230.1.1.1:12345, idle 0:00:02, bytes 0, flags —

4. syiyd 1J cp l1Jg pdsé multicast g pdso J lolds multicast ¢luo wr9s9: pod I RPF
w226 PIM gpdso Jouwds (Ws 1Jzlds 1o 23l 1dzelss 09 FHR) jsws wrds @ 9odsl.
5. e 1 cp (S:G) pogd pe 1USDe 51duols) Sho B Idpuwly:

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:19:28/00:03:13, RP 192.168.192.168, flags: S



Incoming interface: inside

RPF nbr: 192.168.2.1

Immediate Outgoing interface list:
outside, Forward, 00:19:28/00:03:13

(192.168.1.100, 230.1.1.1), 00:08:50/00:03:09, flags: ST

Inconmng interface: inside

RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de, Forward, 00:00:32/00:02:57

6. sy IJ ep IJFP g0 boys8 €p > SP > FP pp) 16 $2J8 re/uins w9uosd wsu IJEh
Ibp 900l

SY9u o3l IJloold pyissl W ob Ws Ig)le Ui,o) show local-host:

<#root>
firepower#

show | ocal - host

Interface outside: 5 active, 5 maximum active
local host: <224.0.0.13>,

Jocal host: <192.168.3.100>,

local host: <230.1.1.1>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

local host: <224.0.0.5>,

local host: <224.0.0.1>,

Interface inside: 4 active, 5 maximum active
local host: <192.168.1.100>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

local host: <224.0.0.13>,

local host: <192.168.2.1>,

local host: <224.0.0.5>,

Interface nlp_int_tap: 0 active, 2 maximum active
Interface any: 0 active, 0 maximum active



B luosble IJulez pe luodlz perwd wuoese IJigble po Cisco CSCwe21280
cSop lsuol lousle 5uulJs syslog 302015 Jloold IJbwJide u:

<#froot>
Apr 24 2023 08:54:15: %FTD-6-302015:

Bui It out bound UDP connection 20 for outside:230.1.1.1/12345 (230.1.1.1/12345) to inside:192.168. 1. 100/

ewpl sup logsle JJ pu logoldle IJiqu sldolog/ldIdg o Bl 2jp IJpred wbloyd IJlouold
1Jp929> 9oep lebs wozsool Vs FP:

<#root>
firepower#

show capture capi trace packet-nunber 2

10 packets captured
2: 08:54:15.020567 192.168.1.100.12345 > 230.1.1.1.12345: udp 400
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW LOOKUP

Subtype:
Result: ALLOW
Config:


https://tools.cisco.com/bugsearch/bug/CSCwe21280

Additional Information:

Found flowwith id 19, using existing flow <--- Existing flow

Result:
input-interface: inside
input-status: up
input-Tine-status: up
Action: allow

U986 296 p)9) v ICMP 1Jewgss

Jl spdud o066 2yYs p)9) ICMP JJdow Idpwgss wlgwegsle Blises Idoede Vs 1Jsuo9d
(ACL). sz lawertole usluws puvess IJezdp (ICMP):

Jl s89p pEIS wLoTSE Uiéblc ou Cisco CSCsl26860 ASA Lo oS 2jp ICMP Jdwo
lJpwgss

esou o 1Jpeess 1dpg 19096 J PIM

Sedud luvegsle bl Ioee eo IJigble JJgsow 1Jpe 996:
https://bst.cloudapps.cisco.com/bugsearch

Sop U pebe 8590 ASA 9 FTD Lopu puwe "zols Idiely IJdlud JJodsd (ASA) oy Cisco™

1IN
CISsCO

Products Support & Learn Partners Events & Videos

Bug Search Tool

Search For

PIM x ()

Product

Series/Model v Cisco Adaptive Security Appliance (ASA) Software e Select fram List

Release

Affecting or Fixed in Releases hd

rd ™y
@ Save Search Email Search [ Clear ) -

94 Results | Sorted by Severity Sort By: Show All e

Filters Clear Filters
CSCsy08778 no pim on one subif disables eigrp on same physical of 4 ge module
Symptom: eigrp stops working on one subinterface, if "no pim® is issued on another subinterface which belongs to the

Severity same physical interface. Conditions: The physical interface belongs to the 4-GE module. If using the main-board

Show All A4 Severity: 2 | Status: Fixed | Updated: Nov 09, 2016 | Cases:3 | (0)

Status CSCtg52478 PIM nbr jp_buffer can be corrupted under stress

Symptom: memory corruption of pim nbr structure Conditions: multicast w/ PIM-SM and heavy traffic and CLI
- Cheaar Al s



https://tools.cisco.com/bugsearch/bug/CSCsl26860
https://bst.cloudapps.cisco.com/bugsearch

pedyple slo LoJs

o lJoo ldeogss Jeyd; blyo Firepower

lolo o L oewess J Firepower


https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/115804-asa-multi-probs-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/115804-asa-multi-probs-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/115804-asa-multi-probs-00.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_6.html#wp2293978542
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_6.html#wp2293978542
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