odgsu oy blo Firepower 9 FTD Oluwogsle
LDAP JJeol>96 1Ughzso

lJpzogsle

<9950 LDAP |1l s B 91206 Lo wegse L) wapss FMC

Shell Access weapso lJzhz
l 1> 86 lJ2lhz.s6 JFTD
baly | lowedoe
SSLis TLS
I I 6
lg26 1l |
ool odle ) LDAP

lowod ol L izble ol o Jlzol

l.se0)SSLIgTLS Jol 09 o988

lo Sl 6

|Jp 95006
S9u2e 03l Idpuwows Jsss wpdsu ldpuolh$6 1Jgbzss Jwusesdsd 1dsuesd Ids 1dsdsd

285 190 (LDAP) J Microsoft Ll wegsle o, 15,6 FirePOWER (FMC) ey Cisco slUsle go
203> FirePOWER (FTD).

IJecbdole IJlgul jusé
lJpolbdolo

w9os Cisco yig oJ9y s pgy9s wldpesluose 1Joldss:

* Cisco FTD
» Cisco FMC
* plsdy9u9de LDAP



lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

* FTD 6.5.0-123
« FMC 6.5.0-115
o uble IJougsd Microsoft Server 2012

op louile IJrocg_J_grolo 1J9l)36 B 03l IJpuwaws oo 1Jiz036 10092936 B wsisé pg pJsé ¢luob.
o zese Ulzosd Ipuwogrps O 03l 1Jpuuwows wodssu peunsz (1Be)lups). Bl dive
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

ped9ple luwluss

oouoew FMC 9ldizo;6 1Jeshhé puwle puwdsd 1B e,los JJsuesd 1Js IJbLs. spdod |uolss
2lolo pweEspsu pELPLRS EJs 9226 IJoede B bLs 1J9zs IUluwlumss (FMC) sgdis
IJI2036 1dpslé: ol Jouweespsu slgdssu 19 Jpuuegspso thesso eJs ¢lbe LDAP Ig RADIUS,
131 I 031 1J0p95z p3e9el. Swp sep pLolb 88 IUpuwaése IJgbzs J FMC g FTD.

Cpuw e dleds - soedd ol FMC/FTD oo Yless wslule pedss Jeuob s Idpuwcise.

pmcieap thzs - Il Jp 90 Weuwctse p929sl Bis s Iuslole Ieediss: odse pedselo
IJoble po ¢ puol>86 LDAP I RADIUS ¢hes wpde Bless wslule Ideuuatse IUgluos wo.

lLgwe detbsbs Jduyvods

4

—
LDAP FMC
IP: 192.0.2.10 IP: 192.0.2.5

lJodosy

oJ9sw LDAP Il wlgws B 9lz06 IJpuweése |Uuw9psé FMC



lJglb9s 1. luw8d |Js System > Users > External Authentication:

€ 3 C A Netsecure | 1920025 ddd/®ExemalAuthentication B a8 i

Flsevs 1D cancel o Save and sgpir

Dfacit User Rsle:  Mene Dhal Autbastication | Dupabled ¥ D A External Actberticatnn Ofject
| il

—

|Jg 96 2. ugwl) Add External Authentication Object:

 |Hsave @cancel o save and apply

() Add External Authentication Object

IJg 1096 3. 1Jpd 1Jz89d 1Uplodsus:

External Authentication Object

Buthanticaton Mathod

CAC | use for CAC authentication and autt ion

Harne = | s=c-ioep | Mame the External Authentication Object

Description

Server Type | (15 sctve Directory | Setetsts | | Choose MS Active Directory and click 'Set Defaults'

Primary Server

Host Mame/1P Address = 192.0.2.10 I . IP or hostriame
Port * 3859 | | Default port is 389 or 636 for 551

Backup Server (Optional)
Host Mame/TP Address | | ex. [P or hostrame
Port 350 ]

e *Base DN specifies where users will be found

Base DN DC=5EC-LAR | Felch DMs . demsouncefire, descom

Base Filter ex. (cn=jsmith), (icn=gmith), (Bdon=jemith)(|{on=bsmth)(cn=cemath*]))

Uper Hame = I Administrator@SEC-LABD I . cn=jsmith, dc=gourcefire, de=com

D Username of LDAP Server admin

‘Confirm Password
Show Advanced Opbons

Attribute Mapping *Default when 'Set Defaults' option is clicked

"
Ul Access Attribute * shMaccounthame | Filch Al

Shell Access Attribute = sAMACcounthame




iroup Controlled Access Roles (Optional) »
Ascegy Ader

dministrator
Discovery Admin

rnal Database Liser

Intrusicn Admen
Haintenance User
Network &dmir

Secunty Anabyst

Security Anatyst (Resd Oy
Fity
hreat ce Directo & L
ni er (Read O

I To spaafy the defsult user rale of user 15 not found In &ny group I

External Cialabase User -

Group Member Attrbute

Group Membssr URL Attnbute

Shell Access Filter

Shell Access Filter ﬂ

{Mandatory for FTD devices
Additional Test Parameters
Iser Mame

i g

Save Test Canced

lJglo9s 4. wpdsy Externa Authentication |lJJlisy 9ldzdbb:

is Policles Devices Objects  AMP  Intelligence

Shell Access JJpwogspesu lUghzssy

S>ep FMC |lousu pu PUVLLIPS lJI>1,6 |J>|CJ50 IJpoddsu: 9les Jolzos 1J9sw: 9lJlE)
NJ9ue9d 1 8lz08 Uwlo, IJisle). 031 SE0S 100 $92> ©pssS) 81UPT wsu pu sedue IUsuesd
IJss 81206 1Jpuwcsp Iyuwsess 9p0 Spduo 1Jsuosd 1Js 9lzes ub) IUlsle). Bs 96e
lJooose wop pileud JJps 1Jp)y9) 1UElueé wpuweise IJpungsd IJI;éuJIuos JIJs wdgy os
wdwol gds IJ 0 9lzes Ipuwcese Iruuspss (GUI) 99lzos ub, 1JIsle, (CLI): 9pe 309 sop
cowgol u9luubs IJ..§IU slgdso pgodu9s 95pdu |U oJ9y pgoduds Vs wolss IJpeblus.

Sz lsuol puz puvceses LDAP 1JgLzssu 28 1dsuesd [Js shell.

lJglogs 1. luw9d |Js System > Users > External Authentication 910§ <999 Shell Authentication 1J oy 1Jpouwsd
Jpl sboy Vs IJ 09,0 9z b:



Overview Analysis Policies Devices Objects | AMP  Intelligence

1Jg 96 2. iy IJeéss,yle bs FMC.

weer? od9su 9,9 bods Jdpuwseresu ldehessu sop wpdsu oywesd IU>gsd e, SSH
Jpl 09 p9 o I 1098

192.0.2.6 - PuTTY

lIJeuob 8o 1Jghzsoe J FTD
Spedu wpdsu ldpuolb§s 1Uehese eds FTD.

lJglogs 1. luw@d |Js Devices> Platform Settings > External Authentication. |, 9 Enabled 999 ):



Davice Managemant AT LB« (o8 | Platform Settings | FlexConfp  Certificates

R —
Platform-Policy 1 =.¢,. 9 oo

ARF Inspecnon HMarage Caternl Authert caton Sereer 2

» Extermal Authenticstion SECADAF Loar 192.0.2.30:388 no

Fragmnt Settngs

“Agpileabie on FTD w6 2.3 and sbove

boly Ipuwegsp

o leosble IJpuwese 1Js 29, Idpuweese 1deeso. spdud Lsgol logble bsly puvegap
PP wluwopdle leoshle 1dsesd Idos we oguosuoel Joduss lroslele pdgwuwed Iy
Sedud [uueesle 9l p2336 puuodl ped "eedd IJlel" 8" euwdsd IUldeLils".

ould usely pu bl IJpuuegse:

1. E.)gl_) P wEdp 9lzod [Josw
2. Il puwegsps CLI

JJzuesd eds Blises Jleds po IUbsly 1dees38 puwwdl sldesss pu ldpedsele: bze 1ds baly
lJpwegse.

Jodasy 29y puvedse [V luos Jzese Jisole IUpuolb 96 1Jghzso: lowdd |Js system> Users >
External Authentication > Default User Role. 12 39, IJpwegspe IV e,)ljos 1U3s emgew Vs wesswo 9lud)
99,9 Save.

Default User Role Configuration

Jigesh) 29) puwctre IBe)lLos 19 cesso bl pesus Jpuwedr pso PESUSY BS pzp9Es
Jlsulo pesud: spdud lRosh [JIlksy gldluedld |Jso Group Controlled Access Roles J ol sboy O
lJueg,e:


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532

foress Admen

EArrireplral or

CHEDETy Al

Extirmal Dafsbass Lisar

| At Adif=ii
Eimmnbensnoe User

HEbwenri Admir

FECanty Anglyst

Separty Anghyst (Resd Only)
Secanty Approver

Threst [rfellsgence Director (TID) User

ViEa-Dnt-Liaer (Eead Only)

I:Irlm-'. Fier Aole

Group Controlled Access Roles (Optional) «»

Fopotier SEL -Lap

= reaersiESEC-LE&B

FosmpsongSEC-LAR

raeeseyRSEC-LAR

pat M epies b NieSEL - &

ALiciEdd dieran
m.ﬂl
Cocindry Adiman
Estarmidd Calabsss LEs

SSL iy TLS

Sew wJd9sy DNS s FMC. 93J9 Jio ISp6 IJpsose JJuioelss sgo o ooblud L& Authentication
Object Primary Server Hostname. wpg)> wJ9su LDAP |JTPO‘ Je wed gpdslo IJoylb 1dge ogHue

bdole job o 9log.

SW9p SSL wegss) dpuds IJlve,)luos 1Js 636 9sgedlb TLS Lo gJds osiso 389.

S

lJglo9é 1. [uw8d |Js Devices> Platform Settings > External Authentication > External Authentication Object _9i.>é.J peJ9plo

SSL/TLS JJgsble lJew 8> p6:

pdlebs: sobde wuids) TLS iobs s zese |giobpa Uik{dw@a. wlJouwwé J SSL.
sobdo FTD ls ol iolss. wlduuwwsd JJlubes IUIuwlpuss 1Jig s Jl selbJde SSL
wwoldé. 9pg 3JIi 5908 wugpesd Uuolé J SSL slisel Jeug ogple lUsgsd.




LDAP-Specific Parameters

Base DN * DC=5EC-LAB Féteh DNs
Base Filter
e h.potter@SEC-LAB
Password* =000 pnmmmsannas
Confirm Passward ®  sedeessssieeiisieie
I Show Advanced Options v I

Encryption | SSL 'n_q * None

ISSL Certificate Upload Path

User Name Template Bies

Timeout (Seconds) 30

lJglo9é 2. wzpsd uolbé lJesee 1dpuor9 1U3s 998 Luoldé
vouuwsy PEM.

LDAP-Specific Parameters

Base DN * DC=5EC-LAB Feleh DNs
Base Filter

User Name * h.potter@SEC-LAR

Password® e

Confirm Password *

Show Advanced Options v
Encryption SSL @ TLS ) None
|55L Certificate Upload Pt Chocts e, || e et I :
v-1- " ficate)
User Name Template s
Timeout (Seconds) 30

IJ¢b9o 3. eob IJod9su.

lJozdl pu lduoes

ex. de=sourcefire, de=com

ex. cn=jsmith,dc=sourcefire, dc=com

ex. PEM Format (base64 encoded version of DER)

ex. cn=%s,dc=sourcefire,dc

IJghse. Szw lo ooy 1dysolsé

&%, de=sourcefire, dc=com

ex. (cn=jsmith), (lcn=jsmith), (&{cn=jsmith)(|(cn=bsmith)}{cn=csmith*}})

ex. cn=)smith,dc=sourcefire,dc=com

ex. PEM Format (base64 encoded version of DER)

ex. cn="%s,de=sourcefire, de=com

lbwe e9zo I9le, Windows Iy PowerShell zse wp wdosy LDAP gldey 1Jie,: dsquery user -name

eds wosd ldpeld:

PS C:\Users\Administrator> dsquery user -name harry*
PS C:\Users\Administrator> dsquery user -name *

n=jsmith), (len=jsmith), (8(cn=jsmith)(|(cn=bsmith)(cn=csmith=



ey Administrator: Windows PowerShell -

= dSQUEry USEr —name harry=
, DC=5EC-LAB

5 ; = dEguery user -name =
M=Administrator,CN E,Dt—1EL LAB

"CH=Guest,CN=lUsers , DC=5

"CH=krbtgt,CN=

"CN=Anthony E. ;

"CN=Bart Simpson,CN=Users,DC

"CM=Dr. Robert B. Banner,C

"CH=Ginny Weasley,Ch=U=

"CH=Harry PmttEP,CH=U5EP

"CN =|'-1 aggie 5

"CN=Marge Simp
"CH=Matthew MurducL LN
"CH=Neville Lﬂnghnttnm,CN
"LN Peter B. Parker,CHN=Us
"CN=Ron nea~1E},LN—U et
"LN—1teven

ministra

ministra

ministra :
Administrator=

lzeoly odle] LDAP

loo@d |Js System > Users > External Authentication > External Authentication Object. «9.S |uudJ lJuo9z 6.
ould Additional Test Parameters | p 9log Jpl Sboy WS 109, 6:

Additional Test Parameters
Jser Name h.potter

Password

Save Cancel

“Required Field

ige,o Ilge ol in order to lse IJowsgs.



Overview Analysis Polides Devices Objects  AMP  Intelligence

Configuration  Users  Domains  Integration  Updates  Licensesw  Heal

Users User Robes .?“.. lm ent ™

© Success "
Tast Compiete,
External Authentication Object
athartication Metod T
cac Use for CAC muharticabion and suthondatee
Mame ~ SEC-LDeP
Deseription
Server Type WS Ackive Cweclory ¥ | Sel Dutatn
a Capturing from Ethemeti L= 1o =
Fde B Verw Go Caphure Asshze Sumaber  Teephony Wiwless Took  Help
Am g @ REqe=5T4L(Haaan
W [ port== 00 B == 192025
o T Source Testraton
1799 55.131566  192.0.2.5 192.0.2.10
[ e ss.amser w025 192.0.2.30
{ amssna .20 192.9.2.5
193 55, 102184 192.8.2.% 15.0.0.00 TP 66 J9THA + M9 [ACK] Seqesd Ack=2) Win=I9)17 Lessd TSval=MT714549 TSecr=I5700066
1883 48193318 192.8.3.5% 183.8.2.18 L 73 unbindequest(2)
1895 55,1307 192.8.2.18 192.8.2.5 Tcr 66 189 = 10784 [ACK] Seqr2) Ack=D® WIN-66560 Lew-d TSval=257BEIE6 Tsecr-MTTLIASH ~|

b Prame 1009: 117 bytes o wire (1816 bits), 127 bytes captured (1016 Bits) on Luterface \DeviceWPP_{77DCIIFE-BI50-4715-B11-T439ErR1], 1d &
b Etheenet 53, dre: Weare Hhefidd (B0:de:dh:Bhicd:id), Dut: Wiare_eb:id:#7 (Bd:be:hiek:id:#7)
b Inteenet Protscsl versien 4, fee: 192.0.2.5, Dsv: 190.0.2.10
b Tramsaission Control Pretecal, Src Port: 39784, Dot Ports M9, Seqt 4, Acki 1, Les: 61
4 Lightwelght Blrectory Access Protocel
4 LOAPMeTiage bindleguestil) “ClieMarry Potter,CHeUvers DOsSIC-LAD = sisple

i
4 proteeelip: bisdRequest (8)

Potter, isiisers, DOSEC-LAR
simple (0)

lweduuld IJlgble gl oJlzol
Js swdled FMC/FTD 9 LDAP Joujsd Idpuwedspsos

JIJds wopdy FMC oo vz Idpuwegsesuo pu gbe Microsoft LDAP. sgo eJs FMC | uwld bdo
sob ladl eds 1dpods 389 19 636 (SSL) Lluuwagsle wslule lecpls puvdsd LDAP. Lee)s Io
SY9u gbp LDAP $ls,l eds puolb 86 FMC. Bluo suwozsy wouwlds uzle. ié§J|‘ ouobse
FMC o @ssp bdo pg Huwlds bdo Idoze Jel 09 p9oz Os Iy IJogbsbs:

<< --- FMC sends: bindRequest(1) "Administrator@SEC-LABO" simple LDAP must respond with: bindResponse(1) success --- >> << ---
FMC sends: searchRequest(2) "DC=SEC-LAB,DC=NET" wholeSubtree

Jieb o 1dpuoh$6 huwd Idple pi9) S IJpuwz wubdd 1IBc,lups:

B85 4.751966 192.8.2.5 192.8.2.18 TCP 56 38862 + 389 [ACK] Seqsl Acksl Win=29312 Lens@ TSval=3873529344 TSecr=2534B8746
BE 4.751537 192.8.2.5% 192.8.2.18 LOAP 18 bindReguest(1) “Administrator@SEC-LABR" simple |

87 4.752536 192.9.2.18 192.9.2.5 LDAR 58 bindResponse(l) success

88 4.752583 132.8.2.5 192.9.2.18 TCP G646 3B062 + 389 [ACK] Sequd5 Ack=23 Win=23312 Len=@ T3val=3873529345 Tiecr=25348746
B9 4.752634 192.8.2.% 192.8.2.18 LDAP E searchRequest(2) "DC=SEC-LAB * wholesubitree |

Frame B6: 118 bytes on wire (B30 bits), 118 bytes captured (882 bits) on interface \Device\WPF_{77DCI1FG-B258-4F19-B412-EAS9EFOEQ108), id @
Ethernet II, Src: Wware_29:cf:2d (8@:8c:29:29:cfr2d), Dst: Wware_eb:ld:f7 (9@:8c:29:ebrld:f7)
Internet Protocol Version 4, Sec: 192.9.2.5, Dst: 192.9.2.18
Transmizsion Control Protocol, Src Port: 38882, Dst Port: 389, Seq: 1, Ack: 1, Len: 44
Lightweight Directory Access Protocol
4 LDAPMessage bindRequest(l) “Administrator@SEC-LABE" simple
messagelD: 1
4 protocclOp: bindReguest (@)
naleques
wersion: 3
name: Administrator@SEC-LABS|
4 authentication: simple {8)
simple; Clungt

T oo

Jsd seodled FMC/FTD 9 LDAP Jp ol 86 bdu cuvzsd 369J ldpuwsés oS

JIs sepdo Upuwose po ouvesd 1Usgsd [Js FMC iy FTD legle ¢ pdso puols 86 LDAP.



swe howld bdo cumzsd 15¢9d 1Jlsdis IJs FirePOWER. 5pe 3Jd: wop lehs wozso luwp
IJeuworp 99Jpd 1Jps9) IUs LDAP JJzuosd eds luwoelos velehbod . 903l sgus lu FMC 9

FTD Jl szodbly wegdyple Jdpeo 1Je,9) peds! Bs Bless Idoslule 9usdl pu 3JdY sucbyys
oldss pou LDAP 29J Jsse Idpelogs.

—7

y

N 1) Login request from PC to FMC

A

A

2) Forward Username and password to LDAP

=

——
- — — e
LDAP 3) Success/Deny EMC
IP: 192.0.2.10 IP: 192.0.2.5

Himlm
CIsco

Firepower
Management




A *Ethernet1
File Edit View Go (Capture Analyze Statisticc Telephony Wireless Tools Help

dm 0 LBREB _s=>=T4s[Faaam
|_i | |bcu.n-ort--339 &Bip.addr==192.0.2.5 && ldap. messagelD == 1
No. Time Source Destination Protocol  Length Info
58 13:11:59.695671 192.8.2.5 192.8.2.18 LDAP 118 bindRequest(l) "Administrator@SEC-LAB@" simple
59 13:11:59.697473 192.8.2.18 192.8.2.5 LDAP 88 bindResponse(1l) success
67 13:11:59.697773 192.8.2.5 192.8.2.18 LDAP 118 bindRequest(1l) “Administrator@SEC-LABe" simple
69 13:11:59.699474 192.6.2.186 192.8.2.5 LDAP 88 bindResponse(l) success
97 13:11:59.729988 192.8.2.5 192.8.2.18 LDAP 127 bindRequest(1l) "CN=Harry Potter,CH=Users,DC=SEC-LAB " simple
98 13:11:59.730698 192.0.2.18 192.8.2.5 LDAP 88 bindResponse(l) success

Bl op Guad luwe Ideuwese 99Jes 1Upi9) oop o196 [52ld WO 9lzod IJpumweise IUyumspess
(GUI) JJsse el 09 p9 o B 1u09,6:

Overview Analysis Policies Devices Objects

isermame s Aeolhe i atmses bt busd Farvnd Lt
adm -
=]

Bp wouvgsd IUle, show user s 9lzos Lulo, I9lo, FMC JJoe 88 pu pedople lJpuwegse: >
show user

seue Wley pedsple 1dedsso 1o uosdiss Jdpuwcese (IJpuwopsu) Ipes. sop 02
030 IJ9sp:

ouwesd IUsgad — luwe ouwesd 1d>¢sd

UID — o8 IJpwesp Ibdes

IJpuol 88 (peds 19 wess) — Jsdss puolr 88 Idpuwcgse

IJsuesd (luwluws 1s config) — puuess Idlpash Jdpuucgse

pedu (ppduls pelbd) — ol 3l JIu IJpuweisp wubbl

lelss cesso (vep ls JI) — ol ISl JIo Sz eds IUpuwese wissy IJps IJpas) £ ouvesd
lJsgod IJolds

EXP (Iuslls 58p) — £33 IJlsle 208 szw wéss) IJps a9 Ideuwese

weds) (NAly ,5e) — £33 Ilsle IJos swp puz Idpuwese Bsol Jogssy IJps 1Jeu9) Gl
lowole Lodlzswol

STR (vge ls JI) — ol I3l Il szo To cuwesds Jdes eie) IJpuwatse Ieglssy JJozdd pu
lJ896

IS (uep 9 J) — ol 31 JIg 85 wp wloso puwle IJpuuoise vuvwu IJgsss oo 2ldle Buud
ouwesd 1dsgsd

IJes 1JIBuos Glde NIA 9 ,80) — Ies IJIBLos Jess gpdsle ouvesd 1dsged IUBlLnJs $od
clpso zuwle IJpuwcgse

Jl sgpd SSL I TLS Jpl 09 po98e

I3l Jp wBp wopdsu DNS gds FTDs: Bspdud puiless igble Bs ved esob IJuslule
oubs) IJs lue segs) 1dsuesd |Js LDAP:



root@EC-FMC:/$ sudo cd /var/common
root@SEC-FMC: /var/common$ sudo pigtail

MSGS:
MSGS:
MSGS:
MSGS:
MSGS:
MSGS:

03-05
03-05
03-05
03-05
03-05
03-05

14:

14

14:
14:

14

14:

35:
:35:
35:
35:
:35:
35:

31 SEC-FTD
31 SEC-FTD
33 SEC-FTD
33 SEC-FTD
33 SEC-FTD
33 SEC-FTD

sshd[10174]:
sshd[10174]:
sshd[10138]:
sshd[10138]:
sshd[10138]:
sshd[10138]:

pam_unix(sshd:auth): authentication failure; Togname= uid=0 e
pam_ldap: ldap_starttls_s: Can't contact LDAP server

error: PAM: Authentication failure for h.potter from 192.0.2.
Failed keyboard-interactive/pam for h.potter from 192.0.2.15
error: maximum authentication attempts exceeded for h.potter
Disconnecting authenticating user h.potter 192.0.2.15 port 61

olds po 83,6 FirePOWER gJ.s 2J FQDN IJ¢gluo wgslse LDAP. I3l Jp odo ould puwlps: BB
wluoles DNS IJozse Jpel sbo)y Vs 1Juo9)s.

FTD: IJsue9d |Js FTD CLISH 9o g sd Uip_)i > configure network dns servers

192.0.2.6 - PuTTY

FMC: I¢, System > Configuration: & 1¢e Slzole 11,6 Jel sbo, B 1Uuo9,6:



#ocess Lisg

Bccess Control Preferences
Budit Log
Budit Log Certrficate
Change Reconaliation

Databace
Email Hotifscation
External Database Access
HTTPS Certifecate
Information
Tnkrusicn Palicy Prefenences
Language
Lagin Banner

I * Management Interfaces I
Network Analysis Policy Preferences
Process
REST AP] Preferences
Remiote Storage Dewsoe
SHMP
Shall Timeout
Time
Time Synchranization
VEAPL/CC Comipli anoe
User Confsguration
Wiiware Tools
Vulnerability Mappng
el Analytics

v Interfaces

& e """""“"‘"‘E i T 00.00:29:29:CF20 192025 o
» Houtes

IPvd Routes + O

- 192.0.2.1 &

IPvé Routes 4 o

fostrame SECFMC |
Primary DNS Saroer (192.0.2.10 |
Secondary DNS Server |
Tertary DMS Server |
Epmote Managemant Fort '_l:h:!- |
*[CMPv6

aligw Sending Echo Reply o

Packets

Allpw Senahng Depptangtun ?

Urireschable Pacets
* Proocy

Enabled U

L Sww || Cancai |

ol oU i lduwolss [Jos wp wepsdol |Js FMC os Juolss Ide,ze IJpues8 1U3s 99 eds

Jwolxo IJgb e 1Jgl oo  LDAP. Jel 09 p9 oz Vs 1Ju09,0:



Certificate 25

General | Details | Certification Path |

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Certificate Information

UL

General | Details | Certification Path

Certificate Information

+ All issuance policies
+ All application policies

This certificate is intended for the following purpose(s):

Issued to: WIN,SEC-LAB

Issued by: WIN-HIRSR13M3PG-CA

valid from 2/25/2020 to 2/26/2021

|Inst|l Ca'tiﬁczte...l | Issuer Statement |

UL

ed (Select to

Issued to: WIN-HIRSR13M3PE-CA

Issued by: WIN-HIR5R 13M3P5-CA

valid from 2/25/2020 to 2/25/2119

|1r1513l Certiﬁclte...l | Issuer Statement |

1

luwegse Jodlb 1z Joldss husld glse LDAP 1JeeJsple IJozszé:

[ |

a *Ethernet0
File Edit View Go Capture Analyze Ip
Adm @8 LJEREB ] &-
N [idap || ts 88 ip.addrm=192.0.2.5
Mo Time Source Destnation Protocol  Length Info
3 8.143722 192.8.2.5 192.8.2.15 TLSvl.2 167 Application Data
4 8.143985 192.8.2.15 192.8.2.5 TLSw1.2 123 Application Data
22 2.720710 192.96.2.15 192.9.2.5 TLSvl.2 1211 Application Data
29 3.056497 192.0.2.5 192.9.2.15 LDAP 97 extendedReq(1) LOAP_START_TLS_OID
30 3.956685 192.8.2.15 192.0.2.5 LDAP 112 extendedResp(1) LDAP_START_TLS_OID
32 3.956921 192.8.2.5 192.8.2.15 TLSvl.2 313 Client Hello
33 3.057324 192.9.2.15 192.0.2.5 LSvi. EIE Server , cer cate, Server Key Exchange, Certificate Request, Server o 3
35 3.860532 192.8.2.5 192.8.2.15 TLSvwl.2 268 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

36 3.861678 192.9.2.15 192.8.2.5 TLSvl.Z 173 change Cipher Spec, Encrypted Handshake Message

Content Type: Handshake (22)

Version: TLS 1.2 (0x8383)

Length: 1444

Handshake Protocol: Server Hells

Handshake Protocol: Certificate
Handzhake Type: Certificate (11)
Length: 1124
Certificates Length: 1121

4 Certificates (1121 bytes)

Certificate Length: 1118
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| Overview Analy

Authentication Method

4 Certificate: 32820845a3282034220030201020213320000000456C380c8. Ii.d-lt-l:mnlhllﬁﬂll.slc-m Iid- CAC

I signedCertificate
¥ algorithmIdentifier (sha2S6WithRSAEncryption)
Padding: @
eﬂci‘ypt!d: 3645eb1128758982e7a5178f36022fa303e77badla43bbdd...
Handshake Protocol: Server Key Exchange
Handshake Protocol: Certificate Request
Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: @
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Name =
Description

Server Type

% Cisco Firepower Management C
& fmc/platinum/authconfig.cgi?id=72837432-51¢1-11ea-

Policies Devices Objects AMP  Intellig|

Users User Roles

I Frame 33: 1515 bytes on wire (12120 bits), 1515 bytes captured (12128 bits) on interface \Device\NPF_{3EADSE9F-B6CH-4EB4-A462-217C1ALBABFE), id @
b Ethernet LI, Src: VMware _69:cBic6 (0@:0c:29:69:c8:¢6), Dst: VMware _29:cf:2d (00:0¢:29:29:cf:2d)
b Internet Protocol Version 4, Src: 192.9.2.15, Dst: 192.0.2.5
b Transmission Control Protocol, Src Port: 389, Dst Port: 52384, Seq: 47, Ack: 279, Len: 1449
4 Transpert Layer Security

4 TLSvl.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
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Configuration Users Domains Integration

External Authentication

External Authentication Object

LDAP ¥
Use for CAC authentication and authorization

sEc-LDaP

ME Active Direclory ¥ || Sel Defaults

Primary Server
Host Name/TP Address =
Port =
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/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532
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