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Edit Extended Access List Object

Name | Traceroute_ACL|
Entries (1)

s & 1CMP (1)/3 e
* wharon Ay ! W S IEMP (1)/11 ¢ O

Allow Overrides [

save || cancel |
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Threat Defense Service Policy ?

€ Interface Object (2) Traffic Flow > (3) Connection Setting

Glabal
Select Inteface Objects

>>MNext || Cancel
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Threat Defense Service Policy T X

(1) Interface Object 2 IRl LT (3) Connection Setting

Extended Access List: Traceroute_ACL .
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Threat Defense Service Policy 7 X

(1) Interface Object > (2) Traffic Flow €) Connection Setting

Enable TCP State Bypass Randomize TCP Seguence Number Enable Decremant TTL
Maximum TCP & UDP Maximum Embryonic
Connections: [i] 0
Maximum TCP & UDP Maximum Embryonic
Connections Per Client: [i] 0
Embryonic Half Closed Idie
Connections Timeout: 00:00:30 00:10:00 01:00:00

Reset Connection Updn Timeout

Detection Timeout Detecticn Retries

00:00:15

Detect Dead Connections

<< Previous Findsh Cancel
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FTD-R-Platform Setting © cancel

|_| Policy Assignments (1)

ARP Inspection ICMP UnReachable
Banbsk Rate Limit s0
DNS

Burst Size 1

External Authentication

Fragment Settings

HTTFE ‘*—':
» ICMP Action ICMP Service Interface Network

Secure Shell Permit ICMP_Type_11 FTD-R-Inside, FTD-R-Outside  any-ipvd

SMTP Server

SNMP

S5L

Permit ICMP_Type_3 FTD-R-Inside, FTO-R-Outside any-ipvd

Syslog
Timeouts
Time Synchronization

UCAPL/CC Compliance

A oedsyt olds oo lve Jl spdu 1Usuo9d 1Js 9z06 ICMP (IJuge 3) sl 1Js e 1Uss welyj
ICMP (IJuse 1) puwesz wo pu IUehe IUs IDsled B pusluws $lisps Idoede S
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IJozdl pu lduoes

283 p0 IJedosy pu Slzos yub, 1Jisle, (CLI) J FTD wep)s I eld wuiy Iwog:

FTD# show run policy-map

!

policy-map type inspect dns preset_dns_map
---Output omitted---

class class_map_Traceroute_ACL
set connection timeout idle 1:00:00
set connection decrement-tt]

class class-default
|

FTD# show run class-map
!

class-map inspection_default
---Output omitted---

class-map class_map_Traceroute_ACL

match access-1list Traceroute_ACL
!

FTD# show run access-1 Traceroute_ACL
access-1list Traceroute_ACL extended permit object-group ProxySG_ExtendedACL_30064773500 any any log
FTD#



lwodgules IJIR ble 9l odlzol
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ftd64# capture icmp interface inside real-time match icmp any any
Warning: using this option with a sTow console connection may
result in an excessive amount of non-displayed packets

due to performance Timitations.

Use ctrl-c to terminate real-time capture

1: 00:22:04.192800 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit

2: 00:22:04.194432 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit

3: 00:22:04.194447 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit

4: 00:22:04.194981 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
5: 00:22:04.194997 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
6: 00:22:04.201130 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
7: 00:22:04.201146 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
8: 00:22:04.201161 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
9: 00:22:04.201375 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
10: 00:22:04.201420 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit
11: 00:22:04.202336 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
12: 00:22:04.202519 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
13: 00:22:04.216022 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
14: 00:22:04.216038 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
15: 00:22:04.216038 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
16: 00:22:04.216053 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
17: 00:22:04.216297 172.18.127.245 > 10.10.10.11 icmp: 172.18.127.245 udp port 33452 unreachabl
18: 00:22:04.216312 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit
19: 00:22:04.216327 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit

sedu IJzuesd eds ple 1Yo, olduosdl eds 9lzes uwbo, IUI9le, (CLI) pu Lina |3l §ec
wuudss traceroute Llgwegsle Idezadle "-I" 9 "-N" Jpel 09 p3,2.

[ On the Client PC ]
# traceroute 10.18.127.245 -1 -n

Note: You may not observe any difference between traceroute with or without -I switch. The difference i

[ On FTD Lina CLI ]
ftd64# capture icmp interface inside real-time match icmp any any

Warning: using this option with a slow console connection may



result in an excessive amount of
due to performance limitations.

Use ctrl-c to terminate real-time capture
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57: 18:37:33.533816 10.10.10.11 > 172.18.127.245 1icmp: echo request

58: 18:37:33.533831 10.10.10.11 > 172.18.127.245 1icmp: echo request
59: 18:37:33.537066 172.18.127.245 > 10.10.10.11 icmp: echo reply
60: 18:37:33.537081 172.18.127.245 > 10.10.10.11 icmp: echo reply
61: 18:37:33.537081 172.18.127.245 > 10.10.10.11 icmp: echo reply
62: 18:37:33.538500 172.18.127.245 > 10.10.10.11 icmp: echo reply
63: 18:37:33.538500 172.18.127.245 > 10.10.10.11 icmp: echo reply
64: 18:37:33.539217 172.18.127.245 > 10.10.10.11 icmp: echo reply

64 packets shown.
0 packets not shown due to performance limitations.
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