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. 03l 09 IJedssy 1Jisds J FTD $od o, FQDN:

aleescob# show run dns
DNS server-group DefaultDNS

* ol o9 IJodosy wed uuuy FQDN:

aleescob# show run dns
dns domain-lookup wan_1557
DNS server-group DNS_Test
retries 3
timeout 5
name-server 172.31.200.100
domain-name aleescob.cisco.com
DNS server-group DefaultDNS



dns-group DNS_Test

* 030 05 lJbysB6 IJos swa9 wol Jlisy FQDN s LINA:

object network obj-talosintelligence.com
fgdn talosintelligence.com id 268434436

* gwd uuwo wlJVed: ol w9 Blises U9 o9d |Js FQDN s LINA:

access-1ist CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

access-1ist CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col

* 03l pl w9 gdso Vs Snort (ngfw.rules):

# Start of AC rule.

268434437 deny 1 any any 2 any any any any

# End rule 268434437

pdlzbo: Vs o3l Iduwsulysy vl Jlgwegsle Jlisy FQDN JJgzos: swp 13)lzo £ds o0 dstfqdn.

(log dcforward flowstart) (dstfqdn 268434436)

* o sVzue oo &uo dns slusse fadn iro_,‘ [ Suwwlbse Jlgbo I lJpsj6 wlo o Sed
|J IP J tallosintelligence:

aleescob# show dns

Name: talosintelligence.com
2001:DB8::6810:1b36
2001:DB8::6810:1c36
2001:DB8::6810:1d36
2001:DB8::6810:1a36
2001:DB8::6810:1936

Address:
Address:
Address:
Address:
Address:
Address:
Address:
Address:
Address:
Address:

aleescob# show

192.
192.
192.
192.
192.

FQDN IP Table:

ip = 2001:DBS8::

168.27.54
168.29.54
168.28.54
168.26.54
168.25.54

fqdn

6810:1b36, object

FQDN-ID = 268434436

ip = 2001:DB8::6810:1c36, object

TTL 00:05:43
TTL 00:05:43
TTL 00:05:43
TTL 00:05:43
TTL 00:05:43
TTL 00:05:43
TTL 00:05:43
TTL 00:05:43
TTL 00:05:43
TTL 00:05:43

obj-talosintelligence.com, domain =

obj-talosintelligence.com, domain =

talosintelligence.com

talosintelligence.com



ip

ip

ip

ip = 192.168.27.54, object
ip = 192.168.29.54, object
ip = 192.168.28.54, object
ip = 192.168.26.54, object
ip = 192.168.25.54, object
FQDN ID Detail:

FQDN-ID = 268434436

= 2001:DB8::6810:1d36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1a36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1936, object
FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

FQDN-ID = 268434436, object =
ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36, 2001:D

obj-talosintelligence.com, domain

obj-talosintelligence.com, domain

obj-talosintelligence.com, domain

com,

com,

com,

com,

com,

domain

domain

domain

domain

domain

obj-talosintelligence.com, domain

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.com

com

com

com

com

com

talosintelligence.com

talosintelligence.com

talosintelligence.com

o Il Bpo wdzuo 1boly Blises 1Us 9] Bes LINA spdoud pdlzbs IUbglle IJpesuwes JIJ
296 9,29z 98> pile 1Usesd:

firepower# show access-Tlist

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

object obj-talosintel
talosintelligenc

fqdn
host
host
host
host
host
host
host
host
host
host

2001:DB8:
2001:DB8:
2001:DB8:
2001:DB8:
2001:DB8:
.168.27.54
.168.29.54
.168.28.54
.168.26.54
.168.25.54

192
192
192
192
192

* Jpl 09 p9oe VBs IJuo9ys sUvd ool IUleuold |Js talosintelligence.com ool J9z9s

wlblod J FQDN G $§lisps 1Uguosd. god wedsd DNS o0 2l 2506 ICMP Ll wlos FTD.

:6810:1
:6810:1
:6810:1
:6810:1
:6810:1



el indows s g N E ::'|| imng talogintell :;l_|r'I|| 'l

PFinging talozintelligence.com [192.168.27.54) with 32 bytez of data:z
timed owt.
timed out.
E Eimed out.
Regquest timed out.

193 168827 54

4.

Fing fonr

Packats Recad i B, Lagt 4 18P laggd.

s Hindowsssystendd 3

o £33 oyl 1J9,09d oo LINA Jzie ICMP IJos e Lusldol puuedl:

access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

fqdn
host
host
host
host
host
host
host
host
host
host

obj-talosintelTi
talosintelligenc
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
192.168.27.54
192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

.+ s ldodlb blole ICMP g)bolyol sop luvdlbol B slzos 1J5¢9J:

aleescob# show cap W.s 13 z2jp6 pJo§bo 1: 18:03:41.558915 192.168.56.132>172.31.200.100
ICMP: 192.168.56.132 UDP psule 59396 segs) 19ue9d lJso 2:
18:04:12.3212692.166.16666.166616163>13 72.31.4.161 icmp: bJ. echo 3: 18:04:12.479162
172.31.4.161>192.168.56.132 icmp: j> [Jwsl> 4: 18:04:13.309966.192.166.132>172.31.4.161
ICMP: bJo IJosl>: 18:0:4 3.462149 172.31.4.161>192.168.56.132 icmp: > echo 6:
18:04:14.308425 192.168.56.132>172.31.4.161 icmp: bJ. echo 7:
18:04:14.47542172.31.311.311.11.1112.11112.3.111111112.162.12.12.162222622.1262226>>>>>
192.168.56.132 icmp: > echo 8: 18:04:15.306823 192.168.56.132>172.31.4.161 icmp: bJ. echo
9: 18:04:15.463339 172.31.4.161>192.168.56.132 ICMP: > IJI,w»l>: 10: 8:04:25.713662
192.168.56.132 > 192.168.27.54 icmp: bJ. echo 11: 18:04:30.704232
192.168.56.132>192.168.27.54 icmp: bJ. echo 12: 18:04:35.71144801 2.168.56.132 >
192.168.27.54 icmp: bJ. echo 13: 18:04:40.707528 192.168.56.132>192.168.27.54 icmp: bJo
echo _Cob# sho cap asp | Ws 192.168.27.54 162: 18:04:25.713799
192.168.56.132>192.168.27.54 icmp: bJ. echo 165:
18:04:30.704355192.168.56.132>192.168.27.54 bJ_ ICMP: 168: 18:04:35.711556
192.168.56.132 > 192.168.27.54 icmp: bJ. echo 176: 18:04:40.707589 192.168.56.132 >
192.168.27.54 ICMP: bJ. echo



¢ 030 05 IJb,5868 IJos swsg wol IJowug Jigs 25 ICMP o3o:

aleescob# sho cap in packet-number 10 trace
13 packets captured

10: 18:04:25.713662 192.168.56.132 > 192.168.27.54 1icmp: echo request
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.57.254 using egress ifc wan_1557

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col
access-1list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory

access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

Additional Information:

Result:

input-interface: lan_v1556

input-status: up

input-Tine-status: up

output-interface: wan_1557

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

» Bl o lple 10glue w3less Ideede B 1dsuesd pumese] wor Bosl peld edis [lz sep
IJoble Jesb zelsé-perd-ouoese IJIble



> system support firewall-engine-debug

Please specify an IP protocol: icmp

Please specify a client IP address: 192.168.56.132
Please specify a server IP address:

Monitoring firewall engine debug messages

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 new firewall session

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 DAQ returned DST FQDN ID: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Starting with minimum 2, 'FQDN-ACL', and SrcZone first wi
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Match found for FQDN id: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 match rule order 2, 'FQDN-ACL', action Allow
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 MidRecovery data sent for rule id: 268434437,rule_action:
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 allow action

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 deleting firewall session

* gwd uuy FQDN Jgje pu glpd wuods6 puwed (FastPath). odsl sy Vs 1JB9le>
ngfw.rules:

iab_mode Off

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268434439 fastpath any any any any any any any any (log dcforward both) (tunnel -1)
268434438 allow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268434438 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268434438 allow any any any any any any any 47 (tunnel -1)

268434438 allow any any any any any any any 41 (tunnel -1)

268434438 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

* pu9zod U, LINA pg 2506 poouE:

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-
access-1list CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1

access-1list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter

Additional Information:
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ind Warnings for Requested Deployment
You can still proceed with deployment.

Severity  Device Policy Details
i banfouga PS

e wpdsy Idpuwadse
. Jp sz IJpuwegp ls 9lzos o DNS
Je SUp LTS Jlso 9lzos J 0 neTT T Jaal i ) ]
DNS s |esls IJoble wee goldee 9lz06 ywlo, 1Jl9le, (CLI)
IJlwlgus Jzol; 6.2.3 IJEluod wpzeses IJesbe
'mzafiro_platform_settings'. W Jsuwe
eldé ldpologsdc Ju sop
obosd s peeses ¢olbe DNS
pg "DNS" 9,50l

op lUlouble.

S -NANNE-S

gw> luweole FQDN I IJuoz el yoz AC/uog glpd IUouo¥ss ldpuwe @ Spdu 229 ol
lJg ol 9lbbolyo WS 9lz0s pwegse FMC:

0 Deployments § @ Health § Tasks

(&total) Orur 1 success O [ 1 failure Show History

Global \ INDIA \ BANGALORE

0 10.10.18.68 Deployment failed due to failure collecting policies 0s
and objects. If problem persists after retrying,
contact Cisco TAC.
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