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peJ9ple lgwlymss

S38p FTD uVw gsble odsso NAT ped zolj Uiplo lJslod JJodsy (ASA) IJoddss:

* 89le> NAT pu Yod - 03l sgbd pyosu NAT (IJduwe 1) eds ASA IJo@ds>s.
* 89les NAT IJed@lisss - 1dduwe 2 Ws ASA IJo8dsss
o o> 99les NAT - o3l sgbd pyosu NAT (IUGuwe 3) eds ASA IJo¥dsss.

wpl 1o ©dssu FTD swp pu IJ FMC guspl soedd IUle) wodsso NAT. Beu 1duo,9)s o wdso
eJs )lso w9lzood Idpuwedse IUyuw9pss (GUI) J FMC gpgedod ¢sble Idodssy.
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lJpops 1. odgsu NAT IJelow gds FTD
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luwpe oz NAT luwpe zoly FTD
Wlesé nat Oless NAT 1Uss956
w9 NAT Slow

I>)lz s 1Jduwe 1

9lzod 1Jpuos, SleJ*




9lzod lJ9zod

DMZ*

IUpuoss Iluads

192.168.75.14

PUP2) PICP

192.168.76.100

|lowoesle polbd IUlely J@less NAT

. Host-C
HOSt A 192.168.75.x/24 FTD 5 192.153.??.!,&’24 10.1.1.0/24 Gb
._ outside L2L VPN ﬁ .14 ;;\?

NAT lJolow
lJeJ:

wsupl eds ASA |J=QL§4..§.)..§‘ Sew &Jdsd [uwedsle e Wb §9les NAT. s FTD: sJjped
luveele pollo S 1dlelo 19 pzesele Islzos.

IJglo96 1. §p wotuosue lslzole Jpulbd 1Jielulezpesele 1J9lz06.

WO 030 lJpopd: w9, wessu 9leole FTD lJos swp luvegsleol J NAT |Us pulb g |Ji|o|Q. wHJ
pu 3JIc spdud wessuop [Us pzesele 1Uglzos Jpl 09 p9 oz SO 1Ju0)s.

Edit Physical Interface

Made: MNone w
Mame: insade I Enabled [ Managernent Only
Descnption:

IEE) 4 vo Advenced  Hardware Configuration

MTU: 1500 (64 - 9198)

Interface ID:




lJglb9s 2. IJuwszs Jel 09 p9oz O 1Juo9,)s.

Devices Routing Inline Sets DHCP
=4 ] Add Interfaces -
Interface Logical Name Type Interface ulxim Mac Address{Active/Standby} TP Address
GigabitEthemetl/1 nside Physical nside_zone 192,158, 75,6/ 24 (Static)
GigabitEthemerl /2 dmz Phiysscal dmz_zone 192.168.76.6/ 24(5tatic)
GigabitEthemarl /3 culside Phiyeacal outside_rana 192 168.77.6/24(5ta0:)

lJglo9é 3. spdud louvleloz)s) peesele 9lzod 9pullb 9 i,olg, pu o926 IJdlisule > blye
IJJlsule Jel 09 p9 0z Os 1Uuo9)6.

Overview Analysis Policies Devices Eeli)[=laé] Deploy System Help v  admin v

Object Management Intrusion Rules

F

4
& Network = Name - &d Security Zone |. ]
& Port : & Interface Group
ina dmz_zone & O
o Interface
% Tunnel Tag sua iNside_zone Security Zone Routed & 0
L Application Filters san Cutside_zone Security Zone Routed 0

VLAMN Tag

polbd IUlplo pdlud pzesele 109lzos

SYpuU IJIaotJIgé lyssuvs wsu pulb @ UjP'L'J 9pze9ele 1Jglzos Vs lpdluse luwele 1Jglzos
lJs pub o lply 9lzse Wb 9JIu Spdu lu SN IJs pzesele 9lzgod pogsss. J3JY pu
IJolzso IJgpdso:r w99, pzegle [J9lzos py9us 1Je,.

SpJdud o eys o lJ9lzoo IUsIgJso wuwps IJs peessws 9lzod pgoddosu: 9dIJu pulb 9o
lelo 91226 VGl Jpl 09 p9 oz B IJL09)6.

Overview Analysis Policies Devices JEslijf=lad ploy System  Help v admin v
Object Management Intrugion Rules
+ ) Add =
5 Metwork = | Hame - Interface Type I |
¥ Port
- & o5 Groupl Inteface Group Routed
o Inerface
4 FTDS506-
+ Tunnel Tag
nside
il Applcation Fiters
& gou Gf 1 i s i
% VLAN Tag san Groupd Interface Group Rouwted &0
& Security Group Tag QR =
@ un [P ncide |
E Geolocation # .o dmz_zone Security Zone Rouwted &
Variable Set # B8 FTDS506-1
a ) Securnty Inteligence Wimz
& Network Lists and Feed: 4 jua side_zone Routed
@ DNS Lists and Feeds || & i 2
# LWL Lists and Feeds
.hml-ch ol 4 o gutside_rong Secunty Zong Routed 1
File List 4 B8 FTDS506-1
4 Cipher Suite List W cutside




lJ¢bbes 4. judJo NAT Lwldy [wolosds geds FTD.

loodd 1Js 1Jizoss > NAT glu s wwsluws nat. 233 Gusluwd 23836 > NAT Jdsdle so lJoosss
Jel 09 p9 oz S 1096

Analysis N Devices Objects AMP system  Hely admen ¥

Device Managemenk MHAT VN Qos Platform Settings

2d Mew Poley

Firepowar NAT

Threat Defense NAT

121096 5. 235 Iuwe IJuoz 98 wogssue eds zob pumwwosd Jpl 09 p9 o S 129,68

Mew Policy X

Mame: FIDS50:6- 1 1
D Fpiati !

Tammbed Dinaces

Select devices to wheh vou wand to apply thes poboy.
Avallable Devices Sqlectod Diewioe::

FICH300 result
i

IUg b9 6. |_ol s Bless nat |Us [woz: lod, 996 luolds §less.

223 3dY ey pobdole 1Upoes Jel 09 p9 0z Vs IJuo9).

Add NAT Rule
Type: ¥ | ¥ Enable
Dhescrption:
CTETITETN vonton | PAT ool Advancd
fiwailable Interface Objecds & Souwce Interface Objects (1) Deski Jntesface Objects |

4 Sean AT ok Wisade_Fone J is3 dmz_zone

iva olutsadle Fone

a3 dmeE_zone Add e
; Source

ian mede_rone

se3 Groupl

i53 Group2




Add NAT Rule

MAT Rigie Banuil BAT Rk " inzeat:
Type Ghate w | P Enghie
Che=gvipriien ©

ot s (T 7ot s

Chreperal Facked

Owigpniad Soureg="® Hozt-A LAl 4
Ovgnal Diestimanan Address w

bl *

Ovigenad Source Port: il
Owigeniad Diestiman Pori: v | g

I At iy ¥ | MAT Pults Balore *

Tramsdated Fached

Tirafrila bl Souids: Badreng =
Haat -8

Trarls bed Depatmatcn: L
Translabed Source Port: bt
Translybed Desbnation Port: I

e o @ ©

lJposd-A = 192.168.75.14

host-b = 192.168.76.100

<#root>
firepower#
show run obj ect

object network Host-A
host 192.168.75.14

object network Host-B
host 192.168.76.100

A oedsy: 1o suvdd lue uwldy luvolosds nat_9.,s&s.;, Sho wpllu seze puod ) wES 3JY
IJ 2298 09, pe> J IJs IJewslo pu IJSLo sdsu lesw. sogs, eds Ideuwetrpsu
UguogJ L_Ls Lso e>p0 ro,od.,_,o eJs 191206 1Jpesus. 90w opu lpds 030 1Jgsple

IJglbgos 7. IJuwszs Jel 09 paoz O 1Juo9,)s.

E‘- Pobcy Assignments (1)

B Fler by Device

& Add Rue
r_uri-oinal Packet " Translated Pal:kc't_‘
& Dire... Typ Source Destination Driginal Orrigginal Origi...  Translated Transkated Trans... Options
Interface Obj... Interface Ob... Sources Destinatie... Servi.. Sources Destinatio.. Servi.. |
* MNAT Rules Before
Il # Stal o inside_zone isy dmz_zone = Host-A = Host-B -% Dins:false I 8

¥ Auto NAT Rules

¥ NAT Rules After




IJg096 8. ol 0 929> uwsluws wzde Bs IUsuesd cumer Jeuosd-B Lldsuesd IUs
IJpoos8-A sldeduw Lozse. widyo o uwldy [wolosds nat 9z logle Ide )l osl. Jol o9
1zl pg ASA IJoGdsss: lze luwoesle IPS IUz s .03l posde Jio LINA B o3l IUpg oo,
uquJ 9.6.1.x JPJ dl"l 09 P92 ;9.5 |Ju0_9_)5.

T Security Intelligence  HTTP Responses  Advanced

# Fiter by Device ) Add Category &3 Add Rule  Search Rules

Mandatory - FTDS5506-1 (1-2)

1 Host-Ate Ho X 192.168,75.14 2 192.168.76,14

4
=
i
) ®
=]
%
(]

2 Host-B to Ho: n 192.168.76.14 B 192.168.75.14

Default - FIDSS506-1 (-)

There are no rwles in this section, Add Rule or Add Category

Lo e ar |

lJozdy:

eu CLI Jsul:

<#root>
firepower#

show run nat
nat (inside,dne) source static Host-A Host-B

we [lz 8less NAT B 1dGuwe 1 Jel 09 posde:

<#froot>

firepower#

show nat

Manual NAT Policies

(Section 1)

1 (inside) to (dnz) source static Host-A Host-B

translate_hits = 0, untranslate_hits = 0

% pdlebo: 1Jp)lzd IJ 2 1Jos sop logvlgel Ws IUgJwdso.

<ffroot>

firepower#



show x| ate

2 in use, 4 most used
Flags: D - DNS, e - extended,

I - identity

, 1 - dynamic, r - portmap,

s - static, T - twice

, N - net-to-net

NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 0:41:49 timeout 0:00:00

NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:41:49 timeout 0:00:00

z>lod ASP NAT:

<#root>
firepower#

show asp tabl e classify domain nat

Input Table
in id=

0x7ff 6036a9f 50

, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0

src ip/id=192.168.75. 14

, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in id=

0Ox7f f 603696860

, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.76.100

, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Output Table:

L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never



<#root>
firepower#

show asp table classify domai n nat-reverse

Input Table

Output Table:
out id=

0x7ff 603685350

, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.75.14
, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out id=
Ox7ff 603638470
, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.75. 14

, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

L2 - Output Table:
L2 - Input Table:
Last clearing of hits counters: Never

8p wopdsu IUIJoblb ulgwogsle olyosd Idoowg edJs FTD glgoul) Idlcuold po
IJeuos9-B [Us IJpuos9-A Jol 09 p9 oz S 1Uuo9)6.

<#root>

firepower#

capture DVZ interface dnz trace detail match ip host 192.168.76.14 host 192.168. 76. 100
firepower#

capture INSIDE interface inside trace detail match ip host 192.168.76. 14 host 192.168.75. 14



Civlzsersseiscolping 192.168.76.1680

Pinging 192.168.76.188 with 32 bytes of data:

Reply from 172.168.76.188: bhytez=32 time=3ms TIL=1Z8
Heply From f2.168. /6. 108 bhytes=3s time=ins 11L=12ZH
Reply from 192.168.76.188: bytes=32 time=1ms TTL=128
Heply from 1%2.168.V6.10H: hytez=3dd time=lmz TIL=1.ZH

Fing statistics for 192.168B.70.1808:

Fackets: Sent d . Keoeiuved 4. Lost H (H lossy,
Approximate round trip times in milli-—seconds:

Min Lmumn imz,. Maximum Imnz. Average ims

'-.__ IJ'- . I.J'"I.'I- 1

£33 pylo 1U9uo9d 0929 WO zolod ASP:

<#root>
firepower#

show asp table classify domain nat

Input Table

in  1d=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in id=

0x7ff 603696860

, priority=6, domain=nat, deny=false

hits=4

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

<#root>
firepower#

show asp table classify domain nat-reverse

Input Table

Output Table:
out id=

Ox7f f 603685350



, priority=6, domain=nat-reverse, deny=false

hits=4

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out 1d=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

Sbo, lJoyll 1Jz)pes:

<#root>
firepower#

show capture DVZ

8 packets captured

1: 17:38:26.324812 192.168.76.14 > 192.168.76.100: icmp: echo request
2: 17:38:26.326505 192.168.76.100 > 192.168.76.14: icmp: echo reply
3: 17:38:27.317991 192.168.76.14 > 192.168.76.100: icmp: echo request
4: 17:38:27.319456 192.168.76.100 > 192.168.76.14: icmp: echo reply
5: 17:38:28.316344 192.168.76.14 > 192.168.76.100: icmp: echo request
6: 17:38:28.317824 192.168.76.100 > 192.168.76.14: icmp: echo reply
7: 17:38:29.330518 192.168.76.14 > 192.168.76.100: icmp: echo request
8: 17:38:29.331983 192.168.76.100 > 192.168.76.14: icmp: echo reply

8 packets shown

Tl 12506 (Joudlb 1Jpops sop luslbjol).

N LUlpbs: pe s Bless NAT sheulbol Lz ASP.

<#root>
firepower#
show capture DVZ packet-nunber 3 trace detail

8 packets captured

3: 17:38:27.317991 000c. 2998. 3f ec d8bl. 90b7.32e0 0x0800 Length: 74
192.168. 76. 14 > 192.168.76. 100: icnp: echo request (ttl 128, id 9975)

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW



Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602c72be0, priority=13, domain=capture, deny=false
hits=55, user_data=0x7ff602b74a50, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 2
Type: ACCESS-LIST
Subtype:
ResuTlt: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff603612200, priority=1, domain=permit, deny=false
hits=1, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside,dne) source static Host-A Host-B
Addi tional Infornation:

NAT divert to egress interface inside

Untransl ate 192.168.76.100/0 to 192.168.75.14/0

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip host 192.168.76.14 host 192.168.75.14 rule-id 268434440
access-1list CSM_FW_ACL_ remark rule-id 268434440: ACCESS POLICY: FTD5506-1 - Mandatory/2
access-1list CSM_FW_ACL_ remark rule-id 268434440: L4 RULE: Host-B to Host-A
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:
in id=0x7ff602b72610, priority=12, domain=permit, deny=false
hits=1, user_data=0x7ff5fa9d0180, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.76.14, mask=255.255.255.255, port=0, tag=any, ifc=any

dst ip/id=192.168. 75. 14

, mask=255.255.255.255, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 5

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Config:

class-map class-default



match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff60367cf80, priority=7, domain=conn-set, deny=false
hits=1, user_data=0x7ff603677080, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 6

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (inside,dmz) source static Host-A Host-B

Additional Information:

Static translate 192.168.76.14/1 to 192.168.76.14/1
Forward Flow based Tookup yields rule:
in

i d=0x7f f 603696860

, priority=6, domain=nat, deny=false

hits=1

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 7
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in 1id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 8
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff6035c0af0, priority=0, domain=inspect-ip-options, deny=true
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 9



Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class 1inspection_default
inspect icmp
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602b5f020, priority=70, domain=inspect-icmp, deny=false
hits=2, user_data=0x7ff602be7460, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 10
Type: INSPECT
Subtype: np-inspect
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  1d=0x7ff602b3a6d0, priority=70, domain=inspect-icmp-error, deny=false
hits=2, user_data=0x7ff603672ec0, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 11
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (inside,dmz) source static Host-A Host-B
Additional Information:
Forward Flow based Tookup yields rule:
out

i d=0x7f f 603685350

, priority=6, domain=nat-reverse, deny=false

hits=2

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 12
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=4, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any



dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 13
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602c56d10, priority=0, domain=inspect-ip-options, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 5084, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options

snp_fp_snort

snp_fp_inspect_icmp

snp_fp_translate

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_translate

snp_fp_inspect_icmp

snp_fp_snort

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: EXTERNAL-INSPECT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:



found next-hop 192.168.75.14 using egress ifc inside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 000c.2930.2b78 hits 140694538708414

Phase: 19
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out id=0x7ff6036a94e0, priority=13, domain=capture, deny=false
hits=14, user_data=0x7ff6024aff90, cs_id=0x0, T13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=inside, output_ifc=any

Result:

input-interface: inside
input-status: up
input-Tine-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

1 packet shown

lJpops 2. od9su wiged eudlu lJpuds (PAT) eJs FTD

odosu NAT bo gl Joso ldpwbdolw:

Sless nat Ilg>6 NAT IJso956
u9e NAT dssulps
I>,lz B IJSuwe 1

9lz06 lJp o) sleJ”




91206 IJ9z0d ebe”

IJpuo3, Iiuods 192.168.75.0/24

PUP) PR Islzos 1Jghzse (PAT)

|lowoesle polbd IUlely J@less NAT

Host-A 195 168.75.x/24  FTD o1s 192.168.77x/28 101.1.0/24 HostC
;3 : 14 ;d

NAT IJeloo
olo
lJeJ:

IUgbo9s 1. $p wluolds Bless NAT &louss 86e wldodsss 988! Jeolbdule 1Upops Jpl o9
P9 DS 1Juoys.

Add NAT Rule
MNAT Rule: Manual NAT Rule w Insert: ¥ NAT Rules Before |v
Type: Dynamic v | | I Enable
Description:
Translation  PAT Pool  Advanced
Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

4 Search by name sew nside_zone a fow Outside_zane

sww Outside_zone

iea dmz_zone Add to
. Source

sww inside_zone

san Groupl

amn Group2

1Jgo96 2. oul s LvIdJe Loyw Jel 09 p9 Loz IS 1Juo9,)6.




Add NAT Rule

NAT Rule: Manual NAT Rule » Insert:
Type: Dynamic o I Enabie
Descrption:

Interface Objects m PAT Pool  Advanced

In Category

¥ NAT Rules Before v

Original Packet

Crriginal Source: ™ Ner_192.168.75.0_24bits b

Original Destination: Address e

-
Onginal Source Part: w
Omiginal Destination Port: b

Translated Packet
Translated Source:

Translated Destination:

Translated Source Port:

Translated Destination Port:

Destination Interface 1P bt

ﬂThw values salectad for Dastination Interface
Objects in ‘Interface Objects” tab will be used

v
v o

v

Iglo96 3. sodyu IJuwses Jel 09 p9oe s 1dun9,s.

ok e _pene oy dme_pane

- Haie-A

= Haat-B

) Deictalae

ok, mpide_rone b, outside_rone

B Mot LR 160, 75.0_24bts
—

) ttestscn ||

‘ Errvs-falsa

Iglgs 4. clduwed Jolds o3l ldpg o S vodssu vog ldeede Os 1Usuosd Jduwelz

Jeese erJé 1dp,s, wlde)s..
lJozds:

ouvdsd nat:

<#root>
firepower#
show nat

Manual NAT Policies (Section 1)

1 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynam c Net_192.168.75.0_24bits interface

translate_hits = 0, untranslate_hits =0

o0 9206 Lulb, IJisle, (CLIY IJgl06 o LINA Jlzbs IJlsgld 1z

<#root>



firepower#

show x| ate

3 in use, 19 most used
Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,
s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:15:14 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:15:14 timeout 0:00:00

NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:04:02 tinmeout 0:00:00

wedsu IUIdodlb gds 1J9lzgos 1UsIEJss 9ldghzss. wouvesd IUIdoglb 1UsIgds wpdsy

lJooos:

<#root>
firepower#
capture CAPlI trace interface inside match ip host 192.168.75.14 host 192.168.77.1

firepower#

capture CAPO interface outside match ip any host 192.168.77.1

sop lpeoh ool po ldeosd-A (192.168.75.14) |Ues 1P 192.168.77.1 Jpl 09 0902 Bes

IJuo95.

CrisMindowsssystend2 dping 192.168.77.1
32 bytes
hytes=32
bytes =32
hytes=32
bytes=32

of data:
L =1 ms
ime =1ms
ime =1lms
ime=1ms

Pinging 192.168.77.1 with
Reply twom 192.168.77.1
Reply from 192.168.°77.1
Reply from 192.168.77.1
from 192.168.77.1

L |

Reply

Ping statistics for 192.168.77.1:
Fackets: Sent 4. Received 1i.

pproximate ound terip times in milli
Hinimuwm 1lmz . Haximum lmz . Average

Lost 0 CB
= L fla] L I. i
1ms

B LINA £Js Guuo: lue suwebse Jlse 1 posw woges:

<#root>
firepower#

show cap CAPI

8 packets captured

TTL=255

loss 2,




1: 18:54:43.658001

192.168. 75.14 > 192.168.77.1

: icmp: echo request

2: 18:54:43.659099 192.168.77.1 > 192.168.75.14: icmp: echo reply
3: 18:54:44.668544 192.168.75.14 > 192.168.77.1: icmp: echo request
4: 18:54:44.669505 192.168.77.1 > 192.168.75.14: icmp: echo reply
5: 18:54:45.682368 192.168.75.14 > 192.168.77.1: icmp: echo request
6: 18:54:45.683421 192.168.77.1 > 192.168.75.14: icmp: echo reply
7: 18:54:46.696436 192.168.75.14 > 192.168.77.1: icmp: echo request
8: 18:54:46.697412 192.168.77.1 > 192.168.75.14: icmp: echo reply
<#root>

firepower#

show cap CAPO

8 packets captured
1: 18:54:43.658672

192.168.77.6 > 192.168.77.1

: icmp: echo request

2: 18:54:43.658962 192.168.77.1 > 192.168.77.6: icmp: echo reply
3: 18:54:44.669109 192.168.77.6 > 192.168.77.1: icmp: echo request
4: 18:54:44.669337 192.168.77.1 > 192.168.77.6: icmp: echo reply
5: 18:54:45.682932 192.168.77.6 > 192.168.77.1: icmp: echo request
6: 18:54:45.683207 192.168.77.1 > 192.168.77.6: icmp: echo reply
7: 18:54:46.697031 192.168.77.6 > 192.168.77.1: icmp: echo request
8: 18:54:46.697275 192.168.77.1 > 192.168.77.6: icmp: echo reply

1) 1d2506 pg [8uwle pops o6

<#root>

firepower#

show cap CAPlI packet-nunber 1 trace

8 packets captured

1: 18:54:43. 658001 192. 168. 75. 14 > 192.168. 77.1: icnp: echo request

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2
Type: ACCESS-LIST
Subtype:



Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source dynam c Net 192.168.75.0_24bits interface
Addi tional |nfornation:

Dynamic translate 192.168.75.14/1 to 192.168.77.6/1

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:



Phase: 9
Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class 1inspection_default
inspect icmp
service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

ResuTlt: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 6981, packet dispatched to next module

Phase: 15

Type: EXTERNAL-INSPECT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16
Type: SNORT
Subtype:



ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

ResuTlt: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address c84c.758d.4980 hits 140694538709114

Phase: 19

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

1 packet shown

wp logule xlate IUssulpsds (Jlzl gdlple RI):

<#root>
firepower#

show x| ate

4 in use, 19 most used
Flags: D - DNS, e - extended, I - identity,

i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:16:47 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:16:47 timeout 0:00:00
NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0



flags sIT idle 0:05:35 timeout 0:00:00

I CVP PAT frominside: 192.168.75.14/1 to outside:192.168.77.6/1 flags ri idle 0:00:30 timout 0:00:30

WS ywedle LINA o)t

<#root>

firepower#

show | og

May 31 2016 18:54:43: %ASA-7-609001: Built local-host inside:192.168.75.14

May 31 2016 18:54:43: %ASA- 6-305011: Built dynamic ICVP translation frominside: 192.168.75.14/1 to outsi

May 31 2016 18:54:43: %ASA-7-609001: Built Tocal-host outside:192.168.77.1

May 31 2016 18:54:43: %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1 gaddr 192.
May 31 2016 18:54:43: %ASA-6-302021: Teardown ICMP connection for faddr 192.168.75.14/1 gaddr 192.168.7
May 31 2016 18:54:43: %ASA-7-609002: Teardown local-host outside:192.168.77.1 duration 0:00:00

May 31 2016 18:55:17: %ASA- 6- 305012: Teardown dynamic | CMP translation frominside:192.168.75.14/1 to ot

nat 9w pe:

<#root>
firepower#
show nat

Manual NAT Policies (Section 1)
1 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynami c Net_192.168.75.0_24bits interface
translate _hits = 94, untranslate hits = 138

£, 2219J ASP:

<#root>
firepower#

show asp table classify domain nat

Input Table

in  1d=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz



in id=0x7ff603696860, priority=6, domain=nat, deny=false
hits=4, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

in  id=0x7ff602c75f00, priority=6, domain=nat, deny=false
hits=94, user_data=0x7ff6036609a0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside

in id=0x7ff603681fb0, priority=6, domain=nat, deny=false
hits=276, user_data=0x7ff60249f370, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.77.6, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

<#root>
firepower#

show asp table classify domai n nat-reverse

Input Table

Output Table:

out id=0x7ff603685350, priority=6, domain=nat-reverse, deny=false
hits=4, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

out id=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

out id=0x7ff60361bda0, priority=6, domain=nat-reverse, deny=false
hits=138, user_data=0x7ff6036609a0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

out id=0x7ff60361c180, priority=6, domain=nat-reverse, deny=false
hits=94, user_data=0x7ff60249f370, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside

lJpoped 3. sy luwowule NAT eds FTD

oJdosu NAT bo @l Jodo ldpobdule:

Bless nat Slexs NAT U956




w9 NAT

Ilz B IJSuwe 1 zese IJ89les 1Uesz9d
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91206 IU9zod ebe”
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1J21096 2. 9p Clle woo o Idpuwly Jogsss Slzes ez

) edlebs: J§sles 09,56 nate pod IJss Iuodwo: spdud wgss) Jsdss weass 9lzod IJpg e
Slwepsle wee Ideush IUglhs Jpl 09 p9 oz S 1Ju09,6.

Edit NAT Rule ? X
NAT Rule: v Insert: In Category ¥ NAT Rules Before | v

Type: Static v/ | F enatsa

Description:

Interface Objects  Transhation  PAT Pool [ETFETIEE]
-
B

™ tve
T

[™ Do not proxy ARP on Destination Interface

= Parform Route Lookup for Destination Intarface

[ unidirectional

lJog9s:

<#root>
firepower#
show run nat

nat (inside, outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static ne

nat (inside,dmz) source static Host-A Host-B
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

<#root>
firepower#
show nat

Manual NAT Policies (Section 1)



1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192. 168. 75. 0_24bits destination stat
translate_hits = 0, untranslate_hits =0

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 96, untranslate_hits = 138

Ip wousgsd packet-tracer Jg,Js o)9) Idoslule g6, 1Uglueé wubveds VPN IJos sope
lJzuesd edsol puslgd Iuvods. sop luvegsle 8lexs PAT Jel o9 pu9e:

<#root>
firepower#
packet-tracer input inside tcp 192.168.75.14 1111 192.168.77.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: CONN-SETTINGS
Subtype:

Result: ALLOW
Config:



class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source dynam c Net 192.168.75.0_24bits interface
Addi tional |nfornation:

Dynamic translate 192.168.75.14/1111 to 192.168.77.6/1111
Phase: 7

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: rpf-check

ResuTlt: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
Additional Information:

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7227, packet dispatched to next module



Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

S woubgsd packet-tracer Jg,Js Ipyg) Idos sew |u ey 8wy 099 VPN (e voubgsdo
eroSU pwd Idezlads IUlvds Idos cede wdd VPN Jlgds).

A pdlebo: sgu lgosh Vlgsé [uwooole NAT.

l9d pelods Jowwe IJeie:

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN- NAT

Subt ype: static

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional |nfornation:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4

Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:



access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional Infornation:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subt ype: encrypt
Resul t: DROP

Config:

Addi tional Infornmation:

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: outside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule



pTlods wedw IUzipd IJeluss:

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

nat (inside,outside) source static Net_192.168.75.0 _24bits Net _192.168.75.0_24bits destination static ne
Addi tional Information:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global



Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional |nfornation:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: encrypt
ResuTlt: ALLOW

Config:

Additional Information:
Phase: 10

Type: NAT

Subtype: rpf-check
ResuTlt: ALLOW

Config:

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
Additional Information:

Phase: 11

Type: VPN

Subt ype: ipsec-tunnel -fl ow
Resul t: ALLOW

Config:

Addi tional Infornmation:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:



Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7226, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

IJozdd pu g5 pole 9uo9d NAT:

<#root>
firepower#
show nat

Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits

translate_hits = 9, untranslate_hits =9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

lJpopd 4. odsy lJIlisy NAT eds FTD

odosu NAT bo gl Joso ldpubdolw:

destination stat

Slesé nat Olesé NAT IJod$lissé
u9e NAT olow
ble O IJEwp 2

9lz0d IJp 05, slgJ”




9lzod lJ9zod

DMZ*

IUpuoss Iluads

192.168.75.99

PUP2) PICP

192.168.76.99

ozed 29> DNS IJos wblo g odo IJ8lesé

pedu

*lovopsle pulbd IUlely JBless NAT
IJzJ:

IJgb9s 1. §p wodssy IJ8less 99381 Jpobdole IJpops Jel 09 p9 oe B 1Ju29.-

Add NAT Rule
NAT Rule: Auto MAT Rule
Type: Static 2

G ELCR T i Translation  PAT Pool  Advanced

Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

iah OUtside_zone

san dMz_zone Add to

R Source

iaa mside_zone

sa% Groupl

suw Group
Add MAT Rule X
NAT Rule: Auto NAT Rule w

Type: Static v | =

Interface Objects Transintinn PAT Pool  Advanced

Original Packet Translated Packet

Ornginal Source:™ obj-192.168.75.99 LA+ Transtated Source: Address w

I obj-192.168.76.99 I ~ 2

Original Port: TCP »

Translated Port:




Add NAT Rule

MAT Rule: Auts NAT Ribe -

Type: S1a T v | F

r Fallthrough to Inteface PAT{ Destnation Interface)
™ wve
[ Net to Net Mappng

[ Do not proxy ARP on Destination Interface
r- Perform Route Lookun for Destimation Interface

IJgb9o 2. IJueszs o8 Jel 09 p9oz O 1Juo9)s.

1 ' St o5 nsde_zone N outside_zone BB Net_192.168.75.0_24bts B et _10.1.1.0_24bas B Net_152.168.75.0_24b g net_10.1.1.0_2dbas
2 & Sta.. & nsde_zone I dmz_zone 58 Host-A B Host-B
3 - Dy.. 5 osde_zone I, outside_zone [ MNet_192.168.75.0_24bes ‘ Irteiface

¥ Auto HAT Rules
# I '. Sta.. I nsde_zone L dmz_zone 8 ob0-192.108.75.99 "om-wz.lw.m.w I

* HAT Rides Adver

lJozdy:

<#root>
firepower#
show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n

nat (inside,dmz) source static Host-A Host-B
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
!

obj ect network obj-192.168.75.99
nat (inside,dnz) static obj-192.168.76.99 dns



<#root>
firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits

translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Aut o NAT Policies (Section 2)
1 (inside) to (dne) source static obj-192.168.75.99 obj-192.168.76.99 dns
translate_hits = 0, untranslate_hits = 0

IJo2dd e ¢l bl cove Ige:

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.99 1111 192.168. 76. 100 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.76.100 using egress ifc dmz

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

destination stat



access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434

access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6
Type: NAT
Subt ype:
Resul t: ALLOW
Config:
obj ect network obj-192.168.75.99
nat (inside,dnez) static obj-192.168.76.99 dns
Addi tional Information:
Static translate 192.168.75.99/1111 to 192.168.76.99/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION
Subtype:

ResuTlt: ALLOW



Config:
Additional Information:
New flow created with id 7245, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

IJpopé 5. odssu wzee PAT gds FTD

oJdosu NAT bo @l Joso ldpobdole:
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IJpuo IJivods 192.168.75.0/24
PUOS) PLITP 192.168.76.20-22
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Add NAT Rule
MAT Rule:
Type:

Dascription:

Interface Objects

Manual NAT Rule

Dynamic

Translation

W

Insert:

¥ | | ¥ Enable

PAT Pool  Advanced

In Category ¥ NAT Rules After b

Avallable Interface

%4 Search by name

ica DULside_zone
sab dmz_zone
iea inside_zone
iaa Groupl

ik Groupd

Objects &

Source Interface Objects (1)

a .
aaw inside_zone

Add to
Source

Destination Interface Objects (1)

:F' E‘

Add MAT Rule
NAT Rule:
Typee:

Description:

Interface Objects
Original Packet
Onginal Source:*®

Original Destination:

Original Source Port:

Manual NAT Rule

Dyynarmic

PAT Pool

w

Insert: In Category

" Enable

Advanced

~  NAT Rules After

w

Met_192.168.75.0_24bits b

Address

Translated Packet
Translated Source:

Translated Destination:

Translated Source Port:

Original Destination Port: Translated Destination Port:

€ ©¢ © ©

1Jeb96 2. 9p wopdsy ubly ldeuds IJolow pg wuopsy pulds ReserveVer IJos ouwper
Nowepsle 1Jobls ulJdled (1-65535) Jal 05 a9 0z Bes IJLo96.

Add NAT Rule

NAT Rule: Manual MAT Rule Insert: Ini Category ¥ | NAT Rules After b

Type: Dynamic ¥ | ¥ Enable

Descnption:

Interface Objects  Trenslation WUGYRETE N Advanced

IF Enable PAT Poal I

PAT:

Address

L1

ge-192,168.76.20-22 ¥ )

I Use Round Robin Alocation

™ Extended PAT Table

" Flat Port Range

F Indude Resarve Ports

IJglb9o 3. 909y IJuwszs Jel 09 paLoe O 1Juo9,e.
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lJozdd:

<#root>
firepower#

show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
nat (inside,dmz) source static Host-A Host-B

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

!

object network obj-192.168.75.99

nat (inside,dmz) static obj-192.168.76.99 dns
|

nat (inside,dne) after-auto source dynam c Net_192. 168. 75. 0_24bits pat-pool range-192.168.76.20-22 fl at

IUGlEss 292956 Bes IUBuwpe 3:

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination stat
translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Auto NAT Policies (Section 2)
1 (inside) to (dmz) source static obj-192.168.75.99 0bj-192.168.76.99 dns
translate_hits = 1, untranslate_hits = 0

Manual NAT Policies (Section 3)
1 (inside) to (dne) source dynami c Net_192.168. 75.0_24bits pat-pool range-192.168.76.20-22 flat include-
translate _hits = 0, untranslate hits = 0



lJoz 8l pu Packet-tracer:

<#root>
firepower#

packet-tracer input inside icnp 192.168.75.15 8 0 192.168.76.5

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.76.5 using egress ifc dmz

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

Result: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:



Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,dnz) after-auto source dynam c Net_192.168. 75. 0_24bits pat-pool range-192.168.76.20-22 flat
Addi tional |nfornation:

Dynamic translate 192.168.75.15/0 to 192. 168. 76. 20/ 11654

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT
Subtype: np-inspect
Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect icmp
service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:



Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7289, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

IJozll pu lduoes
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Overview Analysis Policies Devices Objects | AMP Jeploy System
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Advanced Troubleshooting

FTDE506- 1
File Download ASA CLI
Command show w Parameter nat pool 1
Output UDP PAT pool inside, address 192.168.75.6, range 1-511, allocated 2

l..IDP F’.ﬁ.T |:H:|c-| II'I5-'Il:f'E_. add‘ress 192 IEB 756, range 512 1023, a1|u~ca'r.ed 1

ICMF PAT poaol l:fmz range- 192,168, ?6 20- .'-!2 address 192 168.76. .'-!I} range 1-65535,
allpcated 1

: : STOe I- 511, onocared 3
UDP PAT pool uulsrde a-:ldre 55 192 168 ?? Er range 512-1023, allocated O
UDP PAT pool outside, address 192.168,77.6, range 1024-65535, allocated 3
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