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Jeyuo uwsluwsd IJopde Vs 1y uosd IJos wp s8¢0l oo FMC:

> show access-control-config

[ Rule Set: (User) ]
Action : Block | SE Metadata :

Destination Ports : HTTP (protocol 6, port 80)

HTTPS (protocol 6, port 443)

URLs
Cat egory : Ganbling
Cat egory : Stream ng Media
Cat egory . Hacki ng
Cat egory : Malware Sites
Cat egory . Peer to Peer
Loggi ng Configuration
DC : Enabl ed
Begi nni ng . Enabl ed
End . Disabled
Files . Disabled
Saf e Search : No
Rule Hits : 3
Vari abl e Set . Default- Set
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> gystem support firewall-engine-debug

Pl ease specify an | P protocol:
Pl ease specify a client |P address:
Pl ease specify a client port:

10.201.229.88



Pl ease specify a server |P address:
Pl ease specify a server port:
Monitoring firewall engi ne debug nmessages

pold eds 2L Ieelsé-perd-cuorse Iitble Je,ds 1Jp9) 1d9b3s pe suoe edlple B 1duwb):

10. 201. 229. 88-52243 > 104.28.4.103-80 6 AS O | 1 Starting with mininumO, id O and |PProto first
with zones -1 -> -1,

geo 0(0) -> 0, vlan 0, sgt tag: 6, svc 676, payload O, client 686, misc 0, user 9999999, url
http://ww. poker.com , xff

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1: DataMessagi ng_Get URLDat a: Returni ng URL_BCTYPE
for ww. poker.com

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1 rule order 1, 'DenyGanbling' , URL Lookup
Success: http://ww. poker.conl waited: 0Ons

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1 rule order 1, 'DenyGanbling , URL

http://ww. poker.com Matched Category: 27:96 waited: Ons

10. 201. 229. 88- 52243 > 104.28.4.103-80 6 AS O | 1 match rule order 1, 'DenyGanbling', action

Bl ock

10. 201. 229. 88-52243 > 104.28.4.103-80 6 AS 0 | 1 sending bl ock response of 474 bytes
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> system support firewall-engine-dump-user-identity-data

Successful |y commanded snort.

Jeruo Iduslole: bed [Us soe 1Jgwsy:

> expert

adm n@ i r epover: ~$
Suubis snort pJud wW,)s¢ wew /var/sfidetection_engines/GUID/instance-x >JsJ. luvpe pJd
lJow)s€ 09 user_identity.dump.

admi n@ i repower:/var/sf/detection_engi nes/ 7eed8b44-707f - 11e6- 9d7d- e9a0c4d67697/ i nst ance- 1$ sudo
cat user_identity.dump
Passwor d:

---------------- I P:USER = =----s=cmmmmocn socomeeacmaaoo- Host ::ffff:10.201.229.88 -----------

----- (o ffff:10.201.229.88: sgt 7, device_type 313, location_ip ::ffff:10.201.229.94
coffff:10.201.229.88:47 realm3 type 1 user_pat_start O
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pu oY) b6 Firepower

Spedud p)lees pwedle ADI el pu Ilouold oo FMC 9 ISE. JJdg ey, eds uvedle pdsu
ADI w288 pu pJw Ivar/log/imessages eJs FMC. wodlzb guedle ped bolo:

ADlI | SE_Test _Hel p: adi . | SEConnection [I NFO Preparing ISE Connection objects...
ADlI _| SE_Test _Hel p: adi . | SEConnection [I NFO Preparing subscription objects...
ADlI _| SE_Test Hel p: adi . | SEConnection [INFO subscribed successfully to

Endpoi nt Profi | eMet aDat aCapability

ADlI _| SE_Test _Hel p: adi . | SEConnection [INFQ registered call back for capability
Endpoi nt Profi | eMet aDat aCapability

ADlI | SE_Test Hel p: adi . | SEConnection [INFO subscribed successfully to

Trust SecMet aDat aCapability

ADlI _| SE_Test _Hel p: adi . | SEConnection [INFQ registered call back for capability
Trust SecMet aDat aCapability

ADlI _| SE_Test Hel p: adi . | SEConnection [INFO subscribed successfully to

Sessi onDirectoryCapability

ADlI _| SE_Test _Hel p: adi . | SEConnection [INFQ registered call back for capability
Sessi onDirectoryCapability

ADlI _| SE_Test _Hel p: adi . | SEConnection [I NFO Connecting to ISE server...

ADlI _| SE_Test _Hel p: adi . | SEConnection [I NFO Beginning to connect to ISE server...

ADlI _| SE_Test _Hel p: adi . | SEConnection [INFQ ... successfully connected to ISE server.
ADlI _| SE_Test _Hel p: adi . | SEConnection [INFQ Starting bul k downl oad
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