OuI9S lebs Lo9,6 Jleds J FXOS W
Firepower 4100 9 9300 Series

lJpzogsle

lJp 95,00

S92z 03l ldpwows Jsdss lehs couwsd IJuble Llddled: spuve IUuo9) slebeol 1Us
lesble 1dpuoue IJIBeluoss Igluos wol.

lJpolbdolo

-logold ebe TFTP oglzosd IULL6 gJs FirePOWER
-logold 9gs6 ldogde oldzol;

lJedoule [Jpuespd

-Firepower 4100 l9 9300 Series
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250 wulez Lo9,o IUluwe b couo ey o9 IJluwe b edles pdile pudods (K.ickstart.
Manager. System). eJs uvesd IJpeld Idelds os uo9) IJluwe sl J FXOS 2.13(0.212)

-u29,0 IJlwe sl (Kickstart) J FX-OS 2.13(0.212)
-u29)0 luwegho (p>sy) J FX-0S 2.13(0.212)
-u29,6 luwwgls (Lble) J FX-08 2.13(0.212)
op logble Idpgdgele 1Uglss B 03l IJpuwows pu 1Jizo6 10092936 Vs wsisé pgpdsé gl os.

wlo gpse IJlzojo I.J,ouuo'a),oéé WO il I.quuog{vodg..;g PPUNIT (:Iuéculu'agg). Bl Jdlpo
dedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpeeed Jls lp).

) pdlzbs: ugs> cudss ol ldlg)lec wop lghs wessu JJps )9, 1Jeuwdsd IJs Admin123.

Iod [Jose



* Vs gldo wJw Supervisor OnBoard (1J3lY)0 1Jp99wo) 9850 33,6 IJuble gds 1w pos>
wulec spdud luwegsle o3l Idlg)le Jigvoghs IJuble. Jldpld 030 IUgpdséd Sgw lu w@89p
TFTP wopos> w096 Kickstart: glglsse wuuwsd 131956 1Jpsdws wujsd uble gass glelo
oposd lJpUiy.

Jlz,le
lJglbgs 1.
lJsuo9d 1Js pbld.6 ROMMON

a. lIJlouold wpuwds 9230 IJoede.

b. le> wposs IJuble.
$89p uble vougsd gpdsd IJoposs 958,00 pdde IJe> Ideduws.

c. lusgb gJs Escapekey icule IUgs Igduus JJsgsd 1Js 9une ROMMON

|Jz b9 2.
B woposs IJuble Uluuesle Lo9,s Kickstarter g, TFTP

a. ¥p woessu ldpedple Iduozses Jolzos IUbL6 sldewslo soule 1duve Js sldoslos.

rommon 1 > address <IP-Address>

rommon 2 > netmask <Network-Mask>

rommon 3 > gateway <Default-Gateway>

w. luwogse IJle) set JJoedd pu ldpedsple eds sleos IDL)6.



rommon 4 > set
ADDRESS=
NETMASK=
GATEWAY=

SERVER=
IMAGE=
PS1="rommon

z- louwe we9yé kickstart |Js sdsd TFTP spdo 1J9uesd [Jse pu osdd Firepower4100/9300
Josd pu edld 9lzos [JDs1)6.

rommon 15 > boot tftp://10.88.7.12/fxos-k9-kickstart.5.0.3.N2.4.130.81.SPA
ADDRESS: 10.201.183.202
NETMASK: 255.255.255.248
GATEWAY: 10.201.183.201
SERVER: 10.88.7.12
IMAGE: fxos-k9-kickstart.5.0.3.N2.4.130.81.SPA

TFTP_MACADDR: 88:fc:5d:4b:fa:b8

Receiving fxos-k9-kickstart.5.0.3.N2.4.130.81.5PA from 10.88.7.12
R R R R BB BB RIS IR R S RS R R S R B B R SR R L R S R S R B I SR IR IR SR S RIS R RIS IR
B A A A A A B R S S A A B
R A A R A T
File reception completed.

I Kickstart Image verified successfully

~ edlzbé: spdud lsuol wposs kickstart o, ROMMON Clwegsle zols 9 ulislo USB ez
B Vs USB eds 1JJses 1Jiplpsé JosIdJ Firepowerd100/9300. 131 o p |>¢lJ zol; USB
loole ouvgsd IJoblec O wozolz IJs lebs cuvgsd IJuble $od lJog)d gJs zolj
USB.

IJg 96 3.

£ 91238 JsI oo 1Ju09)8 o5 predé: lehs uuwsd serue Il 3500 [uwedle seruo
IJle) Wuse IJuble erasecat4000_flash:.



r startup-config, licenses as well as the contents of your bootflash:.

. done

done
: done

g for bad test): done
matting bootfl

C
=
-

test): done

3 N0

y test): done

st): done

MO E MO

(ing for d blo read-only test): done
ting CWM 0 C configuration
S eded

Reinitiali ntents
Initialization completed

~ odlzbé: spz9 Il init system ppe9sle IJBJlui wel Bs 3JY zpse Loy Idulez IJos
e wujsdol IUs IJuble 9zpse IJodssole 1Jeszsé eds IJuble. suveg)rd pu 20 IS
30 58586 Jlwele IJgpdss.

|Jz bb9s 4.
oisd o9y IJlwesls Josdd Firepower 4100/9300.

ai@b@EVféwea§&hPLj&ﬂJﬂﬁééuﬂafﬂﬁ|PEQ§¢99@V5 lJs ouisd
S&ue Il luwepsly yog,6.

switch(boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(boot) (config)# interface mgmt ©

switch(boot) (config-if)# ip address <IP Address> <Netmask>

switch(boot) (config-if)# no shutdown

switch(boot) (config-if)# exit

switch(boot) (config)# ip default-gateway <Gateway>
switch(boot) (config-if)# exit

~ pdlebo: Jl spdo wujsd 030 IUuo9) £y pud> USB.

o logwg IJ o9y IJlugwe b Idedle po ldégbe Ideess [Js 319,06 IJoposs 1Jeddwo (bootflash).

2. 23 gu9lu URL Jdpdwd Jlgwes)hb 1duoy) wluwedsle lzas Iduose 1Jaeldss:



ftp://lusername@hostname/path/image_name
+ scp:/lusername@hostname/path/image_name
+ sftp://username@hostname/path/image_name
« tftp://hostname/path/image_name
switch(boot)# copy tftp://10.88.7.12/fxos-k9-kickstart.5.0.3.N2.4.130.81.5PA bootflash:

Trying to connect to tftp server
Connection to server Established.

.ff

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch(boot)# copy tftp://10.88.7.12/fx0s-k9-system.5.0.3.N2.4.130.81.5PA bootflash:
Trying to connect to tftp server

Connection to server Established. Copying Started.....

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch(boot)# copy tftp://10.88.7.12/fxos-k9-manager.4.13.0.81.5PA bootflash:

Trying to connect to tftp server

Connection to server Established.

/
f

TFTP get operation was successful
Copy complete, now saving to disk (please wait)...
switch(boot)# |

3. ey’ uuwe IJuos) vuele IJs osdd Firepower 4100/9300: §p wepd hovlb |Us Lo9,6
lJp>s,) pw Nuova-sim-mgmt-nsg.0.1.0.001.bin. sgw, o3l lJLoolb IJss 1oz esd Is LO9)6 P3S)
WSOp wgesdol.

STw i SIY9u lgwe Symlink slis el nuova-sim-mgmt-nsg.0.1.0.001.bin wg o IJoub,) o [Juo9,0
lJos oeled wepsdol.

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

SPA bootflash:nuova-sim-mgmt-nsg.®

lJglbgs 5.

lels czesd 1pzsd.



switch(boot)# reload
This command will reboot this supervisor module. (y/n)
[ 6267.402202] reboot: Restarting system

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.15, RELEASE SOFTWARE
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled Thu 04/11/2019 21:15:59.58 by builder
Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM Slot © : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPR-4145-5UP with 8192 Mbytes of main memory
MAC Address: 88:fc:5d:4b:fa:b8

autoboot: Can not find autoboot file 'menu.lst.local'’
Or can not find correct boot string !!
rommon 1 >

IJ 196 6.

2ipd pu JsI oo 9 uog) IJuble.
art-image> <system-image>

2 » boot fxos-k9-kickstart.5.8.3.N2.4.138.81.5PA fTxos-K9-system.5

ckstart Image verified successfTully |
wcto=-standard* (pvasapur@sic ims =-vmB1B5) #1 SHP T

fnew=-root/bootflash’ 0

for fnew=-root/proc L
I 1eW=-roots/slot@’ Opera
ng permissions Tor /fNeéW-rools/sys | Up
Sun Jan 1 €88:89:48 UTC 2812

4.286394) Nuova 12¢ initialization done su

) edlebs: spdoud puiloss Huwlisd glol 5L IJe,esue leule wepsd Lo9)6 IJuble. spdud
welod o030 Iy wlisd olplu.




w8 wepsd IJueg,ydéc sbldod IJuble olsgld IE)l)Iu |.Ju-J_9.5U |J|3J50 ,J.JauogJ eds s puU
lJeedsplo: spdoud Idlbdle eds ldedase

Type Ctrl-C at any time for more
or to abort configuration and reboo

You have chosen to setup a new Securit

Continue? [ Yes f Mo :'n :

lJglbgo 8.
Ip wouwesd 1Usgad IJs Iduble wluwegsle wslule Idlgweb Idos wp ogsswel wldwed.
lJ¢logs 9.

Bp wouisd U298 25p6 IJuble IJluwlgus JJluwegsle pe osdJ Firepower 4100/9300.

Download task:
File Mame Protoceo

Downloading

: Download-task fTxos-k9. .8.212.5PA : completed successfu

IJzbogé 10.

1. bgd 9o0e Idovwse IJoddlss.

2. 3doe I FXOS pouoé 25p6.

3. su2dd okl Isdl oo 2506 1dwlez IJos s> cousool. sd9p IJuble wledlpd wls
£3p 091838 Lsu lJobusdle Idpswss eldsl 92506 wulee IJoble 1wl us FXOS
|Jpea>6.

4. i)'aJ Jdelds oU ol oS pulugs lJovusw: |_9 i)'aJ ep ldele ldovwsoe.


/content/en/us/td/docs/security/firepower/fxos/fxos222/cli-guide/b_CLI_ConfigGuide_FXOS_222/getting_started.html#task_3707D1E1167D4D2A9CA268F58109C62D

FPR-4145% /firmware

firmwarefauto
nstalled F

INFO: There is no service te install this | 2.13(8.212)

ngrades firmware and seftware on

hat are recommended before starting Auto-Install

platform softw; )
de status can be monitored with "s firmware monitor® under system s

install #

IJs o9 11.



FPR-4145% Sffirmwarefauto-install # show fsm status expand

F&M Status:

Affected Object: sys/fw-system/fsm
Current F5M: Deploy

Status: Success

Completion Time: 2812-81-81T8B:56:29.615
Progress (%): 1l&8

FEM Stage:
Order 5Stage Name Status

DeployWaitForDeploy SUCCESS
DeployResolveDistributableNames Skip
DeployResolveDistributable Skip
DeployResolvelmages Skip
DeployValidatePlatformPack Success
DeployDebundlePort Skip
DeployPollDebundlePort SUCCESS
DeployvActivateUCSM Skip
DeployPollActivateDTUCSM SuUccess
DeployActivateMgmtExt Skip
DeployPollActivateOTMgmtExt Skip
DeployUpdate IOM Skip
DeployPollUpdatedfIOM Skip
DeployActivatelIDH Skip
DeployPollActivateOTIOHM Skip
DeployActivateRemoteFI Skip
DeployPollActivateOTRemoteFI Skip
DeployWaitForUserAck Skip
DeployActivatelLocalFI SUCCESS
DeployPollActivateOfLocalFI Success

= = @ S & 5

1
2
3
4
5
6
7
8
3
1E
1

OO0 00 a0 .0 .eeome

IJz bbgs 12.

BlIluo Lo9y6 gjped IJuble I._Jiuuluu§ lJos Yeo vodwsool oyl y pe IUuoy) IJos
luvegsrewol Jigvoghs IJuble Osze edsy wugvshb Jozo IUpdlosz 9,29 [Juble s394l
w2 sop luwosleol g wesd IJouble Os 1Jpgwedod.

Jlsere IJougisb IJoddliss o oowse 2ies Jouble 1 iusluus 1Jos oposs s udw
w29 wed Idluwe b IJos e luvegsleol.

1. CESSU Q.]ngé louold IJowss IJosous J A
2. luweesp IJle, show version Jg, o |uesl) kernel IUzhs ouvgsdo 9luosh) Iduble 1Jzhs
oubgsdo. luwwgsp odo Iduwdluwd Jougivsb 1Juo9,)é.

%n pdlzbo: |31 Jly Startup-Kern-VERS g Startup-SYS-VERS poo9bsy wldved 9pblodsy
o& Running-Kern-VERS g Running-SYS-VERS: WJu wdyy weled lds cuuvs 1IUue9)




% 9spedu ldpologsd |Us 1Jglbys 13.

c. bed IJle, IJolds Joouvshb 1Juos).8p wouvshb luosly uble kernel JJo,ulez IJoloo
<running_kernel_version> <running_system_version>

FPR-4145# scope fabric-interconnect a
FPR-4145 /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.8(3)N2({4.138.81)
Running-Sys-Vers: 5.8(3)N2(4.138.81)
Package-Vers: 2.13(8.212)
Startup-Kern-Vers:
Startup-5Sys-Vers:
Act-Kern-5tatus: Ready
Act-Sys-5tatus: Ready
Bootloader-Vers:

FPR-4145 /fabric-interconnect # activate firmware kernel-version 5.8(3)N2(4.138.81) system-version 5.8(3)N2(4.138.81)
Warning: When committed this command will reset the end-point
FPR-4145 /fabric-interconnect* # commit-buffer
FPR-4145 /ffabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.8(3)N2({4.138.81)

Running-Sys-Vers: 5.8(3)N2(4.138.81)

Package-Vers: 2.13(8.212)

Startup-Kern-Vers: 5.8(3)N2({4.138.81)

Startup-Sys-Vers: 5.8(3)N2(4.138.81)

Act-Kern-Status: Activating

Act-Sys-5Status: Activating

Bootloader-Vers:

S pdlebé: spdu wEss) 2lds IUghe [Us "Suvd IJE,ue". I sles JJEJE wubly oso
IywlJs 9spdud polugs o3l 1dlz)le.

lJ¢logs 13.
i@ wpos lJuble.

FFR-4145# top

FPR-4145#% scope

FPR-4145 /chassis # prompt

Starting 551 ; . Monitor progress with the command "show fsm status"
FPR-4145 /chassis # show fsm status

Chassis:

FSM 1:

Remote Result: Not Applicable

Remote Error Code: MNone

Remote Error Description:

Status: Reboot Chassis Wait For Blade Shutdown

Previous 5tatus: Reboot Chassis Wait For Blade Shutdown

Timestamp: 2812-81-81T81:15:19.564

Try: 1

Progress (%): &5

Current Task: Waiting for blade shutdown (FS5M-5TAGE: sam:dme:EguipmentChas
:WaitForBladeShutdown)




N LUizbs: sead oble gds 2800 bl3s I 52380259 Iplo Gud s Bl IJeubgsd s
lJuolss &p lebé ouvgsd osdd Firepower4d100/9300. 9o yweg )9 030 IJgpdsd pl s 59
10 59ks 9 w9yl

IJs o9 14.

ool Bus 21Js IJoble. szo o coodd 2lJs 1ghe po "Discovery” |Js "Config" & e B IJuolss
!Jd "Ok"_
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